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1. PURPOSE

This document establishes an operational policy for end-user disk space storage management in
the office automation environment at the Centers for Medicare & Medicaid Services (CMS).

2. BACKGROUND

Electronic disk space storage is a critical element within CMS’ IT infrastructure, which is
essential to supporting the accomplishment of CMS’ mission. This vital resource is utilized
daily by CMS network users to store and to share documents, information, data, files, and
Agency records electronically. Electronic disk space storage is, however, a limited resource
within CMS’ IT infrastructure, which must be managed in order to ensure that the resource is
available to all users when it is needed.

The Federal Records Act of 1950, as amended, requires all Federal agencies to make and
preserve records that document their organization, function, policies, decisions, procedures, and
essential transactions. Records are broadly defined by statute and regulation to include all
recorded information, regardless of medium or format, and therefore include files that are stored
electronically. As required by law (36 CFR 1228.50), Federal agency records may not be
destroyed without prior approval from the Archivist of the United States. This approval
authority is provided in the form of the National Archives and Records Administration (NARA)
General Record Schedules and the CMS Records Schedule. These schedules define Agency
records and provide instructions for their retention, transfer, retirement, or destruction. Only a
litigation-related directive can override the retention time frames set forth in these Schedules.
All CMS employees are responsible for ensuring that Agency record retention/disposition
actions agree with these Schedules, which includes the appropriate retention/disposition of all
documents, information, data, and files that are stored on or removed from network disk space
storage.

The following are the primary network drives that provide users with access to CMS’ available
disk space for electronic storage:

e HOME Drive — The HOME drive contains directories that are dedicated to individual
CMS users. A user’s HOME drive is a private storage location on the network where
only the individual user has been granted access. The purpose of the HOME directory is
to provide users with storage space for files for which only they have access. A user’s
HOME directory is not shared with other users. On the CMS network, an individual’s
HOME drive is also known as the F: drive.

e SHARE Drive — The SHARE drive contains directories that are dedicated to various
CMS business components. The SHARE drive is a shared storage location for users
within a CMS component, for which only users within that component can access the
files. On the CMS network, a component’s SHARE drive is also known as the G: drive.



e GLOBAL Drive — The GLOBAL drive is a general access location. All CMS business
components have access to this drive for file storage. The purpose of the GLOBAL drive
is to facilitate file sharing between components. On the CMS network, the GLOBAL
drive includes the H:, I:, and N: drives.

Users are encouraged to store all data on network storage (HOME, SHARE, and GLOBAL
drives). All data residing on network storage are regularly backed up, and as a result, can be
recovered if necessary within established timeframes. Local disk storage on individual
workstations (i.e., A:, C:, and D: drives) are not backed up, and thus, data will be lost if the
workstation’s local disk fails.

The CMS network also houses the APPS drive, which provides access to shared applications.
On the CMS network, the APPS drive includes the U:, W:, X:, Y:, and Z: drives. Users do not
have direct access to the APPS drive for electronic storage, and thus must obtain assistance from
the CMS IT Service Desk when electronic storage on the APPS drive is necessary.

3. SCOPE

This operational policy applies to all users of CMS’ IT infrastructure, including contractors or
other business partners, where IT infrastructure is provided by the Office of Information Services
(OIS).

4. OPERATIONAL POLICY
4.A. Acceptable Storage Material

All business-related material is acceptable for storage on the CMS network storage drives.

Users are prohibited from downloading and storing unauthorized and/or unlicensed, copyrighted
material (e.g., music, art, literature, or software), whether the files are stored on the network
servers, desktop workstation, or on removable media such as diskettes.

Users are prohibited from storing application software and/or copies of CD-ROMs on the
HOME, SHARE, or GLOBAL drives. In order to have an application installed on the APPS
drive, users are to call the CMS IT Service Desk for assistance.

4.B. Storage Limitations

The following defines limitations for disk space storage on the primary CMS network drives:

e HOME Drive: Users will be assigned a limit of 250 MB of storage for their personal
directory on the HOME drive. When a HOME drive is within 10MB of the limit, a
warning message will be displayed on the user’s computer screen. The warning message



is a reminder to review the files stored on the HOME drive and remove any files that are
no longer needed in order to free up storage space.

NOTE: Exceptions to the HOME drive storage limit will be considered if alternate
solutions (e.g., storing data on off-line media) will not suffice, and a sufficient,
business-related justification is provided.

SHARE Drive: CMS business components will be assigned a limit for the amount of
storage allocated to their SHARE drive.

GLOBAL Drive: There is no space limit assigned to the GLOBAL drive.

APPS Drive: There is no space limit assigned to the APPS drive.

4.C. Storage Retention

The following defines the amount of time that files can remain on CMS network disk space
storage while not being accessed:

HOME Drive: There is no retention limit assigned to the HOME drive.
SHARE Drive: There is no retention limit assigned to the SHARE drive.
GLOBAL Drive: Files on the GLOBAL drive that have not been accessed within two (2)

years will be deleted from the GLOBAL drive and no longer accessible unless the user
takes appropriate action for alternative storage prior to the deletion.

APPS Drive: There is no retention limit assigned to the APPS drive.

Users are required to ensure that the retention/disposition of all electronic material stored on or
removed from CMS network disk space storage is managed in accordance with the CMS
Records Schedule and the NARA General Record Schedules. This includes ensuring appropriate
retention/disposition of all electronic material that is slated for deletion from the GLOBAL drive,
if not accessed within the allotted two-year timeframe.

4.D. Backup and Recovery

All material stored on the CMS network drives is regularly backed up for possible recovery in
the event of a loss. Material stored on local disk storage on an individual workstation is not
backed up, and is thus unrecoverable in the event of a loss. In order to obtain files that have been
removed from HOME, SHARE, GLOBAL, or APPS drives, users are to call the CMS IT Service
Desk for assistance.

If a file is deleted (whether by mistake or is found, after the fact, to be needed), it may be
restored from a network backup, provided that the restore request is initiated within three (3)



weeks of the deletion. After the three-week recovery period is passed, any deleted file will no
longer be recoverable.

5. ROLES AND RESPONSIBILITIES

The following entities have responsibilities related to the implementation of this operational
policy:

5.A. Users

The Users of CMS network disk space storage are responsible for the following activities:

e Adhering to the operational policy set forth in this document for what material is
acceptable for electronic storage at CMS;

e Managing the files stored on the User’s HOME drive so as to remain within the space
that has been allocated to the User;

e Requesting an exception, if needed, to the standard HOME drive storage space limit in
accordance with the appropriate procedures (see Attachment Section below);

e Managing the use of disk space storage resources to ensure that material that is no longer
needed is removed from HOME, SHARE, and GLOBAL storage;

e Ensuring that the retention/disposition of electronic material stored on or removed from
CMS network disk space storage is managed in accordance with the NARA General
Record Schedules and the CMS Records Schedules; and

e Ensuring that electronic records that are removed from HOME, SHARE, and GLOBAL
disk space storage are not destroyed without an appropriate disposition authority, which
can be obtained through the CMS Records Officer located in the Office of Strategic
Operations and Regulatory Affairs (OSORA).

5.B. CMS Components

The individual CMS Components are responsible for the following activities:

e Managing the files stored on the Component’s SHARE drive so as to remain within the
space that has been allocated to the Component; and

e Requesting an exception, if needed, to the SHARE drive storage space limit allocated to
the CMS Component in accordance with the appropriate procedures (see Attachment
Section below).

e Managing the use of disk space storage resources to ensure that material that is no longer
needed is removed from SHARE storage;

e Ensuring that the retention/disposition of electronic material stored on or removed from
SHARE storage is managed in accordance with the NARA General Record Schedules
and the CMS Records Schedules; and

e Ensuring that electronic records that are removed from SHARE storage are not destroyed
without an appropriate disposition authority, which can be obtained through the CMS



Records Officer located in the Office of Strategic Operations and Regulatory Affairs
(OSORA).

5.C. Office of Information Services (OIS)/ Technology Management Group (TMG)

The OIS/TMG is responsible for the following activities:

e Developing and implementing procedures to ensure compliance with the operational
policy established in Section 4 above (see Attachment Section below);

e Managing the storage limits assigned to individual Users and CMS Components;

e Approving/disapproving requests for exceptions to the established HOME and SHARE
drive storage space limits; and

e Overseeing CMS’ IT Infrastructure Implementation Agent or Contractor’s execution of
their role in fulfilling this policy.

5.D. IT Infrastructure Implementation Agent or Contractor

CMS’ IT Infrastructure Implementation Agent or Contractor is responsible for the following
activities:

e Managing the CMS network disk space storage drives, including maintaining backups of
stored materials and the retention/disposition of files, in accordance with this operational
policy; and

e Restoring deleted files from network backups, if requested within a three-week period
from the time of deletion.

6. APPLICABLE LAWS/GUIDANCE

The following laws and guidance are applicable to this operational policy:

e Federal Records Act of 1950, as amended (44 U.S.C. 3101 et seq.)

e Federal Guidelines on Records Management (36 CFR 1220 through 1236—Chapter XII-
National Archives and Records Administration)

¢ National Archives and Records Administration (NARA) General Record Schedules

e CMS Records Schedule

7. EFFECTIVE DATES

This operational policy becomes effective on the date that CMS’ Chief Information Officer
(C10) signs it and remains in effect until officially superseded or cancelled by the CIO.



8. INFORMATION AND ASSISTANCE

Contact the Director of the Technology Management Group (TMG) within the Office of
Information Services (OIS) for further information regarding this operational policy.

9. APPROVED
Is/ 8/24/04
Timothy P. Love Date of Issuance

Chief Information Officer

10. ATTACHMENTS

Procedure: Request for Exception to Network Drive Storage Limits



