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1. Introduction

This guide provides step-by-step instructions on how users who already have an active CMS.gov
Enterprise Portal account and a role in the Health Insurance Oversight System (HIOS) can register for
Multi-Factor Authentication (MFA), remove a registered MFA device, and log in with MFA.

Note: This guide is intended for existing HIOS users only. If you do not have an EIDM account or a HIOS
account and would like to register for one, please visit https://portal.cms.gov.

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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2. Step-by-Step Instructions to Register for Multi-Factor Authentication (MFA)
in CMS.gov Enterprise Portal

MFA is a security mechanism that is implemented to verify the legitimacy of a person or transaction.

MFA requires you to provide more than one form of verification in order to prove your identity. MFA
registration is required only once when you are requesting a role, but will be verified every time you log
into the CMS Enterprise Portal.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone,
computer, or email to add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

Smart Phone: Download Verification and Identity Protection (VIP) access software on your smart
phone/tablet. You must enter the alphanumeric credential ID that is generated by the VIP access
client. You will then enter the Security Code generated by the VIP client.

Computer: Download VIP access software on your computer. You must enter the alphanumeric
credential ID generated by the VIP access client. You will enter the Security Code generated by
the VIP client.

E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login.
You must provide a valid, accessible e-mail address.

Short Message Service (SMS): Use the SMS option to have your Security Code texted to your
phone. You must enter a valid phone number. The phone must be capable of receiving text
messages. Carrier charges may apply.

Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing
your Security Code. You must provide a valid phone number and (optional) phone extension.

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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1. Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS Enterprise Portal.

Note: The CMS Enterprise Portal supports the following internet browsers:
¢ Internet Explorer 8, 9, 10, and 11

¢ Mozilla-Firefox
e Chrome

e Safari

CMS.QOV lEmerpr!se Portal o | 0 | e | | ik |

Centers for Medicare & Medicaid Services Learn sbout your hestrawe ogtions
Health Care Cuality improvement System  Provider Resources.

CM3 Potal > Welcome to CMS Portal

CMS Secure Portal

I .‘5
4

Fﬁfeleome to CMS Enterprise Portal _,

The CMS Enterprise Portal is a gateway - T log into the CMS Podal a CUS user
[N account i requred
being offerad to allow the public to access a -
number of systems related to Medicare h ‘ 8 Login to CMS Secure
Advantage, Prescription Drug, and other : 1 /T/ Portal
CMS programs %
e

e e T e e
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Figure 1: CMS Enterprise Portal - Login to CMS Secure Portal

2. Read the Terms and Conditions and select | Accept to continue.
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Figure 2: Terms and Conditions

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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3. Enter your User ID and select Next.
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Figure 3: Enter User ID

4. Select the Register MFA Device link.

Welcome to CMS Enterprise Portal
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Figure 4: Register MFA Device

5. Select OK to navigate away from the login page.

Note: Selecting Cancel will end the process to register an MFA Device.

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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Unable 10 Aocess Securiy Code?

I you are unabile to actess a Security Code, you may use the Unable To Access Security Code? Bnk. To wse this link you will be drected amay
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Figure 5: Register MFA Device - Select OK

6. Read the Terms and Conditions and select | Accept.
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Figure 6: Terms and Conditions

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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7. Enter your User ID and Password, and select Log In.

Howwoc | ascrv | 8o 4 P | () Bt | e

CMS.QOV |Enfer-prlse Portal e | sme it

Centers for Medicare & Medicaid Services |

Prowider Resoulces

Welcome to CMS Enterprise Portal

_—

= G

Fogl Paggsgef?
Fopat User 7
Miesed an account? Click e ek - Higw User regisiraion

Figure 7: Enter User ID and Password

8. Answer the challenge questions and select Next.

CMS
.Q{J'"-" Enterprise Portal

oy Pt

GRS Partal > Ragister MFA Davice

Sermer padckel Soxde Off | Accerimdsllty Sefbngy
Fleans anvasr tha Bcdlsing Chaliengs geestinny

What is e nama of your tavonie pel™
Whiat i ysirt Biretrita oy whidn pons wast B chif?

What i pour Lpvorie racks ptaton?

b1t

e arse Gan

IC5: Portall Logan mees shiuid be dnectsd 10 XOSC Tier 1 Sp0ort 3t 1-BS3-207-1315 or CMS FEPSEmE. e, 00w,
For trosdsle witth your EUA acconrt, phiase vist the Enterprise Uhes Admanistration (ELA] pege,

Figure 8: Challenge Questions

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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9. Select an MFA device from the MFA Device Type dropdown.

Note: You can select the arrows on the left of each MFA Device Type for additional information.

CNES Portal > Ragister MFA Davice
S, A MO0 | Attty Semngs

Rigiasieet MFA Dvices
Thie e o MFA Dvited B0t wilh your peodie

Regisier Yoer Phane. Compuier, of £.mail

Adang 3 Sacurty Code S0 your iogin 250 inown 25 Muls-Factor Aufhenticaion: (VFA) can maie your login more sacure by providing an 2 layer of prolection o your ueer rame nd
passaon

Yiou e it B Secordy Code B pour el by regisieeng your phong: computer o E-mail. Sulect e ik Sekow b i out meee information about i ogfors

= Phone Tt PCLIptp
‘ 2o Tt Megaage Short Message Service (S5
& Inferactive Vowce Response (V)
> Email
Pease noks Tat you e only alowed fwo allempls fo regesier your WFA, device. If you are unatie 10 regisiier your device wilhin two 2iempls pisase o cul, Then iog back n o fry again

Salact the M4 Device Type St 'J_.\a'! s o login 0 secune applications o the dropdoan meny beioe.
= MFA Dpce Tyoh SessWFd Cwvcn "yt

Figure 9: Select MFA Device Type

9(a). If selecting Phone/Tablet/PC/Laptop as the MFA Device Type, enter the alphanumeric code that
displays under the field labeled Credential ID (on the VIP Access software) in the Credential ID field.
Enter a brief description (e.g., Laptop) in the field labeled MFA Device Description. Then select Next.

Register Your Phone, Computer, or E.mall

Adding a Securnty Code b your logn also kndwn as Multi-Facior Authertcaton (MFA) can make your login more secune by prosadng an et
Earyer of profeciion 1o your user name and passworsd
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¢ Taxt Message Short Message Service |SM5)
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digts U5, phone rumber for a mobie desvice tha = capaiie of recening texl messages. Carrier senice charges may apply for Shis opbon
¥ Interactive Voios Response (TVR)
The 'R opbon will communicate your Security Code frough a voe message thal will be sent deectly fo your phone. The option requines
you i prowde & valid ten (10) digpts 1).S. phane rumber and [Optonal) emnsamlnatwll be used durmg logan b oblain the Securty Code

Theé xiéndbn nas begen: with any one of the following. astenske™ | pendd ™' | comma " | pound W foliwed by numenc 060 3. For dxcemple
4B85554442

To access the application you must enter the provaded Security Code on the login page. Camer service charges may apply for this option
7 E-mail

e E-mail sddress on your profis wil b used when regestenng for Multi-F actor Authentcaton (MFA) using E-masl opticn '\-.M-—!ougﬂg

i 3 secure apphcabon. your Security Code that = riquered 3 By login page wil be &-maked 10 the -mal addréss on the proSle

Piease nobs thai you ane only aliowed tas Stiempls fo regrster your MIFA denice. [ nou are urabis Te regrster your dinace within two alieenpts
please log oo, than log back in o iry agan

Select the MFA Device Type that you want :aF o logen to secure applications from the dropdown menu below,

* MIFA Divace Type: |FrocaTassaPolastn L]

Enter the: alphanumenic code that deplays under the labed Credential [0 on your device.
- Credential D WHETEIEBERST
* MF 4 Denee Dwacripbior: | PC Option i}

[~ I = K__
Figure 10: MFA Option (a) - Phone/Tablet/PC/Laptop

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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= VIP Access

"Credential ID

VSST63534857

Security Code (05| ‘
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Figure 11: VIP Access Software

OR

9(b). If selecting Text Message — Short Message Service (SMS) as the MFA Device Type, enter the

Phone Number that will be used to obtain the Security Code. Enter a brief description (e.g., Text) in the
field labeled MFA Device Description and select Next.

Register Your Phone, Compater, or E-mail
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Figure 12: MFA Option (b) - Text Message - Short Message Service (SMS)

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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OR

9(c). If selecting Voice Message — Interactive Voice Response (IVR) as the MFA Device Type, enter
the Phone Number and corresponding Extension that will be used to obtain the Security Code. Enter a
brief description (e.g., IVR) in the field labeled MFA Device Description and select Next.

Note: Extension is an optional field. You may choose to provide a 10-digit phone number or a phone
number with an extension.

Register Your Phone, Compines, of Email

Aadding a Secunty Code o your login also known as Multi-Facior Authent: aion (MFA) can make your login more secwre by providing an exira
Ry o prodscbon 1o your Ui ATl S pdwond

You can associate the Spcunty Code b your profls by regestering your phong, computer or E-mail. Salpct the knks beicw 1o Snd out mone
indorenabion aboul the oplons

¥ PhoneTabletPCiLaptop
To use the Vakdation and 1D Protecan (VIP) access scftware on your phons, you must download the VIP Access software 1o your phona, f
¥ou B0 ot aiready have . Select the following Enk -llps iim wp Symantes combons v

To use VIP access softwane on your compuier, you must download the VIP Access software, i you do not akeady have i Select the
folraing link -biips fidpeotect vp srranies conidaskiopidowniond
@ Text Message Short Message Service [SMS)
The Shi3 opbion wll send your Secunty Code drectly to your mobsle devce via beal message. This opon rnequines you i proade a ten (10)
dhigits U 5. phons numbser for a mokde dévice thal 1s capable of necsiving lod messages Carner sarace charges may apply for this oplion
¥ Imaractioe Voice Responss (IVR)
The VR option will comemunicabe your Sescunty Code theough a voice message thal will be sant desctly 1o your phone. The option requires
¥ou to provde 2 vald Sen (10) digits U S phone number and {Opbonal) extersson that will be used dunng logn to obitain the Securty Code:
Thi eclénmon begn with any one of the following: astensks™ | penod " | comma " pound W followed by numenc 080 9. For exanmple
ARELEELLAA 111
To access tho appcabon you must enter the provded Secunty Code on the logen page. Camer senace changes may apply for thes opbon
 E-mail
Thie E-rnaill addreds on your profile will be pted when negeatanng for Mult-Facior Authenbeabon (MPA) using E-mal optan. When loggeng
o @ s g appication, your Secunty Code that is required at B login page will be o-maled 1o the a-mail address on the profils

Plaasa note that you are only allowed two athempls 1o regester your MFA denice. i you are unable o regesier your dewnos within feo aflompls
plaase log out, then log back in t try again

Select the MFA Dovice Typo that you wank bo use B0 login to secure applications from the dropdown mong beslow.,
- MFA Darace Type: immeucivs Vace Faspons VR) >

Enbest ths phone mumber that will be e to obtan the Security Code.
* Phone Mumber &7 kI 2423 Extension 342

« MIFA Deace Desenpion: | IVR —
N o N -~ L

Figure 13: MFA Option (c) - Voice Message - Interactive Voice Response (IVR)

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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OR

9(d). If selecting E-mail as the MFA Device Type, the E-mail address on your profile will be automatically
used to obtain the Security Code. Enter a brief description (e.g., E-malil) in the field labeled MFA Device
Description and select Next.

Note: The E-mail address cannot be changed at the time of MFA device registration. It can only be
changed using the 'Change E-Mail Address' option from the 'Change My Profile' menu.

Register Yo Phone, Computer, or E-mail

Addng 8 Security Code ko your login also krown as Mulli-F acior Authentication (MFA) ean make your logn mone secune by providng an exira
liryer of prolecton o your user name and passated

You can asscciale the Secunty Code lo your profila by registenng your phone. compuier or E-mad. Select he links balow bo find cut more
infermabon about the apbons

.fPhoﬂm'Tnbhan(‘n apiop
To use the Validation and ID Protection (AP) access softeses on Jm:r phonu 'rl:u’ﬂl_ t doranioad th VIP Access softwarg to your phona, f
you 20 1ol Blreddly have it Sedact the Rliowing ki -itps Um vip 5y

To usa VIP access softwang on your computer, you must downiosd the VIP Access softaare, if you do not already have it Select the
following knk -hifps \idpcodect vip symantec cornfdaskioaidowrioad. v
7 Taxt Massago Shon Message Service [SMS)
The SMS cpbon will send your Secunty Code dinectly 1o your mobile device via led message. This opbion requines you bo provide a len (10)
digits L1 5. phona mmbar for a mobie device that s capable of recoiving text messages. Camier senvice charges may apply for this option
¥ Interactive Voice Response IVR)

The WR option will commuricate your Secunty Code through 3 vosce massage that will ba sent dinsciy to your phona. The oplion requins
y¥ou o pravice a valid ten (10) digrts LS phcﬂn rmber and (Opfional) extenssn thal wil b wsed dunng login to obtain the Security Code
The eatension mary begin with any ooe of the following: astensks™ | period " - comma ' ; pound 7 falowed by numenc 010 9. For exampla
ABBEESLA44 1112
To access the apphcation you must anter the provided Security Code on tha login page. Camar senacs charges may apply for this option

7 E-maaill
The E-masl address on your profile will be used when regisienng Tor Multi-Factor Authentication {MFA) usang E-mail option. When loggng
inlo 2 secure applicabon, your Secunty Code that & requred 3 the kogn page will be o-maded o Be e-mal addess on the profle

Pinase nole that you am only aliowed fwo allempts fo register your MFA device. If you are unable o regisier your denice within hwo atiempls
ploarss kog out, than log back in 1o try agan

Select the MPA Device Type that you want (o use o login to secure applications: from the: dropdown menu below.
- MF A Digvicn Typa: [B-ma ]

E-mad Address.  laburs@qesine.com

The: E-mal acddnéss on your profile will stomatically be used for the E-mall opbon. Your e-mall address cannot be changed at
the time of MFA registration. To change your E-madl please sslect "Change E-Mail Address’ from the ‘Change My Profle” menu

* MFA Dovice E-mai _
Dascription

D G =
Figure 14: MFA Option (d) - E-mail

10. Your registration for the Multi-Factor Authentication is now complete. Select OK to continue to log in
with MFA.

Note: You will receive an E-mail notification for successfully registering the MFA Device Type.

cMs govlsn erprise Portal tone | S LS | Newenen | ) e
o & et Sa L a80uf s Pl ave oxtiony
ows e - Register MFA Device
v e on 2 vty Serorn

Register Your Phone, Computer, or E-mail
You have swecessfully registered your Phone/Computer/E-mail to your user prafile

Click “OK" 1o close this window and login.

= S

Figure 15: Successful MFA Device Registration

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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11. Enter your User ID and select Next to continue to log in.

o | ot s | Mipanrnarn | A | I vt b Fbn | L Et | L P
‘ Ms QDV | Enterprise Partal
" |
Cenbars for Medcare & Medicas] Sensoas

Heaith C are Crsaldy dmpecversgni fywiem Provider Hesouimes

Welcome to CMS Enterprise Portal

_— GIED GIZTHD

e et 7

Pl 8 0 DT 00 W - S L RS

Figure 16: Enter User ID

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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3. Remove a Registered Multi-Factor Authentication (MFA) Device

To remove a registered Phone or Computer, please follow each step listed below unless otherwise
noted.

1. Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS Enterprise
Portal.

Note: The CMS Enterprise Portal supports the following internet browsers:
¢ Internet Explorer 8, 9, 10, and 11

e Mozilla-Firefox

e Chrome

e Safari

CMSQOV |En1erprlse Portal Hore | 200tV | temmce | A | 6 Sy | [ et | Bot

Centers for Medicare & Medicaid Services Lo sbout ypur heghoans ootiony | SR CME Y

CMS Potsl > Welcome to CMS Portal

r

‘Welcome to CMS Enterprise Portal -,

CMS Secure Portal

To log rio the CMS Portal o CUS uner

8 Login to CM$ Secune
Portal

The CMS Enterprise Portal is a gateway /
being ofered o allow the public 1o access a

-
-
number of systems retated to Medicare v
Advantage, Prescription Drug. and other -y Al
A

-
CMS programs. I

werestion Camtr | iLbes | e | e | sy seperting | conc

Figure 17: CMS Enterprise Portal - Login to CMS Secure Portal

2. Read the Terms and Conditions and select | Accept to continue.

Healthy Care Quabty Improvement Syriem  Provieer Resowrces

Terms and Conditions

CPE 0. 0638-12% | Expuration Date: DA3VNT | Fagenson Fesuton At

Vo mew accessing a U S Govemyment inkeraton ysem, whish nckudes {3) s compaer, (3) T computer newark, (1} 2 somputer Conmecied by fus retece
41,59 i 556 8 i bt 1S e e B 8 00 o ek it Tl Tt it o et A U § Sttt
ropes

B8 80 i sbd S B S Sy I ) A AART Beh B Wl 38 (18 B £ i

By caing B AN e pou uhderiland and (ahkenl K e Kaldwng

Vo) Rt 75 ORI #XTAS1IEON OF YR TRGERENG 37y {TVTILPS S50 OF SI3 FATLANG OF BLAUD ON B rnmton W

AL 20 B0, 300X 3 LWL DOVSTIRENt BTN, T JOVNVTENt Tty MONG, IMCBDL and SR 30 BTN 3% (OTVTLRALIT0N Of (I TANSENg OF 5080 00
1 PRTURON YT

Aot COMAUACION 0 02t FANLENG Of S0 0 s Inkrmasion SSiem mary e CHcosesd Of Led Ror 2y wlsl GOvermment Dumoss.

T DORDNGH, T LSS BCCROL T IBNTH: 370 CORGON 10U Db oL Qe Wil JUIDONK My e LI wieed

-—) G GETI

Figure 18: Terms and Conditions

If you have questions about or need assistance regarding MFA, please contact the Exchange
Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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3. Enter your User ID and select Next to continue.

vioms | oot et | o | doren | vt b Fan | L i | L e

CMS gov ! Enterprise Portal

Cenbars for Medcare & Medicand Senases
Haalts Care Craaldy impeovarnamt fystem  Provider Resmsates

Welcome to CMS Enterprise Portal

-— G GTED

T Ui 74
P 9 B COURET ICIE0 T W - S L ST

Figure 19: Enter User ID

4. Enter your Password, select an MFA device from the MFA Device Type dropdown, enter the
Security Code, and select Log In.

Note: You should select the MFA Device Type that you previously registered.

Welcome to CMS Enterprise Portal

Enter Sacwmiity Code

A seurity code i reguded o complete vaur login.

To retmeve a Secunty Code, plesse select the Phore, Computer, or E-mad that yoau regstered o your Mulh-Factor Authenboaben (MFL) dence
when wou orgenally regoesied access, from the HFA Device Type drepdomn meny befew.

Wisen entering the Sacunty Code please enber it promotly as the cods will expire in & ghort perisd of tira,

Unable to Access Seownity Code?
Bf you arve umable to sccess & Security Code, you may uie the ‘Unable To &comss Security Code? link, To use this bk you will be directed sway

from this page. For security purpases, vou will be prompted to answer your challenge questions before the Secunty Code @ generated, The
secanty code will be sent (o the emsl sddress in your profile. You will be reguined be lopin agen with your User 10y Password and Securiby
Code

¥ou may siso call your Applicstion Melpdesk to obaain a Security Code
after you receres the Secunty Code using thes link or from your Help Desk, you st select "One Tirme Secunty Code’ sption from the MFA
Devsce Tyoe dropdaven menu.

Haewd 1o Regovter o MPA Device T

If wou have not regterad an MFA dewcs and would ke to 30 80 now, you may ule the Regater MFA Dewe” bok For tecunty purpates you

mill be promgted 1o 15gn sghn wed arswer paur eRallengs Gusihans Befare registering am MES deate,

[ —

- MFA Davice Type: | Seloct MFLA Devee Type .

- Sacumity Cade
N

Figure 20: Enter Password, Select MFA Device Type, Enter Security Code

If you have questions about or need assistance regarding MFA, please contact the Exchange
Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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5. Select your username and then select My Profile from the dropdown menu to go to your profile.

Groumsinn B [Rioga  mcome sciwcnvan» [

;?&Eif"w%e Fodal

S Pt O e pe 5 0y Ao

Access Catalog MPEQUEST ADMAOLE [ | My hcsess

P e e—— Gweld g B ke e T
[P s e G Tt Ty g e T

eea— e —
- . [ T—— e
st reb=s e :
s R My Pending Requests
et b ey Srrd Avw
T N A RO MR P
Corwer rovim woret of mow iy Swewi Sl tuiy Poud 49

a3 e 2B oot lpar v e b
im

T S e e O B

u Wi Yeea PR T e
=

Figure 21: CMS Enterprise Portal - My Profile

6. Select the Remove Your Phone, Computer, or E-mail link to remove a registered MFA device
from your profile. Select the radio button next to the device you wish to remove, enter the Security
Code sent to your device, and select Next to continue.

CMS | .
gov Enterprise Portal

My Portal ELMO ¥

CMS FPortal > EIDM user menu page > My FProfile

Screan reader mode COFf | Accessdbdity Setings
-

& Change My Profile
Mirw Wiy Profile
E View My Profile

Changs Password
£ Y r

- v : r. af E-mail First Narme @ sally

Last Mame - smth
Date of Barih | DZ0219090
E-mail Addrass = chjshnssn@qssne com

U Home Address

Phorns Mumber | 2408555999

Home Addross Line 1 : 321 sandy road
Hams Address Line 2

Caty | gantharsbisig

State . MD

Zip Code © 20878

Country: LSS,

Figure 22: Remove Your Phone, Computer, or E-mail

If you have questions about or need assistance regarding MFA, please contact the Exchange
Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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7. Select the registered device you want to remove, select Send Security Code, enter the security
code received on the selected MFA Device Type, and select Next to proceed.

Note: Selecting Cancel will end the device removal process.

) Poral el & Py B Frm

CQP{A}E Enbesprise Poral

[y Poril  [BO§  FFADCL ¥

IG5 Porial > EIDM wser masy page > iy Profile

s i = 0 | Acomadbdiy Sefren

Change Wy Frofie e Your Fhone, Gomgpetur, or Eaoull
LI C i Aoy
D Eroth St T e b tnal MEA Do P [T~ Biemipen Tebirciedt

{Taros Ao Ll =] g O lamsa L
Vi b Profis bt o o B Gl

Croarnes Pt
Scter o Prre, Compusee. o ol
Brmovs Woer Priore: Goveuter o Bl

Enter The Se0USy 00 B 3 pRONe OF COPIUE T 0L R BNEacy e S s ACTOOT Keen i rwnd TR The Securty Coe changes
ey X0 pecon. Packie ol e £ories e (008 pramily

"5"‘”“‘“ ? TR

Figure 23: Enter Security Code to Remove Your Phone, Computer, or E-malil

8. Removal of your registered MFA device is now complete. Select OK to proceed.

Note: You will receive an E-mail notification for successfully removing the MFA device.

Remove Your Phone or Computer

You hee seccesshully remowd the registered Smanphona/Computer bom your profile

— G

Figure 24: Successfully Removed Registered MFA Device

If you have questions about or need assistance regarding MFA, please contact the Exchange
Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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9. You will need at least one MFA device registered to your profile to continue to access your
application using MFA. To remove the last registered device from your profile, you will need to
register a new device to your profile.

CQM)§ Enterprise Portal

My Portal

CMS Portal > EIDM user menu page > My Profile

Screen reader mode Off | Accessibility Seftings
S

¥ Change My Profile

Change E-mail Address
Change Phone number Credential ID/Phone Number/E-mail MFA Device Type

Remove Your Phone, Computer or E-mail

MFA Device Description Remove Selected
Change Challenge Questions and Answers
Change Address 17034388454 SMS_OTP Sameea Cell

View My Profile

Change Password

Register Your Phone. Computer. or E-mail
Remove Your Phone. Computer. or E-mail

As a user who is required to login using Multi- Factor Authentication(MFA), you will need at least ene MFA device registered to your profile to
continue to access to your application using MFA.

To remove this device, please register a new device to your profile

Figure 25: CMS Enterprise Portal - My Profile - Registered MFA Device

If you have questions about or need assistance regarding MFA, please contact the Exchange
Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.

16



CMS.gov Enterprise Portal Quick Reference Guide for Existing Users Adding Multi-Factor Authentication
(MFA) to their Health Insurance Oversight System (HIOS) Application Role

4. Login Using MFA

1. Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS Enterprise Portal.

Note: The CMS Enterprise Portal supports the following internet browsers:
¢ Internet Explorer 8, 9, 10, and 11

¢ Mozilla-Firefox

e Chrome

e Safari
CMs.gOV l Enterprise Portal bome | AbotCMS | Mewareom | Archive | € Help & FACY | /01 Emad | | Priw
Centers for Medicare & Medicaid Services Liaen sbou i Denibhows coiont Bz
Health Care Gty iep Systems

CMS Portal > Welcome o CMS Portal

B
‘Welcome to CMS Enterprise Portal _,

CMS Secure Portal

The CMS Enterprise Portal is a gateway / - To log o the CMS Portal 8 CMS user
| % oot i regu

being offered to allow the public to access a -

number of systems related to Medicara & 2 8 Login to CM5S Secure

Advantage, Prescription Drug, and other : | / Portal

CMS programs. [
Forgiet User 1D?

Eomet Passeord?

New User Regatraton

e o 1 o 2

Innarvation Corver | we s | Moy | PECD 8 | Guatty Reporing | coc

Figure 26: CMS Enterprise Portal - Login to CMS Secure Portal

2. Read the Terms and Conditions and select | Accept to continue.

Horaity Care Quabty impoovement Eyviem  Prowieer Resseces

Terms and Conditions

O Mo 382 | Exgaration Daee: DAGODNT | Papensory Reaucton Act

Wi W SO & U 5 CRanBTVTRR FNPTLINON 5y BT, WARII ICAAE | 1) VN COMEUSE!, (7] T COMEler Ratwirk, () B COMPUBTS COMNMICIR 1 BVE Tatanr
B4 30 Bien A SIAICN M BEthed 1o U AEtworh o B 8 SOmEUMN o e et Thes mlormatcn dystes i oroweed K LS. Gevermment-aumonoes
Lt oy

LT o IErooer e of s Syitem May 19U I Ciatpinary Jeton, 8 wall G B Crimnl et
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Figure 27: Terms and Conditions

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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3. Enter your User ID and select Next.

CMS-QDV ] Enterprise Portal P | st o | s | Ao | 0 o v | 23 ot | 53 7o

Centers for Medscare & Medicasd Servioss

Haaltn Care Crealdy imqecremar Sysiem  Provider Resoaces

Welcome to CMS Enterprise Portal

-_—) GIUED GETED

Firer S 77

Pt 0 1 G 00 T i G SRR

Figure 28: Enter User ID

4. Enter your Password, select an MFA device from the MFA Device Type dropdown, and select Log In.

Note: The Security Code for E-mail and One-Time Security Code will expire in 30 minutes. The Security

Code for the other MFA device types will expire in 10 minutes. If you are unable to enter the code within the
period, you will need to request a new Security Code.

Registar Your Phone, Computer, or E.mall

Adding a Secunty Coda bo your logn also krown as Multi-Facior Authenticaton (MPA} can make your login more secure by provding an et
Ezyer of profection 10 your USer nama and passwoed

You tan assaciabe the Secunty Code 1o your profik by regiadenng your phone, computer of E-fmal Sebit the lnks below 1 find cul more
miormation about the opbons.
¥ PhomelTabletPCLapiop

To s thes \Viselation and 10 Protecion (ViP] accass software on your phons, you st dewnlaad tha VIP Actess software ko your phors, if
wo e ot alngady hae i Select the Rllowsng ek -hilps m v ymandis comMhong v

To e VP access softeary on your compuler, you must download the VIP Access software. il you do not alreadly have & Selecl the
fol owing lnk -BSips Udprotocl v symanies comideskiopidoamicael v
¢ Text Mossage Shon Message Service [SMS5)
Thea ShS option will send your Securty Code directly 1o your moksle device via beixt message. This option reguires you ko provids a lgn {10}
digas U5, phone numbsaer for a mobils davics that s capabls of recsrang bd messages Carner senace changes may apply for s opbion
¥ Interactive Voios Response (IWVH]
The IVR: option will communicate your Socunity Code through a vosce message that will be sent directly §o your phone. The option nequines
you Io provnde a valid ben (10) digets LS. phane rumber and {Oplonal) extension that will be used during logan 15 obian e Secunty Code
Thett dxxtisndenn mj begen wih any one of B lollowing. astensks™ | pencd ' | comma”," | pound W foliowed by numénc 010 3. For ecample
SRESERAALE 111
To atcess the applicabion you musl entel the provded Secunty Code on the logn page. Cames senace chaipes may apply for thes oplion
7 E-mail
Thett E-rruail seddiress on your profie wil b used when regestanng fof Mul-Facior Suthenbeaten (MFA]} ising E-mad option When leggng
wis 3 securs applcabon, your Securtly Code that = requered o the login page wil be e-maded 1o the &-mail sddress on the profSile

Pheass nobs thal you sne only aliwed fao snempls to gl your MFA devies. If pou ane urabls o regeeter pour deac s vwithe twvo shiempts
piease log cut, then kg back in o by agen

Seedenct the WIFA Dewice Type thal you want o 0 o 10 SeCune applecabons Eromy T dropdown menu Eelov,
+ MIFA Devace Type: | PracaTenuPllasin 1 &

Enter the alphanumenic cods that deplays under the labed Credential [D on your divice,
» Credential 10 VETELERSREY

* MF# Dinate Dessenpbon: | PC Optan —

D GETED =
Figure 29: Enter Password and Select MFA Device Type

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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= VIP Access

"Credential ID
VSHM49586924

C

Security Code @22 |

533515/ ¢

Figure 30: VIP Access Software

4(a). If you select Phone/Tablet/PC/Laptop as the MFA Device Type, enter the Security Code that
displays under the field labeled Security Code (on the VIP Access software) in the Security Code field.
Select Log In.

- MFA Device Type: Phone/TabletPC/Laptop .
The Security Code for the Phone/Tablet/PC/Laptop will expire in 10 minutes

- Security Code: 31082

Unable to Access Security Code?

Register MFA Devige

Figure 31: MFA Device Type: Phone/Tablet/PC/Laptop

4(b). If you select Text Message — Short Message Service (SMS) or Interactive Voice Response (IVR)
or E-mail as the MFA Device Type, select Send to receive the Security Code on the selected MFA device
type. Enter the Security Code in the Security Code field and select Log In.

Pansmnrd: frames l,

- MFA Device Type: Interactive Vioice Response (IVR) - @

The Security Code for the Interactive Voice Response ('VR) will expire in 10 minutes.

S  security Code: 312455
= GEETED G55

Forgot Password?

Linable to Access Security Code?

Register MFA Device

Figure 32: MFA Device Type: Interactive Voice Response (IVR)

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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4(c). If you select One-Time Security Code as the MFA Device Type, enter the Security Code that was
sent to your registered E-mail address via the ‘Unable to Access Security Code?’ link or provided by the
Helpdesk, in the Security Code field. Select Log In.

Password: ssssssssss

- MFA Device Type: One- Time Security Code b
The Security Code for the One- Time Security Code will expire in 30 minutes.

)  security Code: 234211

- GHCTED GE==ND

Forgot Password?
Linable to Access Security Code?
Register MFA Device

Figure 33: MFA Device Type: One-Time Security Code

5. If you are not able to access your Security Code, select the ‘Unable to Access Security Code?’ link.
On selecting this link, the ‘Unable to Access Security Code’ popup message will be displayed. Select

OK to continue

| Endes Secunity Cade

A neciatity cod reguired to complete you

stered me your Muli-Factor Authestication (MFA) device

MNeed to Register sn MFA Device?
1F yeau hinos ficd regmberad an M deace aod would e te do so nowy, yoal mey wie the "Ragater MR Dwvice’ link, For peburily purpoast you

will be prompied te lopin again and amiwer your chiflenge questicns befare registering an M dence

passward B R e e Lo e ™

Yiou e AEvigEIng sy o e page Do you

MFS Devecn Type: | 5okt MEA Deves Thp
wish b R T

Figure 34: Unable to Access Security Code - Select OK

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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6. Enter your User ID and select Next.

CMS.QOV | Enterprise Portol |

e & Masesd Lamm abvnt ypor hanihope opieng

araimh o Cosaly impdorverrent Sysiem  Frovader Resounies
G Portal > Unabls io Access Security Cods
e et Foce OF | AL apetity Sesngs

P v sl User I

o d—
G Port b ot O Ta | s & 3o
Fer TR 510

Figure 35: Enter User ID

7. Answer the challenge questions and select Next.

CMSQDV’ | Enterprise Portal

Lovaors 850U you PeBTG R
beann

Srues
CMS Pomal = Unabls 10 Accans Sscurity Code

B e e R L

[T R p—
Pl T s 4 W P i el

R e A 1t S

Figure 36: Challenge Questions

8. Select OK to return to the login page.

Note: This security code will expire in 30 minutes or after it is used successfully for the first time.

CMS-QOV | Enterprise Portal o

for Mischicars & Midicad Sarv

HisaEn Cit Cusallly bpeovimend Spidin  Prinder Risdasicans
CMS Poasl > Unabls 16 Acteis Secufity Coda

Servon macer reooe OF | AL ELERR; Saengy
Uniahia 1o ACcaus Sacunty Coa
Securty Cooe has Do senc o e £-mal a0oress. on your prodee: The Securty Coom wil wese 1 30 swruies. o ofier &3 frsi e e

H ot A0l Furvs Bt B pour degaternd £omall sctdurd piease coriic] o Agpie stan e Dl

Choir 10N o close ey menoow nd ioge

e

Figure 37: Security Code Sent to E-mail - Select OK

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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9. An e-mail with the Security Code will be sent to the E-mail address on your profile.

. droveoh S g femt Pribilony
oy # e oy
e
e Ergurrirt Homre
[Dear John Smith,

Your Security Code for MFA Is 345678, Please enter this number in the text box named 'Security Code’ to log into CMS Portal or your Application. If you
did not initiate this request, please contact your Application Help Desk.

Please note that the Security Code for MFA explres In 30 minutes,

Thank you,
CMS.gov

Please do not reply to this system generated E-mall

Figure 38: E-mail with Security Code for MFA

10. Read the Terms and Conditions and select | Accept to continue.

Fabal Care Quabty Ipeovement Sysiem  Provsel REOTE

Terms and Conditions

M M. 05320 | Expwaion Daee: 04300 | Pacenson Recucion Act

Wi e SCoeEE 8 U B Gostrmrit inkeemanon Syisem, whish nciees { 1) fo comoute!, (1) e compoier metwonk, {17 6 Compuliens Conmecieg i e neleos
02 {450 Cvice 0 100300 MRS BERCREC) 15 TR AWSTE B B 8 SSmguae on P feterk. Thes imiorreatcn gystes i proviasd i U §: evermmens-aumenes
L oy

LB &F SOnoe i of I SN PR IR0 I ORRANY JCDSR. B8 vl Ik O DA TR [ReAte
iy nang B rormaten NI, U LAGETELINS Bnd Consent i B Kiowing
Wou haes 10 IGNatie RIS EIEGN OF SrvaCY TRGATENG 3y § GIVTING SIGN Of S35 FARENG OF §E5NND o B nkrTason NI

Al any e, 3nd for 30y Wil Sovemment DorTods. e JOvErVINT My MONAD! IMEATED! 3Nd 868N BNd M-8 3%y COMWTLMAENON O Gdta TNadng oF Si0ed on
v mimason F7tem

ATy COMIUNC 00N 0 CIRA FRNMENG O J0NE] O T IRkpnraton SyRem My De Cacosed of e for any Uwile Govermmens pupaes

To corbnoe, [fou MuUsE S00BDE e e dnd CONGI00RS T pou DRCEng. pour 0% wil SulDmaiaily e Lanceded

-—) G G

Figure 39: Terms and Conditions

11. Enter your User ID and select Next.

o | oo Caatt | beaurocrn | Arresn | 4 v & Paca | L B [ L Pree
CMS.QOV ! Enterprise Portal

Centars for Medicare & Medicaid Sendoss

Haatts Came Croalify fmporaemar System  Provider Resornes

Welcome to CMS Enterprise Portal

_— GETED GEETED

ot v £
o] e O IO P - S U SRS

Figure 40: Enter User ID

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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12. Enter your Password, select One-Time Security Code as the MFA Device Type, and enter the
Security Code that was sent to the E-mail address on your profile. Then select Log In.

Weloome to CMS Enterprise Portal

Erder Sacurity Code
A Secursy Code I nspared o mplete your bgn To nrevs & Seouity Code. pliass sl the Prons, Computer. o -l tat
S TS i 0w Bt Facion et daane |MFA] e whe wiu Ongenally suetied aooiks. froes T MFA Deacs Typse
deopdown mevy belos

Wher ertenang the Seourty Coe, pleess e & (rompiy i the oode sdl e in 8 shor penod of e

Unsbde 10 Acodss Becwity Code?

I o e e o mcoenn o Secunty Code. pou mary use the Linatis To Access Secenty Cole™ Ink. To use Shis ek yoo wil be
drecied pewy bom Fio pepe For securty pufpeoies, you will be prosphed b0 srdeer your chalsrge guestonm belore ter Securry
Code b gerernied. The Secuniy Code wil e pend io B smal sddness in your peollle Yoo will be reguined 1o lagin sgain with your
L i0. Passmisrd and Sascaaniny Casde

W iy s tal pour Appicitee Helg Dash 1o cbiar & Sty Code

A i recaen e ety G uneng B ok or from o Bk Dk o mund yslbect Fue Ore T Securty Code” opbaon
[ L e

Mo b Flengtatier an MF & Derviea?
Wy v il rpgtened] e WIS A, drvice: e e i Ik By B 0 oy, s ey L B Flsgiates MIF A, Desvice bmk. For sttty
s, i wil be prompte! i logn sger ard meeer yur chalegs gueSons Belors mgadenng an MF A devos

R Sy h

M8 Drwict Troe: (=T Secusiy Code ] h
The sdburity code for the Ficse T eblet/PL Lapsop will explie in 10 minses

securty Cose, [S4S8TE

Pl P dl?
LS b B ety e By ol ¥

Bagrifgr MGA Devige

Figure 41: Enter Password, Select MFA Device Type, Enter Security Code

If you have questions about or need assistance regarding MFA, please contact the Exchange Operations
Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.
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