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1.0 Introduction to ICT

The Identity and Credentialing Tool (ICT) is a web interface which allows users to request access
to the Centers for Medicare & Medicaid Services (CMS) network, application, and facility
resources. To access the website, the user must first register for an account. ICT then provides
the user the ability to fill out an access request form (HHS-745) online to obtain a new CMS ID.
ICT is only supported in Google Chrome v69+ or Microsoft Edge v83+ browsers.

This document guides the user through the registration process, login process, username, and
password management process, how to export the HHS-745 pdf form, and how to request a PIV
Card when a user is already registered in ICT and has an existing CMS ID in Enterprise User
Administration (EUA).

There are four distinct user categories in the application when going through the PIV request
process. Each is described below with some data points needed for each user category.

CMS Employee category is for new employees going through the onboarding process, as well
as CMS Commission Corps joining CMS. Both are referred to as CMS employees. CMS
employees interact with the Human Resources (HR) department to determine when they should
fill out the access request form as well as what admin code they will be requiring to onboard at
CMS. To complete an Access Request as a CMS Employee, you must know your Admin Code,
CMS Region/Facility, and if you are a manager or not.

Contractor users make up most of the population at CMS. These contractors come from many
different companies and work on different contracts. ICT can dynamically search contracts and
companies to ensure proper data entry. To complete the Access Request form as a contractor,
you must know your Contractor Type, Contractor sub-type (if applicable), CMS Region/Facility,
Company, and Contract Number these are provided by your onboarding company. Completed
PIV Applicant Training and OF-306-Declaration for Federal Employment (obtained through a link
in ICT’s Additional Details Section) are required.

Federal Agency users can fill out the Access Request form similar to many users but in most
cases already have a Personal Identity Verification (PIV) credential. To complete an Access
Request as a Federal Agency user, you must know your CMS Region/Facility, Federal Agency
you work for, and the User Principal Name (UPN) from your PIV card/Common Access Card
(CAC). Completed PIV Applicant Training and OF-306 - Declaration for Federal Employment
(obtained through a link in ICT’s Additional Details Section) are required for the verification of your
PIV/CAC.

Business Partners are a user category that encompasses those that partners with CMS for
critical transactions tied to the CMS mission. In order to complete an Access Request as a
Business Partner you must know your CMS Region/Facility and your company specific
information such as Plan Number if you are of type HPMS/HICS or Labeler Code(s) if you are a
Medicaid Drug Manufacturer.
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2.0 Things You Need To Know Before
Registering

"Do you already have a CMS user ID? If so, then you are using the wrong Guide. Please use
the EUAV/ICT User Guide from the EUA Docs webpage (see Appendix C for links)."

Information your Federal Approver/CMS COR must provide to you:

o Category
o Type
e Region

e Full Contract Number (including Task Order)

STOP! If you do not have the above information, do not proceed.

Note: If you previously had an EUA ID, please verify that it has been properly deleted and not
labeled with a status of REVOKE since this will cause issues when applying for a new EUA
ID. Please contact the First Approver/ CMS COR to coordinate the deletion with the CAA in
EUA before continuing the new request in ICT.
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3.0 Register in ICT

The registration process requires the user to first respond to the question, “Do you already have
a CMS USERID?”

As a new user of ICT, your answer will be “No”. The user is required to enter a desired username,
password, first name, last name, an email address and five security questions. The user must
also enter their email address a second time. After the user clicks the “Sign Up” button, the user
will receive an email containing a link to verify the user's ownership of the email address and to
enable (activate) the ICT account.

Note: If you entered a personal email address, this will be used to notify you during the
approval process and create your new CMS ID in EUA. If you have an email from your

company, it is recommended that you use it.

Note: This process applies to CMS Employee, Federal Agency and Business Partners

users.

1. Click Register on the ICT login page (EUA-ICT Login Page).
2. Select the No radio button to answer the question, “Do you already have a CMS USER
ID?”

Please sign up to register yourself for an account
Note: Registering an account for someone other than yourself is a Security Violation.

Do you already have a CMS USER ID? *
If you already have an ICT account, please do not register again. You will need to use your original ICT username to login.

All (*) Star indicators are required fields.

Do you already have a CMS USER 1D?*

Already have an account? Sign In

Figure 1: Register — Provide answer to “Do you have a CMSID”

3. Enter the personal information requested by the Please Sign Up form.
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4. Atfter you finish filling in all the required fields, click the Sign up button.

Please sign up to register yourself for an account

Note: Registering an account for someone other than yourself is a Security Violation.

Do you already have a CMS USERID? *

If you already have an ICT account, please do not register again. You will need to use your original ICT username to login.

All (*) Star indicators are required fields.

Do you already have a CMS USER ID?*
Yes @ No

ICT Usermname*
JohnDoe1

Legal First Name*
Jehn

Email*

john.dee@sample.com

Security Question 1*

Who is your favorite Super Hero?

Security Question 2*

What was the first vacation you remember?

Security Question 3*

What is your favorite author?

Security Question 4*

What is the name of a college you applied to but didnot attend w

Security Question 5*

What was the first movie you remember seeing?

ICT Password® Confirm ICT Password®

Legal Last Name* Suffix

Doe Select

Confirm Email*

john._doe@sample.com

Answer to Security Question 1*

~ Super Hero

Answer to Securify Question 2*

hd Vacation

Answer to Security Question 3*

~ Author

Answer to Security Question 4*

College

Answer to Securiy Question 5*

v Movie

Already have an account? Sign In

Figure 2: Register - Complete Sign up Form

5. You will be directed to the main HOME page with a confirmation that you have
successfully registered and to follow the instructions from the automated email to
activate (enable) your ICT account. Please check your JUNK or SPAM folder if you have
not received the email directly in your INBOX.
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You have successfully registered. Please check your email for instructions on how to activate
your account.

Sign In Methods to ICT
POC, Roster Owner and New User Guides here

Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” button below to create an account and begin an automated
request for access to CMS assets.

CMS Credentials ICT Credentials
Usemame
Username
Password Password
oR Forgot Username?
Forgot Password?
l CMS PIV Card Only l Unlock Account?
Activate Account?

PIV Users:To activate the PIV functionality,
you must first sign in using your EUAID and
password during your initial login.

EUA Forgot Password

Figure 3: Register - Confirmation of Successful Registration

6. Click the Activate ICT Account link provided within the email.

Note: Do not use this link to login to ICT. Please open a new browser and enter the URL
manually.

From: ict@cms.hhs.gov

Date: November 12, 2025 at 1:40:46 PM EDT

To: JohnDoe_Roster@mailinator.com

Subject: ACTION: Vetting Process - ICT User Verification

Hello John Doe,

Thank you for registering with the CMS Identity and Credentialing Tool (ICT) application. The ICT application is used to initiate the CMS Contractor Vetting Process.
Using the ICT application, you may also create a request for a CMS User ID so that you may access CMS data or CMS systems.

Please click on the link below to verify your email and activate your account.

Activate ICT Account

Thank you,

The ICT Team

For questions please reach out to the CMS IT Service Desk at CMS_IT_Service_Desk@cms.hhs.gov or 1-800-562-1963 or 410-786-2580.

Figure 4: Register - ICT User Verification Email
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7. You will be directed to the ICT login page with the following confirmation message:
“Your account is now verified and active.” This concludes the registration process
and you can use your username and password to log in to ICT.

8. Reference the Login with Username/Password section for steps to log in with your
username and password.

3.1 User Registration via Email Invite

As a new ICT user, you must receive an email invitation from the Roster Owner to begin the
registration process.

This email will include a personalized “Registration Link.” When you click the link, you will be
taken to the Registration page where your Legal First Name, Legal Last Name, and Email Address
will be pre-filled. You are then required to enter a desired username, a password, and five
security questions. After you click the “Sign Up” button, you will see a success message on the
ICT Login page.

Note: This process applies to Contractor users.
Note: The Legal First Name and Legal Last Name can be modified in the Registration page.

1. Go to your email Inbox and look for the invite to complete an application for a CMS
User ID. Click on the “Register Link”.

o, Tast Testd:
You are receiving this emad because you have been invited ta obtain 3 CMS user 1D, which wil grant yeu aceess to the Centars for Medicare & Medicaid Services (CMS) network.
You must complete your application &% 300 a3 possitle. You have 14 days from the date of this email 1o complets th task. othenwiss, you willnot be able fo access the CMS systems you may nesd fo perform your job duies,

‘What do | need to do?
« I you do not already paveen 1T username and pastword or 8 HARP usarmame an s sword, you must st regise o an account. i on i Dee ‘Section 3.0 Register in ICT of the I quise for details on how to register for an account in ICT
I you have & HARP ID, with your HARP 1D a step:

+ Before you complete he Access Requestform in ICT, you i cobo mmuwng nformation from your onboarding company:

" !r
cms Reglon iy

+ Complete all required fields in the Idantty Cradentaing T/ on the New User Request paga found Under the Access manu. See ‘Ssction 13.0 New User Requast of the 15T 1 35 for datas on how 1o complate this form,
Wy 1 tis Important?
SPD-12 Complance: This skl e mat e omaand Securty m; dansl Dectie 12 (HSPD-12) HSPD-42 makae sure sacur andrlatie fms of dardcation e usad o uderal ampoyees and ontscons
" Nacees 1o EWE Raourcs and Fachin Compleling the new usar requast will akow you 1o gel a CMS user 0. This cus ings.

Winere can | getmore nfomation?
Refes "

e fll out and subrmit the Now Uisar Reguest foer
at 3 PV <ardt i a0 ks o o sosourcas nchude n s o
1-800-562-1963 or 410-7B6-2580

L cmar \\n:mu‘ son
. Cantact the CHIS Service Desik wih Guestions: £ X

Thank you,

ICT Administration

Figure 5: Registration Email Invite for a CMS User ID

2. After you click the “Register Link”, you will be taken to the Registration page. Enter the
required information and then click the “Sign Up” button. Any empty fields will display a
message.
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Identity and X
Credentialing ~ Home  FAQ  Guides
Tool

Please sign up to register yourself for an account

Note: Registering an account for someone other than yourself is a

All (*) Star indicators are required fields.

Security Violation.

ICT Username” ICT Password"

Legal First Name” Legal Last Name®
est

Email*

ictle

@mailinator. com

Security Question 1*

Select v

Security Question 2*

Select v

Security Question 3*

Security Question 4*

Security Question 5

Select v

Already have a

Answer to Security Question 1"

Answer to Security Question 2°

Answer to Security Question 3"

Answer to Security Question 4"

Answer to Security Question 5

n account? Sign In

Confirm ICT Password"

Suffix

Figure 6: Register - Complete Sign Up form

3. You will be directed to the ICT login page with the following confirmation message: “Thank
you for signing up for an ICT account. Please sign in to ICT.” This concludes the
Registration process and you can use your username and password to log in to ICT.
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Thank you for signing up for an ICT account Please sign in to ICT

Sign In Methods to ICT

POC. Roster Owner and New User Guides here

Existing User and Federal Approver Guides here

Are you a New User? If so Ciick the "Register™ button below to create an account and begin an automated
request for access to CMS assets

CMS Credentials ICT Credentials
e Username
aSSWor Password
m
OR Forgot Usemame?

| Forgot Password?

\ CMS PIV Card Only Unlock Account?

Activate Account?

PIV Users: To activate the PIV functionality
you must first sign in using your EUA ID and
password during your iniial login

EUA Forgot Password

Figure 7: Register - Confirmation of Successful Registration

4. If you click the “Registration Link” again, you will be directed to the ICT login page with
the following confirmation message: “Please sign in to ICT. If you have any questions,
please contact the CMS IT Service Desk at 1-800-562-1963 for assistance.”
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Please sign in to ICT. If you have any questions, please contact the CMS IT Service Desk at 1
800-562-1963 for assistance

Sign In Methods to ICT )
POC. Roster Owner and New User Guides here

Existing Usec and Federal Approver Guides here

Are you a New User? If so Click the "Registes” button below to create an account and begin an automated
request for access to CMS assets

CMS Credentials ICT Credentials
Usemame
Usemame
Password Password
oRr Forgot Usermname?
Forgot Password?
‘ CMS PIV Card Only | Unlock Account?

Activate Account?

PIV Users: To activate the PIV functionality
you must first sign in using your EUA ID and
password during your iniial login

EUA Forgot Password

Figure 8: Register - Please Sign In to ICT
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4.0 Forgot Username

The “Forgot Username” process allows the user to recover their username. The user must provide
their first name, last name, and one of three methods to provide the third item of information —
CMSID, SSN, or Email. If there is a match in the ICT system, an email containing the user’s
username will be sent to the user.

Note: Please be aware that ICT entries are case-sensitive (upper/lower cases), so you must
enter the information exactly as you did at registration.

Note: To use the CMSID method, the user should also have a previous ICT account. Users
with an existing EUA ID but just registered for a new ICT account cannot use the CMSID
method.

4.1 CMSID Method

1. Click the Forgot Username link on the ICT login page.
2. Enter your First Name, Last Name, and select CMSID as the identify verification method.
3. Enter your CMSID and then click the Recover Username button (Figure 9).

Note: Please be aware that the First Name and Last Name will need to be entered
exactly as you did during registration; otherwise, the system will not find your record.

Note: The user is required to enter a CMS ID (active) from EUA in the field. The user
should also have a previous ICT account to match the information in the system.

Recover Username
Leqal First Mame
Legal Last Mame

Please select an idenfity verific stion method and enter the information in the space provided.

CMSID v

Figure 9: Forgot Username - ICT CMSID identity verification method — Recovery
Username page
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4. You will receive an email containing your ICT Username at the email address you
provided.

From: ict@cms.hhs.gov

Date: October 20, 2025 at 12:20:28 PM EDT
To: Test1, Test <test@sample.com=>
Subject: ICT User Recovery

Hello Test Test1,

We received your request for you ICT Username Recovery.
Your ICT username is ICTTestV

Please log into ICT to with your username and password.

Thank you,
ICT Team

Figure 10: Forgot Username - ICT Username Recovery email - CMSID identity
verification method

4.2 Social Security Number (SSN) Method

1. If you select the SSN method, you must provide the following information: First Name,
Last Name, and your SSN for the fields in the “Recover Username” form and then click
the Recover Username button. For the SSN field, you can enter the SSN in the
following format, including dashes (xxx-xx-xxxx), or just the SSN without dashes
(XXXXXXXXX).

Note: Please be aware that the First Name and Last Name will need to be entered
exactly as you did during registration; otherwise, the system will not find your record.

Recover Username
Legal First Name
Legal Last Name

Please select an idenfity verification method and enter the information in the space provided

v

Recover Usemame

Figure 11: Forgot Username - ICT SSN identity verification method — Recovery
Username page

2. You will receive an email at the email address you provided containing your ICT
Username:
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From: ict@cms.hhs.gov

Date: October 20, 2025 at 12:20:28 PM EDT
To: Test1, Test <test@sample.com=>
Subject: ICT User Recovery

Hello Test Test1,

We received your request for you ICT Username Recovery.
Your ICT username is ICT TestV

Please log into ICT to with your username and password.
Thank you,

ICT Team
RN LML

Figure 12: Forgot Username - ICT Username Recovery email - SSN identity
verification method

4.3 Email Method

1. If you select the Email method, you must provide the following information: First Name,
Last Name, and the Email address used during registration, and then click the Recover
Username button.

Note: Please be aware that the First Name and Last Name must be entered exactly as
you did during registration; otherwise, the system will not find your record.

Recover Username
Legal First Mame
Legal Last Mame

Please select an identity verific ation method and enter the information in the space provided.

Email A

Recover Usemame

Figure 13: Forgot Username - ICT Email identity verification method — Recovery
Username page

2. You will receive an email at the email address you provided containing your ICT
Username:
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From: ict@cms.hhs.gov

Date: October 20, 2025 at 12:20:28 PM EDT
To: Testl, Test <test@sample.com=>
Subject: ICT User Recovery

Hello Test Test1,

We received your request for you ICT Username Recovery.
Your ICT username is ICTTestV

Please log into ICT to with your username and password.
Thank you,

ICT Team
RN INE—EEAPEEIEE

Figure 14: Forgot Username - ICT Username Recovery email - Email identity
verification method
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5.0 Forgot Password

The “Forgot Password” process allows the user to reset their password. The user must provide
their ICT username and the email address used during registration. If there is a match in the ICT
system, an email containing a link to reset the password will be sent to the user.

Note: Please be aware that ICT is case-sensitive (upper/lower cases), so you must enter
the information exactly as you did during the registration process.

1. Click the Forgot Password link from the ICT login page (EUA - ICT Login Page).
2. Enter your Username and Email address in the “Recover Password” form and click the
Recover Password button.

Note: Please be aware that the Username and Email must be entered exactly as you did
during registration; otherwise, the system will not find your record.

Recover Password
Username

Emiail

Recover Password

Figure 15: Forgot Password — Recover Password page

3. You will receive an email at the email address you provided containing a link to reset
your password.

From: ict@cms.hhs.gov

Date: October 20, 2025 at 12:16:25 PM EDT

To: Test1, Test <test@sample.com>

Subject: Action Required: CMS ICT - Identity Credentialing (ICT) Password Reset

Hello Test Test1,

You have requested to reset your ICT account password.
Please select the link below to reset your password:

Reset Password

Thank you,

ICT Team
. ]

Figure 16: Forgot Password - ICT Password Reset Email

4. Reference the Reset Password section for the steps for resetting your password.
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6.0 Unlock Account

The “Unlock Account” process allows users to self-unlock their password without calling the
Help Desk. You can only unlock your account if it is still active.

Note: This feature is specifically for unlocking an account with too many failed login
attempts. You cannot unlock your account if it has expired or is inactive. You must still
contact the Help Desk in these instances.

1. Click the Unlock Account Link from the ICT login page (EUA - ICT Login Page ).
2. Enter your Username and Email address in the “Unlock Account” form and click the
Unlock Account button.

Unlock Account

User Name

Email

Unlock Account

Figure 17: Unlock Account — Unlock Account page

3. You will see an Unlock Account success message and be able to log in once completed.
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7.0 Activate Account

The “Activate Account” process allows the user to request a resending of the account activation
link in an email.

1. Click the Activate Account link from the ICT login page (EUA - ICT Login Page).
2. Enter your Username and Email address in the “Activate Account” form and click the
Send Activation Link button.

Activate Account

User Name

Email

Send Activation Link

Figure 18: Unlock Account — Unlock Account page

3. You will receive an “Email was sent successfully” notification. Follow the email instructions
to activate your account.

4. ICT will check and, if the user account is already activated, it will display a message: "Your
ICT account is already activated."

5. If the account does not exist, ICT will show an error message:"Your UserID and email
address does not match."
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8.0 Login with Username/Password

The “Login with Username/Password” process requires the user to provide their ICT username
and password and accept the Department of Health and Human Services (HHS) Warning
message. After a successful login, the user will be directed to the ICT Home Page.

Note: Please be aware that ICT is case-sensitive (upper/lower cases) so you will need to
enter the information exactly as you did at the registration process.

1. From the ICT login page (EUA — ICT Login Page) enter your ICT Username and
Password under the ICT Credentials section and click the Login button.

ICT Credentials

Username

Password

Figure 19: Login with Username/Password - ICT Credentials section

2. Atthe WARNING pop-up message, click the Agree button once you are ready to continue.
3. A successful login will take you to the ICT Home page, which will display “Welcome to
the CMS Network, Application, & Building Access Request Application!”

Identi d =
‘ rcri?ite‘:!ytiaa'l‘ing Home  Access- FAQ  Guides ICTTestd  Logout @s

Tool

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

Figure 20: Login with Username/Password — ICT EUA Front-End Interface Home
Page
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9.0 Update ICT Email Address

The ICT system allows users to update their email address setup by using their Username. The
user can only perform the update after a successful login.

1. From the ICT Home Page, the user should click on the Username on the top menu.

Identity and
‘ rCredeI;ytiaIing Home  Access- FAQ  Guides
Taol

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process

Figure 21: Update ICT Email Address — ICT Home Page

2. On the Account Details page, please click the Change Email link to update the email
address.

Account Details

Full Name: |CTTest9 Tester

Username: ICTTest9

Email: ICTQADevs@mailinator.com Change Email

Figure 22: Update ICT Email Address — Account Details Page

3. On the Change Email page, enter the new email address in both fields. Once you finish,
please click the Change Email or the Cancel button to return to the Account Details Page.

Change Email

Email

Confirm Email

Change Email

Figure 23: Update ICT Email Address — Change Email Page
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10.0 Reset Password

The “Reset Password” process allows the user to provide a new password for their account. Once
the user completes the Forgot Password process, they will receive an email containing a link to
initiate the “Reset Password” process. After clicking the “Reset Password” link, the user will be
directed to the ICT page to enter their username and a new password.

Note: The password must be between 8 and 24 characters long and must contain at least
one uppercase letter, one lowercase letter, and one special character. Please do not use
the previous six passwords.

1. Refer to the Forgot Password Section of this document for instructions on initiating a

password reset.
2. Once you receive the ICT Password Reset email, click the Reset Password link within the

email.

Note: Do not use this link to log in to ICT. Please open a new browser and enter the URL
manually.

From: ict@cms.hhs.gov

Date: October 20, 2025 at 12:16:25 PM EDT

To: Test1, Test <test@sample.com>

Subject: Action Required: CMS ICT - Identity Credentialing (ICT) Password Reset

Hello Test Test1,

You have requested to reset your ICT account password.
Please select the link below to reset your password:

Reset Password
Thank you,

ICT Team
T EESEEEGBDLE

Figure 24: Reset Password - ICT Password Reset Email
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3. Complete the “Reset Password” form and click the Change Password button.

Reset Password

Username

Note:

New Password

MNote:

Confirm New Password

ICT usemame is case-sensitive (upper/lower cases) you will need to enter the
information exactly as you did at registration

Password must contain at least one special character (ie |@#%5,%, & % &tc)
Password must contain at least one lowercase letter

Password must contain at least one uppercase Ietter

Password must be between eight and twenty-four characters long.

Change Password

Figure 25: Reset Password - Reset Password Form

4. Verify the “Password has been successfully changed” message on the ICT login page.
5. You will receive an ICT User Change email confirmation that your password has been

updated.

11.0 Change Password

The “Change Password” process allows the user to change the existing password for their

account.

1. From the Account Details of your profile, click the “Change Password” link.

Account Details

Full Name: ICT Test9 Tester

Username: ICTTest9

Password] Change Password

Roles:

+ EFI Regular User

Email: ICTQADevS@mailinatorcom Change Email

Security Questions: Set Security Questions

Email Approval Authorities: Manage Authorities

Figure 26: Change Password Link

2. Enter your existing password and the new one. As you enter your password, the criteria
change from red to green once you have met the password requirement. Enter your new
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password again to confirm the password. Click the Change Password button.

Change Password

@ - At least one Upper Case alphabetic character (A-Z)
@ - At least one Lowercase alphabetic character (a-z)
@ - Password must be between eight and twenty-four characters long

@ - Confirm Password Match

Current Password

New Password

Password must contain at least one special character
(i.e.; | @#$,%,"&" etc.).

Password must contain at least one lowercase letter.
Password must contain at least one uppercase letter.
Password must be between eight and twenty-four
characters long.

Note:

Confirm New Password

Change Password

Figure 27: Change Password — Change Password Form

3. Verify the “Password has been successfully changed” message on the ICT home page.

12.0 Set Security Questions

The “Set Security Questions” process allows the user to define a set of questions that the user
will be required to answer when unlocking their account.

1. From the Account Details of your profile click the “Set Security Questions” link.

Account Details

Full Name: ICTTest9 Tester

Username: [CTTest9

Email: ICTQADev5@mailinator.com Change Email
Password: Change Password

Security Questicn
Email Approval Autherities: Manage Authorities
Roles:

« EFI Regular User

Figure 28: Set Security Questions Link
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2. You must select five different questions from the drop-down list and provide answers to

each one to complete this process. Once you have selected and answered your
questions click the Submit button.

Security Questions

Security Question 1*

Select

How much did you weigh in your last year of High School?

If you could open a business, what kind would it be?

If you were a car, what kind of car would you be?

If you were a tree,what kind of tree would you be?

What are the last five digites of your drivers licence number?
What is the last word in your favorite movie quote?

What is the name of your favorite childhood teacher?
What is your Airline frequent flyer number?

What is your favorite author?

What is your maternal grandmothers maiden name?
What is your spouse or partners mothers maiden name?
What was the first book you read?

What was the first movie you remember seeing?

What was the first musical instrument you played?
What was the first vacation you remember?

Who is your favorite Super Hero?

What is the name of a college you applied to but didnot attend?

Submit Cancel

Answer to Security Question 1*

Answer to Security Question 2*

Answer to Security Question 3"

Answer to Security Question 4*

Answer to Security Question 5"

Figure 29: Set Security Questions — Security Questions Form

3. Verify the “Security Questions have been successfully changed” message on the ICT

home page.

13.0 New User Request

The “New User Request” process allows the user to request a PIV card.

Note: This process applies to CMS Employee, Federal Agency and Business Partners

users. For contractor users please refer to Section 13.1

1.

From the ICT login page (EUA - ICT Login Page) enter your ICT Username/Password
(ICT is case — sensitive).

Note: Refer to the Login with Username/Password section for the steps to log in with
your username and password.
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2. Click the Access menu and then click New User Request.

c Identity and
I r(vede;ylialing Home  Access~ FAQ  Guides ICTTestd  Logout (M— S

Tool

New User Request

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

Figure 30: New User Request menu

3. The Access Request contains four sections where you must provide the information
needed to grant access. The information will vary based on whether you are a

Contractor, CMS/Federal Agency Employee, or Business Partner.

Create/Modify Access Request
s R

* Please fill out each of the sections below to complete you

est. You may save your work at any time using
screen. Afier 15 minuies of inactivity, you will lose any uns

©User Details
© Personal Details
© Contact Details

© Additional Details

Submit Request

equest' button at the bottom of the
you will be logged out of the application. If you hay uestions, please refer to the FAQ page.

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 31: Access Request Details

4. Federal Agency Employees are specifically asked if they have a PIV from another
agency. If the answer is yes, the UPN value is needed. A link to help documentation on
how to capture your UPN from Google Chrome or Microsoft Edge is provided.

Contractors also must provide the PIV-issuing Agency name.

©User Details

Category” Type”

Federal Agency v Select ~

CMS PIV/UPN until this PIV is retumed and you have been processed for CMS PIV) *

@ Yes No

User Principal Name (UPN) * @ Issuing Agency™

Select v

D0 YOU NAVE @ 1V ISSUED Dy @NOMET Ggency AL yoU pran [0 KEEp? (DY SEIECUNG yEs you Wil DE USING IS PV L VIS and will NOL DE 1SSUEd &

Figure 32: New User Request — PIV Issued by another Agency
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5. In the “Personal Details” section, you must enter a Middle Name and/or Middle Initial.
However, if you Do Not have a middle name, select the box underneath No Middle

Name. (Figure 33)

© Personal Details

Legal First Name*

Date of Birth (Format: mm/dd/yyyy)*

Provide your full legal name. If you only have initials in your legal name, provide them. If you do not have a middle name, indicate "No Middle Name™

Full Legal Middle Name Or Legal Initial Only* No Middle Name Legal Last Name*

Other Names Used Suffix
Select ~

Figure 33: Personal Details - No Middle Name

6. Inthe “Contact Details” section, you will be asked to answer the question “Is this your
home address?”. If Yes, then you can proceed with the following “Additional

Details”section. If No, you must fill out the required Home Address fields.

To expand a section, click the plus (+) button to the left of the section header (see
Appendix A for more samples). Required information is identified by a red asterisk (*)

7. In the “Additional Details” section, you must upload required documentation based on

whether you are a Contractor or CMS/Federal Agency Employee.

a. Contractors are required to upload their PIV Training Certificate, Resume, and
signed Declaration for Federal Employment form (OF-306). A link is provided to
the CMS Contracting Policy and Resources web page with the documentation

and training information.

b. CMS or Federal Agency Employees are required to upload their PIV Training

Certificate.

Note: The maximum file size of each uploaded document is 4MB.
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Create/Modify Access Request
* Please fill out each of th ete your Access Request. You

screen. After 15 minutes o

ur work at any time using
of the application. If y

tton at the bottom of the
lease refer to the FAQ page.

All(*) Star indicators are required fields
Quser Details
© Personal Details
© Contact Details
© Additional Details

Applicant can access the required documentation and training by dlicking on nm

Upload PIV Training Certificate™ Current Document
[ Choose File | No file chosen

(File types: pdf, docx, jpg. jpeg, if, i, png. Maximum
fle size: 4MB)

Upload Other Document Current Decument
| Chaose File | No file chosen

(File types: pdf, docx, jpg. jpeg. tiff, tif, png. Maximum

file size: 4MB)

Figure 34: New User Access Request - Additional Details section where user will
upload the Required Documentation

8. HPMS Business Partners will have to select a Consultant Type from the list of values. ICT
will populate the Company Name and, if an association exists, the Plan Number(s). You
will not be able to edit these values if ICT adds them from an association.

Note: If the option Direct Plan Employee is selected, please search for the Company
Name by entering part of the word of the company, and this will display a list of companies.

© Additional Details

Upload Other Document Current Document
| Choose File | No file chosen

(File types: pdf, docx, jpg, jpeq. 1iff, tif, png. Maximum

file size: 4MB)

CMS Region/Facility

Ni&
Iama*
Select v
Company Name* Plan Number(s) (e g , h0001,10000)"

Figure 35: New User Access Request—-HPMS Business Partner Consultant Type
Selection Drop Down

9. To save your input data and work on it at another time, click the Save Request button at
the bottom of the form.

10. After you have completed the information request, please review it for accuracy and
enter your Social Security Number (SSN) in both required fields under “Personal
Details” section before you click the Submit Request button.
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11.

12.

SSN (00CXX-00)

Confirm (XX-Xx-Xxxx)"

Figure 36: New User Request — SSN field

If you receive a, “Form not saved. Please correct errors and try again” message,
you will need to correct any input errors from the sections that has a red mark and then
go to “Personal Details” section to re-enter your SSN in both required fields before you
click the Submit Request button again to submit your Access Request.

Note: If you already entered your SSN number in both fields under “Personal Details”
and you are ready to submit your request then click the Submit Request button. Please
do not click the Save Request button because this will remove the SSN from the
second field under the “Personal Details” section and the required documents under
Additional Details.

To see the errors, click the plus (+) button to the left of each section header to correct
them.

Create/Mcdify Access Request

All ) Star indicators are required fidds

© Personal Detais @
© contact Details @
© adtional Detais @

Please make sure lo verify your information before you submit Incormect infosmation may result in the rejection or delay of your application.

Figure 37: New User Request — Form not saved, Please correct errors

Once you have verified that all the information in each of the sections is correct, then
continue with the submission of your request by clicking the plus (+) button to the left of
the “Personal Details” section header to re-enter your SSN and then click the Submit
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13.

14.

15.

Request button. A pop-up to sign your HHS-745 form will show. Once you have
finished signing, click the Confirm and Submit Signature button to continue.

Create Signature

I hereby authorize the release of information in this application to appropriate Federal agencies for the purposes of
processing this application and verifying my identity. | also acknowledge that f | knowingly provide or assist in the
provision of false information or non-verifiable information, and/or | purposely omit information, it could result in loss of
accass to HHS facilties and IT systems and in disciplinary action including removal from Federal service or a Federal
contract, and | may be subject to prosecution under applicable Federal criminal and civil statutes.

%aofu" Oe

To sign, move the mouse pointer into the "box” and dlick and hold down the right mouse button. Releasing the right mouse
button stops writing.

Confirm and Submit Signahure m

Figure 38: New User Request — Confirm and Submit Signature

At the “Confirmation of Submission” pop-up, click the Confirm and Submit button once
you are ready to continue. Otherwise, click the Cancel button if you want to go back to
your application request.

Confirmation of Submission

You are about to submit your request for access. If the details that you are submitting are accurate, please press the
"Confirm and Submit" button below. If you are unsure or want to make changes to your request before submission, please
press cancel and make your updates.

Confirm and Submit

Figure 39: New User Request — Confirmation of Submission

You will be directed to the Status page showing a summary of your input and the status
of your request.

All credentialing steps must be completed before the EUA account can be activated.

Note: If you need to know the status of your request, log in to ICT (for steps on how to
log in with your username and password, refer to the 8.0 Login with

Username/Password section). Click Access, and then click on the New User Request
Menu. The request status is provided at the top of the request form. If you have further
questions regarding your request, please get in touch with your Federal Approver/COR
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or your point of contact from your onboarding Company.

Jpopication status

User Details

Full Name: Ghana v Quail
ICT Username: test.r662a
User Category and Type: Federal Agency - Office of Inspector General (0O1G)

Figure 40: New User Request — Status after Submission

13.1 New User Request from an Email Invite

The “New User Request” process allows the user to request a CMS User ID. For contractors
whose contract term is “6 months or less” the system will show a note in the Access Request
page, and the request will not go to the Badging Office.

Note: This process applies to Contractor users.

Note: The Category, Type, the question “Do you have a PIV issued by another agency that
you plan to keep?”, Contract Number, Contract Mod, Company/Organization and
Position/Title will show prefilled.

1. From the ICT login page (EUA - ICT Login Page) enter your ICT Username/Password
(ICT is case — sensitive).

Note: Refer to the Login with Username/Password section for the steps to log in with
your username and password.

2. Click the Access menu and then click New User Request.

Identity and . —
Credentialing Home  Access- FAQ  Guides ICTTest505  Logout CMS

Tool

——
New User Request

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the seli-registration process.

Figure 41: New User Request menu
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3.

4.

The Access Request contains four sections where you must provide the information
needed to grant access. If a Contract term is less than 6 months, the system will
display the following message: “Note: Your term on this Contract has been marked as
lasting six (6) months or less. This means that your employment under this contract,
beginning from your CMS start date, will end within six (6) months. If you work more than

six (6) months, you may have to reapply.”

Identity and A =
Credentialing  Home  Access- ICTTest505  Logout (ETVIS

Tool

Create/Modify Access Request

wplete your Access Request. You may save your work at any time using the "Save Request’ button at the bottom of the

will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

All (*) Star indicators are required fields

©user Details

Category” Type®

tractor v IT Development and Suppornt Contractors v

Do you have a PIV issued by another agency that you plan to keep? (By selecting yes you will be using this PiV at CMS and will not be issued a
CMS PIVIUPN until this PIV is returned and you have been processed for CMS PIV) *

Yes @& No
Start typing your contract number below

Contract Number* Contract Mod
HHSM-500-2006-000231
Selected Contract Details

Company Point of Contact

NATIONAL GOVERNMENT None
SERVICES, INC

Note: Your term on this Contract has been marked as lasting six (6) months or less. This means that your employment under this
contract, starting from your CMS start date, will end within six (6) months. If you work more than six (6) months, you may have to
reapply

Request Justification

© Personal Details
© Contact Details

© Additional Detalls

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Sork ey

Figure 42: New User Request - Contract Term is less than 6 months

The Access Request contains four sections where you must provide the information
needed to grant access. If a Contract term is more than 6 months, the system will
not display a message.
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Identity and 5
Credentialing Home  Access- FAQ Guides ICTTest509 Logout ﬁ S
Tool

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the 'Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page.

All (%) Star indicators are required fields

QUser Details

Category* Type*
Contractor v IT Development and Support Contractors v

Do you have a PIV issued by another agency that you plan to keep? (By selecting yes you will be using this PIV at CMS and will not be issued a
CMS PIV/UPN until this PIV is returned and you have been processed for CMS PIV) *

) Yes @ No

Contract Number” Contract Mod
HHSM-500-2007-000211:HHSM-500-T0010

Selected Contract Details
Company: Point of Contact:

General Dynamics Information dev.qa.ict.poc.2@mailinator.com
Technology, Inc.

Request Justification

© Personal Details

© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 43: New User Request - Access Request Details - Contract Term is more
than 6 months

5. Contractors who have a PIV from another agency but wish to get a CMS PIV instead of
keeping their existing PIV will follow these steps:

Note: Only contractors who have an existing PIV will be able to view and answer this
question.

a. You will see the question, “Do you have a PIV issued by another agency that you
plan to keep? (By selecting yes, you will be using the PIV at CMS and will not be
issued a CMS PIV/UPN until this PIV is returned and you have been processed for
a CMS PIV)’

b. If you select Yes, you keep your existing PIV and are processed for access to CMS
systems.

c. If you select No, a CMS PIV and UPN will be issued once your Federal Approver
approves the request and the OSFLO completes their review.

Note: If the contract is less than 6 months, the request will not be routed to OSFLO
(Badging Office), and no CMS PIV will be issued.
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d. You will see the question, “Do you need Physical Access to the building?”. Answer
“Yes” or “No” based on your requirement for building access.

Quser Details

Category® Type*

Contractor ~ IT Development and Support Contractors v

Do you have a PIV issued by another agency that you plan to keep? (By selecting yes you will be using this PIV at CMS and will not be issued a
CMS PIV/UPN until this PIV is returned and you have been processed for CMS PIV) *

@ Yes (O No

User Principal Name (UPN) * @ Issuing Agency™
Select v

Do you need Physical Access to the building?*

Yes @ No

Contract Number* Contract Mod
HHSM-500-2007-000211:HHSM-500-T0010

Figure 44: New User Request - Contractor PIV Issued by another Agency

6. Inthe “Personal Details” section, the Company/Organization and the Position/Title will
appear pre-filled and cannot be modified.

© Personal Details

Provide your full legal name. If you only have initials in your legal name, provide them_ If you do not have a middle name, indicate "No Middle Name”

Legal First Name* Full Legal Middle Name Or Legal Initial Only* Mo Middle Name Legal Last Name™
Test . Testd

Date of Birth (Format: mm/dd/yyyy)* Other Names Used Suffix

Select w

U.S Citizen?*

@ Yes ) No

SON {oo-x0-x000¢)"

Confirm (xacx-x0c-x000x)*

Birth Country™ Birth City™ Birth State™

Select hd

Company/Organization™ Position/Title®

General Dynamics Information Tec Developer

Figure 45: New User Request - Company/Organization and Position/Title

7. For Foreign National contractors, the user must enter a Visa number, Alien Registration
number #, and/or Work Permit number. Also, Passport Information must be entered. The
required supporting documents are a Passport and Proof of Residency/VISA.

Note: The maximum file size of each uploaded document is 4MB.
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@ Personal Details

Provide your full legal name. If you only have initials in your legal name, provide them. If you do not have a middle name, indicate "No Middle Name".

Legal First Name* Full Legal Middle Name Or Legal Initial Only* No Middle Name Legal Last Name*

TestUserFNtestbhn TestUserF Ntestbhn
Date of Birth {Format: mm/dd/yyyy)* Ofther Names Used Suffix

Select e
U.S Citizen?* Are you a Permanent Resident?* Sex *
Yes @& No Yes Mo Male Female

Citizenship* ‘Years in US of past 5*

Select v Select v
S3N (ooeoe-ono)* Visa # Alien Registrafion £ Work Permit #

Confirm (xoo-xx-0000)"

Birth Country* Birth City* Birth State*
Select v

Company/Organization® Position/Title*
NATIONAL GOVERMMENT SERV Devops

Passport Issuance Gountry * Passport Type * Passport Number*
Select v Select v

Passport Issue Date (Format: mmiddiyyyy) * Passport Expiry Date (Format: mm/dd/yyyy) *

&

Required Documentation can be found here.

Upload Passport* Current Document

Choose File | No file chosen
(File types: pdf, doex, jpg, jpeq. tiff, fif, png
Maximum file size- 4MB)

Upload Proof of VISA (Cannot be expired)* Current Document
Mo file chosen

(File types: pdf, docx, jpg, jpeq. 1iff, fif, png.
Maximum file size: 4MB)

Upload Other Document Current Document

Chaaose File | No file chosen
(File types: pdf, docx, jpg, jpeg, i, i, png
Maximum file size: 4MB)

T ——
Figure 46: New User Request - Foreign National Documents

8. In the “Personal Details” section, you must enter a Middle Name and/or Middle Initial.
However, if you Do Not have a middle name, select the box underneath No Middle Name.

© Personal Details

Provide your full legal name. If you only have initials in your legal name, provide them. If you do not have a middle name, indicate "No Middle Name™

Legal First Name® Full Legal Middle Name Or Legal Initial Only™ No Middle Name Legal Last Name®
Date of Birth (Format: mm/ddiyyyy)* Other Names Used Suffix

Select ~

Figure 47: Personal Details - No Middle Name

9. In the “Contact Details” section, you will be asked to answer the question “Is this your
home address?”. If Yes, then you can proceed with the following “Additional Details”
section. If No, you must fill out the required Home Address fields.
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To expand a section, click the plus (+) button to the left of the section header (see
Appendix A for more samples). Required information is identified by a red asterisk (*)

10. In the “Additional Details” section, users whose Contract term is longer than 6
months are required to upload the following documentation:

a. Contractors arer

equired to upload their PIV Training Certificate, Resume, and

signed Declaration for Federal Employment form (OF-306). A link is provided to
the CMS Contracting Policy and Resources web page with the documentation

and training information.

Note: You must manually sign the OF-306 before uploading the document. Digital
signatures are not accepted.

Note: The maximum file size of each uploaded document is 4MB.

Note: If you are a contractor, please upload the required information for a PIV card. We
recommend saving the documents with your last name and with the file extension.
(Examples: lasthame.jpg or lastname.png or lasthame.tiff or lastname.pdf)

* Please fill out each of the sections below to complei

screen. After 15 minutes of inactiv ou will lose an:

All (%) Star indicators are required fields

©User Details
© Personal Details
© Contact Details

© Additional Details

Applicant can access the required documentation and fraining by clicking on |m
Reminder: A wel, ADOBE form fill or digital signature can be used fo sign the OF 306

Create/Modify Access Request

te your Access Request. You may save your work al any lime using the ‘Save Request’ button at the bottom of the
y unsaved work and you will be logged out of the application. If you have any questions, please refer o the FAQ page.

Upload PIV Training Certificate*
[‘Choose File | No file chosen

file size: 4MB)

Upload Resuma*®
[‘Choose File | No file chosen

file size: 4MB)

Upload Signed Declaration for
Federal Employment Form - OF-306*
[ Choose File | No file chosen

(File types: pdf, docx, jpg, jpeg. fiff, fif
file size: 4MB)

(File types: pdf, docx, jpg, jpeg. fiff, 1if, png. Maximum

(File types: pdf, docx, jpg, jpeg. fiff, 1if, png. Maximum

Current Document
PIV_Training_Document pdf X

Current Document
Resume_Documentpdf X

Current Document
OF-306_Document pdf X

png. Maximum

Upload Other Document

[‘Choose File | No file chosen

(File types: pdf, docx, jpg, jpeg. fiff, fif
file size: 4MB)

CMS Region/Facility*
R1 {JFKBOS) Boston

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

‘Current Document

png. Maximum

Figure 48: New User Access Request - Additional Details section where users will
upload the Required Documentation
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11.

12.

13.

In the “Additional Details” section, users whose Contract term is less than 6 months
are not required to upload documentation.

Create/Modify Access Request

lease f to complete your Access Request. You may save your work at any time using the "Save Request’ button at the bott

& Nl out each of the sections betow lo e bottom of the
een After 15 minutes of inactivity, you will lase any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

All [*) Star indicators are required fields

Ouser Details

© Personal Details
© Contact Details
© Additional Detalls

Upload Other Document Cumrent Document
Chaoose Fila | No fila chosen

(File types: pdf, docx, jpg. jpeg. Uff, tf, png. Maximum

file size: AMB)

CMS Region/Facility

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 49: New User Access Request - Additional Details section where users will
not upload required Documentation

To save your input data and work on it at another time, click the Save Request button at
the bottom of the form.

After you have completed the information request, please review it for accuracy and
enter your Social Security Number (SSN) in both required fields under “Personal
Details” section before you click the Submit Request button.

SSN (XKK-KX-XKXX)*

Confirm (XX-Xx-Xxxx)"

Figure 50: New User Request - SSN field

If you receive a, “Form not saved. Please correct errors and try again” message,
you will need to correct any input errors from the sections that has a red mark and then
go to “Personal Details” section to re-enter your SSN in both required fields before you
click the Submit Request button again to submit your Access Request.

Note: If you already entered your SSN number in both fields under “Personal Details”
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and you are ready to submit your request then click the Submit Request button. Please
do not click the Save Request button because this will remove the SSN from the
second field under the “Personal Details” section and the required documents under

Additional Details.

14. To see the errors, click the plus (+) button to the left of each section header to correct

them.

Form not saved. Please correct errors and try again.

* Please fill out each of the se

screen. After minutes of inacti

All {*) Star indicators are required fields

©uUser Details

© Personal Details

© Contact Details @

© Additional Details

Create/Modify Access Request

ns below 10 complete your Access Request. You may save your work at any time using
u will lose any unsaved work and you will be logged out of the application. If yo

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Request’ button at the bottom of the
any questions, please refer to the FAQ page.

Figure 51: New User Request - Form not saved, Please correct errors

15. Once you have verified that all the information in each of the sections is correct, then
continue with the submission of your request by clicking the plus (+) button to the left of
the “Personal Details” section header to re-enter your SSN and then click the Submit
Request button. A pop-up to sign your HHS-745 form will show. Once you have
finished signing, click the Confirm and Submit Signature button to continue.
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Create Signature

| hereby authorize the release of infc ion in this ication to appropriate Federal agencies for the purpeses of
processing this application and verifying my identity. | also acknowledge that if | knowingly provide or assist in the
provision of false information or non-verifiable information, and/or | purposely omit infermation, it could result in loss of
access to HHS facilities and IT systems and in disciplinary action including removal from Federal service or a Federal
contract, and | may be subject to prosecution under applicable Federal criminal and civil statutes.

7%0%4{ Oe

Ta sign, move the mouse pointer into the "box” and click and hald down the right mouse button. Releasing the right mouse
button stops writing

Confirm and Submit Signature m

Figure 52: New User Request - Confirm and Submit Signature

16. At the “Confirmation of Submission” pop-up, click the Confirm and Submit button once
you are ready to continue. Otherwise, click the Cancel button if you want to go back to
your application request.

Confirmation of Submission

You are about to submit your request for access. If the details that you are submitting are accurate, please press the
"Confirm and Submit" button below. If you are unsure or want to make changes to your request before submission, please
press cancel and make your updates.

Confirm and Submit

Figure 53: New User Request - Confirmation of Submission

16. You will be directed to the Status page showing a summary of your input and the status
of your request.

Note: If you need to know the status of your request, log in to ICT (for steps on how to
log in with your username and password, refer to the 8.0 Login with
Username/Password section). Click Access, and then click on the New User Request
Menu. The request status is provided at the top of the request form. If you have further
questions regarding your request, please get in touch with your Federal Approver/COR
or your point of contact from your onboarding Company.
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17. For users whose Contract term is less than 6 months will see their Application Status
as “Seasonal User Process Completed”. In the “Additional Information” section, the
question “Will you be working on this Contract for six (6) months or less?” will be
answered with “Yes”.

Note: Foreign national users whose Contract term is less than 6 months will see their
Application Status pending for review by an Approver. The application will be reviewed
by the CMS Federal Approver and the Foreign National Management System
(FNMS) Approver. After completion, the user will see the Application Status shown in
Figure 54.

SRS Seveora User Process Compieea ]

User Details

Full Name: Test Li Test9
ICT Username: ICTTesting9d
User Category and Type: Contractor - IT Development and Support Contractors

Justification: Onboarding a US Citizen and temporary (seasonal)

Figure 54: New User Request - Application Status Completed

Additional Information

Company: NATIONAL GOVERNMENT SERVICES, INC
Contract Company: NATIONAL GOVERNMENT SERVICES, INC

Contract Number: HHSM-500-2006-00023!1

Will you be working on this Contract for six (6) months or less?: Yes

Contract Start Date: 09/26/2015 Contract End Date: 05/11/2029
T —

Figure 55: New User Request - Additional Information showing the contract is less
than 6 months

18. For users whose Contract term is longer than 6 months will see their Application
Status pending for review by an Approver. Additionally, the “Additional Information”
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section will show the response to the question “Will you be working on this Contract
for six (6) months or less?” displayed as “No”.

pplcation Status

User Details

Full Name: Test Lee Test9
ICT Username: ICT Test509
User Category and Type: Contractor - IT Development and Support Contractors

Justification: Onboarding a contractor US Citizen and not seasonal (temporary).

Figure 56: New User Request - Application Status after Submission

Additional Information

Company: General Dynamics Information Technology, Inc.
Contract Company: General Dynamics Information Technology, Inc.

Contract Number: HHSM-500-2007-000211:HHSM-500-T0010:

Will you be working on this Contract for six (6) months or less?: No

Contract Start Date: 06/12/2015 Contract End Date: 05/11/2029

Figure 57: New User Request - Additional Information showing the contract is
longer than 6 months

19. For users whose Contract term is less than 6 months will receive an email notification
“Your Application Has Been Approved”.
Note: Foreign national users will receive the email notification after the Foreign
National Management System (FNMS) Approver completes the review.

From: ict@cms.hhs.gov <ict@cms.hhs.gov>
Sent: Wednesday, November 19, 2025 09:04 AM
To: Test9, Test <icttest9@mailinator.comp
Subject: Your Application Has Been Approved

Hello, Test Testd:
Congratulations! Your access request in ICT has been approved, and you are now eligible to access CMS systems and resources.
What do | need to do?
» If you have any questions, please contact the CMS Service Desk at CMS_IT_Service_Desk@cms.hhs.gov or call 1-800-562-1963 or 410-786-2580.
Thank you,

ICT Administration
T — — ——————————

Figure 58: Email notification - Your Application Has Been Approved
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20. For users whose Contract term is longer than 6 months, they will receive email
notifications throughout the approval process.
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14.0 New User Request For Background Check
Only

The “Background Check Only” process provides the user the ability to submit a new user
request for a Background investigation without generating an EUA ID.

Note: New Contractors will receive an email invitation to complete an ICT Application.
Please refer to Section 3.1 User Registration via Email Invite.

1. Click the Access menu and then click New User Request.

c Identity and
I r Crede;ylialing Home  Access~ FAQ  Guides ICTTest10 Logout (—M S

Tool
New User Request

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

Figure 59: New User Request Menu

2. Inthe User Details section, select “Contractor” as the category and “Background Check
Only” as the “Type”.

EF' EUA Front-End Interface  Home  Access» FAQ  Guides localuseri?  Logout @S

Create/Modify Access Request
2 the FAQ page

All (*) Star indicators are required fields
©User Details
Category* Type®
Do you have a PIV issued by another agen¢  Select } using this PIV at CMS and will not be issued a

CMS PIV/UPN until this PIV is retumed and N

Yes No

Request Justification
Background Check Only

© Personal Details 0

© Contact Details

Figure 60: Background Check Only Menu Selection

Page | 46



ICT New User Guide v4.4

January 20, 2026

3. Select the Identity Management System in the Identity Management System drop-down.
If you select “Other”, specify the Identity Management System in the additional,

mandatory text field.

EF| EUAFront-End Interface  Home  Access~  FAQ  Guides localusert?  Logott CCMS
Create/Modify Access Request
Request T work at any t S 3t the bottom of the screer
nactivity, you wil lose any unsaved work and you will be logged out of the application. If you have any quest ease refer to the FAQ page.
All (*) Star indicators are required fields
Quser Details
Category* Type* Identity Management Systems'
Back
Specify (if Other) Identity Management System"
Do you have a PIV issued by another agency that you plan to keep? (By selecting yes you will be uswr_d a
CMS PIV/UPN until this PIV is returned and you have been processed for CMS PIV) *
Yes No
Request Justification
© Personal Details

Figure 61: Identity Management Systems Menu Selection

4. Finish the application by completing all mandatory sections and fields detailed in the

New User Request section.
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15.0 EUA ID Request Following Background
Check Only Submission

The “CMS ID Creation Request” process allows the user to submit an existing user request to
generate an EUA ID. This is only available if a Background Check Only request has been
submitted.

Note: Previously required documents are no longer required for this submission (i.e. PIV
Training Certificate, OF-306) as these documents are submitted in the Background Check
Only request.

1. Click the Access menu and then click Existing User Request/Update PIV.

EF| EUAFront-End Interface  Home  Access~  FAQ  Guides

Existing User Request/Update PIV |

| Welcome Your last login: 05/28/2024 12:54:52 and failed login attempts since last login: 0 |

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

This site is best viewed with Chrome v69+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or
Help Desk Email
© 2024 CMS

Figure 62: Existing User Request / Update PIV Menu

2. Select “CMS ID Creation Request” from the “Reason for Issuance” drop-down menu.

= |
EF] EUAFrontEnd Interface  Home  Access~  FAQ  Guides localbtwo  Logout @S

Create/Modify Access Request

All (*) Star indicators are required fields

Reason for Issuance

OUser Do ST
© Persond [cus i creatonRoaues ]

© Contact Details

© Additional Details

Figure 63: Reason For Issuance Menu

3. Finish the application by completing all mandatory sections and fields detailed in the
New User Request section.
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16.0 Access Request Return for Modification

The “Access Request Return for Modification” process provides the general steps on how the
user will need to review the specific section(s) in the online form, to correct any errors and then
resubmit the request for approval. The user must verify each of the marked sections in red and
make all the necessary corrections, based on the selected role, before submitting the request.

For a contractor, once the user re-submits the request it will be reviewed by the contract Point of
Contact (POC) or a user with Approval Authority for that contract. The POC will default to the
POC of that contract as listed in SAM.gov. After the POC approves the request, the form will be
reviewed by the Federal Approver/Contract Officer Representative (COR) and the user will then
receive an email notification.

For all other users (CMS Employee, Federal Agency, and Business Partner), once the request is
submitted, the Federal Approver/COR will review it, and the user will receive an email notification.

Note: If the contract does not have a POC or Approval Authority assigned, then the
request will be reviewed by the Federal Approver/COR will review the request, and the
user will receive an email notification.

Note: Please be aware that only you can see the reason for the Return for Modification in
your application. Please contact your Federal Approver/COR with any questions.

1. From the ICT login page (EUA - ICT Login Page), enter your ICT Username/Password
(ICT is case-sensitive).

Note: Reference the Login with Username/Password section for steps on how to Login
with Username / Password.

2. Click the Access tab from the ICT Home page or from the ICT top menu Access > New
User Request.

EF1 EuaFrontendinterface | Home | Access-| FAQ  Guides efiappiicants  Logout (E’le

Welcome to the CMS Network, Application, & Building Access Request Application!
Please click th ab to begin the self-registration process.

This site is best viewed with IE S+ or Chrome vES+ and a 1024x763 or higher resolution. For assistance, refer to the FACH ssction or the Help Desk at 1-800-562-1963 or Help Desk
Email
8 2019 CMS.

Figure 64: Access Request Return for Modification - Access Tab

3. Review the form and correct any errors in the sections marked in red for User Details,
Personal Details, Contact Details, and Additional Details.

Note: Your Onboarding Company or CMS COR will provide the information.
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4. To expand a section to review and correct the error(s), please click the plus (+) button to
the left of the section header (see Appendix A for more samples).

Create/Modify Access Request

© Uiser Details

© Personal Datails

@ Contact Detais

E‘ECEWI Detais @

Figure 65: Access Request Return for Modification — Expand Error

Once you have updated the marked section(s) with the correct information, please
review it for accuracy and enter your Social Security Number (SSN) in both required
fields under the Personal Details section before you click the Submit Request button.

Note: If you already entered your SSN in both fields under Personal Details and are
ready to submit your request, click “Submit”. Please do not click the Save Request
button because this will remove the SSN from the second field under the Personal
Details section and the required documents under Additional Details.

5. Create your signature, then Confirm and Submit the request.
6. You will be directed to the Status page showing the result of your submission and the
status of your request.

Your Access Request has been Returned for Modification. Please comect any errors and resubmit the request

Create/Modify Access Request

* Please fill out each of the sections below to complete
screen. After 15 minutes of inactivity, you will lose any u

quest. You may save your work at any time using the 'Sa
nd you will be logged out of the application. If you have any

equest' button at the bottom of the
estions, please refer to the FAQ page.

©User Details

Category* Type*

Confractor ﬂ IT Development and Support Contractors ﬂ
Do you have a PIV issued by another agency? ©
O Yes @ No

Request Justification

test

Figure 66: Access Request Return for Modification — Status for CMS Employee,
Federal Agency & Contractor roles
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17.0 OSFLO-Returned ICT Application

The OSFLO (Badging Office) may discover an issue with your application request and return it
to you for corrections. This process differs from the Return for Modification process.

1. You should have received an email notifying you of the rejection. Your Federal
Approver/COR will be copied on this notification.

55~ Your ICT Application has been returned due to discrepancies.

Tester1 Tester,

This notification is to inform you that your CMS Identity & Credentialing Tool (ICT) application was returned by a Division of Gredentialing Operations (DCO) Security Specialist on 11/17/2025. The rejection was due to the following discrepancies found in the
documentation submitted during your application process:

Applicant: Tester1 Tester
Reason for Return: Declaration for Federal Employment OF-306: Incomplete
What are my next steps?
1. Review the information provided on your OF-306 form and ICT notification.
2. Modify whichever documents contain incorrect information to ensure consistency across all documentation.
3. Resubmit the corrected documents as soon as possible to ensure you are granted access in a timely fashion.
Your prompt action is necessary to ensure you do not face adverse action because of failure to comply in a timely fashion.
Thank you for your attention to this matter.
The DCO Team
Division of Credentialing Operations (DCO)
SL-11-1
7500 Security Boulevard
Baltimore, MD 21244
Badaing@cms hhs.gov
(410) 786-1605
DO NOT REPLY TO THIS EMAIL. This email is generated from an unattended mailbox.

Figure 67: OSFLO-Returned ICT Application - Notification

Note: Occasionally, the OSFLO will find multiple issues with your request that you will
need to review and fix or for you and your Federal Approver/COR to review and fix.
Multiple reasons will be listed one below the other. Reasons for the Federal
Approver/COR to fix will be labelled as an “Approver”.

2. From the ICT login page (EUA - ICT Login Page) enter your ICT username and
password (ICT is case-sensitive).

Note: Reference the Login with Username/Password section for steps to log in with your
username and password.

3. Click the Access tab from the ICT Home page or from the ICT top menu Access > New
User Request.

Icr Identity and -
Credelt'ly;i aling Home Access~ FAQ Guides ICTTestv Logout @ s

Tool

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click thb to begin the self-registration process.

Figure 68: OSFLO-Returned Access Request - Access Tab
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4. Your access request will be displayed to you. OSFLO-rejected reasons will be listed at
the top of the page and NOT in the body of the request as is done with Returns for
Modification.

ASDOCINt - Redson MALAG Word Authordanos

Comment

Create/Modify Access Request

Figure 69: OSFLO-Returned Access Request - Reason

5. Resolve the issues and re-submit the application as described in the New User Request
section. You can email the OSFLO team with any questions at
ContractorRequests@cms.hhs.gov.

Note: Occasionally, OSFLO will select the reason “Other” and the request will be sent
back directly to your Federal Approver/COR. So please to follow up with your approver
to return the request so you can review and update it.
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18.0 Expiring Contract Notification

ICT will send a notification to you, the Applicant, and to your Approver when an approval was
granted to an Access Request where the contract expires within six months.

From: eua@cms. hhs.aov [mailtoceua@oms. hhs.pov]

Senl: Mondav. Januarv 05, 2015 413 PM

Ta: Doe, Jane <jane doeiest.com> dev.applStesinet
Subject: Contract Expiring, No PIV laiued

Hello,

A PIV request for of under
has been approved.

The contract expires in less than six months so a PIV cannot be issued however a

CM3 ID has been generated for this applicant.

Thank you,
Enterprise User Administration (EUA)

Figure 70: Email Notifying Expiring Contract

Please contact your CMS COR / Federal Approver to resolve this in ICT using the EUA ICT
Approvers Guide.
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Appendix A: Snapshots of the information
needed in the Access Request Form

The “Additional Details” section will display the required information according to the Category
(CMS Employee, Contractor, and Federal Agency) and User Type (showing a few examples).

Create/Modify Access Request

Please fill out each of the sections
screen. After 15 minutes of inactivity, y

w to complete your Acc
u will lose any unsaved w

s Request. You may save your work at any time using the 'Save Request’ button at the bottom of the
k and you will be logged out of the application. If you have any questions, please refer to the FAQ page.

All (*) Star indicators are required fields

QUser Details

Category* Type*
Contractor v IT Development and Support Contractors v

Do you have a PIV issued by another agency that you plan to keep? (By selecting yes you will be using this PIV at CMS and will not be issued a
CMS PIVAUPN until this PIV is returned and you have been processed for CMS PIV) *

® Yes Mo

User Principal Name (UPN) * @ Issuing Agency™

Select A

Do you need Physical Access to the building?*

Yes No

Contract Number® Caoniract Mod

HHSM-500-2007-000211 HHSM-500-T0010
Selected Contract Details
Company: Point of Contact

General Dynamics Information dev.ga.ict.poc.2@mailinator.com
Technology. Inc.

Request Justification

© Personal Details
© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Save Request | Submit Request

Figure 71: User Details section - Contractor (Contract Term longer than 6 months)
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Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the *Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity. you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page.

All (*) Star indicators are required fields

Q@User Details

Category* Type* Entrance on Duty

CMS Employee v select v

Request Justification

Enter text here

© Personal Details
© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 72: User Details section - CMS Employee

Create/Modify Access Request

* Please fill out each of the secfions below to complete your Access Request. You may save your work at any time using the "Save Request' button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any guestions, please refer to the FAQ page.

All {#) Star indicators are required ficlds

OUser Details
© Personal Details

Provide your full legal name. If you only have initials in your legal name, provide them. If you do not have a middie name, indicate "No Middle Name®

Legal First Name* Full Legal Middle Hame Or Legal Initial Only* No Middle Wame Legal Last Name*
Test Testd
Date of Birth (Format- mm/dd/yyyy)* Other Names Used Suffix
Select w

SSN (xo0-aoe-a0000)*

Confirm (oo-200-20000"

Birth Country* Birth City™ Birth State*
Select hd
Company/Organization* Position/Title™
General Dynamics Information Tec Developer
© Contact Details

© Additional Details

Please make sure fo verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 73: Personal details section - Contractor
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@ Pearsonal Details

Legal First Name®

TestUserFNtestbhn

Date of Birth (Format: mmidd/yyyy)*

U_S Citizen?*
Wes

Citizenship™

Select

SSN (00030820000
Confirm (ooc-x0c-30000™

Birth Gountry=
Select

Company/Organization®
NATIOMAL GOVERNMENT SERV

Passpori Issuance Couniry *

Select

Upload Passport*

Choose File | No file chosen

Maximum file size: 4MB)

Choose File | No file chosen
Maximum file size: 4MB)

Upload Other Document

Choose File | No file chosen

Maximum file size: 4MB)

Passport Issue Date (Format: mm/ddiyyyy) *

(File types: pdf, docx, Jpg, jpeg, Hff, tif, png

Uplead Proof of VISA (Cannot be expired)*

(File types: pdf, docx, jpg, jpeg, i, tif, png

(File types: pdf, doex, jpg, jpeg. tiff, tif, png.

Full Legal Middle Name Or Legal Initial Only*

Other Names Used

Are you a Permanent Resident?=

Yes Mo

Years in US of past 5°

~ Select
Visa # Alien Regisiration #
Birth Gity™
~
Position/Title*
Devops

Passport Type *

~ Select

Required Documentation can be found here

Current Document

Current Document

Gurrent Document

Provide your full legal name._ I you only have initials in your legal name, provide them. If you do not have a middle name, indicate "No Middle Name”

Passport Expiry Date (Format: mm/dd/yyyy) =

Mo Middle Name Legal Last Name™
TestUserFNtestohn
Suffix
Select ~
Sex *
Male Female

Work Permit #

Birth State”

Passport Number*

Figure 74: Personal Details section — Foreign National Contractor

All (%) Star indicators are required fields

Ouser Details

© Personal Details

Legal First Name™

Test

Date of Birth (Format: mm/ddlyyyy)®

SSN (ooexce-x0000)”

Confirm (0000000

Birth Country*

Select

Company/Qrganization

Enter text here

© Contact Details

© Additional Details

Create/Modify Access Request

Full Legal Middle Name Or Legal Initial Only*

Other Names Used

Birth City*
v Enter text here

Pasition/Title

Enter text here

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the "Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

Provide your full legal name. If you only have initials in your legal name, provide them. If you do not have a middle name, indicate "No Middle Name"

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

No Middle Name Legal Last Name'
a Test1
Suffix
Select v

Birth State*

Enter text here or select an option

Figure 75: Personal Details section — CMS Employees Federal
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screen. After 15 minutes of inactiv

All (*) Star indicators are required fields

©Quser Details

© _Personal Details

Legal First Name*
Test

Date of Birth (Format: mm/dd/yyyy)*

U.S Citizen?”
O Yes () No

SN (0000600)"

Confim (xooc-0e3000¢)°

Birth Country”™
Select

Company/Organization

Enter text here

© contact Details

© Adaitional Details

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the ‘Save Request’ button at the bottom of the
/. you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

Full Legal Middle Name Or Legal Initial Only*

Other Names Used

Birth City”
~ Enter text here
Position/Title

Enter text here

Provide your full legal name. If you only have initials in your legal name, provide them. If you da not have a middie name, indicate “No Middle Name™

No Middle Name Legal Last Name*

- Testi

Suffix

Select ~

Birth State”

Enter text here or select an option

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 76: Personal Details section — Federal Agency and Business Partner

All ") Star indicators are required fields

QUser Details
© Personal Details
© Contact Details

Personal Phone #*

Enter text here

Work Address Line 2

Work City*
Entere text here

Is this your home address? *

Home Address Line 1*
Enter text here

Home Address Line 2

Home City™
Enter text here

© Additional Details

screen. After 15 minutes of inactivity, you will lose any unsaved work and yo

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the 'Save Request’ button at the bottom of the
| be logged out of the application. If you have any questions, please refer to the FAQ page.

Work Phone #*

Work Address Line 1 (Where you perform work from each day)*

Work State™

Select

Home State™

Select

Figure 77: Contact Details section

Work Zip code™

Home Zip code™

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Save Request Submit Request
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Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the "Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

All (*) Star indicators are required fields

QUser Details
© Personal Details
© Contact Details

@ Additional Details

Applicant can access the required documentation and training by clicking on this link

Upload PIV Training Certificate” Current Document

Choose File | No file chosen

(File types: pdf, docx, jpg, jpeg, iff, tif, png. Maximum
file size: 4MB)

Upload Other Document Current Document

Choose File | No file chosen
(File types: pdf, docx, jpg, jpeg. iff, if, png. Maximum
file size: 4MB)

Admin Code™ Are you a Manager?*
Yes (O No

CMS Region/Facility*

Select v

Please make sure to verify your informaticn before you submit. Incorrect infermation may result in the rejection or delay of your application.

Save Request Submit Request

Figure 78: Additional Details section — CMS Employee

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the "Save Request’ button at the bottom of the
screen After 15 minutes of inactivity, you will lose any unsaved work and you il be logged out of the application. If you have any questions, please refer to the FAQ page.

All (*) Star indicators are required fields

©Quser Details
© Personal Details
© Contact Details

@ Additional Details

Applicant can access the required documentation and training by clicking on this link

Upload PIV Training Certificate” Current Document

No file chosen

(File types: pdf, docx, jpg, jpeq, tiff, tif, png. Maximum

file size: 4MB)

Upload Other Document Current Document
No file chosen

(File types: pdf, docx, jpg, jpeg, tiff, tif, png. Maximum

file size: 4MB)

Admin Code

CMS Region/Facility”
Select v

Inter-Agency Agreement Number

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 79: Additional Details section — Federal Agency Employees
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Create/Modify Access Request

All {*) Star indicators are required fields

©Ouser Details

© Personal Details
© Contact Details
© Additional Details

Upload Other Document Current Document

Choose File | No file chosen
(File types: pdf, docx, jpg. jpeg, fiff, fif, png. Maximum
file size: 4MB)

CMS Region/Facility

NIA
lam a™
Select v
Company Namg* Plan Number(s) (.g., h0001,10000)"

Save Request Submit Request

Figure 80: Additional Details section — HPMS Business Partner

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the "Save Request' button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.
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Create/Modify Access Request
Request You may save your work at any time
out of the apphcation

ttom of the
the FAQ page.

All {*) Star indicators are required fields

Quser Details

© Personal Details

© Contact Details

© Additional Details

Applicant can access the required documentation and fraining by clicking an this link .

Reminder: Awet, ADOBE form fil or digital signature can be used to sign the OF 308,

Upload PV Training Certificate® Cument Document
Choase File | Na file chosen P _Training_Document.pdf X
(File types: pdf, docx, jpg. jpeg, t, 7, png. Maximum
file size: 4M8)
Upload Resume* Current Document
Choase File | No file chosen Resume_Document pif X
(File types: pdf, docx, jpg. jpeg, t. 7, png. Maximum
file size: 4M8)
Upload Signed Declaration for Cument Documeant

Federal Employment Form - OF-308* OF-305_Document.pdf X
Choase File | Mo file chosen

(File types: pdf, docx, jpg. jpeg, t, 7, png. Maximum
file size: 4M8)
Upload Other Document Cument Document

Choase File | No file chozen
(File types: pdf, docx, jpg. jpeg, t. 7, png. Maximum
file size: 4M8)

CMS Region/Facity”

Please make sure to verify your information before you submit Incarrect information may result in the rejection or delay of your application

Figure 81: Additional Details section — Contractor (Contract Term longer than 6 months)

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the "Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page.
Al (%) Star indicators are required fields

@User Details

© Personal Details

© Contact Details

© Adaitional Details

Upload Other Document Current Document

Choose File | No file chosen
(File types: pdf, docx, jpg. jpeq. tiff, tif, png. Maximum
file size: 4MB)

CMS Region/Facility”

Select ~

Please make sure to veril

your information before you submit. Incorrect information may result in the rejection or delay of your application.

Save Request Submit Request

Figure 82: Additional Details section - Contractor (Contract Term less than 6 months)
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Appendix B: FAQ (Frequently Asked Questions)

Please refer to the FAQ on the ICT website for other common questions.

Identity and N
Credentialing ~ Home  FAQ  Guides
Tool

PIV CREDENTIALING and Identity Credentialing Tool (ICT)
FREQUENTLY ASKED QUESTIONS (FAQs)
INTRODUCTION:

It is the policy of the United States to enhance security, increase Government efficiency, reduce identity fraud, and protect personal privacy by establishing a mandatory,
Government-wide standard for secure and reliable forms of identification issued by the Federal Government o its employees and contractors (including individual contractor
employees). Therefore, in accordance with HSPD-12 and NIST standards, CMS Conlraclor employees that require roufine physical access to a CMS facility and/or routine
access fo a CMS federally controlled information system or sensilive information, are required to obtain a CMS issued PIV card This document seeks to provide guidance
regarding common questions associated with the Contractor Account (Badging) Provisioning/Credentialing process and the use of the ICT system as the means
for accomplishing this.

- General Questions
= What browser(s) and version(s) are the best for using the ICT application?
= | cannot reach the ICT website because of a Compatibility View issug with IE 11. How can | change the settings in my browser?
\Who should be listed on a confracts roster?
Do | need to have JavaScript enabled?
o Is CMS providing card readers for contractor computers?
= Who is funding the HSPD-12 i (BI) and ialing process?

« ICT User Registration Questions
\Where can | go to complete my PIV Applicant Training Cerlificate?
= How do |l check or know the status of my Access Requestin ICT?

= What should | do if | did not get the activation link after I registered in ICT?

What is ICT Registration and how does it differ from my Access Request?

. Federal Approver/COR Questions
o How can | change the ICT Confract POC?
= Please explain the PDT and what is required of CORs regarding it?
My coniractor is off contract or no longer needs access lo the job codes they have assigned, whal do | do?
= Does a contractor need to enter an ICT request for a PIV card when they do not have physical access to CMS facilities nor logical access lo CMS systems, but
they do receive CMS information from other contractors who have been properly vetted?
= How can | add a confract number to an existing EUA user account?
The COR is wrong in EUAACT how do | get this fixed?
« How can | find out more on the COR's and process with coniractor account (badging) provisioning?
= How can a COR obtain the status of ICT requests for contractors on a particular contract?
+ Whatis a Labor Category (LGAT)?
Whe creates Labor Calegories?
Is there a limit for Labor Categories?
« Can existing Labor Categories be modified?
s+ Can users change Labor Categories?
Do the assigned Labor Calegories affect the biling on my contract
What is a Roster Owner?
= Who determines the Roster Owner?
o Does a Roster Owner need to have an EUA account?
I manage a Blanket Purchase Agreement (BPA) and/or Indefinite Delivery, Indefinite Quantity (IDIQ) contract. Do | need to add Labor Categories and a Roster
Owmer to my coniract?
= How do | know what system(s) to select for my contract?
= | don't have contractors or confractors that use EUA/CT, do | need to make updates to my confract in ICT?
What is a BPA contract?
Should subconiracters be listed on the contract roster?

+ Roster Owner Quesfions
= | received an email to update my roster but there is nothing under mange contracts?
Whe should be on a contract roster
e Auwser has left the confract on a date in the past, what date should be entered during the removal while updating the roster?
= Can there be multiple Roster Owners or a proxy created?

Figure 83: Welcome to the ICT Frequently Asked Questions (FAQ) Page

0.1 I cannot log-in to ICT. It is taking me back to the HOME page.

Please ensure that you are entering your ICT credentials correctly (ICT is CASE SENSITIVE)
and that you are NOT using the link from the email naotification you receive from either account

activation or password reset.

0.2 PIV Applicant Training Information

Each contractor employee who requires a CMS PIV card shall complete the HHS PIV Applicant
Training, which is found on the Contracting Policy and Guidance website. The contractor
employee must complete the training and submit the PIV Applicant training certificate after

completing the HHS-745 form properly.
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0.3 | am getting system errors, and my ICT request cannot be submitted
and stays in a loop and freezes

The ICT website is NOT fully compatible with Mozilla Firefox, Safari, and Microsoft Internet
Explorer. If you have these issues, try opening ICT in either Google Chrome v69 (or newer) or
Microsoft Edge v83 or newer.

0.4 Approval Process for Contractors

For a contractor, once the request has been submitted, it will be reviewed by the contract Point
of Contact (POC) or a user with Approval Authority for that contract (This must be someone at
the contract company). The POC will default to the POC that the contract has listed in
SAM.gov. After the POC approves the request, the form will be sent to the Federal
Approver/Contract Officer Representative (COR) for final review, and the user will receive an
email notification. If a PIV is requested, once the COR approves it, the request will be sent to
OSFLO for review and final acceptance. When OSFLO accepts the request, the user and COR
will receive an email notification.
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Appendix C: Where to find this User Guide

This User Guide is accessible from the ICT login screen.

Sign In Methods to ICT

POC, Roster Owner and New User Guides here.

Existing User and Federal rover Guides here.

Are you a New User? If so Click the "Register” button below to create an account and begin an automated
request for access to CMS assets.

CMS Credentials ICT Credentials
Usemame
Username
Password Password
“
oR Forgot Username?
Forgot Password?
l CMS PIV Card Only l Unlock Account?
Activate Account?

PIV Users:To activate the PIV functionality,
you must first sign in using your EUA 1D and
password during your initial login.

EUA Forgot Password

Figure 84: POC and User guides’ link on Login Screen
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Appendix D: Revision History

Date

Version

Description of Changes

09/27/2016

1.0

Guide for CA-EUA

03/07/2018

20

Updated Screenshots and combined ICT User Guide Manual

05/23/2018

21

Updated document for new development.

06/06/2018

2.2

Updated document for new development.

08/21/2018

2.3

Updated screenshots and text supporting Additional Documents
Need to be Uploaded feature.

09/06/2018

24

Added section 9.1, Expiring Contract Notification

11/14/2018

2.5

Updated document for new development adding item 6 and
figure 21 for HPMS Business Partner enhancement. Also added
HPMS Business Partner and Contractor Additional Details
screen shots.

12/04/2018

26

Added section 10, OSFLO-Rejected Requests, added
screenshot in Appendix A for Personal Details — Contractor —
Foreign National. Added Chrome support.

04/03/2019

2.7

Added section 6.1, Update ICT Email Address, added a note for
Return for Modification — Fed in section 10.0, OSFLO- Rejected
Access Requests, updated screenshots in Appendix A for
Additional Details section — CMS Employee — HPMS Business
Partner. Updated Figure 21 in section 8.0, New User Request.
Updated the URL’s for EUADOCS page.

05/02/2019

2.8

Updated information and added a note for HPMS users in
section 8.0 New User Request. Added a note for application
sent to CMS COR/ Federal Approver directly in section 10.0
OSFLO Rejected Access Requests

06/24/2019

2.9

Updated screenshot showing Suffix in section 3.0 Register in
ICT. Updated screenshots showing new Guides and hiding
Export 745 from menu in sections 6.0 Login with
Username/Password, 6.1 Update ICT Email Address, 8.0 New
User Request, 9.0 Access Request Return for Modification, 10.0
OSFLO- Rejected Access Requests. Updated new screenshots
in Appendix A.

09/04/2019

3.0

Added information in section 8.0 New User Request and
updated a screenshot in Appendix A. Updated Section 2 for new
users.

01/11/2021

3.1

Added information in section 8.0 New User Request for Foreign
National Contractors and updated a screenshot in Appendix A.
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Date

Version

Description of Changes

05/10/2021

3.2

Added Unlock Account section, Activate Account session,
Change Password section, Set Security Questions section, and
Request CMS PIV by Federal Agency section.

08/02/2021

3.3

Removed references to Internet Explorer and replaced with
Microsoft Edge as required.

05/28/2024

3.4

Added Section 12.0 and 13.0 for submitting for background
check only, without generating a EUA ID and submitting for a
CMS ID through ICT account that has submitted for background
check only

06/25/2024

3.5

Created separate section for Login with Username/password
previously in Activate Identity section

08/07/2024

3.6

Updated EFI references to ICT

11/26/2024

3.7

Removed “Formerly known as EFI”

03/12/2025

3.8

Reformatted document to meet accessibility best practices and
made minor typographical and grammatical updates. No content
was changed.

04/02/2025

3.9

Created Section 13, point 17: "All credentialing steps must be
completed before the EUA account can be activated.”

09/12/2025

4.0

Updated the note for the maximum file size to 4MB in Section
13.0 step 9

10/21/2025

4.1

Updated screenshots under the following sections:

3.0 Register in ICT (Figure 1, 2, 3, 4)

4.0 Forgot Username (Figure 6, 8, 10)

5.0 Forgot Password (Figure 12)

8.0 Login with Username/Password (Figure 15 and Figure 16)
9.0 Update ICT Email Address (Figure 17 and Figure 18

10.0 Reset Password (Figure 20 and Figure 21)

11.0 Change Password (Figure 22)

12.0 Set Security Questions (Figure 24)

13.0 New User Request (Figure 26, 28, 29, 30, 31, 32, 33, 35,
36, 37, 38)

14.0 New User Request For Background Check Only (Figure
39)

Appendix A: Snapshots of the information asked in each section
of the Access Request Form (Figure 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61)

Appendix B: FAQ (Figure 62)

Appendix C: Where to find this User Guide > (Figure 63)

11/19/2025

4.2

Information and screenshots updated under the following
sections:
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Date Version Description of Changes
Section 3.0 Register in ICT:
Updated the text and added a Note.
Updated (Figure 4).
Section 13.0 New User Request:
Added a Note that this process applies to CMS Employee,
Federal Agency and Business Partners users. For contractor
users please refer to Section 13.1.
Deleted steps and notes related to Contractors.
Updated Step 5 and Step 6.
Updated (Figure 34 and Figure 40).
Section 14.0 New User Request For Background Check Only:
Added a Note.
New sections added with information and screenshots:
Section 3.1 User Registraion via Email Invite.
Section 13.1 New User Request from an Email Invite.
Updated screenshots under the following section:
Appendix A: Snapshots of the information asked in each section
of the Access Request Form:
Updated (Figures 71, 73, 74, 81 and 82).

12/2/2025 4.3 Updated information and screenshots under the following
section:
Section 17.0 OSFLO-Rejected Access Requests:
Name changed to “OSFLO-Returned ICT Application.
Updated (Figure 67 and Figure 68).
Updated the Descriptions for the Figures (Figures 67, 68 and
69).

01/20/2026 4.4 Updated information and screenshots under the following

section:
Section 13.1 New User Request from an Email Invite

Updated text that Passport information must be entered and
updated Figure 46
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Date

Version

Description of Changes

Appendix A: Updated Figure 74
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