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Non-Fed User Manual Change History

October 2016 Revisions

The following updates have been made to Section 5 to show functionality of Non-Fed Release 02.03.00:

e Section 5 — Updated some screenshots to illustrate the new user interface (Ul) changes within Non-
Fed as a result of a new table format.

e Section 5.1.3 — Added to include the new email notifications for Submitter users when an election is
submitted and when an election is reviewed. Moved previous Section 5.1.2.4 email to this section.
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1 Introduction

Prior to enactment of the Patient Protection and Affordable Care Act (the Affordable Care Act) on March 23,
2010, sponsors of self-funded, Non-Federal Governmental Plans were permitted to elect to exempt those
plans from (“opt out of”) seven (7) provisions of Title XXVII of the Public Health Service (PHS) Act. This
election was authorized under section 2721(b)(2) of the PHS Act. Once the Affordable Care Act
amendments to the PHS Act affecting the opt-out provisions became effective, the sponsor of a self-funded,
Non-Federal Governmental Plan could no longer elect to exempt that plan from three of those requirement
categories but did have the option to continue to exempt the plan from the remaining four requirement
categories.

Prior to the formulation of the Non-Federal Governmental Plans (Non-Fed) Module, self-funded, Non-
Federal Governmental Plans had the option to submit their opt-out elections by notifying CMS in writing via
U.S. Mail or facsimile. The Center for Consumer Information and Insurance Oversight (CCIIO) determines
the form and manner of the opt-out elections for self-funded, Non-Federal Governmental Plans under a
grant of authority by the Centers for Medicare and Medicaid Services (CMS).

In the new Non-Fed Module, both self-funded and fully-insured plans may register their organization within
the Health Insurance Oversight System (HIOS), but only self-funded plans may complete a HIPAA Opt Out
election.

This user manual explains the functionality of the Non-Fed Module within HIOS, including registering
organizations within HIOS, requesting roles, approving internal role requests, creating and managing plans,
completing HIPAA Opt Out elections, and editing HIPAA Opt Out elections. This manual provides step-by-
step instructions for the features and functionalities available in the Non-Fed Module.
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2 Introduction to Non-Federal Governmental Plans Module

2.1 What is a HIPAA Opt Out Election?

As authorized by section 2722(a)(2) of the PHS Act, self-funded, Non-Federal Governmental Plans may
choose to exempt their plan from the following PHS Act provisions:

1. Standards relating to benefits for mothers and newborns.

2. Parity in the election of certain limits to mental health benefits.

3. Required coverage for reconstructive surgery following mastectomies.

4. Coverage of dependent students on medically necessary leave of absence.
There are two types of HIPAA Opt Out elections available to users with the ‘Submitter’ user role through the
Non-Fed Module:

e New HIPAA Opt Out Election: This category applies if the Submitter user is submitting an opt-out
election on behalf of the organization for the first time OR if the Submitter is renewing and opting
out of different HIPAA provisions from their previous plan year.

e Renewal HIPAA Opt Out Election: This is for Submitter users who are renewing the election on
behalf of the organization and opting out of the same HIPAA provisions as the previous plan year.

2.2 Non-Fed Module — User Type

The Non-Fed Module is accessible by a user with the Submitter role. A Submitter user is associated with a
particular Non-Fed organization with the purpose of managing plans in HIOS. Submitter users will be able to
submit HIPAA Opt Out elections for self-funded, Non-Fed plans to which they are associated. They will also
be able to manage any plans to which they are associated.

2.3 Collective Bargaining Agreements and Non-Fed Plans

Those HIPAA Opt Outs submitted by Non-Federal Governmental Plans that are negotiated pursuant to a
single collective bargaining agreement remain valid until the term of the agreement expires. The HIPAA Opt
Out election form will collect the start and end dates for the collective bargaining agreements, as well as list
each plan subject to the collective bargaining agreement to which the election pertains.

2.4 Pre-Requisites and Information for HIOS System Access

User will need to access the HIOS system to use the Non-Federal Governmental Plan Module functionality.
Hence, they would first need to satisfy the pre-requisites to access HIOS. Users will need to obtain their
Enterprise Identity Management credentials by completing registration through the EIDM secure
authentication process. Once registered, those credentials will be required to login to the CMS Enterprise
Portal.

Below is a brief description of the systems:

e Enterprise Identity Management System (EIDM): Enterprise Identity and Access Management
System. EIDM provides Authentication and Authorization capabilities and is tightly integrated with
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the CMS Enterprise Portal. Users must register for an EIDM account and obtain an EIDM User ID and
Password to access the CMS Enterprise Portal.

e CMS Enterprise Portal: CMS Enterprise Portal is used for accessing CMS systems. HIOS is one of the
systems that can be accessed through the CMS Portal using the EIDM authentication and
authorization. Only users who are authenticated with the EIDM procedures will be allowed to
access the HIOS system.

Pre-Requisites for HIOS Access:

1. All users will be required to complete the Enterprise Portal registration process, which includes
Identity Verification (ID Proofing).

2. ID Proofing verifies that the individual referenced in the account is the same person creating the
account.

3. Additional information collected includes the following Personally Identifiable Information (PIl) for

purposes of the ID Proofing process: Social Security Number, Date of Birth, Home Address and
Primary Phone Number.

HIOS Non-Fed User Manual — Last Updated October 2016 Page 9
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3 HIOS System Access

All the authorized and authenticated users will be able to access the HIOS system by navigating to the CMS
Enterprise Portal using the secure URL https://portal.cms.gov/. Users will be required to enter their
credentials obtained by registering through the EIDM system to access HIOS.

This manual will provide steps and instructions on how new and existing users will be able to access the
HIOS system. Figure 1 displays the CMS Enterprise Portal main page.

Figure 1: CMS Enterprise Portal Main Screen
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3.1 New HIOS Users

New HIOS Users must complete the following steps to access HIOS and the Non-Federal Governmental
Plans Module:

1. Register for an EIDM account.

2. Request access to HIOS in the CMS Enterprise Portal.

3. Registerin HIOS.

4. Register a Non-Federal Governmental Organization in HIOS Portal Module.
5

Request a Role Approver Administrator role under the Portal Module and associate with the Non-
Federal Governmental Organization registered.

6. Request a Submitter user role for the Non-Federal Governmental Plan Module.

New users will navigate to the CMS Enterprise Portal at http://www.cms.gov to start the EIDM Account
registration process. This registration process will require some personally identifiable information (PIl) like
Social Security number, Date of Birth, Home Address, Full name, Phone number, etc. Figure 2 displays the
‘New User Registration’ link on the CMS Enterprise Portal main screen.
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Figure 2: CMS Enterprise Portal

CMSQOV Enterprise Portal Home | A50ul CHS | Hewsroom | &rchive | € Helo 8 FAs | & Emal | 44 Print
Centers for Medicare & Medicaid Services Leam about your healthoare options. || | sorencusiaey |

Healih Care Guality Improvement System  Provider Resources

CMS Ponal > Welcome to CMS Poral

1e to CMS Open Payments z_
W, a0

The Opan Payments (commenly known 32 Ihe Physician Payments Sunshine Act) system sakisfies the reboning requitemant in Canters for Madicare &
Medicaid Sendces (CU1S) requiation. The Allordable Care Ad reguiation requires applicables manufacturers group

(GPOs) to annually rapant payments and other ransfers of valud mada 1o physicians and teaching ﬂmlt g wall a3 ctain information regarding the
ownarzhip of invesiment intarests hald by physicians or their immediate family members.

Help Desk Contact Infarmation
Qpenpayments@cms hhs oo

CMS Secure Portal

To log into the CMS Portal 3 CMS user
account is required

g Loginto CMS Secure

Portal

M5 Enterprize Portal | MACES | Modicars Shared Savings Program | Physician Value ﬁ m tew User Regrstration

7 Infprmation for h b I CMS News
CMS Provides Health Coverage for 100 Million O edicare open envoliment. and benefts.
People... £20 States Movng Foruard o implamant
Heaith m
nfprmation for children up to the age of 19
in need of health care coveraga, it algcttonic funds transfars maan
‘more time with patients and cost
...through Medicare, Medicaid, and the Children's Health Insurance Program. And anengs

In order to register as a new user, all users must agree to the Terms and Conditions by selecting the ‘I agree
to the terms and conditions’ checkbox. Once that checkbox is selected, the Next button will be made
available. Figure 3 displays the EIDM ID Proofing Screens.

Figure 3: EIDM ID Proofing Screens

Terms and Conditions
Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information andlor change information on this web site are strictly prohibited and

are subjectto prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec.1001 and 1030. We encourage you to read the HHS Rulas of
Behavior for more details.

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read the CMS Privacy Act
Statement which describes how we use the information you provide.

Collection Of Personal Identifiable Information (PIl)

"Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social security number and date of birth (DOB).

CMS is very aware of the privacy concerns around Pl data. In fact, we share your concerns. We will only collect personal data to uniquely identify the user registering with the
system. We may also use your answers to the challenge questions and other Pll to |ater identify you in case you forget or misplace your User ID /Password.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.0018, dated August 26 2010 and understand and agree to comply with its provisions. | understand
thatviolations of the HHS RoB or information security policies and standards may lead to disciplinary action, up to and including termination of employment; remaoval or
debarment from work on Federal contracts or projects; and/or revocation of access to Federal information, information systems, and/or facilities; and may also include
criminal penalties andfor imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief Information Officer or
his/her designee. | also understand that violation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS RoB draw upon, can resultin
monetary fines andfor criminal charges that may resultin imprisonment.

I agree to the terms and conditions | | <isee—

1D GED —
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Users will then be navigated to a Questionnaire page, where they must enter additional fields required for
ID proofing that are not collected in HIOS. Attributes already collected in HIOS will be pre-populated and

read-only. Figure 4 displays the ‘Additional Questions’ page.

Figure 4: Additional Questions Page

= " P

IMAtT Your information ¥ oUT Information
Your Information

Enter your legal first name and last name, as & may be required for identity verification.

Ididdie M ;
= First Name; lddle Name

-Last Name: Suffix:

L]

Enter your email address, as it will be used for account rebted communications.
* E-mail Address.

Re-anter your emai address.
- Confirm E-mail Addrass:

Enter your full 9 digit social security number, as it may be required for identity verification
r Social Security Number: -

Enter your date of birth in MMWDDAYYY format, as it may be required for identity verification

- Date of Birth:

Enter your current or most recent home address, as & may be required for identity verification.

*Home Address Line 1

Home Address Line 2:

- City: - State = Zip Code:  Zip Code Extension:

Country: USA
[ v

Enter your primary phone number, as it may be required for identity verification

= Primary Phone Mumber:

Based on the information provided, the user will be required to answer four questions for Identity

Verification. User information is submitted to Experian and unique questions and answers are provided to

each user for ID Proofing.
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Users must then reset their password and set up challenge questions and answers as shown below. Figure 5
displays one of the Identity Verification screens.

Figure 5: Identity Verification Screen — Challenge Questions

Home | About CMS | Newsroom | Archive | € Help & FAQs | £ Email | 3 Print

CMS-QOV Enterprise Portal

Centers for Medicare & Medicaid Services Learn about your heaincare opuoNS Search CMS.gov
Health Care Quality Improvement System  Provider Resources

CMS Portal > Registration
Sereen reader mode OF | Accessibility Settings
~ mF

D and Pusswstd Craate Uyer Chocss Uses (D and Passweed

Change Password And Setup Challenge Questions

- Password

- Confirm Password

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account managerment funchions

- Quastion: 1 - Angwer 1

['#mat s your taverite ragic saton® ] test station
- Question 2 - Answer 2

[¥imat was your favorite toy wham you ware 8 chika? ] test child

= Quastion 3 - Angwer 3
WTiat s yous T sulling? | test cuising

I BTN ——

After completing the registration process, users will receive the below confirmation message. Users will
also receive an email acknowledging successful registration and the email will include the EIDM user ID.
Figure 6 displays the registration confirmation screen.

Figure 6: Confirmation Screen

Homg | About CMS | Newsroom | Archive | ) Help & FAQs | £ Email | & Print

C MS,QOV Enterprise Portal

I your healthicare options 1
Centers for Medicare & Medicaid Services Leamn about your heathcare option Search CMiS.gov

Health Care Quality Improvement System Provider Resources

CMS Portal > Registration

-

Complete Registration

Registration Complete

You have now successfully completed your registeation to CMS Enterprise Identity Management (EIDM). You will receive an E-mail acknowledging your successhul ragistration to
EIDM and the E-mail wall include your User ID

Please wait 5 minutes before logging in. Selecting the ‘0K’ button will direct you to the CMS Portal Landing page

-
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Once users receive the acknowledgement email that contains their User ID, they will need to request access

to the HIOS System by signing into CMS Enterprise Portal. Figure 7 displays the CMS Enterprise Portal login
screen.

Figure 7: CMS Enterprise Portal - Login
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systems related to Medicare Advantage, Prescription
Drug, and other CMS programs.

q @ Login to CHS Secure Portal )
e ———————
Eorgot User ID?
Eorgot Password?
New r Registration

CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program | Physician Vaiue

Get E-Mail Alerts Non-
gy \tomation for ul Production Environments
. g lMedicare Medicare open
CMS Prov:ﬁs'uf'lealéh Cciverage for 100 e [T e
1hion reople... - e = Already a subscriber?
Information for chiidren up to
18in Mﬁm’ L

Figure 8 displays the ‘Terms and Conditions’ page through CMS Portal.

Figure 8: Terms and Conditions Page - CMS Portal

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Home | aboutcis | Newsroom | Archive | @) Heio & Faas | & mai | (&) prin

Health Care Quality Imp it Sy Provider Resou

Terms and Conditions

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-
authorized use only.

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penalfies.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may moniter, intercept, and search and seize any communication or data transiting or stored
on this infermation system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must acceptthe terms and conditions. If you decline, your login will automatically be cancelled.

D
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Once the Terms and Conditions have been accepted, the user will need to navigate to the ‘My Access’ page
as shown in the image below. Figure 9 displays the ‘My Access’ link through the CMS Portal.

Figure 9: HIOS and Plan Management and Market Wide Functions Landing Page

© Portal Help & Faas & Print [# ogout  Welcome J Buren

My Profile
Cg%& Enterprise Portal :

HIOS  MyPortal

CMS Portal > HIOS

Page Title
Welcome

Lorem ipsum doior sit amet, isque commune perfecto ex usu. Vel infegre sanctus ad, Est graece euismod ea, sit unum autem sententiae el Vim te aeque viderer repudiare. Net ea denique infellegebat. In mea sint clita everti. An dicant primis
postulant sea. Eruditi ponderum demaocritem vis i, te modo gragco accusata vis. luvare! comora expelendis id cum, dolor eripuit vituperata ius eu, gicam penculls repudiare nam ea. Vim in fugit [abitur recusabo, £0s cu wisi feugait assueverit

Health Insurance Oversight System (HIOS)

Lorem ipsum dolor sit amet, isque commune perfecto ex usy, Vel integre sanctus ad. Est graece euismod ea, Sit unum autem sententiae &i. Vim e aeque viderer repudiare. Nec ea denique inleliegebat
Access HOS

Plan Management and Market Wide Functions

Lorem ipsum dojor sit amet, isque commune perfecto ex usu. Vel infegre sanctus ad. Est graece euismod ea, sit unum autem sententiae el Vim te aeque viderer repudiare. Nec ea denique infeliegebat

Access Plan Management & Market Wide Funliong

From the ‘My Access’ page, users will scroll down through the application catalog or filter for ‘HIOS’ using
the search bar provided. Once displayed on the screen, users will select the ‘Request Access’ button as
shown below. Figure 10 below displays the ‘Request New Application Access Link'.

Figure 10: Request New Application Access — Application Catalog

CMS
_gov

Enterprise Portal

My Portal

CMS Portal > EIDM User Menu > My Access

Start typing to filter apps...

M REQUEST ADMIN ROLE My Access

Access Catalog

“You currently do not have access fo any applications. Please use the
ndied Payments EF access catalog to request access to the applications.
ASETT is & Web-tases spplication that aliows The Medieare Pan 8 Drog Average Sake Prica  Bunded Paymants for Care improvemant Oata File

Transder

incduals and organTEYoNs 13 fie electro More {ASP) application & 3 data coliection system
Help Desk Information Heip Desk information
TBD Heip Desk information 410-THE-5808
Is0 B0 P: H
50
Request Access Request Access. Request Access
Acoass 1o this apphoation is resticted o Trading |11 >PC Community Basad Organization/Customar Sanice
Pafthers that exchange Sata wit me 8 More o G v Representatee
ot S Seiot Proctines 6 sekari o shae
‘Help Desk Information More Help Desk information
BO0-027-8080 27
e Help Desk information . o N
m“é“f‘ My Pending Requests

Request Access Request Access Request Access

You do not have any pending requests at this time
Durabie Medical Equipmant. Prosthetics. Orthotics  This application alows auiorced users to [ gut V%183 30d Govems i CIS data usa agreame
2 Supphes (DMEPOS) Bicding Systam - Mo va Mora

The Enterprise Privacy Policy Engine (EPPE)
rious onling forms and electonical

Halp Dask Information Heip Desik nformation Help Desiinformation
877.577-5331 048-456.5740
Request Acsess Request Aceess Request Access
A s kersiAssisters Garsan iagrason Sute (615) prove seccre
Help Desk ntarmation RS InheenaTbases fog Kanstr CapROAES, Mok
ST o et e Agaces and sk
wh e Help Desk Information
o
Help Dask Information
555-087-1518
FE b
Request Access Request Acoess Request Aocess
The Heaith insurance Oversght Sysiam is the +aPiA Eligibity Transaction System (HETS)  innovation Cener web spplication peovides a single
Saderal govarnments prmary data cobection More...  Providar Graphical User Insarface (GU), More. point of entry 1o a8 authentcated in More:
Help Desh Information Help Dosk Information Help Desk Information
a55:207.1515 9053247315 T80
F m

i e
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Users will be navigated to the ‘Request New Application Access’ page.

Figure 11 below displays the ‘Request New Application Access’ page. The first dropdown will have ‘HIOS-
HIOS Application’ preselected. Users will then need to select ‘HIOS Issuer’ as the Role. New users will need
to register in HIOS by selecting the link circled below. The HIOS Registration page will open. These
selections are for HIOS system registration purposes only.

Figure 11: My Access — HIOS Request Access
@ Portal Help & FAQs & Frint [# Logout  Weicome - [

CMS
.gov

Enterprise Portal

Wy Portal

CMS Portal > My Access

Ecreen reader mode Off | Accessibility Sattings
-

My Access
Request New Application Access

Baquest New Apclication
Access
Select an application and then a role to request access

Vigw and Manage My
Agcess - Appl D

» ~Rale

Enter validation data

Please enter & valid HIOS Authorization Code (i.e. HIOS Issuer ID or Cornparry FEIN) to continue with
the robe request, If you are an existing HIOS user and do not hawve access to 8 valid HIOS Authorization
Code, please contact the HIOS helpdesk:

Phone: 855-267-1515
Email: CMS_FEFS QCMS. HHS.GOV
Hours of Operation: Jam-6pm

I you are not an existing HIOS user, please select the hyperlink below to register for access to HIOS:

‘:@ al.cms. goviHEDS-MAIN-UL FrontControlleriop: =rggg§3ﬂ]§§ A@:;.

= HIOS Authonzation Code

G G
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Users will need to complete the HIOS registration form and submit for approval. Figure 12 displays the HIOS
Registration form.

Figure 12: HIOS Registration Form

Health Insurance Oversight System

Request HIOS Account

Please note that you are applying for access to the Health Insurance Oversight System (HIOS). If you have any
guestions, please contact the Exchange Operations Support Center (XOSC) at Phone: 1-855-267-1515 or
Email: CMS FEPS@cms.hhs.gov.

—

*) Indicates a required field

itle (Name): v

Middle Name:

*Job Title:

*
=
2
=]
[
=
N
&
=
=]
-
=
-
3
i

SHEIE
a 5
a=4
=

" & -
B -]

i E‘E m

Phone Type:
*Phone:
Format: 123-456-7890):

*
m
3
g
>
=9
3
m
W
a

Address Type:
Address Line 1:
Address Line 2:

ZIP code:

| |ii|||ﬁ

0

Rese

Once approved, authenticated users will receive an email with their HIOS credentials, account information
and an Authorization Code to request access to HIOS in the Enterprise Portal.

Users must log into the Enterprise Portal to request access to HIOS.

Once the users receive the email from HIOS registration along with the Authorization Code, they will be
required to follow the same steps as above. The user will enter the Authorization code on the screen shown
in Figure 11 to gain access to HIOS.

3.

N

Existing HIOS Users

Existing HIOS users will follow the steps below to access HIOS once they have completed the EIDM
registration process and have been granted access to the HIOS system. Users must first log out of the
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system for their profile updates to take effect. Users will then log back into the Enterprise Portal with their
EIDM user ID and password. Figure 13 displays the CMS Enterprise Portal Main Page.

Figure 13: CMS Enterprise Portal- Login to CMS Secure Portal Link

CMS.QOV | Enterprise Portal Home | About CHS | Mewstoom | Archive | @ Helo BFACS | H.,Enml..mm
Centers for Medicare & Medicaid Services Leam about your hegthcare options Searn S g3

Health Care Gualify improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

‘Welcome to CMS Open Payments 2 .
= J & -

1 To log into the CMS Portal a CMS user
| account 15 requlred

The Opan Payments (commonly known as the Physidan Payments Sunzhing Act) system salisfies te reporing requiremant in Centers for Madicare & i
Medicald Senices (CWS) requiabion. The Aiordable Care Act reguiation reuires applicable manufacturers and applicable group purchasing organizations f
(GPOs) to annually report payments and other ransfers of value made 1o physicians and teaching hospitals, as well as cerain information regarding the
ownership of invesiment Interests hald by physicians o their immediate family members.

8 Login to CMS Secure

Halp Desk Contact Information Portal
Openpaiments@cms ihs ooy
4 T 2 T e P
_.':(‘ .1' ‘L Eorgot Usger ID7
Y N RRE Forgot Password?
— Information for with bt 1 CMS News
CMS Provides Health Coverage for 100 Million Medicate coen envelment.and benels.
People... £0Y ding Forvartto mglamen
Health Reform
Infprmation for childran wp to the age of 19
in need of health care coverags, Easier aloctronic funds transfars maan
‘mere ime with patients and cost
amings

.. through Medicare, Medicaid, and the Chikdren's Health Insurance Program. And

Once the users receive an email with the Enterprise Portal URL, they will select the ‘Login to CMS Secure
Portal’ link. Figure 14 displays the ‘Terms and Conditions’ page.

Figure 14: CMS Terms and Conditions Page

Home | About cMs | Newsroom | archive | @) Help & Faes | &2 Emai | (S print |

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality

Terms and Conditions

OMBE Np.0938-1236 | Expiration Date: 04/20/2017 | Paperwork Reduction Act

You are accessing a U.S. G nent information system, which includes (1) this computer, (2) this computer network, (2) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-
authorized use only.

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penaities.

By using this information system, you undersiand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Govemnment purpose

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.
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Users will then be able to navigate to the CMS Enterprise Portal Login page, where they will enter their
EIDM credentials (user name and password) which were obtained by registering through the EIDM
registration process. The email received by the users after registration will contain the credentials that can
be used here.

EIDM credentials will be used to access the CMS Enterprise Portal page and once the users complete their
HIOS account creation and are approved, the EIDM and then HIOS accounts are linked in the backend. The
same EIDM credentials will also be useful to access the CMS Enterprise Portal and the HIOS main page.
Figure 15 displays the CMS — EIDM Login page.

Figure 15: CMS - EIDM Login Page

Home | About CHS | Newsroom | Archive | @ Heip & FAGs | .J Email | {5 Print

CMS 4 gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

User ID

Password

CEE = )

Forgot Password?

Forgot User ID?
Need an account? Click the link - New user registration

After users have logged into the CMS Enterprise Portal they will have access to HIOS system. Selecting the
‘HIOS’ tab will open the HIOS landing page. Figure 16 displays the EIDM Page with HIOS access.
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Figure 16: EIDM Page - HIOS Access

@ Portal Help & FaGs & Primt

CMS
"gov Enterprise Portal

My Portal  HIOS

CMS Poral > My Portal

to CMS Enterprise Portal Reque

Use the link below to request access to Systems/Applications

search tools, supp simplified sign-on, and uses role-based access and personalization to present each user with only Request A 5 How

The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and cross-

relevant content and applications. The wision of the Enterpnise Portal is to provide "one-stop shopping® capabilities to improve
customer experience and satisfaction

Application Access
There are several ways to access to licati in the CMS FFE | HIOS | Agents & Brokers Help Desk - Contact the
_‘-’__;'.——"" Exchange Operations Support Center [XOSC] at
Enterprise Portal : CMS_FEPS@ems hhs gov or 1-855-CMS-1515
1. To get access to applications supported by EULA go to the Enteuprise User 1
Adminkstiation site ! Physician Value | PQRS Help Desk - Contact the
2. To get access o applications supported by EIDM and LACS, click the ‘Request q f - PAR S Inbamnatioe Canter o AT 6453:

Access Now link on the right. /i
p - - ACO Help Desk - Contact the ACO Information Center at
3. To review application access you have alieady been granted, click the "My Access’ link ai o 1.8 ?3:6_‘33 ion 2} if
on the Welcome menu in the top right comer of the page —J- = {select option 2) if you have any questions

about using the ACO Postlet features. TTY wsers should
call 1-888-T34-6563

After selecting the HIOS link located at the top of the landing page, the user will be directed to the page
shown below. They will then select the ‘Access HIOS’ link from the middle of the next page. Figure 17
displays the ‘Access HIOS' link.

Figure 17: HIOS System Access

@ Portal Help & FAGs & Print E Leg Out Welcome

CMS
“gov Enterprise Portal

My Portal  HIOS

CMS Portal > HIOS

HIOS | Plan Management | Market Wide Funections

Please use the lnks below to access the Health Insurance Oversight System (HIOS) or Plan Management and Market Wide Functions. Please note - these systems are protected by Multi-Factor Authentication (MFA). When you attempt
to access either system by clicking the links below, you will be asked to enter your CMS EIDM Usemame and Password, as well as enter a Secunity Code (VIP Token). If you have mot registered a device to support MFA, please access
the My Profile’ page in the portal 1o register a device and obtain a security code (VIP Token)

If you have any problems accessing HIOS of the Plan Management and Market Wide Functions, please contact the Exchange Operations Support Center [NOSC] at CMS_FEPS@cms hhs.gov or 1-855-CMS-1515.

Health Insurance Oversight System (HIOS)

Please click the link below to access HIOS. ihis is the first time you are accessing HIOS from the CMS Enterprise Portal, you may be prompted for your HIOS Usemame and Password,

Plan Management and Market Wide Funetions

The Plan Management and Market Wide Functions portal is where issuers will access both Market Wide modules {like the Integrated Rate Review Module) and the Federally Facibtated Exchange (FFE) application specific madules

Issuers seeking Qualified Health Plan (QHP) cedification will submit data to the Centers for Madicare & Medicasd Senaces (CMS) via the QHP Issuer Module, QHP Benefits and Senvice Area Medule, and QHP Rating Module as part of the
Federally Facilitated Exchange’s (FFE) Qualified Health Plan {QHP) application. Those seeking cerification must also complete the Unified Rate Review submission

Afederal government website managed by the Centers for Medicare & Medicaid Sendces
T500 Security Beulevard, Baltimore, MD 21244
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4 HIOS Portal

After successfully gaining access to the system, the HIOS Home Page will be displayed for the authorized
users. Figure 18 displays the HIOS Portal Main Page.

Figure 18: HIOS Portal Main Page

Health Insurance Oversight System

HOME FAQ CONTACT US | SIGN OUT

Welcome

HIOS Home Page

Organization Management

& Administrative Functions: HIOS Main Page Announcements:

Manage Account

Manage an Organization Welcome to the Health Insurance Oversight System (HIOS).

HIOS will be accessible through the CMS Enterprise Portal.

Role Management
The following Modules are now live in HIOS:

HIOS Portal

Plan Finder and Product Data Collection Module (PF)

Rates and Benefits Information System (RBIS)

Consumer Assistance Program (CAP)

Medical Loss Ratio Data Collection System (MLR)

Rate Review System (RRJ)

Rate Review Grants Reporting System (RRG)

Health Plan and Other Entity Enumeration System (HPOES)
Document Collection Module- Form Filing Module (DCM- FFM)
Document Collection Module- Market Conduct Module (DCM-MCM)
Minimum Essential Coverage (MEC)

* & & & & & & 8 & 8B

For any further inquiries or questions, please contact the Exchange

Operations Support Center (XOSC) at CMS FEPS@cms.hhs.gov or 1-
855-267-1515.

Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

4.1 Manage an Organization

Before accessing the Non-Fed Module, a user must first register their organization within the Health
Insurance Oversight System (HIOS). Users can add an organization to HIOS using the ‘Manage an
Organization’ link. Organizations must be registered and approved within HIOS before requesting role
access to any module.

Please note that for the purposes of the Non-Fed Module functionality, it is assumed that the organization
being registered in HIOS is the same as the Plan Sponsor Organization.
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1. Once successfully logged into HIOS, the Submitter user can select the ‘Manage an Organization’
tab from the left navigation bar as seen in the figure below. Figure 19 displays the ‘Manage an
Organization’ link on the HIOS Main Page.

Figure 19: HIOS Portal — Manage an Organization

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

HIOS Home Page

Organization Management

& Administrative Functions: HIOS Main Page Announcements:

Manage Account

Manage an Organization Welcome to the Health Insurance Oversight System (HIOS).

HIOS will be accessible through the CMS Enterprise Portal.
Role Management

The following Modules are now live in HIOS:

HIOS Portal

Plan Finder and Product Data Collection Module (PF)

Rates and Benefits Information System (RBIS)

Consumer Assistance Program (CAP)

Medical Loss Ratio Data Collection System (MLR)

Rate Review System (RRIJ)

Rate Review Grants Reporting System (RRG)

Health Plan and Other Entity Enumeration System (HPOES)
Document Collection Module- Form Filing Module (DCM- FFM)
Document Collection Module- Market Conduct Module (DCM-MCM)
Minimum Essential Coverage (MEC)

For any further inquiries or questions, please contact the Exchange

Operations Support Center (XOSC) at CMS FEPS@cms.hhs.gov or 1-
855-267-1515.

Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

2. Before creating an organization, the user must determine whether the organization has already
been registered in the system. Four types of organizations can be created in HIOS, they are:

a. Company
b. Non Insurance Company
c. Non-Federal Governmental Plans
d. Other Organization Type
Users will have to register their Non-Federal Governmental Plan if it is not already registered within
HIOS. After selecting the ‘Manage an Organization’ link, the user will complete the following steps:
a. Select ‘Create New Organization from the first dropdown.
b. Select ‘Non-Federal Governmental Plans’ from the organization type dropdown.
c. Enter the organization’s Federal EIN/TIN into the search field the appears below.
d. Select the ‘Search’ button.
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Figure 20 displays the Federal EIN Search through HIOS Portal.

Figure 20: Manage an Organization — Federal EIN Search

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

Manage an Manage
Organization Organization
Relationships

Manage an Organization

Please specify the primary purpose of your visit: 'C_rea_te new _u__rgapiz:_aliﬁr_l_ v

Please click Qrganization Types (PDF - 160KB) for a list of organization types and their definitions.
Please select the type of organization: Non-Federal Governmental Plans v

Please enter your organization's 9 digit Federal EIN /TIN below and select 'FEIN/TIN Search' to determine if your organization currently
exists in HIOS.

Federal EIN/TIN | || FEINMTIN Search

Figure 21 displays the ‘Manage and Organization’ page.

Figure 21: Manage an Organization — No Organization Found

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome
Manage an Manage
Organization Organization
Relationships

Manage an Organization

Please specify the primary purpose of your visit: Create new organization v |

Please click Organization Types (PDF - 160KB) for a list of organization types and their definitions.

Please select the type of organization: MNon-Federal Governmental Plans v

Please enter your organization's 9 digit Federal EIN /TIN below and select 'FEIN/TIN Search' to determine if your organization currently
exists in HIOS.

Federal EIN/TIN 001122334

Organization

Mo Organization Found
You may register your organization in HIOS by selecting the 'Create Organization' butten below to enter your organization's information.

Create Organization
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3. If no organization is found, the Submitter user may register an organization by selecting ‘Create
Organization.” For the Non-Fed system, the Submitter should select Non-Federal Governmental
Plan from the drop-down box for Organization Type.

Figure 22 displays the ‘Register New Organization’ information for Organization type: Non- Federal
Governmental Plan.

Figure 22: Register New Non-Federal Governmental Plan Information

Register New Organization

Please fill in the form below with your Organization's information.

Note: (*) Indicates a required field.

Organization Type: Non-Federal Governmental Plans
*QOrganization Legal Name:
Federal EIN/TIN: 001122334

Domiciliary Address

*Address Line 1:

Address Line 2:

*City:

*State: v
*ZIP code:

ZIP Plus 4:

Back |

Continue

4. The Submitter user must enter all the required information that is marked with an asterisk (*)
for their organization, then select ‘Continue.’ Listed below are the fields to be collected on this
page:

a. Organization Type: Non-Federal Governmental Plans (as selected from the drop down).
b. Organization Legal Name: This is the name of the Organization/Plan Sponsor.

c. FEIN/TIN: Federal Employer Identification Number/Tax Identification Number for the
Plan Sponsor.

d. Organization Address

Figure 23 displays attributes the system collects for Non-Fed Organizations.
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Figure 23: Register New Non-Federal Governmental Plan — Attributes

Health Insurance Oversight System

HOME FAQ CONTACT US  SIGN OUT
Welcome

Register Attributes For New Organization
Please select the attributes that apply to your organization.
Note: (*) Indicates a required field.

*Non-Fed Plan Type:

[I1Self Funded [IFully Insured
|Back-| | Review/Continue .

5. After ensuring all the entered information is correct, users will select ‘Submit’ to register the
organization.

Figure 24 displays the ‘Review Organization Information’ screen.

Figure 24: Review Organization Information

Review Organization Information

Organization
Organization Type: Non-Federal Governmental Plans
Organization Legal Name: Organization ABC
Non-Fed Plan Type: Self Funded
Federal EIN/TIN: 001122334
miciliary Addr
Address Line 1: 123 Test Street

Address Line 2:

City: Reston
State: VA
ZIP code: 20191
ZIP Plus 4:

Are you a TPA? No

Back Submit

Once the new organization has been submitted, the system will display a confirmation page to notify the
user of the submission.
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4.2 Role Request

After registering an Organization in the HIOS Portal, Submitters may submit a role request to gain
access to the Non-Fed Module. All role requests are to be completed through the Role Request
functionality within HIOS portal. All HIOS users who need to request roles may select ‘Role
Management’ from the left navigation bar of the HIOS Portal Home page. Users will also be able to
view their existing roles and access status.

Pre-requisites for obtaining a Submitter role for the Non-Fed Module:

* The plan sponsor (the entity sponsoring the Non-Federal Governmental plan, such as the
state or city government, the school district, or the fire department employer) must register
through the HIOS Portal.

* Another individual within the organization must request a Role Approver Administrator
role under the Portal Module and associate the role with the Non-Fed plan created.

* Once approved, these Role Approver Administrators will be able to approve all the
Submitter role requests for that Non-Fed Governmental plan.

Requesting a role for the Role Approver Administrator:
1. Select ‘HIOS Portal’ from the Module drop-down box.
Select ‘Role Approver Administrator’ from the Requested Role drop-down box.
Select ‘Federal EIN/TIN’ under Association section.

2
3
4. Enter the Federal EIN/TIN that is associated to the appropriate organization.
5. Select ‘Review/Continue.’

6

Review information for errors and select ‘Submit.’

Once the request is approved, the Role Approver Administrator will be able to approve or deny
Submitter role requests for the organization that they administer. Figure 25 Displays the Request Role
tab.

Figure 25: Request Role Tab

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome

Manage Roles TGS S LI

Request Role
All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each
module, select

Module Descriptions (PDF - 5MB)

Module: —Select Module— i
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Figure 26 displays the Role Approver Administrator Request page.

Figure 26: Role Approver Administrator Request

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

View Existing Request Role
Role

Request Role

All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,
select Module Descriptions (PDF - 835KB)

Module: 'HIOS Portal vl
Requested Role: |Role Approver Administrator v
Association

Please choose
® organization () Issuer

Please enter the Organization Federal EIN/TIN below
Federal EIN/TIN : 001122334 Search

Search Result: Organization ABC

Review/Continue

Figure 27 displays the Role Approver Administrator ‘Submit’ page.

Figure 27: Role Approver Administrator Submit

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

View Existing TGS 01T

Role

Request Role

Please review your selections below, and select 'Submit’ to submit the new role request for approval, or select '‘Back’ to make changes.

Module: HIOS Portal
Reguested Role: Role Approver Administrator
Selected Company: Organization ABC
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Once a Role Approver Administrator has been set up for the organization, another user will be able to
request the Submitter role for the organization. Please note that the Role Approver Administrator user
and Submitter user must be different users within HIOS.
Requesting a Submitter Role for Non-Fed Module:
1. Select ‘Non-Federal Governmental Plans’ from the Module dropdown.
Select ‘Non-Fed Submitter’ from the Requested Role dropdown.
Select either ‘Primary Contact’ or ‘Back up Contact’ from the User Sub-Type dropdown.

Select ‘Continue’.

Select ‘Search’.

2

3

4

5. Select ‘Federal EIN/TIN’ and enter the 9 digit Federal EIN of the Non-Federal Governmental Plan.
6

7. If the correct Non-Fed Organization is displayed, select ‘Review/Continue’ to request your role.
8

Select ‘Submit’ on the review page.
Figure 28 displays the Role Request for a Non-Fed Submitter.

Figure 28: Role Request Non-Fed Submitter

VUASTEHGEI Request Role
Role

Request Role
All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,
select Module Descriptions (PDF - 835KB)

Module: Non-Federal Governmental Plans (Non-Fed) v
Requested Role: NonFed Submitter v
User Sub-Type: Primary Contact v

Association

Please select your Organization Identifier type:
* Federal EIN/TIN

Please enter the Organization Federal EIN/TIN below

Federal EIN/TIN : 001122334 Search

Search Result: Organization ABC

Review/Continue |
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Figure 29 displays the error message the system will display if a Role Approver Administrator has not
been identified for the organization.

Figure 29: Role Request — No Role Approver Admin User

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT
Welcome
Error(s):

* The Role request cannot be processed for this organization.The organization you have selected does
not have a designated Role Approver Administrator.

View Existing GLIES A0S
Role

Request Role

Figure 30 and Figure 31 display the Submitter role request screens.

Figure 30: Role Request Non-Fed Submitter- Review Screen

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

View Existing
Role

Request Role

Request Role

Please review your selections below, and select 'Submit’ to submit the new role request for approval, or select 'Back’ to make changes.

Module: Non-Federal Governmental Plans (Non-Fed)
Requested Role: NonFed Submitter

User Sub-Type: Primary Contact

Selected Company: Organization ABC

(oot ]
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Figure 31: Role Request Non-Fed Submitter- Confirmation Screen

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome

View Existing Request Role
Role

Request Role

Confirmation
Your role request has been submitted for approval, please log back in within 1 to 2 business days to check the status of your request.
All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,

select Module Descriptions (PDF - 835KB)

Module: ~Select Module— v

All requests for the Non-Fed Submitter role will be routed to the authorized Role Approver
Administrator for that organization or issuer to Approve/Deny. Below are the steps necessary for the
Role Approver Administrator to process these requests.
Approving Submitter Role Requests:
1. The useris approved as a Role Approver Administrator for Organization X.
The user logs into HIOS and navigates to the HIOS Home page.

The user selects the Approvals link.

2
3
4. The user selects the Organizational User Role Request Approvals tab.
5. The user selects the Non-Fed module from the dropdown.

6. The user may filter requests by Status (Pending Approval, Approved, Denied)
7. The following fields shall be displayed for the user in a grid format:

a. Select: A checkbox will allow the user to select each record individually in order to
approve/deny all selected requests simultaneously.

b. Requestor Username: Email address of the user who has submitted the Role request
c. JobTitle: Job title for the user who has submitted the Role request
d. Module: The module for which the Role request was submitted (Ex: Non-Fed, ERE)

e. Role: The Role that was requested (Ex: Non-Fed Submitter for the Non-Federal
Governmental plan module, ERE Submitter for the ERE module)
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f. Association Type: This indicates what organization type the user has requested
association with when requesting the role. Ex: If the submitter user has requested a
Non-Fed Submitter role for a Non-Fed Organization with an FEIN, then the Association
Type is Non-Federal Governmental Plans.

g. Association: Displays the Identifier Number and/or the Name of the Organization
depending on the type.

h. User Sub-type: The Role Requested can have two Sub types: Primary Contact or a

Backup Contact.

i. Requested Date: The date when the Role request was submitted

8. The user will select all records they wish to Approve/Deny

9. The user will select either the Approve or Deny button to process the selected request(s).

Figure 32 below displays the HIOS home page screen with the Approvals link.

Figure 32: HIOS Main Page - Approvals Link for Role Approver Administrator

HIOS Home Page

Organization Management
& Administrative
Functions:

Manage Account

Manage an Organization

Role Management

Approvals

External Review Election

(ERE)

Accessibility

Health Insurance Oversight System

HOME | FAQ  CONTACT US  SIGN OUT

Welcome

HIOS Main Page Announcements:

Welcome to the Health Insurance Oversight System (HIOS).
The following Modules are now live in HIOS:

Plan Finder and Product Data Collection Module (PF)

Rates and Benefits Information System (RBIS)

Consumer Assistance Program (CAP)

Medical Loss Ratio Data Collection System (MLR)

Rate Review System [RRJ)

Rate Rewiew Grants Reporting System (RRG)

Health Plan and Other Entity Enumeration System (HPOES)

- @ & & @ 8 @

For any further inquiries or questions, please contact the Exchange

Operations Support Center (XOSC) at CMS _FEPS@cms. hhs gov or
1-855-267-1515.

Please review the following memo sent on March 28th, 2013 from
CCIIO Data Collection and Management Division Director, Brian
James. This memo provides additional information and guidance
regarding access to the CMS Enterprise Portal, the Enterprise
Identity Management System (EIDM), and the Personally Identifiable
Information (PII) collected duning the user registration process.

PortalAccessEIDMComments 03282013.pdf

Rules of Behavior | Web Policies File Formats and Plug-Ins

U.5. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

HIOS
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Figure 33 displays the Organizational User Role Request Approvals tab, which will be displayed when the
user selects the Approvals link.

Figure 33: Approvals- Organization User Role Approvals tab - Select Module

Organizational User

Role Approvals

Organizational User Role Request Approvals
Please select a Module from the drop-down list below to view the corresponding requests.

Module: -- Select Module --

v

\Assister
External Review Election (ERE)
Non-Federal Governmental Plans (Non-Fed)

Figure 34 displays the Request Status drop down and the Grid with the list of fields required for
Approval or Denial. User can select either Approve or Deny.

Figure 34: Approvals - Organization User Role Request Approvals

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome
Orgai al User

Role Arl;vais

Organizational User Role Request Approvals

Please select a Module from the drop-down list below to view the corresponding requests.

Module: Non-Federal Governmental Plans (Non-Fed) ¥

Request Status: | Pending ﬁ;@pro'}a'l v

Please select the checkboxes for the records you wish to approve or deny from the table below. Once the selection has been made, plea
the 'Approve’ or 'Deny’ button under the table to complete the desired action,

Page size: 10 v |

Requestor Username + Job Title = ME ?:;gl:latlon Association ¥

1 item

Non-Federal foniEadarai 05-]

0 Business Governmental = Non-Fed Covernmental Township of Primary | 201
- Analyst Plans (Non- Submitter Plans ABC Contact | 10:1
Fed) AM

|Approve| |Deny|

HIOS
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Figure 35 displays the Confirmation Message screen once the Approver user approves the Request.

Figure 35: Approvals - Organizational User Role Approvals - Confirmation

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome

Organizational User

Organizational User Role Approvals Confirmation

The following role requests have been successfully Approved for the Non-Federal Governmental Plans (Non-Fed) module:

Non-Fed MNon-Federal Governmental Township of Submitter Primary
Submitter Plans ABC o Contact
|Continue|

Once the Submitter role request has been approved by the Role Approver Administrator, the Submitter
user will be able to access the full functionality of the Non-Fed Module upon their next login.
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5 Non-Federal Governmental Plans Module

Non-Federal Governmental Plan Module (Non-Fed) can be accessed by the Non-Fed Submitter user. A
Submitter user’s access to system functionalities depends upon the user role assigned to that user. If you
experience issues with access to a specific functionality within the Non-Fed Module, please contact the
Exchange Operations Support Center (XOSC). The Exchange Operations Support Center (XOSC) contact
information can be found in Section 6.2.

The following section discusses the different functionalities available to the Non-Fed Submitter.

5.1 Non-Fed Submitter Role

Before a user can gain access to the ‘Submitter’ role within the Non-Fed Module, a Role Approver
Administrator must approve the role request. Within the Non-Fed Module, a user with a ‘Submitter’ user
role can perform the following functions:

e Manage plans.

e Submit a New HIPAA Opt Out election.
e Renew HIPAA Opt Out elections.

e Edit HIPAA Opt Out elections.

5.1.1 Manage Plans

One of the main functionalities within the Non-Fed Module is to create and manage plans. Before
creating a HIPAA Opt Out election, the Submitter user must follow the below steps to create a plan.

1. The Submitter user will access the HIOS home page and select the ‘Non-Federal Governmental
Plans (Non-Fed)’ link on the left side of the page.

2. The Submitter user will be redirected to a Non-Fed Module landing page, where the Manage
Plans and the HIPAA Opt Out tabs will be displayed.

3. The Submitter user will select the Manage Plans tab.

Figure 36 displays the Non-Fed homepage with the Manage Plans and HIPAA Opt Out tabs.
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Figure 36: Non-Fed Home Page

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT US | SIGN OUT
Welcome

Manage Plans HIPAA Opt Out Related Links

* CCIIO Website
* FAQ

Annou ncements & User Manual ens in
.pdf format 7.64 MB]

& Requlations
Welcome to the Non-Federal Governmental Plans module. This module allows all Non-
Federal Governmental plans to register in the Health Insurance Oversight System
(HIOS), and allows self-funded Non-Federal Governmental plans to submit Health
Insurance Portability and Accountability Act (HIPAA) opt-out elections electronically.
Please select the links to the FAQs and Regulations for more information about the new
electronic submission process for the HIPAA opt-out elections and refer to the User
Manual for detailed instructions about the submission process. For additional guidance
pertaining to Non-Federal Governmental plans, please also visit the web page for Self-
Funded Non-Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Out
elections, which is updated as elections are processed, may also be found here.

Health Plan an her Entity Enumeration m_(HP

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs )
are subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use
in standard transactions by November 2016 (Please select the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations
at 45 C.F.R. Part 162). Non-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering
in HIOS,

External Review Election (ERE) Module

Additionally, all self-funded Non-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process. Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE
module. Access to this module may be obtained after registering in HIOS. Please see the
CMS website for more information.

For general questions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For questions about HIPAA opt-outs, please send an email to
HIPAAOptOut@cms.hhs.gov, For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (X0SC) at

CMS FEPS@cms.hhs.gov.

4. The Submitter user will be able to see the Organization to Plan association(s) on the Manage
Plans page. If no plans have been created, this page will remain blank. To create a new Plan, the
Submitter user can select ‘Add New’ as shown in the figure below.
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Figure 37 displays the ‘Add New’ Selection.

Figure 37: Manage Plans Tab

Health Insurance Over5|ght System

HIOS MAIN PAGE HOME FAQ

Non-Federal Governmental Plans:

Mo results to display.

«First «Prev Meds Lasis Show Entries |10 s

Mo data avadabla n table

[ Add Now

CONTACT US

Welcome

Dhsplaying 0 to 0 of 0

You do not curently have any Plans associated to your Organization; please select ‘add New' to add a new Plan.

SIGH OUT

5. After selecting the ‘Add New’ button, the Submitter user will be prompted to select the
organization to associate the new plan to. Once the organization is selected from the dropdown

the user will select the ‘Continue’ button.

Figure 38 displays the first Add New Plan page where the user selects the organization.

Figure 38: Add New Plan Page — Select Organization

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ

LELGLENGEEE HIPAA Opt Out

Add New Plan:
(*) Indicates a required field

*Select Organization: Organization ABC v

Back Continue

CONTACT US

Welcome

SIGN OUT
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6. The Submitter user will then be navigated to the second Add New Plan page where any existing
plans associated to the selected organization will be displayed if any plans currently exist in the
system. The Submitter user will provide the new plan name in the text box displayed below and
select the ‘Submit’ button when finished.

Figure 39 displays the second Add New Plans page when the selected organization does not have any
existing plans.

Figure 39: Add New Plan Page — No Plans

Health Insurance Over5|ght System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT
Welcome

LEDELCHMETEN HIPAA Opt Out

Add New Plan:

In order to create a new plan for the selected organization, please provide the Plan Name below.
(*) Indicates a required field

Organization Name | Federal EIN/TIN Plan Type
Organization ABC 001122334 Self Funded

No results to display.
Plan Name

*Enter Plan Name: | J
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Figure 40 displays the second Add New Plan page when the selected organization has existing plans
below.

Figure 40: Add New Plan Page — Existing Plans

t

Heal

DIl=

h Insurance Over

ederalsovernmenta

sight System

HIOS MAIN PAGE HOME FAQ CONTACT Us SIGN OUT

Welcome

[LELEL R U B S HIPAA Opt Out

Add New Plan:

In order to create a new plan for the selected organization, please provide the Plan Name below.
(™) Indicates a required field

Organization Name | Federal EINITIN | Plan Type
Organization ABC 001122334 Self Funded

«First «Prev [ Next» Lasty Show Entries | 10 T Showing 1to 1 of 1 entries

Plan Name

Plan A

*Enter Plan Name:

[Back|

[Submi

Please note that the system will prevent the Submitter user from submitting the same plan name more
than once. If the plan name provided matches an existing plan name in the system for the same
organization, an error message will be triggered. Figure 41 displays this error message below.

Figure 41: Add New Plan Page — Duplicate Plan Name Error

Error(s):

The Plan Name you have entered already exists for this organization. Please provide a different Plan
Name.

5.1.2  Submitting a HIPAA Opt Out Election

Approved Submitter users will be able to submit a HIPAA Opt Out election within the Non-Fed Module.
Follow the steps below to submit a HIPAA Opt Out election.

1. Navigate to the HIOS Main Page.

2. Select ‘Non-Federal Governmental Plans (Non-Fed)’ link on the left hand menu. The Submitter
user will be directed to the ‘Non-Fed Homepage’ as displayed in Figure 42.
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Figure 42: Non-Fed Submitter User Homepage

Health Insurance Over5|ght System

HIOS MAIN PAGE HOME FAQ CONTACT US | | SIGN OUT
Welcome

Manage Plans HIPAA Opt Out Related Links

* CCIIO Website
* FAQ

Annou ncements ® User Manual [opens in
.pdf format 7.64 MB]

® Requlations

Welcome to the Non-Federal Governmental Plans module. This module allows all Non-
Federal Governmental plans to register in the Health Insurance Oversight System
(HIOS), and allows self-funded Non-Federal Governmental plans to submit Health
Insurance Portability and Accountability Act (HIPAA) opt-out elections electronically.
Please select the links to the FAQs and Regulations for more information about the new
electronic submission process for the HIPAA opt-out elections and refer to the User
Manual for detailed instructions about the submission process. For additional guidance
pertaining to Non-Federal Governmental plans, please also visit the web page for Self-
Funded Non-Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Out
elections, which is updated as elections are processed, may also be found here.

Ith Plan an her Enti numeration m _(HP

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs )
are subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use
in standard transactions by November 2016 (Please select the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations
at 45 C.R.R. Part 162). Non-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering
in HIOS,

External Review Election (ERE) Module

Additionally, all self-funded Non-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process, Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE
module. Access to this module may be obtained after registering in HIOS. Please see the
CMS website for more information.

For general questions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For questions about HIPAA opt-outs, please send an email to
HIPAAOptOuUt@cms.hhs.gov. For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (X0SC) at

CMS FEPS@cms.hhs.gov.

3. Select ‘HIPAA Opt Out’ tab from the top navigation bar.

4. The Submitter user will then select an organization they are associated with from the first
dropdown and select a plan from the second dropdown.
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Figure 43 displays the HIPAA Opt Out page.

Figure 43: HIPAA Opt Out — Select a Plan

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT

Welcome

Manage Plans Qalil.V-WeliidelTis

HIPAA Opt Out
() Indicates a required field
*Select an Organization: Organization ABC v |
*Select a Plan: Plan A v

5. After selecting an organization and plan name and selecting ‘Submit’, the Submitter user can
choose between ‘renewing’ an election or creating a ‘new’ election.

Figure 44 displays the HIPAA Opt Out ‘New’ or ‘Renew’ selection.

Figure 44: HIPAA Opt Out — Main Election Page — No Data

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT

Welcome
Manage Plans it .V.Weliiae]T14

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan A
First, select the type of opt-out election you will submit by choosing either "New Election® or "Renew Election” below. Select "New

Election” if this is the first time you are submitting an opt-out election OR if you are renewing and opting out of different HIPAA
provisions from your previous plan year. Select "Renew Election” if you are renewing and opting out of the same HIPAA provisions.

I Renew Election | I New Election
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Please note that if the Sponsoring Organization has a previous election stored in the system that this
information will be displayed between the instructional text and the buttons.

HIOS

Figure 45: HIPAA Opt Out — Main Election Page — Existing Data

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT
Welcome

Manage Plans

HIPAA Opt Out

Organization Name: Organization ABC
Plan Nama: Plan B

First, select the type of opt-out election you will submit by choosing either "New Election” or "Renew Election” below. Select "New
Election® if this is the first time you are submitting an opt-out election OR if you are renewing and opting out of different HIPAA
provisions from your previous plan year. Select "Renew Election” if you are renewing and opting out of the same HIPAA provisions.

Flan Effective Date: 01/01/2015
Plan Expiration Date: 1243172015

Plan is governed by a Collective Bargaining Agreement

CBA Plan Name(s):

[HIPAA Opt Out Provisions
* Standards relating to benefits for mothers and newborns;

Parity in the application of certain limits to mental health benefits;
¥ Required coverage for reconstructive surgery following mastectomies; and
Coverage of dependent students on a medically necessary leave of absence.

Plan Administrator Information

First Name: Will
Middle Name:
Last Hame: Parkerson
¥ address is same as the Sponsor's
Address Lime 1; 123 Test Street
Address Line 2:
City: Ra&ston
State: VA
Zip Code: 20191
Zip Ext:
Election Point of Contact (POC)
Infermation of the person CMS may contack regarding the election.
First Mame: Other
Mhdclle Name:
Last Mame: Person
Email Address:
Phone: 893-353-3535 Phane Ext:
(Format: 123-456-7890)

Notification to Enrollees:

Back lIilamaw Election | | New Election |
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5.1.2.1

New Election

Submitter users associated to Non-Fed Organizations that have not yet submitted their elections to
CCllIO may submit a new election within the Non-Fed system. The following steps describe the process
for how new elections may be submitted.

HIOS

Figure 46: HIPAA Opt Out — New Election Data Input Page

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan A
(*) Indicates a required field

*plan Effective Date:
(MM/DD/YYYY)

#Plan Expiration Date:
(MM/DD/YYYY)

[ I plan is governed by a Collective Bargaining Agreement

Please indicate which HIPAA Opt Out Provision(s) the Plan will be opting out of below. Users are required to select at least 1 provision
before proceeding.

*HIPAA Opt Out Provisions
[ standards relating to benefits for mothers and newborns;
o Parity in the application of certain limits to mental health benefits;

O Required coverage for reconstructive surgery following mastectomies; and

O Coverage of dependent students on a medically y leave of ab

{Plan Administrator information-
*First Name:
Middle Name:
*Last Name:
[“laddress is same as the Sponsor's
*Address Line 1:
Address Line 2:
*City:
*State: A
*Zip:
Zip Plus 4:

[Election Point of Contact (POC)
Information of the person CMS may contact regarding the election
*First Name:
Middle Name:
*Last Name:
Email Address:
*Phone: Phone Ext:

(Format- 123- 456-7890)

Notification to Enrollees:

Please select the 'Browse' button below to select a file (PDF or Word). After selecting a file select 'Continue’ to start the submission.
Browse... | No file selected

O *Agree to send Notification to Enrollees.
The continue button will not be accessible until this selection has been made.

Back Continue

Non-Fed User Manual — Last Updated October 2016

1. To submit a new HIPAA Opt Out election, the Submitter must select the ‘New Election’ button
displayed on the bottom of the page. The Submitter will be directed to the HIPAA Opt Out
Election page as shown in Figure 46 below.
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2. Tocomplete an election, the Submitter users must enter data in the following required fields:

o Plan Effective Date

e The beginning of the plan’s benefit year, or in the case of a Collective Bargaining
Agreement, the beginning of the first plan year subject to the agreement.

o Plan Expiration Date

e The end of the plan’s benefit year or end of the last plan year subject to the
Collective Bargaining Agreement. A plan may not enter an expiration date that
has already passed.

o Planis governed by a Collective Bargaining Agreement (CBA)
e This checkbox is required when the period of election is longer than 1 year.
o CBA Plan Name(s)

e This field lists all plans covered by the Collective Bargaining Agreement and is
required if the CBA checkbox field is selected.

o Select the appropriate HIPAA Opt Out Provisions
o Plan Administrator Information section
e First Name, Last Name, Address, City, State, and Zip are required fields.
o Election Point of Contact (POC) section
e First Name, Last Name, and Phone Number are required fields.
o Upload Notification to Enrollees document
e Required for all New elections.
o Notification to Enrollees Attestation Checkbox

e Attestation that the Sponsor Organization will send notification to enrollees
prior to the new plan year starting, as required by law. The ‘Continue’ button
will be enabled only after this box is checked.

Submitters can upload either Word documents or PDF files for Notification to Enrollees. No other file
formats will be accepted by the Non-Fed system. The Non-Fed system shall accept files with a maximum
size of 30MB.

The system will verify that all the required information has been entered. If any required data is missing,
the system will trigger one or more of the error messages displayed in Figure 47.

Figure 47: New Election — Error Messages

Error(s):
= Plan Effective Date is a required field.
= Plan Expiration Date is a required field.
= HIPAA Opt Out Provisions is a required field. Please select at least one provision.
= Plan Administrator First Name is a required field.
= Plan Administrator Last Name is a required field.
= Address Line 1 is a required field.
= City is a required field.
= State is required. Please select a value for the State field.
= Zip is a required field.
= Election POC First Name is a required field.
= Election POC Last Name is a required field.
= Election POC Phone is a required field.

= There was no file uploaded for Notification to Enrellees. You must select a file to upload before
submitting your election.
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Please note that when the Plan Expiration Date entered is more than 1 year from the Plan Effective
Date, the ‘Plan is governed by Collective Bargaining Agreement’ checkbox must be selected. Figure 48

displays the Collective Bargaining Agreement Error Message.

Figure 48: Error Message — Plan Longer than 1 Year

Error(s):

* Plan Expiration Date entered is more than 1 year from Plan Effective Date. Please select the "Plan is
governed by a Collective Bargaining Agreement” check box

Once the ‘Collective Bargaining Agreement’ checkbox has been selected, the users are required to enter
all plan names that are governed by the CBA as displayed in Figure 49.

Figure 49: CBA Plan Name(s)

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan A
(=) Indicates a required field

*Plan Effective Date:

1/01/2015
(MM/DD/YYYY) RUOTZ015

*Plan Expiration Date: -
12/31 1
(MM/DD/YYYY) 2312018

¥ Planis governed by a Collective Bargaining Agreement
Enter all Plan Names that are part of CBA. Plan Names must be separated by comma(,). Maximum hmit is 2000 characters.

CBA Plan Name(s): Plan A, Plan B, Plan C

Please indicate which HIPAA Opt Out Provision(s) the Plan will be opting out of below. Users are required to select at least 1 provision
before proceeding.

“HIPAA Opt Out Provisions
Standards relating to benefits for mothers and newborns;

Parity in the application of certain limits to mental health benefits;

o
g mastect ; and

Snllonask

Required coverage for reconstructive surgery

Coverage of dependent students on a medically necessary leave of absence.

Under the Plan Administrator Information section, the users have the option to select the ‘Address is
same as the Sponsor’s’ checkbox if the Plan Administrator has the same address. The sponsor
organization’s address will be prepopulated below once the checkbox is selected. Figure 50 displays the

Plan Administrator address checkbox.

Figure 50: Plan Administrator Address Checkbox

Plan Administrator Information
*First Name:
Middle Name:
*Last Name:
[Claddress is same as the Sponsor's

*Address Line 1:
Address Line 2:
*City:

*State: lzl

=Zip:

Zip Plus 4:
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3. After entering data in all the required fields, the Submitter users can select ‘Continue’.
The Election Confirmation page will display all the previously entered data as well as certification text.
To submit the HIPAA Opt Out election, Submitters will need to confirm the Election type and enter an

Electronic Signature (Title, First Name, and Last Name) as displayed in Figure 51.

Figure 51: HIPAA Opt Out — New Election Confirmation Page

HIPAA Opt Out

g r ateoen Mo O gasruraticn ABC
Flan Harne Plan &

Flan | Mective Dale: OLOL201S
Plan [ xpa ation Dale: LIL0L8

¥ Pan b governed by & Collective Bargaining Agreemment

CBA Plan Nama({v): Pan A, Pen B, P C

PR AA Ot Ot Py drvwiadrsl

+ standsrds relating 1o benefits for mothers and newborns,;

¥ Parity in the application of certain Bmits to mental health benefits;

¥ Requred cowersge lor recomtine tive sergery Lolliwing mastectomies, and
¥ Coverage of dependent students on a medically recessary leave of sbience,

Man Adrwndstraton Lnformastioes

Frut Nava. Sag
Bk M

Lagt Mama: Perpon

¥ Addrens o 1ame a1 the Sponsors
Address Lne 10 170 Test Strast

Addrawn Lrw ]

City: Raston

State: VA&
2 Code. JOI91

Ip Ext

Election Polnt of Contact (POC)
Infor et of the pevaon CMS My CONLR L Fegadeng T el Do
Frut Nama: Othar
Matde Para
Lt Mama: Contact
Emad Address
Prone: $40-35)- 3535 Mhone Ext

(Format: 12)-456- 7990}

Motification to Enrollees:

Plan & - Natifizatisn T= Ens

The plan & Aot provaded rough Ferance. The plan Sponecr sledli wrded mAhonty of sechon 2722{aK 1) of the Publc Mealth Servce
(PHES) ACE, and 45 CFR 146,100 of Federal reguiabond, [0 exempt the plan from the bove seledied fegurements of Dile X0Vl of B
S Act

Tha sldec bon hss been mads n conformety weth o rubes of tha plan sporaor, InClading any publc hasnng, # regursd. | certify that the
el iagredd i Suthorded 10 uberel (e shid Don on Dahalf of the plan

New Opt-Owis: Tha rotce 1o plan ervollses has been proveded to envollsss before the frst day of the plan year, and & proveded at
tha tema of arvoliment 1o efvolest who snvoll Aurvg the plen yesr. A Copy of the notce to plen ervolless i STLEIMe

Renew Opl-Owts: Tha notcs to plen srvolless has baen, or will ba, proveded to plan srvolest 5t the tme of srvollmant under the
plan, and on a0 srvwsl b no Wter than the Lt day of sach plan yesr for whech thare | 80 shechon

= I nter your [ lectronic Sgnature [ Tithe, it Name and Last name ) to sobeit your | lection.

Paci St
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HIOS

4. Once the Electronic Signature has been entered and the Election Type has been confirmed, the
HIPAA Opt Out election can be submitted by selecting the ‘Submit’ button at the bottom of the
page. The Submitter user will be navigated back to the Main Election Page and a confirmation
message will be displayed as shown in Figure 52 below.

Figure 52: HIPAA Opt Out — New Election Saved

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT

Welcome

Manage Plans 1LY TIRIT

HIPAA Opt Out

Confirmation:

* Your election was saved successfully

Organization Name: Organization ABC
Plan Name: Plan A
Plan Effective Date: 01/01/2015

Plan Expiration Date: 12/31/2018

¥ Plan is governed by a Collective Bargaining Agreement

CBA Plan Name(s): Plan A, Plan B, Plan C

HIPAA Opt Out Provisions
o T g to for mothers and newborns;

¥ Pparity in the application of certain limits to mental health benefits;
¥ Required coverage for reconstructive surgery following mastectomies; and
vic ge of depend | on a medically necessary leave of absence.

Plan Infor

First Name: Jane
Middie Name:

Last Name: Doe

¥ Address is same as the Sponsor's
Address Line 1: 123 Test Street
Address Line 2:
City: Reston
State: VA
Zip Code: 20191

Zip Ext:

Election Point of Contact (POC)
Information of the person CMS may contact regarding the election.
First Name: John
Middle Name:
Last Name: Smith
Email Address:
Phone: 935-835-3535 Phone Ext:
(Format: 123-456-78%90)

Notification to Enrollees:
Plan A - Notification to Enrollees [docx, 109.0 KB]

Back | Edit Election
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5.1.2.2

Editing an Election

Once the election is successfully saved, Submitters have the ability to ‘Edit’ their elections until they
have been reviewed by CCIIO. Modifications can be made by selecting ‘Edit Election’ at the bottom of
the Main Election Page as shown in Figure 52 above. All the fields on the HIPAA election page can be

modified. If the users choose to upload a new Notification to Enrollees document, the existing

document will be replaced with the new one.

1.

HIOS

To edit a previously submitted HIPAA Opt Out election, the Submitter users can select ‘Edit
Election’ from the bottom of the page.

Figure 53: Edit Election Page

HIPAA Opt Out - Edit

Organization Name: Organization ABC
Plan Name: Plan A
(™) Indicates a required field

*Plan Effective Date:

(MM/DD/Y ) 01012015

*Plan Expiration Date:

eyl e 123172018

¥ Plan is governed by a Collective Bargaining Agreement
Enter all Plan Names that are part of CBA. Plan Names must be separated by comma(,). Maximum limit is 2000 characters

CBA Plan Name(s): Plan A, Plan B, Plan C

HIPAA Opt Out Provisions
¥ Standards relating to benefits for mothers and newborns;

¥ Parity in the application of certain limits to mental health benefits;
¥ Required coverage for reconstructive surgery following mastectomies; and

¥| Coverage of dependent students on a medically necessary leave of absence.

Plan Administrator information
*First Name: Sample
Middle Name:
*Last Name: Person
¥ Address is same as the Sponsor's
*Address Line 1: 1
Address Line 2:
*City: Rest
*State:
*Zip:
Zip Plus 4:

Election Point of Contact (POC)
Information of the person CMS may contact regarding the election.
*First Name: Other
Middle Name:
*Last Name: Contact
Email Address:
*Phone: 983-353.3535 Phone Ext:
(Format- 123-456-7890)

Notification to Enrollees:

Plan A - Netification to Enrollees [docx, 109.0 KB]

Please select the 'Browse’ button below to select a file (PDF or Word). After selecting a file select "Continue’ to start the submission
Uploading a new file will delete the existing Notification to Enrollees document.

Browse... Mo file selected

Back Continue

Non-Fed User Manual — Last Updated October 2016

After making the required updates, Submitter users can select ‘Continue’ to reach the Election
Confirmation Page as displayed in Figure 53.
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3. The Submitter user will submit the edited election in the same manner as described in the
previous section. After reviewing the information, selecting the appropriate election type, and
providing an electronic signature, the Submitter user will select the ‘Submit’ button to finalize
their updates.

Submitter users can also choose to remove their HIPAA Opt Out elections after they have submitted
them by using the Edit functionality. In order for Submitter users to remove their HIPAA Opt Out
election, they must deselect all HIPAA Provisions and select ‘Continue’.

A warning message will be displayed when the Provisions are deselected, as displayed in Figure 54
below.

Figure 54: Deselecting HIPAA Opt Out Provisions

You have deselected all the HIPAA Opt Out provisions. Iif you select OK, your HIPAA Opt Out election will be removed. Please select OK to continue

After selecting ‘OK’ on the pop up warning message, the Submitter user will be navigated to the Election
Confirmation screen as shown in Figure 55.

Figure 55: HIPPA Opt Out — Delete Election Confirmation Page

Health Insurance Oversight System

HIOS MAIN PAGE HOME FAQ CONTACT Us SIGN OUT

Welcome

Manage Plans BaiCZV:Neldae]lis

HIPAA Opt Out

Confirmation:

* Your election was saved successfully.
Organization Name: Organization ABC
Plan Name: Plan A

First, select the type of opt-out election you will submit by choosing either "New Election” or "Renew Election" below. Select "New
Election” if this is the first time you are submitting an opt-out election OR if you are renewing and opting out of different HIPAA
provisions from your previous plan year. Select "Renew Election” if you are renewing and opting out of the same HIPAA provisions.

Back [ Renew Election | | New Election |
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After selecting the Election type and entering the Electronic Signature, users can select ‘Submit’ to
delete the selected HIPAA Opt Out election. A blank HIPAA Opt Out page will be displayed for the
selected plan.

5.1.2.3 Renew Election

Non-Fed plans that have already submitted HIPAA Opt Out elections either to CCIIO in paper form (prior
to December 31, 2014) or electronically through the Non-Fed Module can renew the HIPAA Opt Out
elections by choosing ‘Renew Election’ from the Main Election page. Plans choosing to renew their
elections are not required to submit the Notification to Enrollees document but are required to attest
that they will send notification to enrollees prior to the new plan year starting, as required by law.

1. Torenew a HIPAA Opt Out election, users can choose ‘Renew Election’ from the bottom of the
page as displayed in Figure 56.

Figure 56: HIPAA Opt Out — Renewal Election Main Election Page

Health Insurance OverS|ght System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT
Welcome

VENELER-EL M HIPAA Opt Out

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan B

First, select the type of opt-out election you will submit by choosing either "New Election” or "Renew Election” below. Select "New
Election” if this is the first time you are submitting an opt-out election OR if you are renewing and opting out of different HIPAA
provisions from your previous plan year. Select "Renew Election” if you are renewing and opting out of the same HIPAA provisions.

i Back Renew Election | | New Election |

Please note that if an Opt Out exists in the system, Submitter users will not be able to change the HIPAA
Opt Out provisions previously submitted when renewing it. To modify the HIPAA Opt Out provision
choices, users will have to select the ‘New Election’ button.

2. Torenew an election, please enter all required information in the form. For renewals of
elections that have been previously entered in the Non-Fed module, the system will have the
form pre-filled with data from the current election as displayed in Figure 57.
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The following fields may be modified when renewing an election:

HIOS

Plan Effective Date

o The beginning of the plan’s benefit year, or in the case of a Collective Bargaining
Agreement, the beginning of the first plan year subject to the agreement.

Plan Expiration Date

o The end of the plan’s benefit year or end of the last plan year subject to the Collective
Bargaining Agreement. A plan may not enter an expiration date that has passed.

Plan is governed by a Collective Bargaining Agreement (CBA)
o Thisfield is required when the period of election is longer than 1 year.
CBA Plan Name(s)

o This field lists all plans covered by the Collective Bargaining Agreement and is required if
the CBA checkbox field is selected.

Select the appropriate HIPAA Opt Out Provisions.
Plan Administrator Information Section

o First Name, Last Name, Address, City, State, and Zip are required fields.
Election Point of Contact (POC) section

o First Name, Last Name, and Phone Number are required fields.
Notification to Enrollees Attestation Checkbox

o Attestation that the Sponsor Organization will send notification to enrollees prior to the
new plan year starting, as required by law. The ‘Continue’ button will be enabled only
after this box is checked.
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Figure 57: HIPAA Opt Out - Renewal Election Data Input Page

Manage Plans 11V I EIT]S

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan B
(*) Indicates a required field

*Plan Effective Date:
(MM/DD/YYYY)

*Plan Expiration Date:
(MM/DD/YYYY)

Plan is governed by a Collective Bargaining Agreement

Please indicate which HIPAA Opt Out Provision(s) the Plan will be opting out of below. Users are required to select at least 1 provision
before proceeding.

“HIPAA Opt Out Provisions

standards relating to b fits for th and borns;

Parity in the application of certain limits to mental health benefits;
Required coverage for reconstructive surgery following mastectomies; and

Coverage of dependent students on a medically necessary leave of absence.

Plan Administrator information
*First Name:
Middle Name:
*Last Name:

Address is same as the Sponsor's

*Address Line 1:
Address Line 2:
*City:

*State: VA v
*Zip:
Zip Plus 4:

Election Point of Contact (POC)

Information of the person CMS may contact regarding the election.
*First Name:
Middle Name:
*Last Name:
Email Address:

*Phone: Phone Ext:

(Format-123-456-7890)

Notification to Enrollees:

*Agree to send Notification to Enrollees.
The continue button will not be accessible until this selection has been made.

Once the necessary changes have been made to the renewal election, the Submitter user will need to
select the ‘Continue’ button. The system will check that all required fields have been provided just as
with New Elections. If any fields are missing one or several error messages will be triggered as shown in
the previous sections.

3. After selecting the ‘Continue’ button, the Election Confirmation Page will be displayed. The

Submitter user will need to review the provided information, select the election type being
submitted from ‘New Opt-Outs’ or ‘Renew Opt-Outs’ and provide an Electronic Signature.
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Figure 58: Renewal Election Confirmation Page

HIPAA Opt Out

Organization Name: Organization ABC
Plan Name: Plan B

Plan Effective Date: 01/01/2015

Plan Expiration Date: 12/31/2015

Plan is governed by a Collective Bargaining Agreement

CBA Plan Name(s):

HIPAA Opt Out Provisions

- :

ds relating to b for mothers and newbomns;
Parity in the application of certain limits to mental health benefits;

¥ Required coverage for reconstructive surgery following mastectomies; and
C ge of dep on a medically necessary leave of absence.

Plan Administrator Information

First Name: Jane
Middle Name:

Last Name: Doe

¥ Address is same as the Sponsor's
Address Line 1: 123 Test Street
Address Line 2:
City: Reston
State: VA
Zip Code: 20191

Zip Ext:

Election Point of Contact (POC)

Information of the person CMS may contact regarding the election.
First Name: John
Middle Name:
Last Name: Smith
Emad Address:
Phone: 935-835-3535 Phone Ext:
(Format: 123-456-7890)

Notification to Enrollees:

This plan is not provided through insurance. The plan sponsor elects under authority of section 2722(a)(2) of the Public Health Service
(PHS) Act, and 45 CFR 146.180 of Federal regulations, to exempt the plan from the above selected requirements of title XXVII of the
PHS Act.

This election has been made in conformity with all rules of the plan sponsor, including any public hearing, if requared. [ certify that the
undersigned is authorized to submit this election on behalf of the plan.

New Opt-Outs: The notice to plan enrollees has been provided to enrollees before the first day of the plan year, and is provided at
the time of enrcliment to enrcllees who enroll dunng the plan year. A copy of the notice to plan enrollees is attached.

Renew Opt-Outs: The notice to plan enrollees has been, or will be, provided to plan enrollees at the time of enrcliment under the

plan, and on an annual basis no later than the last day of each plan year for which there is an election.

* Enter your Electronic Signature (Title, First Name and Last name) to submit your Election.

Back Submit

The system will verify that the Submitter user has selected the correct option from the New/Renewal
options. If the Submitter user selects the incorrect option, the system will display an error message as
illustrated in Figure 59.

Figure 59: Election Type Selection Error

Error(s):

® The Election type you have selected is not compatible with the Election type you are on. Please select the
appropriate Election type.
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Once all the accurate information has been entered, the Electronic Signature has been provided, and the

Submitter user has selected the ‘Submit’ button, the system will notify the users of the successful
renewal through a message at the top of the Main Election page as illustrated on Figure 60.

All the HIPAA Opt Out elections submitted will be reviewed and processed by a CCIIO Reviewer.

HIOS

Figure 60: HIPAA Opt Out — Renewal Election Saved

(EUERT PR HIPAA Opt Out

HIPAA Opt Out

Confirmation:

* Your election was saved successfully

Organization Name: Organization ABC
Plan Name: Plan B

Plan Effective Date: 01/01/2015

Plan Expiration Date: 12/31/2015

Plan is governed by a Collective Bargaining Agreement

CBA Plan Name(s):

HIPAA Opt Out Provisions
¥ standards relating to benefits for hers and L ;

Parity in the application of certain limits to mental health benefits;

¥ Required coverage for reconstructive surgery following mastectomies; and

Coverage of dependent students on a medically necessary leave of absence.

Plan Administrator Information

First Name: Jane
Middle Name:
Last Name: Doe
¥ Address is same as the Sponsor's
Address Line 1: 123 Test Street
Address Line 2:
City: Reston
State: VA
Zip Code: 20191
Zip Ext:

Election Point of Contact (POC)

Information of the person CMS may contact regarding the election.

First Nama: John
Middle Name:
Last Name: Smith
Email Address:
Phone: 935-835-3535 Phone Ext:
(Format: 123-456-7890)

Notification to Enrollees:

Back Edit Election
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5.1.3

Email Notifications

There are three different email notifications that are triggered within the Non-Fed module. An email
notification will be sent out when each of the following actions occurs:

An election is submitted
An election has been reviewed

An election has an upcoming Plan Expiration Date

The sections below detail each of the email notifications.

5.1.3.1

HIPAA Opt Out Election Submitted

When a HIPAA Opt Out Election has been submitted, an email will be triggered and sent to all Submitter
users associated to the Non-Fed organization. The purpose of this email is to inform the users that their
election has been submitted and will need to be reviewed by CCIIO.

The template for generating this email notification is displayed below. Please note that text highlighted
in blue within brackets represents dynamic text that will be specific to the plan the email is generated

for.

HIOS

Subject: HIPAA Opt-Out Election Submitted
Organization Name: [Organization XXX]
Plan Name: [Plan XXX]
HIPAA Opt Out Provisions: [XXX]
[XXX]
[XXX]
[XXX]
Plan Effective Date: [MM/DD/YYYY]
Plan Expiration Date: [MM/DD/YYYY]

The above HIPAA Opt Out election has been submitted in the Non-Federal
Governmental Health Plans Module in the Health Insurance Oversight System (HIOS). To
edit the election, please access the Non-Fed module by accessing HIOS within the CMS
Enterprise portal link at https://portal.cms.gov.

The election will be reviewed by CCIIO. An additional email notification will be sent once
an election has been reviewed.

For additional information, please contact the Exchange Operations Support Center
(XOSC) at CMS_FEPS@cms.hhs.gov or by calling 1-855-267-1515 with any questions. For
questions about HIPAA Opt Out requirements, please contact
HIPAAOptOut@cms.hhs.gov.

Thank you.
Exchange Operation Support Center
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5.1.3.2 HIPAA Opt Out Election Reviewed

When a HIPAA Opt Out Election has been reviewed by CCIIO, an email notification will be triggered to
Submitter users associated to the Non-Fed organization. The purpose of the email will be to inform
users of the outcome of their review and if any further action is needed.

The template for generating this email notification is displayed below. Please note that text highlighted
in blue within brackets represents dynamic text that will be specific to the plan the email is generated
for.

Subject: HIPAA Opt-Out Election Review Complete
Organization Name: [Organization XXX]
Plan Name: [Plan XXX]
HIPAA Opt Out Provisions: [XXX]
[XXX]
[XXX]
[XXX]
Plan Effective Date: [MM/DD/YYYY]
Plan Expiration Date: [MM/DD/YYYY]
Election Status: [Status]

The above HIPAA Opt Out election has been reviewed and [Status].
If the election is in an Accepted status, no further action is required.

If the election is in a Not Accepted status, the election may be edited and resubmitted
for review. To edit the election, please access the Non-Fed module by accessing HIOS
within the CMS Enterprise portal link at https://portal.cms.gov.

For additional information, please contact the Exchange Operations Support Center
(XOSC) at CMS FEPS@cms.hhs.gov or by calling 1-855-267-1515 with any questions. For
qguestions about HIPAA Opt Out requirements, please contact
HIPAAOptOut@cms.hhs.gov.

Thank you.
Exchange Operation Support Center

5.1.3.3 Reminder of Expiring Opt Out Election

HIPAA Opt Out Elections remain valid until the provided Plan Expiration Date. If a HIPAA Opt Out
Election is not renewed or replaced with a New Election prior to the provided Plan Expiration Date, the
plan will, by law, be deemed to be in compliance with all HIPAA Opt Out Provisions. As such, the system
will generate a reminder email notification to be sent to any Submitter users associated to HIPAA Opt
Out Elections that are soon to expire. These email notifications will be sent 30 calendar days prior to the
provided Plan Expiration Date and will inform users what information is currently captured in the system
for their associated plan.
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The template for generating this email notification is displayed below. Please note that text highlighted
in blue within brackets represents dynamic text that will be specific to the plan the email is generated

for.

HIOS

Subject: HIPAA Opt-Out Election to Expire Soon
Organization Name: [Organization XXX]
Plan Name: [Plan XXX]
Current HIPAA Opt Out Provisions: [XXX]
[XXX]
[XXX]
[XXX]
Opt-Out Expiration Date: [MM/DD/YYYY]

This notice is to remind you that your organization’s HIPAA Opt Out Election will be
expiring on [MM/DD/YYYY]. If you do not intend to renew your HIPAA Opt-Out for the
subsequent plan year, you do not need to take action. Please note that if you do not
submit a New or Renewal Election before the beginning of the subsequent plan year,
your plan must be in compliance with all applicable provisions of Title XXVII of the Public
Health Service (PHS) Act for any plan year(s) that CMS does not have a valid Opt-Out on
file.

Please be aware that under 45 C.F.R. § 146.180(j), to the extent that an Opt-Out has not
been filed or a non-Federal governmental plan otherwise is subject to one or more
requirements of this part, CMS enforces those requirements under part 150 of this
subchapter. This may include imposing a civil money penalty against the plan or plan
sponsor, as determined under subpart C of part 150.

You may access the Non-Federal Governmental Health Plans module by accessing the
Health Insurance Oversight System (HIOS) within the CMS Enterprise Portal link at
https://portal.cms.gov.

For additional information, please contact the Operations Support Center (XOSC) at
CMS_FEPS@cms.hhs.gov or by calling 1-855-267-1515 with any questions.

Thank you.
Exchange Operation Support Center
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6 Troubleshooting and FAQ

6.1 FAQ

Table 1: Frequently Asked Questions

Questions Answers

| forgot my password. What do | do? | Select the ‘Forgot Password’ link on the CMS Enterprise Portal.

| do not see the module access link To view the modules and roles the user currently has access to,
for the application | would like you must select the Role Management link in the HIOS Portal
access. What do | do? home page. Once in the Role Management page, the user will
see the View Existing Role and Request Role tabs. The View
Existing Role tab will be the home page of this module. This tab
displays all the modules the user has access to and the roles
within each module. Select the role request tab and request for
access.

Once the role is approved, you should be able to see the module
access link.

| received an error stating that | am Contact the Exchange Operations Support Center (XOSC). See
locked out of my account. What the contact information below in 6.2.
should | do?

6.2 Contact/Support Details

For additional assistance, please call the Exchange Operations Support Center (XOSC) at 1-855-CMS-
1515 or email CMS FEPS@CMS.HHS.gov.

6.3 Terminology
Table 2: System Terminology
Term Definition
CMS Centers for Medicare & Medicaid Services
EIDM Enterprise Identity Management
HIOS Health Insurance Oversight System
Non-Fed Non-Federal Governmental Plan or Non-Fed Module
ACA Affordable Care Act
HHS Department of Health and Human Services
ul User Interface
XOSC Exchange Operations Support Center
HIPAA Health Insurance Portability and Accountability Act
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