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1 Introduction

Prior to enactment of the Patient Protection and Affordable Care Act (the Affordable Care Act)
on March 23, 2010, sponsors of self-funded, Non-Federal Governmental Plans were permitted to
elect to exempt those plans from (“opt out of”) seven (7) provisions of Title XXVII of the Public
Health Service (PHS) Act. This election was authorized under section 2721(b)(2) of the PHS
Act. Once the Affordable Care Act amendments to the PHS Act affecting the opt-out provisions
became effective, the sponsor of a self-funded, Non-Federal Governmental Plan could no longer
elect to exempt that plan from three of those requirement categories but did have the option to
continue to exempt the plan from the remaining four requirement categories.

Prior to the formulation of the Non-Federal Governmental Plans (Non-Fed) Module, self-funded,
Non-Federal Governmental Plans had the option to submit their opt-out elections by notifying
CMS in writing via U.S. Mail or facsimile. The Center for Consumer Information and Insurance
Oversight (CCI10) determines the form and manner of the opt-out elections for self-funded,
Non-Federal Governmental Plans under a grant of authority by the Centers for Medicare and
Medicaid Services (CMS). In the new Non-Fed Module, both self-funded and fully-insured plans
may register their organization within HIOS, but only self-funded plans may complete a HIPAA
Opt Out election.

This user manual explains the functionality of the Non-Fed Module within the Health Insurance
Oversight System (HIOS), including registering organizations within HIOS, role request, role
approver administrator functionality, creating and managing plans, completing HIPAA Opt Out
elections, and editing HIPAA Opt Out elections. This manual provides step-by-step instructions
for the features and functionalities available in the Non-Fed Module.
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2 Introduction to Non-Federal Governmental Plans Module

2.1  Whatis a HIPAA Opt Out Election?

As authorized by section 2722(a)(2) of the PHS Act, self-funded, Non-Federal Governmental
Plans may choose to exempt their plan from the following PHS Act provisions:

Standards relating to benefits for mothers and newborns.

Parity in the election of certain limits to mental health benefits.

Required coverage for reconstructive surgery following mastectomies.
Coverage of dependent students on medically necessary leave of absence.

HPwnh e

There are two types of HIPAA Opt Out elections available to users with the ‘Submitter’ user role
through the Non-Fed Module:

New HIPAA Opt Out Election: This category applies if the Submitter user is submitting an
opt-out election on behalf of the organization for the first time OR if the Submitter is renewing
and opting out of different HIPAA provisions from their previous plan year.

Renewal HIPAA Opt Out Election: This is for Submitter users who are renewing the election
on behalf of the organization and opting out of the same HIPAA provisions.

2.2 Non-Fed Module — User Type

The Non-Fed Module is accessible by a user with the following role: Submitter. Below is a
detailed description of the functionality assigned to this role.

e Submitter: A Submitter user is associated with a particular Non-Fed organization with the
purpose of managing plans in HIOS. Submitter users associated to self-funded, Non-Fed
plans only will be able to submit HIPAA Opt Out elections and manage the plans to
which they are associated.

2.3 Collective Bargaining Agreements and Non-Fed Plans

Those HIPAA Opt Outs submitted by Non-Federal Governmental Plans that are negotiated
pursuant to a single collective bargaining agreement remain valid until the term of the agreement
expires. The HIPAA Opt Out election form will collect the start and end dates for the collective
bargaining agreements, as well as list each plan subject to the collective bargaining agreement to
which the election pertains.

2.4 Prerequisites and Information for HIOS System Access

User will need to access the HIOS system to use the Non-Federal Governmental Plan Module
functionality. Hence they would first need to satisfy the pre-requisites to access HIOS. Users will
need to obtain their Enterprise ldentity Management credentials by completing registration
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through the EIDM secure authentication process. Once registered, those credentials will be
required to login to the CMS Enterprise Portal.

Below is a brief description of the systems:

Enterprise ldentity Management System (EIDM)

Enterprise Identity and Access Management System. EIDM provides Authentication and
Authorization capabilities and is tightly integrated with the CMS Enterprise Portal. Users must
register for an EIDM account and obtain an EIDM User ID and Password to access the CMS
Enterprise Portal.

CMS Enterprise Portal

CMS Enterprise Portal is used for accessing CMS systems. HIOS is one of the systems that can
be accessed through the CMS Portal using the EIDM authentication and authorization. Only
users who are authenticated with the EIDM procedures will be allowed to access the HIOS
system.

Pre-Requisites for HIOS Access:

1. All users will be required to complete the Enterprise Portal registration process, which
includes Identity Verification (ID Proofing).

2. ID Proofing verifies that the individual referenced in the account is the same person creating
the account.

3. Additional information collected includes the following Personally Identifiable Information
(P1) for purposes of the ID Proofing process: Social Security Number, Date of Birth, Home
Address and Primary Phone Number.
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3 HIOS System Access

All the authorized and authenticated users will be able to access the HIOS system by navigating
to the CMS Enterprise Portal using the secure URL https://portal.cms.gov/. Users will be
required to enter their credentials obtained by registering through the EIDM system to access
HIOS.

This manual will provide steps and instructions on how New and Existing Submitter users will
be able to access the HIOS system.

Figure 1 displays the CMS Enterprise Portal home screen.
Figure 1: CMS Enterprise Portal- Main Screen

Home | AboutCMS | Mewsroom | Archive | €D Help & FAQs | ) Email | () Print
CMs_gOV Enterprise Portal .
Centers for Medicare & Medicaid Services Leam about your healthcare options Search CMS. gov

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

— e — CMS Secure Portal
Welcome to CMS Open Payments — E
= W

To log into the CMS Portal a CMS user
account is required

The Open Payments (commonly known as the Physician Payments Sunshine Act) system satisfies the reporting requirement in Centers for Medicare &
Medicaid Services (CMS) regulation. The Affordable Care Act regulation requires applicable manufacturers and applicable group purchasing organizations
(GPOs) to annually report payments and other transfers of value made to physicians and teaching hospitals, as well as certain information regarding the
ownership or investment interests held by physicians or their immediate family members.

a Login to CMS Secure

Help Desk Contact Information Portal
Openpayments@cms hhs_gov
e
1% Forgot User ID?
= g 3 ViR Forgot Password?
st et [ e ron ] o e

- 1 for people with Medicare CMS News
CMS Provides Health Coverage for 100 Million UBI  \tcdicare open enraliment. and benefis.
People___ BV States Moving Forward to Implement
Health Reform
Inf 1 for children up to the age of 19
T,'! in need of health care coverage Easier electronic funds transfers mean
Insureiids| maore time with patients and cost
Now.gov savings

through Medicare, Medicaid, and the Children's Health Insurance Program. And

3.1 New HIOS Users

New HIOS Users must complete the following steps to access HIOS and the Non-Federal
Governmental Plans Module:

Register for an EIDM account.

Request access to HIOS in the CMS Enterprise Portal.

Register in HIOS.

Register a Non-Federal Governmental Plan in HIOS Portal Module.

Request a Role Approver Administrator role under the Portal Module and associate with
the Non-Federal Governmental Plan registered.

6. Request a Submitter user role for the Non-Federal Governmental Plan Module.

arONE

Step 1: Register for an EIDM Account: New users will navigate to the CMS Enterprise Portal at
http://www.cms.gov to start the registration process. This registration process will require some
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personally identifiable information (PII) like Social Security number, Date of Birth, Home
Address, Full name, Phone number, etc.

Figure 2 displays the ‘New User Registration’ link on the CMS Enterprise Portal main screen.

Figure 2: CMS Enterprise Portal -New User Registration link

Home | AboutCMS | Mewsroom | Archive | @) Help & FAQs | [ Email | () Print

CMS.gov

Centers for Medicare & Medicaid Services

Enterprise Portal
Learn about your healthcare options | | Search CMS.gow ‘|

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

— [EESaweran ]
Welcome to CMS Open Payments — CMS Secure Portal

4 - j a
> To log into the CMS Portal a CMS user

The Open Payments (commonly known as the Physician Payments Sunshine Act) system satisfies the reporting requirement in Centers for Medicare & account is required.
Medicaid Services (CMS) regulation. The Affordable Care Act regulation requires applicable manufacturers and applicable group purchasing organizations

(GPOs) to annually report payments and other transfers of value made to physicians and teaching hospitals, as well as certain information regarding the
ownership or investment interests held by physicians or theirimmediate family members. 8 Login to CMS Secure
Help Desk Contact Information Portal
Cpenpaymenis@cms hhs.qov

Forgot User 1Y

u - ¥ K, Forgot User ID?

-y

s e s e e e e o 1] facaa
- Inft ion for people with Medicare CMS News
CMS Provides Health Coverage for 100 Million f Medicare open envaliment. and benaits.

Medicare

People_._ 8oV States Moving Forward to Implement
Health Reform
Inf 1 for children up to the age of 19
‘"F! in need of health care coverage. Easier electronic funds transfers mean
InsureKids more time with patients and cost

Now.gov savings

through Medicare, Medicaid, and the Children's Health Insurance Program. And

In order to register as a new user, all users must agree to the Terms and Conditions by selecting
the “I agree to the terms and conditions” checkbox. Once that checkbox is selected, the Next

button will be made available.

Figure 3 displays the EIDM ID Proofing Screens.
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Figure 3: EIDM ID Proofing Screens

Terms and Conditions

Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information andfor change information on this web site are strictly prohibited and
are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.5.C. Sec.1001 and 1030. We encourage you to read the HHS Rules of
Behavior for more details.

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read the CMS Privacy Act
Statement which describes how we use the information you provide.

Collection Of Personal Identifiable Information (PIl)

Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social security number and date of birth (DOB).

CMS is very aware of the privacy concerns around Pl data. In fact, we share your concerns. We will only collect personal data to uniquely identify the user registering with the
system. We may alzo use your answers to the challenge questions and other Pll to later identify you in case you forget or misplace your User ID /Password.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.0018, dated August 26 2010 and understand and agree to comply with its provisions. | understand
thatviolations of the HHS RoB or information security policies and standards may lead to disciplinary action, up to and including termination of employment; removal or
debarment from work on Federal contracts or projects; andfor revocation of access to Federal information, information systems, andfor facilities; and may also include
criminal penalties and/or imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief Information Officer ar
his/her designee. | also understand thatviolation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS RoB draw upon, can resultin
manetary fines and/or criminal charges that may result in imprisonment.

| agree to the terms and conditions —

D G ——

Users will then be navigated to a Questionnaire page, where they must enter additional fields
required for ID proofing that are not collected in HIOS. Attributes already collected in HIOS will
be pre-populated and read-only.

Figure 4 displays the ‘Additional Questions’ page.
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Figure 4: Additional Questions Page

% (] Ed
Yeur Infermatien Your Information Y@ Infarmatian

Your Information

Enter your legal first name and last name, as it may be required for identity verification.
- First Mame:

Middle Mame:

- Last Mame: Suffix:

Enter your email address, as it will be used for account related communications.
- E-mail Address

Re-enter your email address.
- Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for identity verification.
’—Snclal Security Num:er:—‘

Enter your date of birth in MM/DD/YYYY format, as it may be required for identity verification.

- Date of Birth:

Enter your current or most recent home address, as it may be required for identity verification.

- Home Address Line 1:

Home Address Line 2:

- City: - State: - Zip Code: Zip Code Extension:
[ v]

Country: USA

Enter your primary phone number, as it may be required for identity verification.
= Primary Phone Mumber:

GEED GETED

Based on the information provided, the user will be required to answer four questions for Identity
Verification. This information is submitted to Experian and unique questions and answers are
provided to each user for 1D Proofing.

Users must then reset their password and set up challenge questions and answers as shown
below.

Figure 5 displays one of the Identity Verifications screens.
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Figure 5: Identity Verification Screens - 2

. Home | About CMS | Newsroom | Archive | @) Help & FAQs | () Email | () Print
< :Ms gOV Enterprise Portal Home | ‘ | | € Helo & FAGs | () Email | & Print
.
Centers for Medicare & Medicaid Services Learn about your heaithcare options Search ClS.gov

Health Care Quality Improvement System Provider Resources

CMS Portal = Registration

Screen reader mode Off | Accessibility Settings
3

b | F
ass,

Change Password And Setup Challenge Questions

- Password

- Confirm Password

Select your Challenge Questions and Answers:

Your challenge guestions and answers will be required for password and account management functions.

- Question-1 - Answer-1
[What is your favarite radic station? v] test station
- Question-2 - Answer:2
[[#hat was your favarite toy when you were a chila? v] test child

- Question-3 = Answer:3
[[what is your taverite cuisine” ] test cuisine

T ) = i e—

After completing the registration process, users will receive the below confirmation message.

Users will also receive an email acknowledging successful registration and the email will include
the EIDM user ID.

Figure 6 displays the registration confirmation screen.

Figure 6: Confirmation Screen

n Home | About CMS | Mewsroom | Archive Help & FAQs | () Email Print
CMS QOV |Enterprise Portal ' | | Auchive | @ Holp & FAQe | LJEmal | &
.
Centers for Medicare & Medicaid Services Learn about your healthcare oplions Search CMS.gov

Health Care Quality Improvement System Provider Resources

CMS Portal > Registration

-

Complete Registration

Registration Complete

You have now successfully completed your registration to CMS Enterprise Identity Management (EIDM). You will receive an E-mail acknowledging your successful registration to
EIDM and the E-mail will include your User ID:

Please wait 5 minutes before logging in. Selecting the 'OK’ button will direct you to the CMS Partal Landing page

>

Once the users receive an email with the Enterprise Portal URL, they will select the ‘Login to
CMS Secure Portal’ button.

Figure 7 displays the CMS Enterprise Portal login screen.
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Figure 7: CMS Enterprise Portal - Login

Home | About CMS | Newsroom | Archive | @ Help & FAQs | &) Email | (& Print
gOV Enterprise Portal
- F —
Centers for Medicare & Medicaid Services Learn about your healthcare options | | Search cus.gov |

Health Care Quality Improvement System Provider Resources

CMS Portal = Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required.

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being / -
offered to allow the public to access a number of =
systems related to Medicare Advantage, Prescription
Drug, and other CMS programs.

‘ 8Login to CMS Secure Portal )

Forgot User ID?
Forgot Password?
New User Registration

s

CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program | Physician Value | ASP | Open Payments | QMAT | BPCUB-CARE Tool

Get E-Mail Alerts Non-

My lnformation for people with i fow e o ey e

CMS P 'd H 1 h C f Medicare. Medicare open

Medicare. Medicare open

rovides Health Coverage for 00 [l] Semminz
Million People... ' _
Already a subscriber?
nformation for children up to
m the age of 10 in need of health Manage Your Subscriptions

Figure 8 displays the Terms and conditions screen through CMS Portal.

Figure 8: Terms and Conditions Page - CMS Portal

Home | About CIS | Newsroom | Archive | @D Help & FAas | () Email | (& print

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services
Health Care Quality Impi t Provider R ces

Terms and Conditions

You are accessing a LS. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
netwaork, and (4) all devices and storage media attached to this network ar to a computer on this netwark. This information system is provided for U.S. Government-
authorized use only.

Unauthaorized orimproper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.
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Figure 9 displays the ‘My Access’ link through the CMS Portal.

Figure 9: HIOS and Plan Management and Market Wide Functions Landing Page

@ M Enterprese Poetal - HIOS - Mesila Freten

B2 S Enterpinse Portal - HIOS 3 | ] Home - Health Inssance Gvemght S, + | +

€ F R vepnpena emsemstest v

Home - RBES 11 0o to youremail | | RedCarpet - Login || Welcome | | YouDecide (8 Most Visited
@ Fortal Help & FAGs & Print

[# regouwt  weicome J Buren
CMS i
Enterprise Portal
.gov E
HIOS  MyPoral

CMS Portal > HIOS

Page Title

Welcome

Lorem ipsum dolor Sit Amet, Esque commune perfecto ex usy. Vel infegre sanctus Ad. Est graece euismod 8, Sit UMEM Autem sententiae el Vim te Aeque Viderer repuiiare. Nec ea denique teliegenal In mea sint £ita everti An dicant premis
postulant sea. Erudit ponderum demodntum vis e, te modo gracto accusata vis. Iuvaret Corpora expetendis i cum, dolor efipuil vupErata ius eu, dicam pencults repudiane nam ea. Vim in fugit labitur recusabo, eos cu wisl fewgait assuevent

Health Insurance Oversight System (HIOS)

Lorem ipsum dolor sit amel, Bsque commune perfecto ex usu. Vel inflegre sanclus ad. Esl graece eusmod ea. sil umum sulem senlenliae el Vim e aeque viderer repudiare. Nec ea denigue nilelegebal
Arcess HIOS

Plan Management and Market Wide Functions

Lorem ipsum dolor sit amel. isque commune perfecto ex Uy Vel IMegre sancius ad Est grasce euismad 3. sit unem aulem senlentiae i Vim le aeque viderer repiiare. Nec £a denique ntelagehat
Attess Plan & Marke! Wide Functions

CMS Emerprise

Foral Homa X mv[ n _ . v

Once on the My Access page, the users will select the ‘Request New Application Access’ link as
shown below.

Figure 10 below displays the ‘Request New Application Access Link’.

Figure 10: Request New Application Access Link

@ Fortal Help & FAQs & Print

CMS
.gov

[ Logout  welcome - M

Enterprise Portal

My Portal

CMS Porial = My Access

Screen reader mode Off | Accessibility Settings
=

Manage Access Pending Requests.

View and Manage My Access

My Access

Request New Applicatiof
Access

View and Manage My

Remove a
Access

Role

Application My Roles Additional Details

Add a Role

Flease request scoess to an application

Users will select HIOS from the *Application Description’ Dropdown and ‘HIOS Issuer’ from

the Role Dropdown. New users will need to register in HIOS by clicking on the link circled
below. The HIOS Registration page will open.
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Figure 11 displays the ‘Request New Application Access’ page. Users will need to select

“HIOS- HIOS Application” from the Application description and “HIOS Issuer” as the Role.
These selections are for HIOS system registration purposes only.

Figure 11: My Access - HIOS

@ Portal Help & FAQs 5 Print [+ Log Out Welcome oy
CMS i
Enterprise Portal
.gov &
My Portal
CMS Portal > My Access
Screen reader mode Off | Accessibility Settings
My Access o
Request New Application Access
Request New Application Y
Access
Vi ——— Select an application and then a role to request access
Access - Application D o HIGS - HIOS Application ¥
» Rl
Enter validation data
Flease enter a valid HIOS Authorization Code (i.e. HIOS Issuer ID or Company FEIM) to continue with
the role request. If you are an existing HIOS user and do not have access to a valid HIOS Authorization
Code, please contact the HIOS helpdesk:
Phone: 855-267-1515
Email: CMS_FEPS@CMS.HHS.GOV
Hours of Operation: 9am-6pm
If you are not an existing HIOS user, please select the hyperlink below to register for access to HIOS:
< Tps:/[bisval.cms.gov/ HIOS- MAIN-UL/FrontController?op=requestHIOSAccon
- HIOS Authorization Code:
D GETED
All users will need to complete the HIOS registration form and submit for approval.
Figure 12 displays the HIOS Registration form.
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Figure 12: HIOS Registration Form

Health Insurance Oversight System

Request HIOS Account

Please note that you are applying for access to the Health Insurance Oversight System (HIOS). If you have any
guestions, please contact the Exchange Operations Support Center (X0S5C) at Phone: 1-855-267-1515 or

Email: CMS FEPS@cms.hhs.gov.

(*) Indicates a required field

Tt (Nome): | ,
First Name: |

iddic Name: |
rTTa—
buto: | ,
b T |

Organization Name: |
“Emal Adaress: |
phone Type: | 7

*Phone: | |

Format: 123-456-7890);|

Address Type: | v
Address Line 1: |
ddress Line 2: |

_I ]
z1p code: (I
([submit)
Accessibility Rules of Behavior | Web Policies | File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

Once approved, authenticated HIOS users will receive an email with their HIOS credentials and
account information and an Authorization Code to request access to HIOS in the Enterprise
Portal.

Users must log into the Enterprise Portal to request access to HIOS.
Once the users receive the email from HIOS registration along with the Authorization Code, they

will be required to follow the same steps 9-11 as above. The user will enter the Authorization
code to gain access to HIOS.
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3.2 Existing HIOS Users

Existing HIOS users will be able to access HIOS through the CMS Enterprise Portal. These users
will already have their EIDM credentials and account set up and also their HIOS account linked
up to be able to access the HIOS system.

Figure 13 displays the CMS Enterprise Portal Main Page- Login to CMS Secure Portal link

Figure 13: CMS Enterprise Portal- Login to CMS Secure Portal link.

Home | AboutCMS | Mewsroom | Archive | €D Help & FAQs | ) Email | (& Print

CMS.gov

Centers for Medicare & Medicaid Services

Enterprise Portal
Leam about your healthcare options | | search cms.gov \|

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

—— -
Welcome to CMS Open Payments —

o j -
” To log into the CMS Portal a CMS user

The Open Payments (commenly known as the Physician Payments Sunshine Act) system salisfies the reporting requirementin Centers for Medicare & account is required.
Medicaid Senvices (CMS) regulation. The Affordable Care Act regulation requires applicable manufacturers and applicable group purchasing organizations

(GPOs) to annually report payments and other transfers of value made to physicians and teaching hospitals, as well 35 certain information regarding the

ownership or investment interests held by physicians or their immediate family members. 4 Login to CMS Secure
Help Desk Contact Information ~ Portal
Openpayments@cms hhs.qov

« < Forgot User ID?

o . -
St /. $2 Forgot Password?

o e e e e e o St
1 for people with Medicare CMS News
CMS Provides Health Coverage for 100 Million Medicare open enfollment. and benefis.
gov

People... States Moving Forward to Implement
" Health Reform
l 1 for children up to the age of 19
T‘P in need of health cars coverage Easier electronic funds transfers mean
InsureKids mare time with patients and cost
S savings

through Medicare, Medicaid, and the Children's Health Insurance Program. And

Once the users receive an email with the Enterprise Portal URL, they will select the “Login to
CMS Secure Portal” button.

Figure 14 displays the ‘Terms and Conditions’ page.
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Figure 14: CMS Terms and Conditions Page

Mome | About G5 | Mewsroom | aschive | IEH He & Faas | ) Emat | 3 Pent

CMS .gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quabty Improvement System  Provider Resources

Terms and Conditions

¥ou are accessing a U3 Govermment information system, which incuces (1) thes comgpuler, (2) this comguler nedwark, (3] all compulers conneched to his
mgbwor, and (4) 3l devices and S10rage mMedia altached 1o Mis nebwork of 1o 3 compuier on Bhis network. This information Systam is provided for U.S. Govenmmsnt-
Authorized wse anl;

Unauthorized of improper use of this System may resull in disdplinary adion, 38 well 3% dil and criminal pénalties

By uging mis information Sys1am, you undarstand and consent b i fallowing

You had no rgasonable sxpeciation of privady negarding any communication or data ransiling or $1ored on thig infarmation System

& any time. and for any lawful Govemment punpose. The governmend may monitor. inercepd. and search and seize any communication or data rensling or sloned
on this information system.

ANy communicaton or data transting or skored on his informalion system may b Esclosed or used Tor any |awhul Govemment purpase

To continue, you must accept the tarms and cond@ons, Hyow Secling, your login will auomaically be cancalled

— T G

Users will then be able to navigate to the CMS Enterprise Portal Login page, where they will
enter their EIDM credentials (Credentials like user name and password) which were obtained by
registering through the EIDM registration process. The email received by the users after
registration will contain the credentials that can be used here.

1. EIDM credentials will be used to access the CMS Enterprise Portal page.

2. Users will need complete their HIOS account creation.

3. HIOS account creation will need to go through an approval process.

4. Once approved HIOS and EIDM accounts are linked in the backend.
Hence the same EIDM credentials will also be useful to access the CMS Enterprise Portal and
the HIOS main page.

Figure 15 displays the CMS — EIDM Login page.
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Figure 15: CMS - EIDM Login Page

Home | AboutCMS | Newsroom | Archive | @) Help & FAQs | L) Email | dg Print

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

User ID| | e

Password| | G——

Forgot Password?

Forgot User ID?
Meed an account? Click the link - New user registration

After users have logged into the CMS Enterprise Portal they will have access to HIOS system
and clicking the *HIOS’ tab will open the HIOS landing page.

Figure 16 displays the EIDM Page with HIOS access.

Figure 16: EIDM Page - HIOS Access

@ Pormal Help & FAlS = P [# Log 0w Wb v

CQMOE Enbterprive Poral

e

CMS Potal > by Porial

e to CMS Enterprise Portal Reqquest Application Access

Llps Tha bl Dby 13 i 1 00 S DO T B0 a0

Ther Ende=pise Poral combenes and dsplays condent and forms from mulliphe apphratons, Supgols irsers wih
naragahon and o oss-enlemse SRarch ook, Supports saemgilied Signon, and uSes roke bated atcess and m
persoralizabion o présent each usss with oy el Condent and appications. The wiszon of the Enlerpdrse Podtal is
0 provichs “one-5iop shopping™ capablites 1o improve cusiomer expenencs and sabisiackon

Contact Help Desk

Provisioning
FFE I HHOS / Aganty & Buoker Halp Deak - Cordact the
There are several ways to get access 1o applications im the CHMS 4 Exthangs Operaiises Suppot Centse JOSC] ot
Enterprise Portal . _..--—"'"_._-F CAES FEPSEemy bhy goo o #855CME- 1545
1 DM - To gel scoess to applcatons Ml are Repoated by EIDM chcl irg ] Propsiciam Walus | PR el Dok - Sortsc
2 B - Ta et acced 55 apchcatons thal sre sopoodted by EUA click ary Plama ‘ .." PYPORS Ikempion Cants B 1888. 76413
oo i ELLA ko Tod e ceads f

1 BALS - To ped acowns to apcbcations that are supporid By 1808 chok hpg Fen '._——lu ! ALD Holp Diaak - Contact $ha A00 inbormation Cant of
______,'_'“- 1BE: TRE ST bt et T) 0 ol v 0%y piealioed
- berd waing Tha AC0 Posiet st TTY usars ahoold
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After selecting the HIOS tab located at the top of the landing page, the user will be directed to
the page shown below. Then, select ‘Access HIOS’.

Figure 17 displays the *‘Access HIOS’ link.

Figure 17: Access HIOS Link page
@ Portal Help & FAQs & Print [# LogOut  Welcome - ™
CgMO§ | Enterprise Portal

My Portal HIOS

CMS Portal > HIOS

HIOS | Plan Management | Market Wide Functions

Please use the links below to access the Health Insurance Oversight System (HIOS) or Plan Management and Market Wide Functions. Please note - these systems are protected by Multi-Factor Authentication (MFA). When you attempt
to access either system by clicking the links below. you will be asked to enter your CM3 EIDM Usemame and Password. as well as enter a Security Code (VIP Taken) I you have not registered a device to support MFA, please access
the "My Profile’ page in the portal to register a device and abtain a security code (VIP Token).

If you have any problems accessing HIOS or the Plan Management and Market Wide Functions. please contact the Exchange Operations Support Center [XOSC] at CMS_FEPS@cms_hhs_gov or 1-855-CMS-1515

Health Insurance Oversight System (HIOS)

Please click the hii below to access HIOS. [fthis is the first time you are accessing HIOS from the CMS Enterprise Portal, you may be prompted for your HIOS Usemame and Password.

Plan Management and Market Wide Functions

The Plan Management and Market Wide Functions portal is where issuers will access both Market Wide modules (like the Integrated Rate Review Module) and the Federally Facilitated Exchange (FFE) application specific modules.

Issuers seeking Qualified Health Plan (QHP) certification will submit data to the Centers for Medicare & Medicaid Services (CMS) via the QHP Issuer Module, QHP Benefits and Service Area Module, and QHP Rating Madule as part of the
Federally Facilitated Exchange's (FFE) Qualified Health Plan (QHP) application. Those seeking certification must also complete the Unified Rate Review submission.

Access Plan Management & Market Wide Functions

CMS,QOV I Enterprise Portal

Then users will be navigated to the HIOS home page once the users click on the Access HIOS
link.
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4 Managing an Organization within HIOS

After successfully gaining access to the system, the HIOS Home Page will be displayed for the
users.

Figure 18 displays the HIOS Portal Main Page.

Figure 18: HIOS Portal Main Page

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome
HIOS Home Page
Organization Management
& Administrative HIOS Main Page Announcements:

Manage Account
Welcome to the Health Insurance Oversight System (HIOS).

Manage an Organization The following Modules are now live in HIOS:

Plan Finder and Product Data Collection Module (PF)

Rates and Benefits Information System (RBIS)

Consumer Assistance Program (CAP)

Medical Loss Ratio Data Collection System (MLR)

Rate Review System (RRI)

Rate Review Grants Reporting System (RRG)

Health Plan and Other Entity Enumeration System (HPOES)

Role Management

HIOS Functions

For any further inguiries or questions, please contact the Exchange
Operations Support Center (XOSC) at CMS FEPS@cms.hhs.gov or 1-
855-267-1515.

Please review the following memao sent on March 28th, 2013 from CCIIO
Data Collection and Management Division Director, Brian James. This
memo provides additional information and guidance regarding access to
the CMS Enterprise Portal, the Enterprise Identity Management System
(EIDM), and the Personally Identifiable Information (PII) collected during
the user registration process.

PortalAccessEIDMComments 03282013, pdf

Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. « Washington, D.C. 20201

Before accessing the Non-Fed Module, a user must first register their organization within the
Health Insurance Oversight System (HIOS). Users can add an organization to HIOS using
‘Manage an Organization.” Organizations must be registered and approved within HIOS before
requesting role access to any module.

HIOS Non-Federal Governmental Plans Module User Manual — Version 1.0 — Last Updated July 17, 2014 Page 21



Step 1: Once successfully logged into HIOS, the Submitter user can select the ‘Manage an
Organization’ tab from the left navigation bar as seen in the figure below.
Figure 19 displays the ‘Manage an Organization’ button on the HIOS Main page.

Figure 19: Manage an Organization - HIOS

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome
HIOS Home Page
Organization Management
& Administrative HIOS Main Page Announcements:

Manage Account
Welcome to the Health Insurance Oversight System (HIOS).

- Manage an Organization The following Modules are now live in HIOS:

Plan Finder and Product Data Collection Module (PF)

Rates and Benefits Information System (RBIS)

Consumer Assistance Program (CAP)

Medical Loss Ratio Data Collection System (MLR)

Rate Review System (RRI)

Rate Review Grants Reporting System (RRG)

Health Plan and Other Entity Enumeration System (HPOES)

Role Management

Approvals
HIOS Functions
For any further inquiries or questions, please contact the Exchange

Operations Support Center (XO5C) at CMS FEPS@cms.hhs.gov or 1-
855-267-1515.

Please review the following memo sent on March 28th, 2013 from CCIIO
Data Collection and Management Division Director, Brian James. This
memo provides additional information and guidance regarding access to
the CMS Enterprise Portal, the Enterprise Identity Management System
(EIDM), and the Personally Identifiable Information (PII) collected during
the user registration process.

PortalAccessEIDMComments 03282013.pdf

Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

Step 2: Before creating an organization, the user must first enter the organization’s Federal
EIN/TIN to determine whether the organization has already been registered in the system. Three
types of organizations can be created in HIOS, they are:

1. Company
2. Non Insurance Company
3. Non-Federal Governmental Plans

Users will have to first access HIOS and register their Non-Federal Governmental plan. They

will need to access the Manage an Organization and enter the FEIN/TIN to verify if the
Organization exists in the system or not.
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Figure 20 displays the Federal EIN Search through HIOS Portal.
Figure 20: Manage an Organization - Federal EIN Search

Health Insurance Oversight System

HOME FAQ CONTACT USs SIGN OUT

Welcome

_ Manage Organization Relationships

Manage an Organization

Please enter your organization's @ digit Federal EIN /TIMN below and select 'Search’ to determine if your organization currently
exists in HIOS.

If yvour organization is not located in the United States or its territories, and does not have a Federal Employer Identification
Number (FEIN) or U.5. Tax Identification Number (TIN), you will need to contact the Exchange Operations Support Center (X05C)

at CMS FEPS@cms.hhs.gov or 1-855-267-1515 for assistance in registering within HIOS.
Please select your Organization Identifier Type
® Federal EIN/TIN

@ JTIN Search

Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services * 200 Independence Avenue, S.W. * Washington, D.C. 20201

The Submitter user must complete the steps below to search for an organization using Federal

EIN/TIN.
1. Select ‘Manage an Organization’ link on the HIOS Portal Home Page.

2. Key in the company’s ‘Federal EIN/TIN’.
3. Click the *Search’ button.

Figure 21 displays the “Manage and Organization’ page.
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Figure 21: Manage an Organization - No Organization Found

Health Insurance Oversight System

Welcome

_ Manage Organization Relationships

Manage an Organization

Please enter your organization's 2 digit Federal EIN /TIN below and select 'Search' to determine if your arganization currently
exists in HIOS.

If yvour organization is not located in the United States or its territories, and does not have a Federal Employer Identification

Number (FEIN) or U.S. Tax Identification Number (TIN), you will need to contact the Exchange Operations Support Center (X0SC)
at CMS FEPS@cms.hhs.gov or 1-855-267-1515 for assistance in registering within HIOS.

Please select your Organization Identifier Type
'® Federal EIN/TIN

Federal EIM/TIN 123098765 Search

Organization

Mo Organization Found
You may register your organization in HIOS by selecting the 'Create Organization' button below to enter your organization's
information.

=What is your Organization Type? | - Select Organization Type — v

— Select Organization Type —
Create Organization

Company
Maon Insurance Company
Mon-Federal Governmental Plan

Accessibility Rules of Behavior Web Paolicies File Formats and Plug-Ins

U.5. Department of Health & Human Services - 200 Independence Avenue, 5.W. * Washington, D.C. 20201

HOME FAQ CONTACT US SIGN OUT

Step 3: If no organization is found, the Submitter user may register an organization by selecting

‘Create Organization.” For the Non-Fed system, the Submitter should select Non-Federal
Governmental Plan from the drop-down box for Organization Type.

Figure 22 displays the ‘Register New Organization’ information for Organization type: Non-

Federal Governmental Plan
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Figure 22: Register New Non-Federal Governmental Plan Information

- & ( — 1 —~
Friday, April 18, 2014 HOME | FAQ | CONTACT US | SIGN OUT
Welcome
Register New Organization
Please fill in the form below with your Organization's information.
Note: (*) Indicates a required field.
QOrganization Type: Non-Federal Governmental Plans
*QOrganization Legal Name:
Federal EIN/TIN: 123409157
Domiciliary Address
*Address Line 1:
Address Line 2:
*City:
*State: M
*Z1IP code:
ZIP Plus 4:
Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins
U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

Step 4: The Submitter user must enter all the required information that is marked with an asterisk
(*) for their organization, then select ‘Continue.’

Organization Type: Non-Federal Governmental Plans (as selected from the drop down).
Organization Legal Name: This is the name of the Organization/Plan Sponsor.

FEIN/TIN: Federal Employer Identification Number/Tax Identification Number for the Plan
Sponsor.
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Figure 23: Register New Non-Federal Governmental Plan-Attributes

Health Insurance Oversight System

Tuesday, June 24, 2014 HOME | | FAQ | | CONTACTUS | SIGN OUT |
) Welcome

Register Attributes For New Organization

Please select the attributes that apply to your organization.

Note: (*) Indicates a required field.

*Non-Fed Plan Type:
[[I5elf Funded [CFully Insured

Review/Continue

Figure 24 displays the ‘Register New Organization” Confirmation screen.

Figure 24: Register Organization - Confirmation

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT
Welcome
Review Organization Information
Organization

Organization Type: Non-Federal Governmental Plans
Qrganization Legal Name: Pond County

Non-Fed Plan Type: Self Funded

Federal EIN/TIN: 123145167

Domiciliary Address

Address Line 1: 123 Cedar Park Dr
Address Line 2: Suite 200

City: Shelby

State: ™

ZIP code: 09876

Z1P Plus 4: 7898

Step 5: After ensuring all the entered information is correct, select ‘Submit’ to register your
organization.
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5 Role Request

After registering an Organization in the HIOS Portal, Submitters may submit a role request to
gain access to the Non-Fed Module. All role requests are to be completed through the Role
Request functionality within HIOS portal. All HIOS users who need to request roles may select
‘Role Management’ from the left navigation bar of the HIOS Portal Home page. Users will also
be able to view their existing roles and access status.

Pre-requisites for obtaining a Submitter role for the Non-Fed Module:

e The plan sponsor (the entity sponsoring the Non-Federal Governmental plan, such as the
state or city government, the school district, or the fire department employer) must
register through the HIOS Portal.

e Another individual at the organization must request a Role Approver Administrator role
under the Portal Module and associate the role with the Non-Fed plan created.

e Once approved, these Role Approver Administrators will be able to approve all the
Submitter role requests for that Non-Fed Governmental plan.

All of these steps will be further outlined later in this user manual.

Requesting a role for Role Approver Administrator:
1. Select ‘HIOS Portal’ from the Module drop-down box.
2. Select ‘Role Approver Administrator’ from the Requested Role drop-down box.
3. Select ‘Federal EIN/TIN’ or HIOS Issuer ID under Association section.
4. Enter Federal EIN/TIN or HIOS Issuer ID that is associated to the appropriate
organization.
Select ‘Review/Continue.’
6. Review information for errors and select ‘Submit.’

o

The Role Approver Administrator will now be able to approve or deny role Submitter role
requests for the organization that they administer.

Figure 25 displays the HIOS Role Request page.
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Figure 25: HIOS Role Request

Health Insurance Oversight System

| Monday, December 09, 2013 | HOME | | FaQ | | conTacT US | | SIGN OUT |

o -

Request Role

Welcome

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,
select Module Descriptions (PDF)

Module: | —Select Module— EI_

Figure 26 displays the Role Approver Administrator Request page.
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Figure 26: Role Approver Administrator Request

Health Insurance Oversight System

HOME FAQ) CONTACT US

Welcome
e -

Request Role

SIGN OUT

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,
select Module Descriptions (PDF)

Module: |HIOS Portal

|ROIe Approver Administrator E_

Requested Role:

[ —

Association

Please select your Organization Identifier type:

@ Federal EIN/TIN ' HIOS Issuer ID

Please enter the Organization Federal EIN/TIN below
Federal EIN/TIN :

123145167

Search
Pond County (U

Search Result:

Review/Continue

Figure 27 displays the Role Approver Administrator *‘Submit’ page.
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Figure 27: Role Approver Administrator Submit

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

Welcome

e -

Request Role

Please review your selections below, and select *Submit’ to submit the new role request for approval, or select 'Back’ to make changes.

Maodule: HIOS Portal
Requested Role: Role Approver Administrator
Selected Issuer: 123145167 Pond County
[ suo
Accessibility Rules of Behavior Web Policies File Formats and Plug-Ins
U.5. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

Requesting a Submitter Role for Non-Fed Module:

Select ‘Non-Federal Governmental Plans’ from the Module dropdown.

Select “Non-Fed Submitter’ from the Requested Role dropdown.

Non-Fed ‘Submitter’ from the User Type dropdown.

Select either ‘Primary Contact’ or ‘Back up Contact’ from the User Sub-Type dropdown.

Select “Continue’.

Select ‘Federal EIN/TIN’ to enter the 9 digit Federal EIN of the Non-Federal

Governmental Plan you need to gain access to.

Select “Search’.

8. If the correct Non-Fed Organization is displayed, select ‘Review/Continue’ to request
your role.

oakrwdE

~

Figure 28 displays the Role Request for a Non-Fed Submitter.
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Figure 28: Role Request Non-Fed Submitter

HOME FAQ) CONTACT US SIGN OUT

Welcome

e -

Request Role

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,

select Module Descriptions (PDF)

Module: |N0n—FederaI Governmental Plans (Non-Fed) El
Requested Role: Non-Fed Submitter |« |
User Type: Submitter  [~]
User sub-Type: [N~
Association

Please select your Organization Identifier type:
@ Federal EIN/TIN

Please enter the Organization Federal EIN/TIN below

Federal EIN/TIN : 122334455 Search

Search Result: Woakefield Forest Fire Department _
—_—

Figure 29: Role Request Non-Fed Submitter- Error screen (if a Role Approver Administrator has not been
identified)

Health Insurance Oversight System

HOME | | FagQ | | conTacTus | | sign ouT |
Welcome
Error(s):

e The Role request cannot be processed for this organization.The organization you have selected does not have a
designated Role Approver Administrator.

e -
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HIOS

Figure 30: Role Request Non-Fed Submitter- Review Screen

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

e -

Request Role

Please review your selections below, and select 'Submit’ to submit the new role request for approval, or select 'Back’ to make changes.

Module: Non-Federal Governmental Plans (Non-Fed)
Requested Role: Non-Fed Submitter

User Name Type: Submitter

User Sub-Type: Primary Contact

Selected Company: Wakefield Forest Fire Department

Figure 31: Role Request Non-Fed Submitter- Confirmation Screen

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT
Welcome

View Existing Role

Request Role

Confirm
Your role request has been submitted for approval. Once approved, you shall receive a notification email.
Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each module,

select Module Descriptions (PDF

Module: |—Sa\ect Module— E'
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6 Non-Federal Governmental Plans Module

Non-Federal Governmental Plan Module (Non-Fed) can be accessed by the Non-Fed Submitter
user. A Submitter user’s access to system functionalities depends upon the user role assigned to
that user. If you experience issues with access to a specific functionality within the Non-Fed
Module, please contact the Exchange Operations Support Center (XOSC). The Exchange
Operations Support Center (XOSC) contact information can be found in section 11.

This following section discusses the different functionalities available to the Role Approver
Administrator and Non-Fed Submitter.

6.1 Role Approver Administrator

The Role Approver Administrator role can be requested through HIOS Portal’s ‘Role
Management’ tab. This role must be requested and approved before a Submitter role can be
requested for the same organization. The Role Approver Administrator can perform the
following functions:

e Approve or Deny Non-Fed Submitter roles requested for the organization with which
they are associated.

6.2 Non-Fed Submitter Role

Before a user can gain access to the ‘Submitter’ role within the Non-Fed Module, a Role
Approver Administrator must approve the role request. Within the Non-Fed Module, a user with
a ‘Submitter’ user role can perform the following functions:

Manage plans.

Submit a New HIPAA Opt Out election.
Renew HIPAA Opt Out elections.

Edit elections.
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7 Non-Fed Module — Manage Plans

One of the main functionalities within the Non-Fed Module is to create and manage plans.
Before creating a HIPAA Opt Out election, the Submitter user must follow the below steps.

Step 1: Users will access HIOS home page and register a Non-Federal Governmental plan
organization.

Step 2: On the HIOS home page, users request the Non-Fed Submitter role and associate with
the Non-Federal governmental plan organization registered.

Step 3: Once approved, Submitter users will click on the Non-Federal Governmental Plan
Module green button on the left navigation on HIOS home page.

Step 4: The Submitter users will be redirected to a Non-Fed Module landing page, where the
Manage Plans and the HIPAA Opt Out tabs will be displayed.

Figure 32 displays the “Manage Plans’ tab within the Non-Fed Module.

Figure 32: Manage Plans for Non-Fed

Friday, April 18, 2014 HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT

Welcome
Manage Plans HIPAA Opt Out Related Links

& CCIIO Website

Announcements =
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Welcome to the Non-Federal Governmental Plans module. This module allows all Non- ® Regulations
Federal Governmental plans to register in the Health Insurance Oversight System (HIOS),

and allows self-funded Non-Federal Governmental plans to submit Health Insurance

Portability and Accountability Act (HIPAA) opt-out elections electronically. Please click on

the links to the FAQs and Regulations for more information about the new electronic

submission process for the HIPAA opt-out elections and refer to the User Manual for

detailed instructions about the submission process. For additional guidance pertaining to

Non-Federal Governmental plans, please also visit the web page for Self-Funded Non-

Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Qut elections,

which is updated as elections are processed, may also be found here.

Health Plan and Other Entity Enumeration System (HPOES)

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs ) are
subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use in
standard transactions by Nowvember 2016 (Please click on the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations at
45 C.F.R. Part 162). Non-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering in
HIOS.

External Review Election (ERE] Module

Additionally, all self-funded Non-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process. Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE module.
Access to this module may be obtained after registering in HIOS. Please see the CMS
website for more information.

For general questions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For gquestions about HIPAA opt-outs, please send an email to
HIPAAOptOut@cms.hhs.gov. For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (XOSC) at

CMS FEPS@cms.hhs.gov.
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Step 3: The Submitter user will be able to see the Organization to Plan association on the
Manage Plans page. If no plans have been created, this page will remain blank. To create a new
Plan, the Submitter user can select ‘Add New’ as shown in the figure below.

Figure 33 displays the ‘Add New’ Selection.

Figure 33: Add New Plan

Health Insurance Oversight System

It

Wednesday, April 23, 2014 HIDS MAIN PAGE HOME FAQ CONTACT US SIGH OuT

Welcome:
- R

Non-Federal Governmental Plans:

Mayberry Township Board of Education Mayberry Township Health and Welfare Plan
Casterly Rock University Casterly Rock State Health Plan

Apcessibaity Rules of Behavior |  Web Palicies File Formats and Plug-Ins

5, Department of Heath & Human Services - 200 Independence Avenue, S.W. - Washingten, [.C, 20201

Step 4: After selecting *‘Add New’ button the Submitter user will be prompted to enter a plan

name for the selected organization. Once the plan name is entered select ‘Submit’ as shown in
the figure below.

Figure 34 displays the ‘Add New’ plan name submission.

HIOS Non-Federal Governmental Plans Module User Manual — Version 1.0 — Last Updated July 17, 2014 Page 35




Figure 34: Add New Plan Name
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After selecting ‘Submit’ a confirmation message will be displayed as shown in the figure below.
Figure 35 displays the *‘New Plan’ Confirmation screen.

Figure 35: New Plan Confirmation Message
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Only one plan per organization can be added within the Non-Fed system. If the Submitter user
tries to add a new plan to an organization with an existing plan, an error message will be
displayed as shown in the figure below.

Figure 36 displays the Plan Error Message.

Figure 36: Organization - Plan Error Message
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8 Non-Fed Module — Submitting a HIPAA Opt Out Election

Approved Submitter users will be able to submit a HIPAA Opt Out election within the Non-Fed

Module. Follow the steps below to submit a HIPAA Opt Out election.

Step 1: Navigate to the HIOS Main Page.

Step 2: Select ‘Non-Federal Governmental Plans System’ button on the left hand menu.
Submitter user will be directed to the ‘Non-Fed Homepage’.

Figure 37 displays the Non-Fed Submitter Home page.

Figure 37: Non-Fed Submitter User Homepage
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Welcome to the Non-Federal Governmental Plans module. This module allows all Non- ® Requlations
Federal Governmental plans to register in the Health Insurance Oversight System (HIOS),

and allows self-funded Non-Federal Governmental plans to submit Health Insurance

Portability and Accountability Act (HIPAA) opt-out elections electronically. Please click on

the links to the FAQs and Regulations for more information about the new electronic

submission process for the HIPAA opt-out elections and refer to the User Manual for

detailed instructions about the submission process. For additional guidance pertaining to

Non-Federal Governmental plans, please also visit the web page for Self-Funded Non-

Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Out elections,

which is updated as elections are processed, may also be found here.

Health Plan and Other Entity Enumeration System (HPOES)

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs ) are
subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use in
standard transactions by November 2016 (Please click on the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations at
45 C.F.R. Part 162). Non-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering in
HIOS.

External Review Election (ERE] Module

Additionally, all self-funded Non-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process. Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE module.
Access to this module may be obtained after registering in HIOS. Please see the CMS
website for more information.

For general guestions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For questions about HIPAA opt-outs, please send an email to
HIPAAOptOUt@cms.hhs.gov. For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (XOSC) at

CMS FEPS@cms.hhs.gov.
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Step 3: Select “HIPAA Opt Out’ tab from the top navigation bar.
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Figure 38 displays the HIPAA Opt Out page.

Figure 38: HIPAA Opt Out Page
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The Submitter user will then be directed to choose an organization they are associated with and

select a plan. See Figure below for the “Select a Plan’ page.

Figure 39 displays the *Select a Plan’ on the HIPAA Opt Out page.
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Figure 39: Select a Plan
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Step 4: After selecting an Organization and plan name and selecting ‘Submit’, the Submitter
user can choose between ‘renewing’ an election and creating a ‘new’ election.

Figure 40 displays the HIPAA Opt Out “New’ or ‘Renew’ selection.
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Figure 40: HIPAA Opt Out - New or Renew
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8.1  HIPAA Opt Out — New Election

Submitter users associated to Non-Fed Organizations that have not yet submitted their elections
to CCI1O may submit a new election within the Non-Fed system. The following steps describe
the process for how new elections may be submitted.

Step 1: To submit a new HIPAA Opt Out election, the Submitter must select the ‘New Election’
button displayed on the bottom of the page. The Submitter will be directed to the new HIPAA
Opt Out election page as shown in Figure 37 below.

Figure 41 displays the HIPAA Opt Out Election page when “New Election” is selected.
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Figure 41: New HIPAA Opt Out —-New Election Page
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Step 2: To complete an election, the Submitter user must enter data in following required fields:

e Plan Effective Date (The beginning of the plan’s benefit year, or in the case of a
collective bargaining agreement, the beginning of the first plan year subject to the
agreement. A plan may not enter an effective date that has passed).

e Plan Expiration Date (The end of the plan’s benefit year or end of the last plan year

HIOS

subject to the collective bargaining agreement. This field is optional and will be defaulted
to one year from the Plan Effective Date if not provided. For example for a Plan Effective
date of 06/01/2014 the system will default to a Plan expiration date of 05/31/2015 when
Plan expiration date is not provided).

Plan is governed by a Collective Bargaining Agreement (This field is required when the
period of election is longer than 1 year.)

Select appropriate HIPAA Opt Out Provisions

Upload Notification to enrollees document (required for all New elections)
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Submitters can upload either Word documents or PDF files for Notification to Enrollees. No
other file formats will be accepted with in Non-Fed system. The Non-Fed system shall accept

files with a maximum size of 50MB.

The system will display the error message as shown in the figure below when Notification to

Enrollees document is not uploaded for a new election.
Figure 42 displays the Notification to Enrollees Error Message.

Figure 42: Notification to Enrollees — Error Message
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When Plan expiration date entered is more than 1 year from the Plan effective date, ‘Plan is

governed by Collective Bargaining Agreement’ must be selected.

Figure 43 displays the Collective Bargaining Agreement Error Message.
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Figure 43: Error - Plan is governed by Collective Bargaining Agreement
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Step 3: After entering data in all the required fields, the Submitter user can select ‘Continue’.
The Confirmation screen will be displayed as shown in Figure 41 below. The Confirmation page
will display all the data previously entered and Policy text. To submit the HIPAA Opt Out
election Submitter will need to confirm the Election type and enter Electronic Signature (Title,
First name, and Last name).

Figure 44 displays the HIPAA Opt Out Confirmation page for a New Election.
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Figure 44: HIPAA Opt Out Confirmation page - New
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If the Election type (New Election or Renew Election) selected does not match the
information provided for that type of election, the system will display the error given in
Figure 45 below.

Figure 45 displays the ‘Election Type Does Not Match’ Error Message.
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Figure 45: Error — Election type does not match
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Step 4: Once the Electronic Signature has been entered, the HIPAA Opt Out election can be

submitted by selecting the ‘Submit’ button at the bottom of the page. Election Saved

confirmation will be displayed as shown in figure below.

Figure 46 displays the New Election Saved Confirmation Message.

HIOS
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Figure 46: New Election Saved
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8.2  HIPAA Opt Out Election — Renewal

Non-Fed plans that have already submitted HIPAA Opt Out elections either to CCIIO in
paper form (prior to December 31, 2014) or electronically through the Non-Fed Module can
renew the HIPAA Opt Out elections by choosing ‘Renew Election.” Plans choosing to renew
their elections are not required to submit the Notification to Enrollees document but are
required to Agree to send notification to enrollees in place of submitting the document.

If an Opt Out exists in the Module, Submitter users will not be able to change the HIPAA
Opt Out provisions previously submitted by renewing it. To modify the HIPAA Opt Out

provision choices, user will have to select ‘New Election.’
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Step 1: To renew a HIPAA Opt Out election, user can choose ‘Renew Election’. See Figure
47 below for the HIPAA Opt Out Renewal page.

Figure 47 displays the HIPAA Opt Out Renewal Page.

Figure 47: HIPAA Opt Out Renewal
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Step 2: To renew an election, provide the following information on the HIPAA Opt Out election
page:

e Plan Effective Date (The beginning of the plan’s benefit year, or in the case of a
collective bargaining agreement, the beginning of the term of the agreement. A plan may
not enter an effective date that has passed).

e Plan Expiration Date (The end of the plan’s benefit year or end of the term of a
collective bargaining agreement. This field is optional and will be defaulted to one year
from the Plan Effective Date if not provided. For example for a Plan Effective date of
06/01/2014 the system will default to a Plan expiration date of 05/31/2015 when Plan
expiration date is not provided).

e Plan is governed by a Collective Bargaining Agreement (This field is required when the
period of election is longer than 1 year.)

e Select appropriate HIPAA Opt Out provisions.
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e Agree to send Notifications to Enrollees (The “‘Continue’ selection will not be made
available until after the Submitter has ‘Agreed to Send Notification to Enrollees.’

After selecting “‘Continue’ the Confirmation screen will be displayed as shown in Figure
48below. The Submitter will need to verify what type of election they are submitting ‘“New’ or
‘Renewal’ before providing their electronic signature and submitting.

Figure 48 displays the Renew HIPAA Opt Out Election Confirmation page.
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Figure 48 — Renew HIPAA Opt Out — Confirmation page

Health Insurance Oversight System

Weloome

e -

Confirmation:

Plan Effective Date*: ﬂ5fﬂ1f2ﬂ14 Flan Expiration Date:
Plan is governad by a Collactive Bargaining Agraemeant

HIPAA Opt Out Provisions

* standards relating te benefits for mothers and newboems;

< Parity in the application of certain limils to mental health benelils;
Raquirad cowarage for reconstructive surgery fallowing mastactomies; and
Cowerage of dependent students on a medically necessary leave ol absence.

Notification to Enrollees:

This plan is not provided through insurance. The plan sporsor elects under authority of section 2732{a)(2) of the Public Health Service
[PHS] Act, and 45 CFR 146,160 of Federal requiations, to exempt the plan fram the sbove selected reguiremants of tite $XVID of the
FHS Act.

elaction has baen mada in conformity with all rules of the plan sponsar, including amy pubbc hearing, if requirad. [ certify that tha
ersigned & authonzed 0o submit this electon on behalt of the plan.

ew Dpt-Oulls: The nolice to plan enrollees has been provided o enrolleas bafore the first day of the p wear, and = grovided at
ime af anrollment ta arralless who snmll durirg the plan yaar. & copy of tha notics to plan enrollsas is rhad.

* Renaw Opt-Outs: Tha nobce o plan emmalless has heen, or will b2, providad b plsn anrolless 3t tha o f anrlment urdar tha

plan, and on an armual basis no later than the last day of each plan year for which there = an eecbon.

Enter your Clectronic Signature (Title, First Name and Last name) o submit your Clection. MNonFed Tesl

Back Submit,

Acressibility | Rules of Behavior | web Policies | File Formats and Pleg-Ins

&, Departmeamn o Health & Human e~ ices = 200 [ndepsnderce fwsn) ey 5, W, s Warkmgioe, 0,0 200201

Step 3: To submit the election, user can select the “Election type’ and enter the Electronic

Wednesday, April 23, 2014 HICKS MATN PAGE HOME Fhg CONTACT LIS SIGN OUT

Signature. On selecting *Submit’ button from the bottom of the page, HIPAA Opt Out election

will be successfully saved. The confirmation screen will be displayed as the following
screenshot below in Figure 49.

Figure 49 displays the Election Saved Confirmation message.
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Figure 49: Election Saved Confirmation

Health Insurance Oversight System

Friday, April 18, 2014 HIGS HAIH PAGE HOME Fhy COMTACT US | SIGH OuT

=

Mayberry Township Health and Welfare Plan

Wl o

Yo alacbion Wil Succansh 1)

Plai Effective Dabe: 55,.;1;1,{21]14
Plan Lxpdration Date: MfﬂﬂfzulE

< Plan is governed by a Calimective .I'Lrlrg.rdnlng Aagrarasmenk

HIFAA Opt QOut Provisions
< srandards relating to benefits for mothars and newlserns;

Party in the application of cartain Bmits to mantal hisalth benefits;

Required coverags for reconstractive gy 1

a tectomilos; and

¢ Coverage of dependent students on o madically necessary loave of alsances.

Motification to Enrcllees:

Back Edit Electiom

All the HIPAA Opt Out elections submitted will be reviewed and processed by a CCIIO
Reviewer.

8.3  Editing a HIPAA Opt Out election

Once the election is successfully saved, Submitters have the ability to ‘Edit’ their elections for a
limited time by selecting “Edit Election’ at the bottom of the screen as shown in Figure 46 above.
All the fields on the HIPAA election page can be modified. If the user chooses to upload a new
Notification to Enrollees document, the existing document will be replaced with the new one.

Step 1: To edit a HIPAA Opt Out election previously submitted, the Submitter user can select
‘Edit Election’ from the bottom of the page.

Figure 50 displays the HIPAA Opt Out Election “Edit’ page.
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Figure 50: HIPAA Opt Out election - Edit

Health Insurance Overs.ight System

wWednesday, April 23, 2014 HIOS MAIN PAGE HOME FAQ CONTACT US SIGM OUT

R -

Mayberry Township Health and Welfare Plan

Waloome

[*% Indicatas a required fAald

NOTE: Plam expiration dabe will be automabcaly set to 1 year from the Plan Effective Date when not prowvided.

*PMan EMeclive Dale:
(MM DD/ YYYY) ﬂﬁfﬂlflﬂlﬂ.

Plan Expiration Date:  04,/30/2015
(MM DD/ TTYY)

| Plan is governed by a Collective Bargaining Agreement

HIPAA Opt Out Provisions
# Standards relaling Lo benefits lor mothers and newborns;

# Parity in the application of certain limits to mental health benefits;
# Required coverage for reconsiructive surgery following mastectomies; and

¥ Coverage of dependent studants on a medically necessary leave of absenca.

Motification to Enrolless:

Mari- Fed Plan X¥2Z- Motification to Enralless
Pleasa salact the 'Browse' button below to select a file (POF or Word], After selecting 3 file click 'Continua' to start the submission.
Uplaading a new file will delete the existing Motification to Enrollees documant,

Chopsa File Mo fils chosan

Back Continue _

Arrossibiliy Rules= af Behaviar weh Paolicias File Format=s and Plug-lns

U5, Department of Health & Homen Services « 200 [ndeperdence Svenue, 5.9, « Washington, 005, 20201

Step 2: After making the required updates, Submitter user can select *‘Continue’ to reach the
confirmation page.

Submitter users can also delete their HIPAA Opt Out elections after they have submitted them by
using the Edit functionality. In order for a Submitter user to remove their HIPAA Opt Out
election, they must deselect all HIPAA Provisions and select ‘Continue’.

Figure 51 displays the warning message for deselecting all HIPAA Opt Out provisions.
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Figure 51: Deselecting Provisions Error Message

Manage o -

Mayberry Township Health Plan
(=) Indicates a required field

NOTE: Plan expiration date will be automatically set to 1 year from the Plan Effective Date when not provided
*Plan Effective Date:  ga/0]/2014

(MM, DD/YYYY)
Plan Expiration Date: 03/31/2015
(MM,/DDSYYYY)
Plan is governed by a Collectiv "

. s Wou have deselected ol the HIPAA Opt Qut provisions. i you
[HIPAA Opt Out Provision: j..qox your HIPAA Opt Out election will be removed.
Standards relating to benefits

Please select 0K to continue.
Parity in the application of cert
Required coverage for reconsh oK
Coverage of dependent studen
Notification to Enrollees:

Please salect the 'Browse” button below to select a file (PDF or Word). After selactng a file chck "Contmue’ to start the submssion,
Uplaading a new file will delete the existing Notification to Enrollees document.
Chaoose File Mo file chosen

Back

Continue

After selecting ‘OK’ on the pop up warning message the following Confirmation screen will be
displayed with a blank election as shown in the figure below.

Figure 52 displays the confirmation message for a deleted HIPAA Opt Out election.
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Figure 52: Delete HIPAA Opt Out Election - Confirmation

Health Insurance Oversight System

Friday, April 18, 2014 HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT
Welcome
o -
Confirmation:
Plan Effective Date*: Plan Expiration Date:

Plan is governed by a Collective Bargaining Agreement
HIPAA Opt Out Provisions

standards relating to benefits for mothers and newborns;

Parity in the application of certain limits to mental health benefits;

Required coverage for reconstructive surgery following mastectomies; and
Coverage of dependent students on a medically necessary leave of absence.

Notification to Enrollees:

This plan is not provided through insurance. The plan sponsor elects under authority of section 2722(a)(2) of the Public Health Service
{PHS) Act, and 45 CFR 146.180 of Federal regulations, to exempt the plan from the above selected requirements of title XXVII of the
PHS Act.

This election has been made in conformity with all rules of the plan sponsor, including any public hearing, if required. I certify that the
undersigned is authorized to submit this election on behalf of the plan.

New Opt-Outs: The notice to plan enrollees has been provided to enrollees before the first day of the p year, and is provided at
the time of enrollment to enrollees who enroll during the plan year. A copy of the notice to plan enrollees is ached.
Renewal Opt-Outs: The notice to plan enrollees has been, or will be, provided to plan enrollees at the of enrollment under the

plan, and on an annual basis no later than the last day of each plan year for which there is an election.

Enter your Electronic Signature (Title, First Name and Last name) to submit your Election.

Accessibility | Rules of Behavior | Web Policies \ File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

After selecting the Election type and entering the Electronic Signature user can select *‘Submit’ to
delete the selected HIPAA Opt Out election. A blank HIPAA Opt Out page is displayed for the
selected plan.

HIOS
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9 Contact Us/Support

The following section captures support information for questions related to policy, technical
installation, and downloads.

9.1  Contact /Support Details

If you have questions related to application installation or need technical support please contact
the Exchange Operations Support Center (XOSC) at CMS_FEPS@cms.hhs.gov or at 1-855-267-
1515.

The Exchange Operations Support Center (XOSC) hours of operation currently are 9 AM to 6
PM ET, Monday — Friday.
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10  Definitions

CMS — Centers for Medicare & Medicaid Services

EIDM - Enterprise Identity Management

HIOS - Health Insurance Oversight System

NON-FED - Non-Federal Governmental Plan or Non-Fed Module
ACA - Affordable Care Act

HHS — Department of Health and Human Services

XOSC - Exchange Operations Support Center

HIPAA: Health Insurance Portability and Accountability Act
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