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Resource Guide

This is a list of resources useful for medical professionals with regard to potential program
integrity issues while moving from paper medical records to electronic health records,
with particular focus on potential program integrity issues and applicable resources.

Background Information
• American Recovery and Reinvestment Act of 2009. Pub. L. No. 111-5, 123 

Stat. 115. [42 U.S.C. 3011]. Funding to Strengthen the Health Information 
Technology Infrastructure. http://www.gpo.gov/fdsys/pkg/PLAW-111publ5/
html/PLAW-111publ5.htm

• American Recovery and Reinvestment Act of 2009. Pub. L. No. 111-5, 123 
Stat. 115, 246. [42 U.S.C. 3011]. [Health Information Technology and Quality]. 
Funding to Strengthen the Health Information Technology Infrastructure. http://
www.gpo.gov/fdsys/pkg/PLAW-111publ5/html/PLAW-111publ5.htm

• Centers for Medicare & Medicaid Services. The State Medicaid Manual. 
Services. Provider Approval/Agreement Procedures, 4602 A (p. 4-604). https://
www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Paper-Based-
Manuals-Items/CMS021927.html

• Federal Register. Vol. 77, No. 171. (2012, September 4). http://www.gpo.gov/
fdsys/pkg/FR-2012-09-04/pdf/2012-21050.pdf

• Garrett, P., & Seidman, J. (2011, January 4). EMR vs EHR–What Is the Difference?
Office of the National Coordinator. Health IT Buzz. http://www.healthit.gov/
buzz-blog/electronic-health-and-medical-records/emr-vs-ehr-difference/

• Social Security Act § 1902(a)(27). http://www.socialsecurity.gov/OP_Home/
ssact/title19/1902.htm

• U.S. Department of Health and Human Services. (2013, August 5). Data 
Exchange Growing Through EHR Adoption, New Study Finds. [Press Release]. 
http://www.hhs.gov/news/press/2013pres/08/20130805a.html

• U.S. Department of Health and Human Services. HealthIT.gov. What Is 
an Electronic Health Record (EHR)? http://www.healthit.gov/providers-
professionals/faqs/what-electronic-health-record-ehr

• U.S. Department of Health and Human Services. Health IT.gov. Providers & 
Professionals. http://www.healthit.gov/providers-professionals
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• U.S. Department of Health and Human Services. Medicaid. Payment Accuracy. Improper Payments 
Overview. https://paymentaccuracy.gov/about-improper-payments

• U.S. Department of Health and Human Services. Office of Inspector General. Work Plan Fiscal Year 
2013. http://oig.hhs.gov/reports-and-publications/archives/workplan/2013/Work-Plan-2013.pdf

• White House. Office of the Press Secretary. (2009, June 15). Remarks by the President at the Annual 
Conference of the American Medical Association (para. 27, 28, 29, 30). http://www.whitehouse.gov/
the_press_office/Remarks-by-the-President-to-the-Annual-Conference-of-the-American-Medical-
Association/

Benefits of Electronic Health Records
• Centers for Medicare & Medicaid Services. EHR Incentive Programs. http://www.cms.gov/Regulations-

and-Guidance/Legislation/EHRIncentivePrograms/index.html?redirect=/ehrincentiveprograms/

• U.S. Department of Health and Human Services. Health IT.gov. Benefits of Electronic Health Records 
(EHRs). http://www.healthit.gov/providers-professionals/benefits-electronic-health-records-ehrs

• U.S. Department of Health and Human Services. HealthIT.gov. Benefits of EHRs. Improved Care 
Coordination. http://www.healthit.gov/providers-professionals/improved-care-coordination

• Westat. EHR Contracts: Key Contract Terms for Users to Understand. (2013, June 25). http://www.
healthit.gov/sites/default/files/ehr_contracting_terms_final_508_compliant.pdf

Cloning
• Dimick, C. (2008, June). Documentation Bad Habits. Shortcuts in Electronic Records Pose Risk.

American Health Information Management Association. http://library.ahima.org/xpedio/groups/public/
documents/ahima/bok1_038463.hcsp?dDocName=bok1_038463

• American Health Information Management Association. (2009). Electronic Signature, Attestation, and
Authorship (Updated). http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_045551.
hcsp?dDocName=bok1_045551

• Medscape. Cloned EHR Notes Jeopardize Medicare Payment. (2012, September 25). http://www.
medscape.com/viewarticle/771548?src=mpnews&spon=17

• U.S. Department of Health and Human Services. (2012, September 24). [Letter from Secretary Sebelius
and U.S. Attorney General Holder]. http://www.modernhealthcare.com/Assets/pdf/CH82990924.PDF

Data Transformation
• Brennan, N., Oelschlaeger, A., Cox, C., & Tavenner, M. (2014, July). Leveraging the Big-Data

Revolution: CMS Is Expanding Capabilities to Spur Health System Transformation. National Center for
Biotechnology Information. http://www.ncbi.nlm.nih.gov/pubmed/25006146

• Healthcare Information Management Systems Society (HIMSS) Transforming Health Through IT.
(2014, September 19). AMA Releases EHR “Action Plan” Focused on Usability. http://www.himss.org/
News/NewsDetail.aspx?ItemNumber=33317
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Security
• American Health Information Management Association. (2013, August). Integrity of the Healthcare 

Record: Best Practices for EHR Documentation. http://library.ahima.org/xpedio/groups/public/
documents/ahima/bok1_050286.hcsp?dDocName=bok1_050286

• Lynn, J. (2010, January 22). EMR Benefit You Wouldn’t Expect. EMR & HIPPA. http://www.
emrandhipaa.com/tag/emr-audit-logs/

• MedicalRecords.com. EMR Privacy and Security. http://www.medicalrecords.com/emr-privacy-
and-security

• U.S. Department of Health and Human Services. HHS.gov. (2013, January 2). HHS Announces 
First HIPAA Breach Settlement Involving Less Than 500 Patients. http://www.hhs.gov/news/
press/2013pres/01/20130102a.html

• U.S. Department of Health and Human Services. The Office of the National Coordinator for Health
Information Technology. (2007, June). Recommended Requirements for Enhancing Data Quality in
Electronic Health Record Systems (p. 4-3). http://www.rti.org/pubs/enhancing_data_quality_in_ehrs.pdf

Physician Satisfaction
• Friedberg, M., Chen, P., Van Busum, K., Aunon, F., Pham, C., Caloyeras, J., … Tutty, M. (2013). 

Factors Affecting Physician Professional Satisfaction and Their Implications for Patient Care, Health 
Systems, and Health Policy. The RAND Corporation With Sponsorship by the American Medical 
Association. http://www.rand.org/content/dam/rand/pubs/research_reports/RR400/RR439/RAND_
RR439.pdf

Upcoding/Code Creep
• U.S. Department of Health and Human Services. (2009, July 13). Memorandum Report: “Miscoded 

Claims for Power Wheelchairs in the Medicare Program,” OEI-04-07-00403. https://oig.hhs.gov/oei/
reports/oei-04-07-00403.pdf

• Healthcare Information and Management Systems Society (HIMSS). (2013, May 3). Statement for 
CMS-ONC Listening Session on Billing and Coding With EHRs. http://www.cms.gov/eHealth/
downloads/HIMSS_Coding_Session_May3.pdf

• Federation of American Hospitals. (2013, May 3.) Written Statement. Listening Session on Billing and
Coding With Electronic Health Records. Centers for Medicare & Medicaid Services. Office of the National
Coordinator for Health IT. http://www.cms.gov/eHealth/downloads/FAH_Coding_Session_May3.pdf

• Seiber, E. (2007). Physician Code Creep: Evidence in Medicaid and State Employee Health Insurance 
Billing (para. 1). Health Care Financing Review. http://www.cms.gov/Research-Statistics-Data-and-
Systems/Research/HealthCareFinancingReview/downloads/07Summerpg83.pdf
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Disclaimer
This resource guide was current at the time it was published or uploaded onto the web. Medicaid and Medicare 
policies change frequently so links to the source documents have been provided within the document for 
your reference.

This resource guide was prepared as a service to the public and is not intended to grant rights or impose obligations.
This resource guide may contain references or links to statutes, regulations, or other policy materials. The
information provided is only intended to be a general summary. Use of this material is voluntary. Inclusion of a
link does not constitute CMS endorsement of the material. We encourage readers to review the specific statutes,
regulations, and other interpretive materials for a full and accurate statement of their contents.
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