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Multi-Factor Authentication Process

Version 3.5, 10/10/2016
Note: CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that the version and
date on this page match the version and date on the corresponding page of the PDF currently available on: http://go.cms.gov.msprp.

Slide notes
Welcome to the Multi-Factor Authentication Process (MFA) course.

Note: This course is intended for non-beneficiary MSPRP users to learn how to access previously masked case
information.

Since a beneficiary can already view all information related to their case, they do not need to become ID Proofed
or complete the MFA process.

As a reminder, you may view the slide number you are on by clicking on the moving cursor.

Additionally, you can view the narration by clicking the [CC] button in the lower right hand corner of the screen.
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Disclaimer

While all information in this document is
believed to be correct at the time of writing,
this Computer Based Training (CBT) is for
educational purposes only and does not
constitute official Centers for Medicare &
Medicaid Services (CMS) instructions. All
affected entities are responsible for following
the instructions found in the MSPRP User
Manual found at the following link:
https://www.cob.cms.hhs.gov/MSPRP/.

Slide notes

While all information in this document is believed to be correct at the time of writing, this Computer Based
Training (CBT) is for educational purposes only and does not constitute official Centers for Medicare & Medicaid
Services (CMS) instructions.

All affected entities are responsible for following the instructions found in the MSPRP User Manual found at the
following link: https://www.cob.cms.hhs.gov/MSPRP/.
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Course Overview
 Eligibility
» MFA Statuses and Actions

Slide notes

This module explains the steps a non-beneficiary user must take to be able to view unmasked case information
in the MSPRP.

It explains how a user can become identity proofed using the MSPRP and how Multi-Factor Authentication (MFA)
is used in this application.

Page 3 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 4 - of 34

Overview

* The ID Proofing process requires you to provide
certain personal information on the MSPRP
sufficient to prove that you are the person you
claim to be

* The process will work in conjunction with
MFA services, which uses two or more
different authentication factors to verify
your identity

i
[

”
pe
® 7

Slide notes

CMS has adopted Identity Proofing and Multi-Factor Authentication (MFA) to provide certain users with the
ability to view unmasked case information.

The ID Proofing process requires you to provide certain personal information on the MSPRP sufficient to prove
that you are the person you claim to be.

This process will work in conjunction with MFA services, which uses two or more different authentication factors
to verify your identity.

Note: Non-beneficiary users who have not completed the ID Proofing process can continue to access the MSPRP
as they currently do with limited views of case information.

Page 4 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 5 - of 34

ID Proofing

* To successfully complete the ID Proofing process,
you will be required to enter personal information
and then respond correctly to a set of questions

Slide notes

To successfully complete the ID proofing process, the personal information that you enter along with the
responses you provide to the ID Proofing questions will be electronically sent to Experian Credit Services (an
outside entity).

If Experian is able to confirm that you are the person you claim to be, you will be considered ID Proofed within
the MSPRP.
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Multi-Factor Authentication (MFA)

* In order to utilize Multi-Factor Authentication,
you will be required to download the Symantec
Validation & ID Protection (VIP) software to the
device (i.e., desktop or mobile phone) that you
will be using to access the MSPRP

Slide notes

In order to utilize Multi-Factor Authentication, you will be required to download the Symantec Validation & ID
Protection (VIP) software to the device (i.e., desktop or mobile phone) that you will be using to access the
MSPRP.

This software can be found at the following link: https://idprotect.vip.symantec.com/.

Once the software has been downloaded to the device, it will be assigned a “Credential ID”. You will then be
required to activate each Credential ID that will be used to access the MSPRP.
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Eligibility
» Account Managers and Designees can complete

the ID Proofing process to view previously
masked case information

Slide notes
Account Managers and Account Designees can complete the ID Proofing process.

Note: Only users that have current Proof of Representation (POR) authorization or Consent to Release (CTR),
signed by the beneficiary, will be allowed to view information that was previously masked.

See the Requesting Authorization module for information on how to submit POR authorizations.
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Account List - Quick Help
Pt this pegs |

Help Aboul This Page

Chick e dasiied link o access the associated account

¥ou may update your personal information or change your current password by clicking the appropriate link under the
Account Scitings List

Account Settings

Multi-Factor Authentication t
MBPRP 1IRAMR May raniRsh ACCAs I vis INMEsKed ©lams fata that was pravinisly onty Updale Persanal Infommalion
acceasibie to the beneficiary. Individuals requesting this acceas must complete the ID Proofing Change Passwond
ang Multi--actor Authenticaton (MEA] DNOCess, |Ne SI3US Of Vour reauest Wil aisplav 3s 3 ink |
under the Mult-Factor Authentication box. You will elick this link to progrees through the reguired
steps. LnNce you have successiully compieted this DroCess vour states will be changed 1o
E Compicte

£ Mull-Factor Authenticaton

During the 1D Procfing procass you will ba asked to provide curent perzonal information and respond to questions created
Ly Eaperian Credil Seivives (an oulside enlily) o confinm your identity. This infonmalion, e gueslions, and your airswerns will Slalus.  nitial Provess
not be ctored on the MSPRP. This process will not impact your credit ceora Next Step Complete

To use MFA services, you will be required to download and install one or more MEA Cradential ID lokens for the devices you
plan to use to access the MSPRP and then vou mies! activate the Credential ID for your Login. To download a software
Credential 10, go to the Symantec Validation and Identity Protection (V1P Service webaite found at the following liml:
hnosMADEoiect viD Symantec com

You will D& able to achivate a credental amer the Next Step Iink has changed to Credential Reguired. 1o begin the 1D
Proofing process, chick the Mext Stap:Get Started ink

Associated Account IDs:

Frwee  FIRST LAST

Slide notes

A section has been added to your home page titled Multi-Factor Authentication which will be used for the ID
Proofing and MFA process.

The Status will identify where you are in the ID Proofing Process and the Next Step link will include a hyperlink,
which will be used to guide you through the process.
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MFA Statuses and Next Step Actions

Initial Get Indicates that you have:

Process Started * Not yet started the ID Proofing
process, or

» Attempted ID Proofing but have not
yet completed the process

Slide notes
When the MFA status, for an MSPRP user, is set to Initial Process, the next step will be set to Get Started.

This indicates that you have not yet started the ID Proofing process or that you have attempted ID proofing but
have not yet completed the process.
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" MFA Statuses and Next Step Actions

ID Credential Indicates that you have:

Proofed Required * Successfully submitted your personal
information to Experian through the ID
Proofing Core Credential Page

* Answered Experian’s Identity Verification
Questions successfully

* Experian has accepted your submissions

* You currently have no devices in Activated
status or an EDI Representative has
manually completed the ID Proofing process
through the EDI Representative application;
thus, setting your MSPRP Status to ID
Proofed

* Currently have no devices in Activated
status

Slide notes

When the MFA Status, for an MSPRP user, is set to ID Proofed, the next step will be Credential Required.
This indicates that you have:

Successfully submitted your personal information to Experian through the ID Proofing Core Credential Page
Answered Experian’s Identity Verification Questions successfully

Experian has accepted your submissions

You currently have no devices in Activated status or an EDI Representative has manually completed the ID
Proofing process through the EDI Representative application; thus, setting your MSPRP Status to ID Proofed

Currently have no devices in Activated status
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~ MFA Statuses and Next Step Actions

Pending Contact Indicates that you:

Phone Experian * Were successful with completing the
ID Proofing process, because you
exceeded your total limit of 4 valid
submission attempts (i.e., you clicked
the Continue button without
receiving validation errors the
maximum 4 times allowed on the ID
Proofing and Core Credentials page)

* Clicked the Contact Experian button
on the ID Proofing Core Credentials

page

Slide notes
When the MFA Status, for an MSPRP user, is set to Pending Phone, the next step will be to Contact Experian.
This indicates that you:

Were successful with completing the ID Proofing process, because you exceeded your total limit of 4 valid
submission attempts (i.e., you clicked the Continue button without receiving validation errors the maximum 4
times allowed on the ID Proofing and Core Credentials page)

Clicked the Contact Experian button on the ID Proofing Core Credentials page.
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- MFA Statuses and Next Step Actions
Failed Contact the Indicates that your attempt to
phone BCRC complete the ID Proofing process
by phone with Experian was
unsuccessful
Slide notes

When the MFA Status, for an MSPRP user, is set to Failed Phone, the next step will be to Contact the BCRC.

This indicates that your attempt to complete the ID Proofing process by phone with Experian was unsuccessful.
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" MFA Statuses and Next Step Actions

Complete Credential Indicates that you:

Maintenance * Successfully completed the ID
Proofing process
* Downloaded and installed one or
more Credential IDs
* Have at least one Credential ID in
active status

Slide notes

When the MFA Status, for an MSPRP user, is set to Complete, the next step will be Credential Maintenance.
This indicates that you:

Successfully completed the ID Proofing process

Downloaded and installed one or more Credential IDs

Have at least one Credential ID in active status

Note: In this case, the Next Step is replaced with the Credential Maintenance link. Click this link to activate,
reactivate, or deactivate Credential IDs.
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Quick Help

Account List -,

Help Aboul This Page
Click the desired link o access the associated account.

You may update your personal information or change your current password by clicking the appropriate link under the

Account Settings List - .
= : e Account Settings
Multi-Factor Authentication )
MSPRP users may request access to view unmasked claims data that was previously onty Update Personal Information
accessible to the beneficiary. Individuals requesting this access must compiste the 1D Proofing Change FPassword

and Multi-Factor Authentication (MFA) process, The status of your request will dispiay as a link
under the Muiti-Factor Authentication box. You will click this link to progress through the required
steps. Once you have successfully completed this process your status will be changed to
Complate

' a1
£ Multi-Factor Authentication

Dunng the |D Procfing process you will be asked to provide current personal information and respend to questions created i
by Experian Credit Services (an outside enfity) to confirm your identity. This information, the questions, and your answers will Status.  Initial Process
not be stored on the MSPRP. This process will not impact your credit score, Next Step: Get Started

To use MFA services, you will be required to download and install ene or more MFA Cradential ID lokens for the devices you
plan 1o use 10 access the MEPRP and then you must activate the Credential ID Tor your Login. To downioad a sofware
Credential 1D, go to the Symantec Validation and Identity Protection (VIP) Service website found at the following link:
hitps:ffidprotect vip symantec com

You wili be able to activate a credential after the Next Step Iink has changed to Credential Required. To begin the ID
Proofing process, click the Next Step:Get Started fink.

Associated Account IDs:
####e FIRST LAST

Slide notes

To begin the ID Proofing process, click the Get Started link on your home page.

Page 14 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 15 - of 34

P —n.
ID Proofing and Multi-Factor Authentication Overview » Quick Help

Print this pape
Help About This Page
‘You have selected a link that will guide you through the 1D Proofing and Multi-Factor Authentication (MFA) process on the
Medicare Secondary Payer Recovery Portal (MSPRP). MSPRP users requesting electronic access to MSPRP prolected
information must be successfully ID Proofed and have at ieast one MFA device (Credential 1D) associated to their MSPRP
account

During this process you will be requested to:

= Enter certain personal information on the MSPRP including your Full Lagal Name, Social Security Number, Date
of Birth, Current Residential Address, and Personal Phone Number which will be evaluated by Experian Credit
Services (an outside entity). Please note that the information you provide will not be stored on the MSPRP. The
information you provide and your answers o the guestions will be evaluated by Experian to confirm your identity.
Thiss will not impact your credit score.

. ﬁ;ﬁmw fespond to a senies of questions created by Expedan Credit Services (an outside entity) that are

you.

= Contact Experian Verification Support Senvices via the phone to attempt to become |D Proofied outside of the
MSPRP if you were unsuccesshul at 1D Proofing in the MSPRP

= Downioad Symantec's Validation and ldentity Protection (VIP) saftware for the MFA device you will be using to
access MSFRP protected information,

= Associate an MFA device to your MSPRP Login ID.

Next Steps

Once you have been successfully ID Proofed and have at least one MFA device associated to your Login 1D, you will be able
to use the device 10 view claims data that was previously only accessible to the beneficiany. When logging into the MSPRP
system, you will be asked to enter your MSPRP Login 1D and Password. Next, you will decide how you want to view MSPRP
data for your curment login session. f you choosa to view sensitive information, the MSPRP will require you to select a
Credential ID and enter the Security Code for that Credential 1D,

Users who choose not to be 1D Proofed will still be able 10 view data on the MSPRP the same way they do today. Click
Continue t0 proceed with the ID Prodfing process. Chick Cancel 10 cancel this process.

Your current status in the ID Proofing and MFA process is © Initial Process

“Cone 0 [

Slide notes
The ID Proofing and Multi-Factor Authentication Overview page displays.

This page provides general information about the process and its purpose. It also displays your current MFA
status.

Click Continue to proceed.
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ID Proofing Core Credentials Quick Help
The name associated with your Login ID is displayed on this page. Please ensure that this is your full legal name. If changes
are required 1o your first of last name, click Cancel and make any NECESSry COmMections on the MSPRP Update Personad Hedp About This Page

Information page. This information will be used 1o confirm your identty as you estabiish your account credentials so it is
importand that you supply your personal informabion and cument residential acdress

You will ba ghven 4 allempts 1o gt 1D Prooled within the MSPRP. If you recéive an armor thal you ane unablé 10 nesolve
bafong your 410 failed attempd, chck the Contact Exparian bution for sssistance Exparian Vierde stion Support Sendices may
b abie 10 a5sist you over the phone.

An astensk (*) indicates a requined field

Personal Information

" First Name First

Muse Name: [

* Last Name Last

Genaration Select |

“Date of Bath . ! i | IMMDDICCYY)
“Soctal Secunity Muomber (SENY 1

"Re-enter Social Security Number (SSN)

‘Personal E-mad Address

“Home Prong:

Current Residential Address
*Asdness Line 1
Address Line 2
“City
"State [Select o
"Dp Code | -
ID Proofing and Multi-Factor Authentication Data Use Agreement:
| By checking this box | am certifying that | understand the services being requested are regulated by the Fair
Credit Reporting Act and that permissible purpose is required. Any special procedures established by the Centers
for Medicare & Medicaid Services (CMS) for oblaining my suthorization (o receive information from my personal

credit profile from Expérian hawve been mel. | certity that | (SHERI AUTY) have initisted a transaction with CMS, and
that the service being requesied will be used solely to confirm my identity to avold fraudulent transactions in my
name,

. a Contnkes

Slide notes

The ID Proofing Core Credentials page displays. This page requires you to enter personal information, check the
Data Use Agreement box, and click Continue to submit your information to Experian Credit Services to be
validated.

Before you click Continue, ensure that your First and Last Names are correct and that they match your full legal
name.

Note: The First and Last Name fields are pre-filled by the system and are the ones associated to your Login ID. If
corrections are required, click Cancel on this page and make any necessary changes on the MSPRP Update
Personal Information page.

See the User Maintenance CBT for more information.

The address information entered on this page should match your current residential address so Experian can
verify your identity.

Successful ID proofing hinges upon Experian be able to use the address you provide to match to the address they
have on file for you. Once all required information has been entered, click Continue.
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Identity Verification Questions Quick Help
[ExXpafian figuined ome dditional infarmation in oode 1o ril!rb’ b identification Pledde eled an andwel 1o e8dh GuEItion
presanied on this page and dic Continue. You will be provided tan minutes o provide your responses B your time runs out, Help About This Fage

you will have o et the 1D Proofing proctis over from the beginning
1. Acoording 1o yous oredit profile, you may have opened 8 mongalge 10an (n of Sround August 2010. Please seled the lender
12 whom you cumently maie your mongege payments. If you 9o not have 8 mongage plesse siex “NONE OF THE
ABOVE/DOES NOT AFPLY"
) BANK OF AMERICAN, M.A.
LOAN AMERICA
) INDEPENDENCE ONE
O cITY CORP MORTGAGE
) NOME OF THE ABOVE/DOES NOT APPLY
1. Plaase saled the number of bedrooms in your home from the fallowing choioss. i the number of bedrooms in your home i
not omne of the choioes plesss select “WONE OF THE ABOVE"
Ja
J3
-
Js
HOME OF THE ABOVE
3. Which of the following is the highest level of education you have compleled? If there iz not @ matched education level
plesss salact “HONE OF THE ADOVE"
HIGH SCHOOL DIPLOMA
SOME COLLEGE
) BACHELOR DEGREE
) GRADUATE DEGREE
) NONE OF THE ABOVE
4, Which of the lollowing professions 8o you cumently of havepreviously belonged 127 i there is rot 8 maiched profession,
please select "HONE OF THE ABOVE"
"} CHIROPRACTOR
() COUNSELER
) BARBER/COSMETOLOGIST MANICUREST/NAIL
() ARCHITECT
HOME OF THE ABOVE

| Contrue D JECEN-D

Slide notes

When the data you entered on the ID Proofing Core Credentials page is successfully validated by Experian, the
Identity Verification Questions page displays. You will be required to provide a response to each question
presented on this page.

You have 10 minutes to respond to the questions. Otherwise, your ID proofing session will be terminated and
you will need to begin the process again from the beginning.

There is an alert to warn you when the 2 minutes remain in the time period. Click Continue to proceed.
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CMS Links Relerence Materials ContactUs

#

Quick Help

Multi-Factor Authentication (MFA) Credential Maintenance

Help About This Page
Your current status in the ID Proofing and MFA process is : Complete

The Credential IDs associated to your Login ID are listed on this page. You musthave at leastone Credential ID in
Activated status in order to view unmasked claim information on the Medicare Secondary Payer Recovery Portal (MSPRP).
To activate a device, you must first download the Symantec Validation and ID Protection (VIF) Sofware for the applicable
device and then assotiate the device to your Login ID. The VIP software can be downloaded from the following
link:https:iidprotect.vip.symante.com

Credential ID Credential Nickname  Credential Status  Date Activated  Date Deactivated
® VSMTI628)00¢  IPHONE Activated 0212312015

Deactivate Credential () | Activate Credential B . Cancel £

Slide notes

If Experian is able to successfully ID Proof you from your responses to the Identity Verification Questions page,
the MFA status on your home page will be changed to ID Proofed and the MSPRP will display the Multi-Factor
Authentication (MFA) Credential Maintenance page, allowing you to activate one or more Credential IDs for your
devices.
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Contact Experian > ' Quick Help
Print this page I

Help about this page
Experian was unabile to validate the information you submitted for 1D Proofing, Please contact Experian Viarification Support

Services by phone at (B66)-5T8-5409 during the times listed on thes page in an attempt to become 1D Proofed over the
phona, When you speak with the Experian call ¢enter agent, you will need to provide the MSPRP Reference Number
dispiayed on this page along with your Name, Address, Phone Number, Date of Birth and Social Security Number. You may
be required to provide answers to some questions asked by the agent.

If the agent is able to successfully verify your identity, they will let you know that you may resubmit your request. Click
Continue 10 return 1o your home page and then click the "Contact Experian’ knk. After you've been successfully 1D Proofed,
you will need to activate a credential in order to utiize multi-factor authentication on the MSPRP.

If the agent is unable ta confirm your identity, they will et you know that you have failed the Phone |10 Proofing process. You
will need to Conlact the Benefits Cocrdination and Recowvery Center (BCRC) Monday-Friday, from 9:00 a.m. to 5:00 p.m.,
Eastern Time, except holidays, at: (646) 453-6740 50 you can attermpt to be ID Proofed through a manual process. Click
Continue fo return to your home page.

Experian Verification Support Services Contact Information
Phone Number: (866) 578-5409

MSPRP Reference Number: 98765432988 T6876

Session |0: 9809870

Monday | 830amEST | 1000pmEST
Tuesday [ B30amEST | 10:00 pm EST
|""-id'5&i-ié'si1ay | &30amEST :] 1000 pmEST |
Thursday | B30amEST | 1000 pmEST
Friday | 830amEST | 1000 pmEST |
Saturday 10:00 am EST ' &00 pm EST '
| Suncay | 1100amEST | 800 pmEST

Slide notes

If Experian is unable to successfully ID Proof you, the MSPRP will display the Contact Experian page. In this case,
your MFA status on your home page will be changed to Contact Experian.

This Contact Experian page provides instructions on how to contact the Experian Verification Support Services so
you can attempt to complete the ID Proofing process by phone.

Call 1-866-578-5409 during the times indicated on the page, and have available your MSPRP Reference Number,
which is displayed on this page.

The agent will ask you for the MSPRP Reference Number, name, address, phone number, date of birth, and
Social Security Number. You may also be required to provide answers to some questions asked by the agent.
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Next Steps

 If the Experian agent is unable to confirm your
identity, they will let you know that you have
failed the phone ID Proofing process, click
Continue to return to your home page

 Your status will be changed to Failed Phone
and the Next Step will be Contact BCRC

Slide notes

If the Experian agent is unable to confirm your identity, they will let you know that you have failed the phone ID
Proofing process, click Continue to return to your home page.

Your status will be changed to Failed Phone and the Next Step will be Contact BCRC.
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—

Quick Help

Contact the Benefits Coordination & Recovery Center (BCRC) » Privk s page

Help About This Page
Experian is unable to verify your identity. If you want bo continue with the 1D Proofing process, you will nead 10 bring

specific docurentation 1o & Notary Public and have himvher verify your identity and notarize a statement to that effect

The documentation that will be accepted as proof of your identity as well as a template that can be used by the Notary
Public for this purpose can be found at the following link: Notary Statement Template. Should you wish to view a sample of
a completed Notarized Statement, please view the document atthe following link: Notarized Statement Sample.

Once a Notary Public has been able to confim your dantity, you should mail the notaized statementto the BCRC EDI
Department at

Medicare

MSPRP

PO Box 660

New York. NY 10274-0660

Next Steps

Ifthe BCRC (s able to successiully varify your identity, you will receive an e-mail notification within 45 days of receipt of
your notarized documeant. Upon recaipt of this e-mail, you will need to login o he Madicare Secondary Fayer Recovery
Portal (MSPRP) and click the ‘Credential Required' link on your home page. This will allow you lo activate a credential for
your Login 1D which is needed to view unmasked claim information on the MSPRP. f you haven't received the e-mail
notification from the BCRC after 45 days, contact the EDI Deparment Monday-Friday, from 9:00 a.m. 10 500 p.m,, Eastern
Time, axcapt holidays, at (646) 458-6740.

Slide notes

When you click the Contact BCRC link, the Contact the Benefits Coordination & Recovery Center (BCRC) page
displays.

This page provides information for contacting the BCRC so you can complete the ID Proofing process through a
manual process external to the MSPRP.

If you still want to continue with the ID Proofing process, you will need to bring specific documentation to a
Notary Public and have that individual verify your identity and notarize a statement to that effect.

You will then need to send your documentation to the BCRC and have an EDI representative manually complete
ID Proofing for you.
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Quick Help

Contact the Benefits Coordination & Recovery Center (BCRC) ) Privk s page

Help About This Page
Experian is unable to verify your identity. If you want bo continue with the 1D Proofing process, you will nead 10 bring

specific docurentation 1o & Notary Public and have himvher verify your identity and notarize a statement to that effect

The documentation that will be accepted as proof of your identity as well as a template that can be used by the Notary
Public for this purpose can be found at the following link: Notary Statement Template. Should you wish to view a sample of
a completed Notarized Statement, please view the document atthe following link: Notarized Statement Sample.

Once a Notary Public has been able to confim your dantity, you should mail the notaized statementto the BCRC EDI
Department at

Medicare

MSPRP

PO Box 660

New York. NY 10274-0660

Next Steps

Ifthe BCRC s able to successfully varify your identity, you will receive an e-mail notification within 45 days of receipt of
your notarized document. Upon recaipt of Mis e-mail, you will need to lagin to the Medicare Secondary Fayer Recavery
Portal (MSPRP) and click the ‘Credential Required' link on your home page. This will allow you lo activate a credential for
your Login 1D which is needed to view unmasked claim information on the MSPRP. f you haven't received the e-mail
nefification from the BCRC afier 45 days, contact the EDI Depariment Monday-Friday, from 9:00 a.m. 10 5:00 p.m,, Eastem
Time, except holidays, at (646) 458-6740.

Slide notes

The Notary Statement Template link on this page opens a blank statement that you can download, complete,
and have signed by a Notary Public as proof of your identity.

This template includes a list of documents you can choose from to prove your identity to the Notary.

The Notarized Statement Sample link opens a sample of a completed document. Complete and mail the
notarized statement to the BCRC EDI department at the address indicated on the page.

Click Continue, from the Contact the Benefits Coordination & Recovery Center (BCRC) page, to return to your
home page.
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ID Proofing Complete

* When you are attempting to be manually ID
Proofed and submit your notarized statement
to the BCRC, you will receive an e-mail
notification within 45 days of receipt of your
notarized document

* If you have not received the notification after 45
days, contact the EDI Department
Monday-Friday, from 9:00 a.m. to 5:00 p.m.,
Eastern Time, except holidays, at: 646-458-6740
(TTY/TDD: 1-855-797-2627)

Slide notes

When you are attempting to be manually ID Proofed and submit your notarized statement to the BCRC, you will
receive an e-mail notification within 45 days of receipt of your notarized document.

If you have not received the notification after 45 days, contact the EDI Department Monday-Friday, from 9:00

a.m. to 5:00 p.m., Eastern Time, except holidays, at: 646-458-6740 (TTY/TDD: 1-855-797-2627), or by email at
COBVA@GHIMedicare.com.

EDI representatives are available to assist you Monday through Friday, excluding Federal holidays, from 9:00
a.m. to 5:00 p.m., Eastern Time.
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Successfully ID Proofed

* Once the BCRC has successfully ID Proofed you
through the manual process, the MFA Status on
your home page will be set to ID Proofed and
the Next Step will be Credential Required

Slide notes

Once the BCRC has successfully ID Proofed you through the manual process, the MFA Status on your home page
will be set to ID Proofed and the Next Step will be Credential Required.

At this point, you need to return to the MSPRP to activate your Credential IDs. From your home page, click the
Credential Required link.
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Home CMS Links How To... Reference Materials

Multi-Factor Authentication (MFA) Credential Maintenance s

Help About This Page

Your current status in the 1D Proofing and MFA process is | Complete

The Credential IDs associated to your Login ID are listed on this page. You must have atleast one Credential ID in
Artivated status in order to view unmasked claim information on the Medicare Secondary Payer Recovery Portal (MSPRP)
To activate a device, you must first download the Symantec Validation and ID Protection (VIP) Software for the applicable
device and then associate the device to your Login ID. The VIP software tan be downloadad from the following
link:nttps.iidprotect.vip.symantec.com

Credential ID Credential Nickname ~ Credential Status  Date Activated  Date Deactivated
& VEMTIE28)000C  IPHONE Artivated 0272312015

Deactivate Credential @ | Activate Credential ) TR M|

Slide notes

The Multi-Factor Authentication Credential Maintenance page displays where you can activate a new credential
by clicking the Activate Credential button.

Note: You must have at least one Credential ID in Activated status to be able to view unmasked case information
on the MSPRP.

Page 25 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 26 - of 34

P ————

Activate Credential Quick Help

Help About This Page

1 you are activating a new Credential, please enter the Credential ID, Security Code, and Nickname (up to 20 characters) for
the device you wish to associate to your Login 1D and then click Continue, Ifyou are reactivating a Credential, please enter
the Credential 1D in the Re-enter Credental 10 field and enfer the Security Code for the device and then click Continue. Click
Cancel to refurn to the Mult-Factor Authentication (MFA) Credential Maintenance page without activating the device.

An asterisk (") indicates a required field.

“Credential ID: [

“Enter the Security Code for the Credential ID: |

|
“Re-enter Credential ID: [ |
|
Credential Nickname: i l

| Conince 0 NN

Slide notes

When you click the Activate Credential button, the Activate Credential page displays. This page allows you to
activate a Credential ID that will be associated to your MSPRP Login ID.

You will be required to enter the Credential ID for the device (twice) and the Security Code assigned to the
Credential. You also have the option to enter a nickname for the credential. The nickname can be up to 20
characters long.

The Credential ID must be between 4 and 100 characters, may contain both letters and numbers, and can only
include the following special characters: # (number), . (period), or * (asterisk).

The Security Code must be between 6 and 10 characters long. It can contain letters or numbers but no special
characters.

You can have up to 5 Credential IDs in Activated status. Click Continue to proceed.
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Home About This Sile CMS Links How To... Reference Materials ContactUs

Credential Activated Successfully » Quick Help
Print this page - -

Kelp about his page

The Credential ID for the device listed on this page has been successfully activated for your Login ID. You may use this
device to view unmasked claim information on the Medicare Secondary Payer Recovery Portal (MSPRP) next fime you
login,

Credential ID Credential Nickname ~ Credential ID Status  Daate Activated
VEMTIB28)00% IPhone Arlivated 021232015

3

“Confinue )

Slide notes

If Credential ID is validated, the Credential Activated Successfully page displays. Click Continue to return to the
Multi-Factor Authentication Credential Maintenance page.

Once you have activated at least one device Credential ID, the MSPRP will set your MFA Status to Complete on
your home page.

Page 27 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 28 - of 34

Deactivating Credential IDs

 If you are no longer using a device to access the
MSPRP, you can deactivate it at any time

* Once a Credential ID is deactivated, you will not
be able to use its associated device to view
previously masked information on the MSPRP,
unless you reactivate it using the Multi-Factor
Authentication Credential Maintenance page

Slide notes
If you are no longer using a device to access the MSPRP, you can deactivate it at any time.

For example, if you switch phones or computers, you should deactivate the Credential ID associated to the old
device and activate a Credential ID for the new one.

Once a Credential ID is deactivated, you will not be able to use its associated device to view previously masked
information on the MSPRP, unless you reactivate it using the Multi-Factor Authentication Credential
Maintenance page.
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Home

Multi-Factor Authentication (MFA) Credential Maintenance s |

Help About This Page

Your current status in the 1D Proofing and MFA process is | Complete

The Credential ID's associated o your Login ID are listed on this page. You must have at leastone Credential ID in
Artivated status in order to view unmasked claim information on the Medicare Secondary Payer Recovery Portal (MSPRP)
To aclivate a device, you must first download the Symantec Validation and ID Protection (VIP) Saftware for the applicable
device and then associate the device to your Login ID. The VIP software tan be downloadad from the following
link:nttps.iidprotect.vip.symantec.com

Credential ID Credential Nickname  Credential Status  Date Activated  Date Deactivated
& VEMTIE28)000C  IPHONE Artivated 0272312015

Deactivate Credential @ || Activate Credential © IRl X|

Slide notes
To Deactivate a Credential ID, click the Credential Maintenance link on your home page.

The Multi-Factor Authentication (MFA) Credential Maintenance page shown here displays. Next, click the radio
button corresponding to the Credential ID you want to deactivate and then click the Deactivate Credential
button.

Page 29 of 34



Multi-Factor Authentication Process Monday, October 10, 2016

Slide 30 - of 34

Home

i |

Deactivate Credential Confirmation » Quick Help
Fret ihis page

Help aboutthis page
Please review the infarmation displayed on this page to confirm that this Credential ID should no longer be associated to

your Login D, Once a credential has been deactivated, you will notbe able o use itto view unmasked claim information
on the Medicare Secondary Payer Recaovery Poral (MSPRP) uniess you reattivate it at a ater time. fthis is the only
devica in Activated status associated to your Login 1D, you will no longer be abie to view unmasked claim information unti
you activate another device. Ris recommended thal you activate a new Credential ID before deactivating this one. Click
Continue t proceed, Click Cancel to retum to the Multi-Factor Authentication (MFA) Credential Maintenance page without

deactivating this Credential ID.
Credential ID Credential Nickname Date Activated Date Deactivated
VEMTIH2800K IPHONE 0272302015 02232015

Slide notes

The Deactivate Credential Confirmation page displays. When this page displays, click Continue to confirm the
deactivation, or click Cancel to cancel the deactivation process.

Both actions will return you to the Multi-Factor Authentication Credential Maintenance page.
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Account List - | Quick Help
Print fhis page

Help Aboul This Page

Chick the dasined link D access the associated account.

You may update your personal information or change your current password by clicking the appropriate link under the
Account Setfings List

| Account Settings
Multi-Factor Authentication |

MSPRP users may request access to view unmasked clams data that was previousty only
accessible to the beneficiary. Individuals reguesting this access must complete the 1D Proofing
and Multi-Factor Authentication (MFA) process, The stalus of your request will display as a link
under the Muit-Factor Authentication box. You will click this link to progress through the required
steps. Once you have successfully completed this process your status will be changed to
Complete

Update Personal Information
Change Password

| £ Multi-Factor Authentication

Dunng the |D Procfing process you will be asked to provide cument personal information and respend to questions created
by Experian Credit Services (an outside entity) to confirm your identity. This informaticn, the questions, and your answers will Status  Initial Process
not be stored on the MSPRP. This process will not impact your credit score Mext Step’ Complete

To use MFA services, you will be required to download and install one or more MFA Credential 1D tokens for the devices you
plan 1o use 1o access the MSPRP and then you must activate the Credential 1D Tor your Login. To downioad a software
Credential 1D, go to the Symantec Validation and Identity Protection (VIP) Service website found at the following link:
hitps'Hidprolect vip symantec com

You wili be able to activate a credential after the MNext Step link has changed to Credential Required. To begin the ID
Proofing process, click the Next Step-Get Started link

Associated Account IDs:
##waw FIRST LAST

Slide notes

After you have successfully completed the ID Proofing process and your MFA Status is set to Complete, you will
be able to view unmasked case information if you have a verified POR or CTR on file for the case.

Your home page will indicate a “Complete” MFA Status, when the process is completed.
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CMS Links

| Quick Help
Choose Credential ID and Enter Security Code .

Help About This Page
For advanted security and the ability for representafives to view unmasked claim information, a registered user mustlogin 4 g

using mult-factor authentication. To login using multi-factor authentcation, please choose your Credential ID and enter the
Security Code, Click Continue o proceed.

+ Login using Multi-Factor Authentication

" Required to view unmasked Medicare beneficiary claim information
 Selectthe Credential ID of the device you are using for this login session; - Select - v

" Enter the Security Code for the selected Credential ID:

Login without my Credential D
Choosing this option will mask certain claim information from view.

Cacl 3

Slide notes

If your MFA status is set to Complete when you login to the MSPRP, the Choose Credential ID and Enter Security
Code page will display where you will have the option to Login using Multi-Factor Authentication or Login
without Credentials.

If you are logging in using MFA services, you will be required to select a device from the drop-down menu, enter
the Security Code for the selected Credential ID, and then click Continue.

You can optionally login without credentials which will provide you with the same view capability for the case
that you see today.
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e completed the MSPRP Multi-Factor

ntication course. Information in this

rse can be referenced by using the MSPRP

‘User Manual found at the following link:
ttps //www.cob.cms.hhs.gov/MSPRP/. For

- general information on Medicare Secondary

Payer Recovery, go to this URL:
http://go.cms.gov/cobro.

Slide notes

You have completed the MSPRP Multi-Factor Authentication course. Information in this course can be
referenced by using the MSPRP User Manual found at the following link: https://www.cob.cms.hhs.gov/MSPRP.

For general information on Medicare Secondary Payer Recovery, go to this URL: http://go.cms.gov/cobro.
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COB:R

Coordination of
Hencdits and Rocovery

have any questions or feedback on this
~material, please go the following URL:
https://www.surveymonkey.com/s/MSPRPTraining.

Slide notes

If you have any questions or feedback on this material, please go the following URL:
https://www.surveymonkey.com/s/MSPRPTraining.
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