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1 Introduction

1.1 What s the Clinical Laboratory Fee Schedule Data Collection System?

The Protecting Access to Medicare Act of 2014 (PAMA), requires significant changes to how
Medicare calculates payment rates for clinical diagnostic laboratory tests (CDLTs) under the
Medicare Part B Clinical Laboratory Fee Schedule (CLFS). Beginning January 1, 2018, private
payor rates from applicable laboratories will be the basis for the revised CLFS.

The CLFS Data Collection System collects information from applicable laboratories that is used
to calculate payment rates for laboratory tests paid on the CLFS. Applicable laboratories,
through their reporting entity, must use the CLFS data collection system to submit and certify
applicable information, that is, private payor rate data, to the Centers for Medicare & Medicaid
Services (CMS).

This document provides guidance that will assist users during the completion of the following
processes:

e Register as a CLFS Submitter and CLFS Certifier

e Report Applicable Information

e Certify Reported Applicable Information

1.2  Purpose of the CLFS Data Collection System

The CLFS data collection system is a component of the Fee-for-Service Data Collection System.
The CLFS data collection system accepts applicable information from applicable laboratories.
The data are validated, stored, and used to calculate payment rates for laboratory tests paid on the
CLFS.

The CLFS data collection system supports the following business processes:

e CLFS User Registration

e CLFS Applicable Laboratory Data Reporting

e CLFS Applicable Laboratory Data Certification

The following high-level business requirements for CLFS are implemented:

e Applicable Laboratories through their reporting entity shall report applicable information to
CMS

e The CLFS data collection system shall identify consistency errors found in submitted data

1.3 CLFS User Roles

The CLEFS data collection system is a role-based system. This means that certain system
functions have been linked to specific “user role profiles.” When a new user is given access to

CLFS User Manual Introduction
DCCA.FFSDCS.CLFS User Manual.3.0 1



7S

EFATERR fovr MEDECARE § MEDZAD EENTFS

the CLFS data collection system, a CLFS role is approved that provides access to the specific
functions they need.

e CLFS Submitter: An individual of the Applicable Laboratory who is appointed as data
submitter who submits applicable laboratory data through approved file uploads or manual
data entry into the CLFS data collection system. The submitter may submit for multiple TINs
and will generate a One-Time Password (OTP) for all of the TINs to be registered to be
shared with the Data Certifier.

This role’s objective is for the user to report applicable CDLT and ADLT information to
CMS once every 3 years for CDLTs and annually for ADLTs. Below are areas of the CLFS
data collection system for which the CLFS Submitter role has access:

(0}

(0}

Applicable Laboratory Registration

Requires submission of: Laboratory Name, TIN(s), National Provider Identifier
(NPI), and CMS Certification Number (CCN) or Provider Transaction Access
Number (PTAN)

The CLFS Submitter’s name must match either the Authorized Official name in CMS
PECOS or another designed role available in PECOS

One Time Password (OTP): User must generate an OTP for all of the TINS to be
registered, and share this with the CLFS Certifier so that they can successfully
complete their registration

Data upload

CLEFES Data Reporting Template: This Comma-Separated Values (.csv) template
provides specific data transmission fields for upload into the CLFS data collection
system. The .csv file is a pre-defined template (i.e. upload via excel or text file)

Upload Data: Best option for laboratories submitting a large amount of data

Manual Entry: Best option for laboratories with only a few Healthcare Common
Procedure Coding System (HCPCS) codes to submit

Status: Status of the applicable information submitted can be found via the “Edit/View
Data” page

Validation: Validation is performed for all data submitted. Specific validation rules can
be found in Section 5.

Corrections

e CLFS Certifier: A President or Chief Financial Officer (CFO) of the applicable laboratory, or
an individual appointed as data certifier who certifies the accuracy and completeness of
applicable information submitted to CMS.

0 Registration: Must receive an OTP from CLFS Submitter to complete registration for all
TINs to be registered

CLFS User Manual Introduction
DCCA.FFSDCS.CLFS User Manual.3.0 2
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0 Certifies data
= Reviews Data; cannot make edits to data

= [fchanges are necessary, CLFS Certifier must inform data CLFS Submitter; data
CLFS Submitter to make any edits

0 Once data are certified, they cannot be viewed or updated by the laboratory

14 CLFS Reference Material

The following additional reference materials are utilized in order to successfully submit and
certify applicable data into the CLFS data collection system:

e FEIDM User Guide
e CLFS Data Reporting Template

e Contextual Help

Click on EIDM Links for any assistance with using the system and to view applicable videos.

CLFS User Manual Introduction
DCCA.FFSDCS.CLFS User Manual.3.0 3
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2 CLFS Data Collection System Access

Users are required to access the CMS Portal at https://portal.cms.gov to begin the registration
and role assignment process.

CMS has established the Enterprise Identity Management (EIDM) system to provide our
Business Partners with a means to apply for, obtain approval, and receive a single User ID

they can use to access one or more CMS applications. The EIDM Authentication System will
prompt the user to create a username and password that conforms to the system’s policies; this
user ID and password is not affiliated with the user’s CMS User ID (Enterprise User
Administration [EUA]) and password. After the user successfully creates a username and
password, the user must create security questions and answers. The user must then re-log in with
the new credentials and request the specific FFSDCS CLFS Submitter or CLFS Certifier role as
applicable. As part of the role request process the EIDM Authentication System will begin the
identity proofing process. After the user’s identity is verified, the CMS Portal will push the
user’s data to CM to review the role request and approve it. For additional details on EIDM,
review the EIDM User Guide.

2.1 CLFS Data Collection System Access Process

CLFS users with an existing CMS EIDM username and password can skip Section 2.1.1 and
continue on to Section 2.1.2, Requesting CLFS data collection system Access.

211 Obtaining a CMS EIDM Username and Password

A CMS EIDM username and password are required in order to access the CLFS data collection
system. Perform the following steps in order to receive the required credentials:

1. Access the CMS Portal by entering the following Uniform Resource Locator (URL) into
your browser: https://portal.cms.gov.

The CMS Portal Home Page is shown in Figure 2-1.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-1: CMS Portal Home Page
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The CMS Secure Portal section is located in the top-right section of the CMS Portal
Home Page as shown in Figure 2-2.

Figure 2-2: CMS Secure Portal - New User Registration Section

CMS Secure Portal

To log into the CMS Portal a CMS user account
IS required

8 Login to CMS Secure Portal

Forgot User ID?

’ New User Reqistration

2. Click on the “New User Registration” link.

The “Terms and Conditions” page opens, as shown in Figure 2-3.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-3: CMS Portal Terms and Conditions Page

Terms and Conditions

Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or
change information on this web site are strictly prohibited and are subject to prosecution under the Computer
Fraud and Abuse Act of 19856 and Title 18 U S.C. Sec. 1001 and 1030. We encourage you to read the HHS
Rules of Behavior for more details

Protecting Your Pnvacy

Protecting your Privacy is a top priority at CMS. We are commitied to ensuring the security and confidentiality of
the user registering to EIDM. Please read the CMS Privacy Act Statement which describes how we use the
information you provide.

Collection Of Personal ldentifiable Information (PIl)

“Personal” information is described as data that is unique to an individual, such as a name, address, telephone
number, social security number and date of birth (DOB).

CMS s very aware of the privacy concems around Pl data. In fact, we share your concemns. We will only collect
personal data to uniguely identify the user registering with the system. We may also use your answers to the
challenge questions and other Pil to later identify you in case you forget or misplace your User ID /Password

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002 001S, dated August 26 2010 and
understand and agree to comply with its provisions. | understand that violations of the HHS RoB or information
security policies and standards may lead o disciplinary action, up to and including termination of employment;
removal or debarment from work on Federal contracts or projects; and/or revocation of access to Federal
information, information systems, and/or facilities; and may also include criminal penalties and/or imprisonment
| understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief
Information Officer or hisfer designee. | also understand that violation of laws, such as the Privacy Act of 1974,
copyright law, and 18 USC 2071, which the HHS RoB draw upon, can result in monelary fines and/or criminal
charges that may result in imprisonment

*[i | agree to the terms and conditions [

= )

Note: Read through the Terms and Conditions on the page. The page states that you
consent to monitoring while accessing and using this website. The page also details the
reasons for collecting Personal Identifiable Information (PII), which are that it will only
be used to uniquely identify the new user who is registering with the system. The page
provides links to the HHS Rules of Behavior and the CMS Privacy Act Statement.

3. Ifyou agree to the terms and conditions, click the corresponding check box and click on
the Next button.

Note: Users must agree to the terms and conditions to continue the registration process.

The “Your Information” page opens, as shown in Figure 2-4.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-4: CMS Your Information Page

Ve : )
Your Information
Enter your legal first name and last name, as it may be required for
identity verification. Middie Name:
* First Name:
= Last Name Suffic

Enter your email address, as & will be used for account related communications.
- E-mail Address

Re-enter your email address,
= Confirm E-mail Address:

Enter your full 9 digit social security number, as it may be required for (dentity verification
Social Security Number:

Enter your date of birth, as it may be required for identity verification

= Date of Birth
(] (#]] Y'Y

Enter your current or most recent home address, as it may be required for identity werification.

* Home Address Line 1
Home Address Line 2:

) ] Zip Code
= City - State: . : Country:
= Code: Extension oy

Enter your primary phone number, as it may be required for identity verification
= Frimary Phone Number

| -1 = (e J

4. Enter your personal information in the required fields which are indicated by an asterisk.
(the additional fields are optional, but may be required for further identity verification)
and click on the Next button.

The “CMS EIDM User ID and Password Selection” page displays as shown in Figure
2-5.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-5: CMS EIDM User ID and Password Selection

Choose User ID And Password

. * User ID esmith1

* Password

* Confirm Password

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account

managemenl functions.
* Question:1 * Answer 1
-
* Question:2 * Answer 2
w
* Question: 3 * ANSwer3

w

5. Enter your desired User ID in the “User ID” field. The User ID must be a minimum of 6
and a maximum of 74 alphanumeric characters. Allowed special characters are dashes (-),
underscores (), apostrophes (“), @ and periods (.).

6. Enter your desired password in the “Password” field. The CMS Portal password must
conform to the following CMS Acceptable Risk Safeguards (ARS) Password Policy:

o ®

SRS

.

f.

g.

Be changed at least every sixty (60) days;

Be a minimum of eight (8) and a maximum of twenty (20) characters;
Be changed only once a day;

Contain at least one (1) letter and one (1) number;

Contain at least one (1) uppercase and one (1) lowercase letter;

Not contain your User ID; and

Be different from your previous six (6) passwords.

7. Re-enter your desired password in the “Confirm Password” field.

Note: The passwords must match before you can continue.

The password fields populate as shown in Figure 2-6.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-6: CMS EIDM User ID and Confirm Password

Choose User ID And Password

* User ID esmith1

I [ Password sesssssee ]

« Confirm Password sssssssss

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account
managemant functions

* Question:1 * Answer1
~]

* Question:2 » Answer2
=1

* Question:3 » Answer:3

b
[ )

8. Select a Challenge Question from each of the three (3) drop-down lists for which the
answer is known.

9. Enter the answers to the Challenge Questions in the corresponding “Answer” fields. The
special characters that are allowed are apostrophes (“), hyphens (-), and spaces followed
by alphanumeric characters.

The files populate as shown in Figure 2-7.

Figure 2-7: CMS EIDM Challenge Questions and Answers

Choose User ID And Password

*UseriD esmitn1
* Password LITITITITT]

* Confirm Password  sseesssse

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account
management functions

* Question:1 * Answer 1

Wha is your favents radio station? v Kes
‘ * Question:2 * Answer2

Vimiat was your favorite toy whan you wene 3 child? | |ball

= Question:3 * Answer3

What is your favorie cuising? il p‘zza

=N w)| D |

10. Click on the Next button to complete the registration process.

Note: You may click on the Cancel button to exit out of the registration process. New
information or changes entered will not be saved.

The “Registration Complete” screen displays as shown in Figure 2-8.
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Figure 2-8: CMS Portal Registration Complete

Registration Complete

You have now successfully completed your registration to CMS Enterprise |dentity
Management (EIDM). You will receive an E-mail acknowledging your successful
regisiration to EIDM and the E-mail will include your User ID

Please wait 5 minutes before logging in. Selecting the "OK’ button will direct you to the
CMS Portal Landing page

» OK

11. Click on the OK button to return to the CMS Portal Home Page. Please wait at least 5

minutes before logging on to the CMS Portal with your new EIDM user ID and
password.

2.1.2 Requesting CLFS Data Collection System Access

Perform the following steps to request access to the CLFS data collection system:

1. Enter the address for the CMS portal (https://portal.cms.gov) into your web browser and
click on the Enter button.

The CMS Portal Home Page opens as shown in Figure 2-9.

Figure 2-9: CMS Portal Home Page

CMS_QOV Enterprise Portal e S e S e e T o

~ank + Aadiraid 5 L e L ooy
Canders for Medicare & Madicaid Services T
“msth Cars Cuaily Improverasi Spiieey Trasiie Miazaion

SYEC Fons - Wekane 16 CMS Pang)

‘Weleame to CMS Enterptise Portal

The SWIS Enlerpnise Foral s @ gaissay beng ofered (o allow /
Ahe pukhc in aczess a noumner of syshers reabed fo Madicans
Adeantage. Prazcaption Dnag. 20 ST WS pragrams

e e T R mumuﬂmm
OIS | ity Regoriing | LI

o F-WTa il Abwr s Moon-Froahartinn
Emwirnmments

CMS Provides Health Coverage for 100 Million People... ﬂ T
arcacn vour Talbecriioes
Sefpiy Pelty
oo b rvetees iy s s of
Ahrough Medicers, Medicaid, and e Craldeen’s Heath itsurasce Progoam. And @ L - s
= e inia = i fox =

The CMS Secure Portal section is located in the top-right section of the CMS Portal
Home Page as shown in Figure 2-10.
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Figure 2-10: CMS Secure Portal — Login to CMS Secure Portal Section

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required

- ===

Forgot User ID?
Forgot Password?
New Lser Registration

2. Click on the “Login to CMS Secure Portal” link.

The “Terms and Conditions” page opens, as shown in Figure 2-11.

Figure 2-11: CMS Portal Terms and Conditions Page

OME No 0938-1236 | Expwration Date: 040032017 | Eageswork Redicion Agt

You B BE2ESSING B LS Covemmant mEnrmaton Sysiem, wiich mciudes (1) ihis computss, (2] inis ComEUIEr Nebvtrn., (3) 3l COMDUISTS CONNECIEd 1 TS HEfAOM
and (4] all devices and siorage media sEached 1o this nelwork of ID & compuier on This relwark. This slrmation sysiee s provided B U 'S Government-aulhanzed
L Rty

Unauforzed oF impropss wse af (his 5y may fesUll in Sesciphnary 800, 33 well 35 Cil and cnmenal penaiiss
By using B infarmaton spsbem, you undentand and consent 1o the eiowing
You Nl 7 MEASONA0E Eapectabon of prvacy MBYAIdeg Ay COMMUEN 380N OF JA1D BINAING OF SRored of Ml inImalan Syskam

Al ary bme._3nd Tor any el Government purpose, he govemment may monibor, iniescept, and search and seize any communicaiion or data rFans@ng or siored
N this nErmalon ¥y

ARy COMMUAICIN0N OF 33 FINARNG OF $10ed 0N Mis NEMalion syslem may Dé DISCoed oF used Bf any [iiul Govemmen] purpose

To combras you My acoept e ierne ane condilions F you decline peur legin will autsmaically be cancellss

N

3. Read through the terms and conditions on the page. The page states that you consent to
monitoring while accessing and using this website. If you agree to the terms and
conditions, click on the I Accept button. Users must agree to the terms and conditions to
continue the log-in process.

The “CMS Portal Log In” page opens as shown in Figure 2-12.

CLFS User Manual CLFS Data Collection System Access
DCCA.FFSDCS.CLFS User Manual.3.0 11



¥, A)

EFATERR fovr MEDECARE § MEDZAD EENTFS

Figure 2-12: CMS Portal Log In Page

Welcome to CMS Enterprise Portal

- User ID
- TS G

Eorgot User |D?
Need an account? Click the link - New user registration

4. Enter your EIDM user ID and click on the Next button.

The system requests a password as shown in Figure 2-13.
Figure 2-13: CMS Portal Password Page

Welcome to CMS Enterprise Portal

‘ | Password
=

Forgot Password?

5. Enter your password and click on the Log In button.

The CMS Portal Home Page opens as shown in Figure 2-14.
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Figure 2-14: CMS Portal Home Page
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6. Click on the Request Access Now button on the on the CMS Portal Home Page, as
shown in Figure 2-15.

Figure 2-15: Request Application Access Now Button

) Foniat veip & FAcn ) P [* Legow Welcome

Ity Profda

%ﬁﬁ Enterprise Portol

iy Accioss

EMS Portad > My Portal

e to CMS Enterprise Portal

L B bk Do 0 (0gqueesl BCE04S 10

Tha Enterprine Porad combanes and daplays content and forms from mulpls Sl AT At
opplcabions. WPeOMs usen with navigation and cross-entefprse kearch iaols. support
iww 8o wid rola-based atoeis and parsonalzabon 1 present sach

Unar with only relvant content and applications. The vision of the Enterprise Porial s io
peenicle “one-slop shopping” capabiltes ko mphove cuslomer sxpenence and
L R satafncten

The “Access Catalog” page opens as shown in Figure 2-16.
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Figure 2-16: Access Catalog Page
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More.
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Help Desk informetion

Click on the Request Access button in the “FFSDCS” section (The CLFS data collection
system is part of the Fee-for-Service Data Collection System [FFSDCS]).

The “Request New System Access” page opens as shown in Figure 2-17.
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Figure 2-17: Request New System Access — System Description and Role Page
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8. Click on the down-arrow next to the “System Description” drop-down box and select
FESDCS - Fee for Service Data Collection System. Then click on the down-arrow next
to the “Role” drop-down box, select the applicable role (CLFS Submitter or CLFS
Certifier).

The page expands for you to enter the TIN that you will be registering, and any notes to
the Approver for that same TIN, as shown in Figure 2-18. If you plan to report for
multiple TINs, enter one of the TINs for which you will be reporting and make note of
that TIN; you will need it later on when registering your laboratory in the CLFS data
collection system. You will be able to register all of your TINs once you are within the
CLFS application.
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Figure 2-18: Request New System Access — TIN and Notes to Approver Page

cho§ Enterprise Portal

My Portal

CMS Enterprise Portal > EIDM > User Menu > My Access

Request New System Access

Sesect 8 System and then & ro 10 reques! access

Depena

Muls-Factor Authanticaton (MFA) is established

N your Level of Assurande (LOA) and the ok that you nequest access o, 10 5asly System secunty requinements you may netd 1o compiels igenifly Yerficalion. estabish credentials for MyS-Factor Autnenicaten (MFA), or change
¥OUT password the Deit Bme you ogin 10 the system. This may require you 10 provide adaitional informabon as part of the rie request process  appicabie, please nobe that your request cannot be fulfiled untl idently Verfcation s compiele and

7 * System Descnpecn FFE0CS-The Fee for Senwoe Oata C[X.

* Fooe: CLFS Sutemer -

Plede sutent fok dala

* Tax identicabon Number(TiH)

Please: enter any comments you want your Apprcver to see in the ‘Hotes to the Approver” field.

Notes 10 B Approver.

9. Enter your TIN, make any notes to the Approver, and click on the Submit button.

The “Identity Verification” page opens, as shown in Figure 2-19.

Figure 2-19: Identity Verification Page

My Portal

My Access

CMS Enterprise Portal > EIDM = User Menu > My Access

Screen reader mode Off | Accessibity Seftings

Identity Verification

To protect your privacy, you will need to complate Identity Vanfication successfully, bafora requesting access 1o the salected role. Balow are a few items to keap in mind

1. Ensure that you have enfered your legal name, current home address, primary phone numbar, date of birth and E-maid address correctly. We will only collect personal information to verify
your identity with Experian. an extemal identity Venfication provider

2. Wentity Verification invelves Experian using information from your credit report 1o help confirm yous idenlity. As a resull, you may see an enlry called a “sofl inquiry” on your Experian credit
report. Soft inquiries da not affect your credit scora and you do not meer any charges ralatad to them

3. You may need to have access to your personal and credit report information, as the Expenan application will pose questions to you, based on data n thewr files. For additional information
please see the Expenan Consumer Assistance websde -hitp:/www,experian com/elp/

If you elect to proceed now, you will be prompled with a Terms and Conditions statement that explains how your Personal Identifisble Information (PI1) s used (o confirm your identity. To continue
this process, sebect "Next'

10. The “Identity Verification” page describes how your personal information will be used to
verify your identity before being assigned to the selected role. CMS uses Experian as an
external identity provider. Experian uses information from your credit report to assist
with confirming your identity. The Experian system will pose questions to you based on
the data in your report. Read the “Identity Verification” page carefully, and click on the
Next button to proceed.

The “Terms and Conditions” page opens, as shown in Figure 2-20.
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Figure 2-20: Terms and Conditions
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11. Read through the Terms and Conditions on the page. The page states that you consent to
monitoring while accessing and using this website. The page also details the reasons for
collecting PII, which are that it will only be used to uniquely identify the new user who is
registering with the system. The page provides links to the HHS Rules of Behavior and
the CMS Privacy Act Statement. If you agree to the terms and conditions, click the
corresponding check box and click on the Next button.

The “Your Information” page opens with the previously entered information pre-
populated, as shown in Figure 2-21.
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Figure 2-21: Your Information Page

Enterprise Portal

CMS
.gov

My Portal

CMS Enterprise Portal > EIDM > User Menu > My Access

Please select the if you have the Support Services.

n
Request New Syster Please seiect e ChECRbox, if you have contacted the Expenan
ACCass ¥

Verification Suppon Sevices
View and Manage My Your |nf0rmatl0l“l

Accass

Enter your begal first name and last name, as it may be required for [dentity Verification,

Michlhes Name.
Joan

* First Name

Mauroen

* Last Namae, Suffix
Campbell =

Enter your E-mall address, as it will be used for account related communications
* E-mad Address
mcampbol@DCCA com

Re-enter your E-mail address.
* Confirm E-mail Address

Enter your full 8 digit social security number, as it may be required for Identity Verification.

* Social Security Number

Enter your date of birth in MM/DDAYYYY format, as it may be required for Identity Verification
* Date of Birth
12 1" 1962

@S, Home Address ) Foreign address

Enter your current or most recent home address, as it may be required for Identity Verification.
* Home Address Line 1

4931 Columbia Road

Homae Address Ling 2
Apt. 1

* City * State *Zip Code:  Zip Code Extension
Country: USA
Columbia Maryuand = 21044

Enterd your primary phone numbed, as d may bo requaned for Identity Verification
* Primary Phone Number
410 i) 0459

12. Enter any missing required information in the fields and click on the Next button. A page
will open that will ask you a series of questions to verify your identity. These questions
are generated from the information in your credit report.

Answer the questions and click on the Next button. Your identity will be verified based
on your answers. Once your identity has been verified, you will be asked to register your

second factor authentication token such as phone, computer, or e-mail, as shown in
Figure 2-22.
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Figure 2-22: Register Your Phone, Computer, or E-mail Page

Register Your Phone, Computer, or E-mail

My Access

U USEr Name and passoen

= PRene/ TabletPCLaptop

- Text Message Short Message Servics (SMS)
L= Interactive Voice Response (IVR)

£ E-mail
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* MFA Device Type: | Seled W Devce Tioe =]
o I~

13. Select a Multi-Factor Authentication (MFA) to register by clicking on the down-arrow in
the “MFA Device Type” field, complete any information requested depending on the
device chosen, and click on the Next button.

A message displays confirming registration of your MFA device, as shown in Figure
2-23.
Figure 2-23: Register Your Phone, Computer, or E-mail — Confirmation Page

Register Your Phone, Computer, or E-mail

My Access

You have successfully registered your Phone/Computer/E-mail to your user profile.

Request New System

View and Manage My
Access

14. Click on the OK button.
A message displays confirming the receipt of your request as shown in Figure 2-24.

Figure 2-24: Request Acknowledgement Page

Request Acknowledgement

My Access

YOUuT request 10 actess ASP using e CLFS Submifler mle Nas been successhully submitied

Access Your request o is
View and Manage M Use this number in all cormespondence concerning this request. You will be contacted via E-mail after your request has been processed
Arcess

15. Click on the OK button.

A Pending Requests window displays showing any pending requests, as shown in Figure
2-25.

CLFS User Manual CLFS Data Collection System Access
DCCA.FFSDCS.CLFS User Manual.3.0 19



7S

EFATERR fovr MEDECARE § MEDZAD EENTFS

Figure 2-25: Pending Requests Page

T
My Access Pending Request

Rejected Requests.

Note: After submitting a request, please wait until up to 72 hours for an e-mail
notification before using the system.

16. You will now be able to access the FFSDCS CLFS data collection system using the CMS
Portal. The FFSDCS CLFS data collection system is accessed using a link that is
displayed on the main navigation menu.

21.3 Adding Multi-Factor Authentication (MFA) for an Existing Account

MFA is a security mechanism that is implemented to verify the legitimacy of a person or
transaction.

MFA is an approach to security authentication which requires users to provide more than one
form of verification in order to prove their identity. MFA registration is required only once when
you are requesting a user role, but will be verified every time you log into the CMS Enterprise
Portal.

Registered CMS.gov Enterprise Portal users with an existing account, who wish to access a CMS
MFA protected application, will be directed through the MFA registration process. During the
MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone,
computer, or e-mail to add an additional level of security to a user’s account. The user is given
five options to select from to complete the registration process. The same steps can be followed
to register multiple MFA devices.

Depending on the MFA option you choose to register, you may need access to download
and install software on your computer/phone; your phone should be able to receive text
messaging (Short Message Service [SMS]); or you should have a valid e-mail address.
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Users who already have an active CMS.gov Enterprise Portal account and a role in FFSDCS can
register for EIDM Multi-Factor Authentication (MFA), remove a registered MFA device, and log

in with Multi-Factor Authentication when accessing an application resource/URL that is MFA
protected.

1. Go to https://portal.cms.gov/ and Select Login to CMS Secure Portal on the CMS Enterprise
Portal

Note: The CMS Enterprise Portal supports the following internet browsers:

e Internet Explorer 8

e Internet Explorer 9

e Mozilla — Firefox

e Chrome

e Safari
Enable JavaScript and adjust any zoom features to ensure you are not seeing the screen
in too wide of a view.

The CMS Portal Home Page opens as shown in Figure 2-26.
Figure 2-26: CMS Portal Home Page
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To log rto the CMS Portal 8 CMS user
BCCOUT, 15 TRQUINEC.
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2. Click Login to CMS Secure Portal on the CMS Enterprise Portal.

The “Terms and Conditions” page opens, as shown in Figure 2-27.
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Figure 2-27: Terms and Conditions

Home | AboutCMS | Newsroom | Archive | B Help & FaQs | (= Email | (i print

CMS gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Terms and Conditions

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S.
Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose. the government may monitor, intercept, and search and seize any communication or data transiting or
stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawiul Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

3. Read through the Terms and Conditions on the page. The page states that you consent to
monitoring while accessing and using this website. If you agree to the terms and
conditions, click on the I Accept button. Users must agree to the terms and conditions to
continue the log-in process.

The “CMS Portal Log In — User ID” page opens as shown in Figure 2-28.
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Figure 2-28: CMS Portal Log In — User ID Page

Welcome to CMS Enterprise Portal

- User ID
- D GETED

Forgot User |D?
Need an account? Click the link - New user registration

4. Enter your EIDM user ID and click on the Next button.
The “CMS Portal — Register MFA Device” page opens as shown in Figure 2-29.
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Figure 2-29: CMS Portal — Register MFA Device

Welcome to CMS Enterprise Portal

Enter Security Code
A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you
originally requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure o enter your Security Code promptly.
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?" link. To use this link you will be directed away from this page.
For security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the
email address in your profile. You will be required to login again with your User ID, Password and Security Code.

‘You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the 'One-Time Security Code' option from the MFA Device Type
dropdown menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device" link. For security purposes you will be prompted
to login again and answer your challenge questions before registering an MFA device.

Password:

MFA Device Type: Select MFA Device Type =]

Security Code:

Forgot Password?
Unable to Access Security Code?

Register MFA Device

5. Click on the “Register MFA Device” link.

A “Register MFA Device” pop-up window displays requesting confirmation that you
want to navigate away from the login page, as shown in Figure 2-30.

Figure 2-30: Register MFA Device Pop-up Window

Forgot Password?
Unable to Access Security Code?

Reqgister MFA Device REQEE‘E‘T MFA Device n

You are navigating away from the login page. Do
you wish to continue?
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DCCA.FFSDCS.CLFS User Manual.3.0 24



CA7S

EFATERR fovr MEDECARE § MEDZAD EENTFS

6. Click on the OK button.

The “Terms and Conditions” page opens, as shown in Figure 2-31.

Figure 2-31: Terms and Conditions

Home | AboutCMS | Newsroom | Archive | B Help & FaQs | (= Email | (i print

CMS gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Terms and Conditions

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S.
Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Government purpose. the government may monitor, intercept, and search and seize any communication or data transiting or
stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawiul Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

7. Read through the Terms and Conditions on the page. The page states that you consent to
monitoring while accessing and using this website. If you agree to the terms and
conditions, click on the I Accept button. Users must agree to the terms and conditions to
continue the log-in process.

The “CMS Portal Log In — User ID and Password” page opens as shown in Figure 2-32.

CLFS User Manual CLFS Data Collection System Access
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Figure 2-32: CMS Portal Log In — User ID and Password Page

CMs,gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Home | AboutcHS | Newsroom | rchive | ) Help & Faas | L Email | (Eipri

Health Care Quality Inprovement System  Provider Resources
Welcome to CMS Enterprise Portal

UserID

Password

I

Forgot Password?
Forgot User ID?

Need an account? Click the link - New user reqistration

8. Enter your User ID and Password, and click on the Log In button.

The “Security Questions” page opens as shown in Figure 2-33.

Figure 2-33: Security Questions

CMS » g OV | Enterprise Portal

Home | About CMS | Newsroom | Archive | eHelg&FAQS | BEmaiI | .BJM
Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Setlings

Please answer the fellowing challenge questions

In what city was your mother born?
What is the name of your favorite pet?

What is the first name of your oldest niece?

For CMS Portal login issues, please refer to the 'Help & FAQs' ink located on the top of the page.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.

CLFS User Manual
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9. Enter the answers to your security questions, and click on the Next button.

The “MFA Registration” page opens as shown in Figure 2-34.

Figure 2-34: MFA Registration

CMS . gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

pcreen reader mode Off | Accessibility Settings

Home | About CMS | Newsroom | Archive | eHeIg&FAO.s | L'Z‘JEma\I | .@‘ Print

‘Registered MFA Devices

Credential ID/Phone . . s
Number/E-mail MPFA Device Type MPFA Device Description

Email Email

Register Your Phone, Computer, or E-mail

user name and password.

- Phone/Tablet/PC/Laptop

& Text I ge Short I ge Service (SMS)
[ Interactive Voice Response (IVR)

= E-mail

in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
* MFA Device Type: | Select MFA Device Type [=]

tincd “

Adding a Security Code fo your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back

10. Select an MFA to register by clicking on the down-arrow in the “MFA Device Type”

field, complete any information requested depending on the device chosen, and click on
the Next button.

A message displays confirming registration of your MFA device, as shown in Figure
2-35.

CLFS User Manual
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Figure 2-35: MFA Registration - Confirmation

Register Your Phone, Computer, or E-mail

My Access

You have successiully registered your Phone/Computer/E-mail to your user profile.

Request New System

View and Manage My
Access

11. Click on the OK button.

A message displays confirming the receipt of your request as shown in Figure 2-36.

Figure 2-36: Request Acknowledgement Page

Request Acknowledgemaent

My Access
Your request 10 access ASP using the CLFS Submler role has been successfully submitied
Begues! New System
Access Your request o is
View and Manage M Use this number in all cormespondence concerning this request. You will be contacted via E-mail afler your request has been processed
Arcess

12. Click on the OK button.

A Pending Requests window displays showing any pending requests, as shown in Figure

2-37.
Figure 2-37: Pending Requests Page
CMS Enterprise Portal
oV
CMS Enterprse Potal > EIDM > Use Meau > My Access.
Rejected Requests
CLFS User Manual CLFS Data Collection System Access
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Note: After submitting a request, wait until up until 72 hours for an e-mail notification
before using the system.
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3 CLFS Data Collection System Home Page

The CLFS data collection system is comprised of numerous pages and pop-up windows to allow
applicable laboratories to report and certify applicable information. The fields displayed on each
page differ based on the type of user logged in and the privileges assigned to the user role for the
logged in user. The user can enter data into the fields in the CLFS data collection system unless
the field is displayed with a gray background.

If the user is new to the system, the user will be placed immediately into the Laboratory
Information page to register his or her laboratory information with the CLFS data collection
system. If the user has already registered, the user will be placed directly onto Data Collection
page (for a CLFS Submitter role) or Certification page (for a CLFS Certifier role).

The CLFS data collection system Home Page displays content based on user role and the
privileges assigned to the user role. The CLFS data collection system Home Page Welcome
Screen is shown in Figure 3-1 for CLFS Submitters, and Figure 3-2 CLFS Certifiers.

Figure 3-1: CLFS Data Collection System Home Page - CLFS Submitter

Clinical Lab Fee Schedule
Ho Weicame, Maureen!
Labormiory
laformatos How CLF3 Data Reporing Wons.
Data Heporting
Py foers  Nowa  Nows N ]
- [T p—— Agpicates Latorsore, Agpicates Lasoneones [T
Help: [Cartter)
- =y e o
- o bk il
o= .
S e
What i the Cinical Laboraiory Fee Schadule Data Coliechion Sysiam?
v, MeQuees S0 it " [ o 1585 (COLTS) undee’ i Laboratory Fee Schetust (CLFT) Begnnng January 1, 2019, powale pavsr rabe 1om appbcatie 1200caiones wil be T Dasis lr e
Teaged CLFS
o o i CLFE. Apph 163, Prough Ber repoming ety Mustuse e OLFE enlon, It 13, pIVORS payOE
L=
Purpese of e CLFS Data Colecbon System
The CLFS & 1 in i & component of e Fee- rslem
The CLFS & i Ly Tha data are vabdabed shored by atoraory erls
CLFS User Rokes
CLFS y wh 5 appoinTied 25 data SUbMIBH Wha SUBMES uploads of manual dats sy i) the CLFS data collecion sysiem
CLFS Gy . ¥ e A Rabaraon, of o ] 0 35 Q383 Cetber who Ces e S00uracy 3N COMPIeBenESS Of DPRCILIS INROrmaBon Submilied by CUES.
CLFS Reference Material
Submit and corly w CLFS data
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Figure 3-2: CLFS Data Collection System Home Page - CLFS Certifier

Clinical Lab Fee Schedule Home

- Vivlcome, Maureen!
Labormiory
| Wformation How CLFS Dt Reperting Warks
Comhcaton
- I CTN U
P cus
2 {duemten o) i
o mronT
ARG MY PG T AEVEW e CERTHYOARS Pty
a e - st
& potnnt s et @
e é
et ey
'Wha ts the Clinical Labotaiory Fee Schedulie Data Colleclion System?
CDLTS]) under beraton Fee e Begnring January 1, 2010 orivale
reised LS.
—— i o e CLFS. gk Rl

rat ity 12 Canters for Machcars & Wadicald Sandces (CUS)
Purpose of i CLFS Data Colichion System

Tha L

The L

CLFS User Rokes

| stored,

s

l

CLFS Reference Matenal

= CAFS Qusck Usar Gusde
» CLFS Uswr Gatde

» EM Ui Gl

+ CLFS Data Roeporking Templale.
« Conteusl Help

naterials are Subm and certy
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4 Laboratory Information

4.1  Add Laboratory Information

The following steps are to be used to enter data into the CLFS data collection system as a CLFS
Submitter:

1. Login to CLFS as CLFS Submitter to open the “Laboratory Information” page.

The “Laboratory Information” page displays as shown in Figure 4-1.

Figure 4-1: Laboratory Information Page

Clinical Lab Fee Schedule Laboratory Information Help |

Hame
Laboratory Laboratory Information
et Flease enter information about the laboratory for which you are repeorting
Duta Raportng LFS Registration Input
Edit'View Data

User's Name: Maureen Campbel
Hel)

2 Tax Identification Number (TINJ":

Exit

Laboratory Name®:

TIN Type': EN 7|

-4
2 e s and GGN'S Mat this laboratory will b reparting 1t |
Naticnal Provider identifier (NP1): NFis CM35 Cartification Number (COH)": CGNs
acdd - GCN | = | add
rEmMowe femave:
b
Save | Remove TIN|
Generate One Time Password
A3 appicable information submitied by an applcable laboratory to CMS must be certied by either the President or CFO of the laboratory. Please cick below ta generale a one time password
(OTP) and share this with the data certifier Upon acces: g the system to certify your laboratory’s data, they will be asked for this password 1o verily their identity.
Generate One Tine Password (OTF)|

2. Enter the following:

e TIN (use the same TIN entered when completing EIDM registration (see Section
2.1.2, Step 8)

e Laboratory Name
0 One CLFS Submitter and One CLFS Certifier per TIN is allowed
O A Submitter may be registered for multiple TINs
e TIN type (either Employer Identification Number [EIN] or Other).
e NPI and click on the add button
e CCN, select type of CCN from drop-down list, and click on the add button
3. Click on the Save button.

A message appears stating that the laboratory has been saved successfully, as shown in
Figure 4-2.
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Figure 4-2: Laboratory Information — Laboratory Information Saved Page

Clinical Lab Fee Schedule

Laboratory Information Help|
Home el e ——
Lat | Laboratory Information
Information P
Data Reporting Laboratory Information saved.
| EditView Data CLFS Registraton input
u’ User's Nama: Maween Campbed
L Tax Identification Number (TIN)': EDT IR
Laboratory Name®: Tesd
TN Type™: EN 7]
= P
s
Piease enler a associated NPFs and CON'S (hal this labaratory will be repartg for
Mational Provider Identifier (NPT): NPis CMS Cartification Numbar [CCHY: CCNs.
[ "~ [aaa] (1285027772 - I " [con [=] [asa) 1234.CON -
o 1578008503 o 555000M.CCN
b E—
[save ]| [Remowe TN
Generate One Time Password
ANl apphcabile information submitted by an applicable laboratory 1o CMS must be certified by either the President or CFO of the laboratory. Please click below 1o generate 8 one lime password
(DTF) and share this with the data cenifier Upon accessing the system 10 certify your labaratory’s data, they will be asked fof this password b verify their identity

Generate One Time Password (OTP) |

4. To register a new TIN, select “Register new TIN” from the TIN drop-down list, and enter
a new TIN, Lab name, NPI, and CCN type.

The data for the new TIN populates as shown in Figure 4-3.
Figure 4-3: Laboratory Information — Registering an Additional TIN

Clinical Lab Fee Schedule

Laboratory Information Help |
Home 3
b = Laboratory Information
Information
Su—— CLFS Regntration Input
Data Reporting
O E—— User's Name: Maureen Campbedl
Edit'View Data —
Tax Humbar (TIH': Feqistes new TIN (=]
e 22-3456789
Bt Laboratory Name™: Tess
TIN Typa™: EIN -
N 4
Piease enler all associated NPT's and CCN's that this laboralory will be reparting foe i
‘Mational Provider Identifier (NPI)": NPis 'CMS Certification Numbaer [CCH)": CCNs
[ L add 1215064027 - [ [con =] [aad] 56000 CCN |5
h ) 1245315569 :
1548402670
1912668208
b 4
[5ave] Remave TiN|
Generate One Time Password
Al applicable information submitted by an applicable laboratory 10 CMS must be certified by either the President or CFO of the laboratory. Flea: below to gei aone P
{OTP) and share this with the data certfier Upon accessing the sysiem o cerify your laboratony's data, they will be asked for this password 1o venty their entity.

Generate One Time Password (OTF)

5. Click on the Save button,

A message displays that the laboratory information has been saved, and the drop-down
list displays a list with the new TIN added, as shown in Figure 4-4.
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Figure 4-4: Laboratory Information — Additional TIN Registered

Clinical Lab Fee Schedule Laboratory Information m
Home Fa m—,
Laboraory Laboratory Information
Information
O Reporting Laboratory Information saved.

Edit/View Data 1 CLFS Registrason Inpat
L Usar's Name: Maween Camgbed
L Tax Identification Number (TIN)': nzsere [T
Laboratory Name': Testd
TIN Type': EN |7
\
assaciated NPTs and CCA'S (hat this (sboratory will be reparting for
National Provider Identifier (NPI): NRis CMS Canification Number (GCN)™: CCN3
add 1285827772 = GCN [=] [ acd 1234.CON
o 157008503 555000M GCN
\_ L | L y
| Save | | Remove TN
Generate One Time Password
ANl apphcabile information submitted by an applicable laboratory 1o CMS must be certified by either the President or CFO of the laboratory. Please click below 1o generate 8 one lime password
(OTP) and share this with the data centifier Lipon accessing the system 1 certify your labaratiny's data, they wil be asked for this passward ta vidify their identity
Generale One Time Passwoed (OTF) |

6. When it is known who the CLFS Certifier for the same reporting TIN(s) will be, generate
an OTP to provide to the CLFS Certifier in your organization to complete registration.
This is done by clicking on the Generate One Time Password (OTP) button.

The system displays the OTP, which will be valid for 7 days as shown in Figure 4-5.
Figure 4-5: Laboratory Information — Generated OTP Page

€ ) @D aspweb docacom/aspApp/generatedsy &% ¢ G Sear a8 @ 4+ & B @
Clinical Lab Fee Schedule Laboratory Information
Laboratory Laboratory Information
Infoemation
Dita Reparting
EdigViaw Data CLFS Ragistration Input
Hep User's Hame: Maureen Camphed
Exl Tax Mentification Number [TINP': nuwT [
Laborstory Nama®; Touy
TIH Typa's En =
. v
[ ah assaciated HF +7s Ehat hes laboratoey wil be sepoeting for
Masional Prcvidar Idantifies Nt CMS Cortfication Wembor (CCNT' CoNs
[ ATIEOEANZT = con (=) [add|  [ESED0OMCON
124555 B
1548402670
1515682
) [memen |
. . . .

Gensrate One Time Password

A v by sither the Fresident or CFO of the laboratory. Phease chick below 10 gensrate a oae time passwond (OTF) and share this with the data
contier Uipon accessing the system |0 cenily your Laboratony's data, they wil be asked for this password 1o venfy thes identity

[ Gonsrate Oas Time Password (0TF) |

1U2gKYSXQfiosWnCZm9Nnw

e T s epires 8o 03033017

7. Copy the OTP and share it to the person assigned to be the CLFS Certifier.

Note: If an additional TIN is registered after an OTP has been generated, use the same
OTP to the newly registered TIN(s). The same OTP applies to all registered TINs. The
CLFS Submitter does not need to create a separate OTP for each TIN.
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4.2 Remove Laboratory Information

The following steps are to be used to remove data from the CLFS data collection system as a
CLFS Submitter:

1. Login to CLFS as CLFS Submitter to open the “Laboratory Information” page.

The “Laboratory Information” page displays as shown in Figure 4-6.

Figure 4-6: Laboratory Information Page

Clinical Lab Fee Schedule Laboratory Information Help |
-

Labosatory Laboratory Information
Informatice
Data Reparting
Edit\iow Dsta
e Usar's Marme: Maswen Campbell
Ealt Tax Mentification Numbar (TIN]': SN =)

Labarstary Nama®: Heathlaba

T Type's B [

:’j
" o " a1 T ding & R
Masional Providar Idantifies [NPES': [ CMS Conification Humtser [COHY': CChs
add TR - ) Toaie -
1548400670 n
196
o
L | |
Generate One Time Passward
-] submated by Y M5 it be conled by ether o0 CFO of the laboratory.
cnntier Upon accensing the Syatem 10 caniy you kaboratony's data, thery will be asked for this pastword 1o verily their identity.
| Gasmiste O Time Pacsswond (OTF) |
OFyjelLkStCpfPKK+n+c+A
1o Tim Supuced asions 54 081017

2. To remove an NPI and/or CCN, select an NPI and/or CCN from the list box and click on
the remove button.

Note: At least one NPI or CCN must remain in the list.

The list box refreshes and the selected NPI and/or CCN are removed from the list, as
shown in Figure 4-7.
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Figure 4-7: Removed NPI and/or CCN

Clinteal Lab Fee Schedule Laboratory Information

Homa '
Laderatory Labomtory information
joma eprien ey et
EditVinw Data CLFS Ragestiation it
Mele | User's M Masrsen Compbed
Exlt Tax identification Numbee (TIN]': SBipMIET  [w)
LLaborstary Nama®: Heabhlaks
TiH Type': BN =
-
Plaste wrave all axsncistad WPT3 aeeh CONW Wt 53 Labcestery will b sepeting
Masional Providar Identifies (NFTT; NPl CMS Carsficasion Humbor CCNT* oy
[ | [1estssee o [ad4] (110016«
S | 1548802670 o
I
| -
e | e |
Generate One Time Password
i ifbed bry sither B President or CFO of the laboratory. Pleass chok below 10 gensrate 3 one time password [OTF) and share thes with the data
data, thay wil be askid o this idarety
Gantrate Ooa Time Passward (CTF) |
OFyjelLkStCpfPKK+n+c+A

e T Pusmword gpines oo DA3101T

3. Click on the Save button.

A message displays stating that the laboratory information has been saved, as shown in

Figure 4-8.
Figure 4-8: Laboratory Information Saved with Selected NPl and/or CCN Removed

Clinteal Lab Fee Schedule Laboratory Information

Lo S g
Labosatory Laboratory information
|t Reporiog Labaratory information saved.
EowViowDsts | | oiFS ragetison e
Lo AT Masrown Camged
Exl Tax Mentification Numbar [TINP: SBipMIET  [w)
Laborstory Nama': HuabsLats
TiH Type': BN =
-
Plasts ardee ol axancistar W1 ared CON'S il tea Labormtony will e swgrtng x
Mational Prvidar Idantifies (NPY": HPts CMS Cortfication Humber (COR': cohs
[ | [1estssee o [ad4] (110016«
£ oo 8
I
| =
[1omom ] [ramom
| S || Rnerioes T
Generate One Time Password
i ifbed bry sither B President or CFO of the laboratory. Pleass chok below 10 gensrate 3 one time password [OTF) and share thes with the data
dlata, they will be asked ko this idanity
Gantrite Ooa Time Passward (0TF)
OFyjelLkStCpfPKK+n+c+A
Qe Time Papseond sapines 2o GLILI0HT
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Data Reporting

Applicable laboratories are required to report applicable information to the CLFS data collection
system using a file transfer process or through manual online data entry. The following sections

detail the steps required to submit applicable laboratory data using file uploads and manual
online data entry.

5.1

Upload Applicable Information - CLFS Submitter

The CLFS data collection system provides applicable laboratories the ability to report applicable

information to CMS using a file transfer process. Perform the following steps to enter data using
the upload process:

1. Login as CLFS Submitter and click on Data Reporting and then click on Upload
Applicable Information.
The “Upload Applicable Information” page displays as shown in Figure 5-1.
Figure 5-1: Upload Applicable Information Page
 Clinical Lab Fee Schedule Upload Applicable Information
Home | Current Reporting Period: 2017
-:::::::“ - ::a;: :::;:::::;:T::s:n aption if you have prepared aif of your dalfa in @ csv fife that conforms fo this tempiate - This is 8 good option if you wanl {o upload a large amount of information at one time o
Upload Applicatie
e || riename Lo | L s [ memee
IL-bTIN: (G8-1234567 =
Please select file for data upload a.:::m k:n‘:.r:“:::::‘:r — Upload Data
At the top center of the page is a link to the data reporting template that could be used to
enter data in .csv format. Previous upload submissions will be displayed at the upper
portion of the page. Only one file per TIN can be uploaded.
Note: Template Requirements
e You may change the filename
e Do not add additional columns to the template
e Do not add, remove, or otherwise change columns or column headings within the
template
e Do not submit blank rows between data entries
CLFS User Manual
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¢ You must submit all data in contiguous rows

e Enter the HCPCS Code, Payment Rate, Volume, and NPI. The basic edits for the data
items are:

a. HCPCS Code: alphanumeric or all numeric
5 characters
b. Payment Rate: numeric
not a negative value
99999.99 format
c. Volume: numeric
not a negative value
can be zero
no decimal places
d. NPI: numeric
10 digits fixed
no decimal places
cannot have 5 consecutive same digits
must pass Luhn check digit formula

2. To upload the data, click on the Browse... button.

The file directory window displays as shown in Figure 5-2.
Figure 5-2: File Directory Window

“al labDatal23_good 1KB Microsoft Office E...
*al labData123_good1 1 KB Microsoft Office E
'i-" OutlookMessenger.exe 3KB Shortcut
19217 (¢ i :
File name: | - !AII Files s
Open tv | Cancel

3. Select the directory path and filename to upload.

The filename appears in the “File name” window as shown in Figure 5-3.

Figure 5-3: Filename Window

“al labDatal23_good KB Microsoft Office E...
“a] labData123_goodl 1 KB Microsoft Office E...
% OutlookMessenger.exe 3KB Shortcut
19217 ¢ il »
File name: labData123_good1 v [AllFiles v
| Open |v| | Cancel |

4. Click on the Open button.

The filename appears in the “Browse” window as shown in Figure 5-4.

CLFS User Manual Data Reporting
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Figure 5-4: Browse Window

f s e i 8 o il in o e it oo 1 P [nralfy TAUS 8 3 e i you w1 uoioed o arpe emoued of e of e B o i vt Sufenate ety socrte

Piewne acieet Bie toe dats ustess | b

5. Click on the Upload Data button.

The “Refresh” button can be clicked when an upload is taking awhile to process to see if
the upload is still processing or completed. Multiple uploads are allowed. Duplicate data
is also allowed if applicable, please use caution to ensure that all data that appears to be
duplicated is legitimate. After the upload process has completed, the results will be
displayed at the bottom of the screen.

Note: If the status returns a result of “ERROR,” click on the link in the “Filename”
column to receive the description of the error in your database.

Note:

e [If the file being uploaded is greater than 3,400,183 bytes, but less than 29,360,128
bytes, it is considered a Large Volume (LV) file. Once an LV file is uploaded your
role will be modified to an LV Submitter. For further instructions on how to Upload,
Edit, or Delete data for LV files, please refer to sections 5.2 and 5.2.1.

A message will display stating “A Large Volume file is detected and will be
submitted tonight after business hours. The results of this upload will be available
tomorrow, please review the results then.”

The data from the uploaded data template displays on the screen as shown in Figure 5-5.
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Data can be sorted in HCPCS code order in ascending or descending order as well as the
“NPI” and “Result” fields (can be used when locating errors). The data can be viewed
using the scroll features. If there is at least one validation error on the entire file, none of
the data is saved. The data is only saved when the entire file has no validation errors. The
“Result” field will give the details of the data validation errors(s). All of the records that
pass validation will have the message # of # lab submission data saved. In the “Result”
field, when all of the data has passed validation, each entry will have the message Saved.

6. To remove an uploaded and saved file, click on the box in the Removed column, as
shown in Figure 5-6.

Figure 5-6: Uploaded Applicable Information — Data Removal

Clinical Lab Fee Schedule Upload Applicable Information
e Pio opten d your data @ cav file Ieslaty Ths is @ good apdion o rou mant fo cpload o g af mfaraten
Uplosd Applicable Ratrnh
) Entry Recent uploaded Mes
tonin) L EeMems W edvwe [ sww | Dowow | e
B | inbDafu1231 cax | 12-MEE7ED | DIRE01T 134808 ET | SAVED Intmin 230 cay | =
= . a1zt o | ] | v 30 N bttt oo 3
f_:h— tabData 1231 oo S8.120567 01262017 134120 ET ERROR olais 1227 cow Lad
IntDe 123 9813567 OURAIONT 108119 ET SAVED leDale!23 o ™
Lab T | 123456780 =
Lab Hama: Test
Ploasa sabect fils for duta upload | prowss.. | Ho Ha sslected. Upkoad Data
Chcly here for poceotplie e fommaly
Upioad Date: 01262017 134808 £7
| 2 of 2 lab submissice data saved.
[Sthomang 812 resuts Frivicus First 1Last Mext |
]
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7. The selected file to be removed automatically disappears from the list and a message
displays stating that the data have been removed, as shown in Figure 5-7.

Figure 5-7: Uploaded Applicable Information — Data Removed

Clinical Lab Fee Schedule Upload Applicable Information
oy Current Reporting Period: 2017
Labueatory
Information
Dhats Reporting Dista poimaved
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omaltwy | | (R
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Infurmation Raocont uplosded files
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L lablals 123 cov 12456780 DAREZT 134305 ET ERROR | inbDlata 1231 v
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5.2  Upload Applicable Information — CLFS Submitter Large Volume (LV) Role

The CLFS data collection system provides applicable laboratories the ability to report applicable
information to CMS using a file transfer process. If the file being uploaded is greater than
3,400,183 bytes, but less than 29,360,128 bytes, it is considered an LV file. Once an LV file is
uploaded your role will be modified to a LV Submitter. Perform the following steps to enter data

using the upload process:

1. Login as CLFS Submitter and click on Data Reporting and then click on Upload
Applicable Information.

The “Upload Applicable Information” page displays as shown in Figure 5-8.
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Figure 5-8: Upload Applicable Information Page - LV

Clinical Lab Fee Schedule Upload Applicable Information Help
Home | Current Reporting Period: 2017

Laboratory

Information

Please use this data submwssion option if you have prepared all of your dala in a csv fife that conforms o fhis teminate - This is & good ophown If you want fo upload a large amount of miormation at one me or

| Data Reporting usge an automated dats Source.

Uplead Applicable =

Infe " Rafrash

Manual Entry
Applicable
Information

EditView Data
Help

Exit

Recent uploaded files

Lab TIN: [23-4567200 =/

Lab Name: Smart Labs

Please select file for data upload I Era Nu i.k[%_.};_“@ ; Upload Dala
Click heve for accaptable fle formals

At the top center of the page is a link to the data reporting template that could be used to
enter data in .csv format. Previous upload submissions will be displayed at the upper
portion of the page.

Note: Template Requirements

e You may change the filename

e Do not add additional columns to the template

e Do not add, remove, or otherwise change columns or column headings within the
template

e Do not submit blank rows between data entries

e You must submit all data in contiguous rows

e Enter the HCPCS Code, Payment Rate, Volume, and NPI. The basic edits for the data
items are:

a. HCPCS Code: alphanumeric or all numeric

5 characters

b. Payment Rate: numeric

not a negative value
99999.99 format

c. Volume: numeric

not a negative value
can be zero

no decimal places
up to 6 digits

CLFS User Manual
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d. NPIL: numeric
10 digits fixed
no decimal places
cannot have 5 consecutive same digits
must pass Luhn check digit formula

The Refresh button is used when a submission is taking an extended period of time to
process. By clicking on the Refresh button, the User can see if the file upload is still
processing or completed.

2. To upload the data, click on the Browse... button.

The file directory window displays as shown in Figure 5-9.

Figure 5-9: File Directory Window - LV

"a) labDatal123 1KB Microsoft Office E.. 12/7/2016 11:00 A...
"a) labData1231 1KB Microsoft Office E..  1/26/2017 1:47 PM
"a) Large Volume 17,091 KB Microsoft Office E..  1/27/2017 1:47 PM

3. Select the directory path and filename to upload.

The filename appears in the “File name” window as shown in Figure 5-10

Figure 5-10: Filename Window - LV

W labDatal2d
al labDatal23]
*a Large Vieume

File pame: Large Volume = | Al Files

Open  |» Canced

4. Click on the Open button.

The filename appears in the “Browse” window as shown in Figure 5-11

CLFS User Manual Data Reporting
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Figure 5-11: Browse Window - LV

Clinical Lab Fee Schedule Upload Applicable Information
Homs, Current Reporting Period: 2017
Laboratory
Information

Floase use this data submission ophon if you hive prepared all of your dala in a csv e that conforms fo this template | This is a good option if you want fo wpoad & large amount of information af one time or

Data Reporting usa an sulomated dala source.

Upload Applicable - |

Information \Rebosh |

Manual Entry Recent uploaded files

Applicable
Edit'View Data CLFS_500000 csv 23-4567800 01/27/2017 13:34:56 ET RROR CLFS 500000.csv NIA
Help
Exit

Lab TIN: 234567890 =]

Lab Name: Sman Labs

Please select file for dats upload I Browse... | Large Volume csv | Upioad Data

Click hore for acceptable fil formats

5. Click on the Upload Data button.

The file to upload displays with the Status as “Scheduled” and a message displays stating
that an LV file has been detected and will be available tomorrow, as shown in Figure 5-
12.

Figure 5-12: Large Volume Message Display

Clinical Lab Fee Schedule Upload Applicable Information

Hacw Current Reporting Period: 2017
Laberatery
Data Reporting A Large Volume file is detected and will be hours. The results of this upload will be available tomorrow, please view the results then. J
Vplond Applicabile Piaaze uso s dots submission aphon if you hive propared all of your dats in 8 csv fe that conforms to this femplate  Thiz iz o good aphion if you want fe upload & large amount of infarmation ol one tima or
Information use an data source,
Manual Entry
Applicable Retresh |
Information
Recent uf files
Edit/View Data 3
Help d Date. Sta
Exit Large Volume csv 234567890 D2TR0T 1350041 ET SCHEDULED Lanpe Volume, cev NI

CLFS_500000.c5v 23-4567890 MZTRMT 133456 ET ERROR CLFS SO0000 csv NiA

Lab TIN: (234567890 %

Lab Name: Smar Labs

Please select file for data ll,uluﬂ[ Browse... | No file selected. ]Upm Data |

6. To know when the file has been saved, click on the Refresh button.
The file to upload displays with the Status as “SAVED?”, as shown in Figure 5-13.
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Figure 5-13: Large Volume Data Saved

Clinical Lab Fee Schedule Upload Applicable Information Help |
How Current Reporting Period: 2017
Laberatory
Infermation
— Plaase use this data submisston oplion if you have prepared ail of your data in a csv file that conforms fo this template  This (5@ geocd opten @ you wanl fo upload & large ameunt of infarmation af ane fime or
Data Reporting use an automated dats source.
Upload Applicable T
Itosmatien | Retresn
Manual Entry Recent uploaded files
Applicable e
Information File Name Upload stat Download
EditView Data Large Volume csv 234567800 017302017 113503 ET SAVED Large Vodume, csv &
Help Large Volume csv 23456700 013072017 112750 ET ERROR Larga Volume cav A
Exit

Lab TIN: |23-4567800 =/

Lab Name: Smart Labs

Please select file for data upload | Browse... | No file selected. ] | Upload Data
. L1E]

5.2.1 Edit/View Data — CLFS Submitter Large Volume Role

The CLFS system provides applicable laboratories the ability to edit information to CMS.
Perform the following steps to edit data.

1. Log in as CLFS Submitter and click on Edit/View Data.
The “Edit/View Data” window displays as shown in Figure 5-14.

Figure 5-14: Large Volume Edit/View Page

Clinical Lab Fee Schedule Edit/View Data Help |
Home Current Reporting Period: 2017
Laboratory
Infermation Ploase wse this date submission oplion  you are submitling wformadion on only @ few tests or have minor additions o your uploaded data, i you have o farge amount of information fo submt, the File Upload
data isgion mothod may be a botler splion
Data Reperting

Lab TIN:® [23-4567600 =

Edit'View Data
Help Lab Name: Sma Labs
Exit | Remove AN Files |

Recent uploaded files

SAVED Lame Volume, ¢sy o

Large Volume.csv

2. To edit data, click the file link in the “Download” section, and edit change the
information in the .csv file. The basic edits for the data items are:

a. HCPCS Code: alphanumeric or all numeric
5 characters

b. Payment Rate: numeric
not a negative value
99999.99 format

CLFS User Manual Data Reporting
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c. Volume: numeric
not a negative value
can be zero
no decimal places
up to 6 digits
d. NPIL numeric
10 digits fixed
no decimal places
cannot have 5 consecutive same digits
must pass Luhn check digit formula

3. Click on “Data Reporting” from the menu on the left side of the screen, click on “Upload
Applicable Information,” and re-upload your file.

4. To remove a file, click on the Remove button next to the applicable file.
To remove all of the files, click on the Remove All Files button.

A pop-up box displays asking if you are sure you want to remove all of the files for the
selected TIN as shown in Figure 5-15.

Figure 5-15: TIN Removal Pop-Up

All data for TIN 23-4567890 will be removed.
Are you sure?

Cancel

6. Click on the Ok button.

All of the files are removed for the selected TIN as shown in Figure 5-16.
Figure 5-16: Edit/View Page with TIN Removed

Clinical Lab Fee Schedule Edit/View Data Help
Home Current Reporting Period: 2017
Laboratory
o Pioase use this data submissian option i you are submitling information on only a fow fests o have minor additions fo your uploaded data, If you have a kirge amaunt af information to submit, the Filo Upload
dnta muothod may e a beler opdion
Data Reporting
= Lab TIN:* [23-4567890 %
Hatp Lab Name: Smart Labs
Exit Remove Al Files. |
Recent uplcaded files
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5.3 Manual Entry — CLFS Submitter

The CLEFS data collection system provides applicable laboratories the ability to report applicable
information to CMS using manual key-in entry of data. Perform the following steps to enter data
using the manual data entry process.

1. Log in as CLFS Submitter, click on Data Reporting from the left side of the screen, and
then click on Manual Entry Applicable Information.

The “Manual Entry Applicable Information” page displays as shown in Figure 5-17.
Figure 5-17: Manual Entry Applicable Information Page

| Help |

Howa Current Reporting Period: 2017

Laboratery
be a befter option
Data Reporting
Upload Applicable Lab TN [sa-101m121 [=
Intermatian
Manual Entry
Applicable Save || Add More

Information
" i HEPCSCO0E ML RATE woLim n

EditView Data
Help

Exit

Save | Add More

Infarmation Plegse yee this dats submission opbon if you ame submiffing informalion on caly 8 few lests or have minor adgvtions o your uploaded data if you fave 8 lage amount of information fo submit. the Fie Uipioad dats submission melfhod may

Note: If multiple TINs are registered, select a TIN from the “Lab TIN:” dropdown list.
2. Enter the HCPCS Code, Payment Rate, Volume, and NPI.

The basic edits for the data items are:

a. HCPCS Code: alphanumeric or all numeric
5 characters
b. Payment Rate: numeric
not a negative value
99999.99 format
c. Volume: numeric
not a negative value
can be zero
no decimal places
d. NPI: numeric
10 digits fixed
no decimal places
cannot have 5 consecutive same digits
must pass Luhn check digit formula

3. Click on the Save button.

The screen displays the confirmation that the data have been successfully saved with
further instructions, either to have the CLFS Certifier certify the data or to go to the
“Edit/View Data” screen to change data, as shown in Figure 5-18. If there are validation
errors, the system will display an error message at the field in error.
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Figure 5-18: Manual Entry Applicable Information — Data Submission Confirmation Page

Clinical Lab Fee Schedule Manual Entry Applicable Information Help.
pome Current Reporting Period: 2017
Laboratory
Information I
T “Thank you for your data submission for TIN 89-1011121. Your data certifier must now certify the data. Please share the OTP under the ‘Laboratory Information’ tab with
Data Reporting your data certifier. Please go to 'EditView Data' tab to make any changes and ensure you save any changes.
Upload Applicable e
Information Please use this data submission option if you are submitting infarmation on only a few tests or have minor additions to your uploaded data. If you have a large amount of information
Manual Entry to submit, the File Upload data submission method may be a better oplion.
i Lab TIN:+ (8810111217
EditView Data Lab Name: Test 1
Help Save | Add More |
Exit s WAL FATIE] \ WLAUME
1 (0o02M RE | 123451 [1245318508
Save ' Add More
5.3.1 Edit/View Data

The CLFS system provides applicable laboratories the ability to edit information to CMS.
Perform the following steps to edit data.

1. Log in as CLFS Submitter and click on Edit/View Data.

The “Edit/View Data” window displays as shown in Figure 5-19.
Figure 5-19: Manual Entry-Edit/View Data Page

Clinical Lab Fee Schedule Edit/View Data Help
Home Current Reporting Period: 2017 HCPCS CODE: | Search |
Laboratory
Information Plgase use this data submission option if you are submitting information on enly a few tests or have minor additions to your uploaded dafa. If you have a large amount of informalion

[ ————— to submit, the File Uipicad data submission method may be a better option.
Data Reporting

T Lab TIN:* 123456786~

Help Lab Mame: Test

Click on a feid in ha table hasdar fo sort in ascending order. Clhck 6am fn sorf in descending onder.

[Shmng 1 resull Provious First 1 Las! Next ]

' | ooo2m | [z [122851 [1285827772 -

[howang 1 resull Previaus First 1 Last Next

2. The data can be sorted in ascending or descending order clicking on any of the headers.
Click on the header once for ascending order, click again for descending order.

The system will show how many records there are.

3. To edit data, click in any of the fields and change the information. The basic edits for the
data items are:

a. HCPCS Code: alphanumeric or all numeric
5 characters

b. Payment Rate: numeric
not a negative value
99999.99 format
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c. Volume: numeric
not a negative value
can be zero
no decimal places
d. NPIL: numeric
10 digits fixed
no decimal places
cannot have 5 consecutive same digits
must pass Luhn check digit formula

The system displays the change made in the field and a message displays stating that the
data needs to be certified.

If there are any data entries that need to be removed, the user can click on the X box
under the “Remove” column. If all of the data entries need to be removed, the user can
click on the “Remove All” button, as shown in Figure 5-20.

Figure 5-20: Manual Entry-Edit Data Confirmation

Clinical Lab Fee Schedule Edit/View Data
Home Current Reporting Perlod: 2017 HCPCS CODE: | Search |
Laboratory
Information
| Thank you for your data submission for TIN 12-3456789. Your data certifier must now certify the data. Please share the OTP under the "Laboratory Information’ tab with
Data Reporting your data certifier.
Edit'View Data
Help Please use this data submission option if you are submitting information on anly a few tests or have minor additions o your uploaded data. If you have a large amount of information
o submit, the File Upload data submission method may be a better aption.
Exit
B Lab TIN:* |12-3456789 = |
Lab Name: Test
| Save || Remove All |
Click on a field in the tatwe hsder 1o sor in Ascending order. Click again lo sorf in descending order.
lsnmﬂq 1 result. Pravious Fust 1 Last Next ]
' | [ooosm [111m.22 [123451 1285927772 o
[ Showing 1 resu Provious Fist 1 Last Next |
| Save || Remove All |
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6 CLFS Certifier Registration

6.1  Laboratory Information/Verify One Time Password (OTP) — CLFS Certifier

To verify the relationship between the CLFS Submitter and the Certifier, a CLFS Certifier must

enter the applicable information and the OTP sent to them by the CLFS Submitter.
1. CLFS Certifier logs into the system.
The “Laboratory Information” screen displays as shown in Figure 6-1.

Figure 6-1: Certifier - Laboratory Information Window

Clinical Lab Fee Schedule

Laboratory Information

Home | 7a
Laboratory | Laboratory Information
Information
= CLFS Regisiration Input
Certification |
| Tax Identification Number (TIN)*:
Help ‘
Exit ‘ TIN Type: SELECT |-
Laboratory Name: |
Enter OTP provided by your data submitter*:
[verity
p S
All associated NPI's and CCN's that this laboratory will be reporting for
NPIs CCNs
=
Remova TIN

2. Enter the following fields:

a. TIN(s) provided by the CLFS Submitter
b. Lab Name (Optional)
c. The OTP provided by the CLFS Submitter for all TINS.

3. Click on the Verify button to verify the OTP.

A verification message that the OTP has been certified displays as shown in Figure 6-2.

CLFS User Manual
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Figure 6-2: Laboratory Information — OTP Verified Window

Clinical Lab Fee Schedule Laboratory Information Help|
Home [
Laboratory [MM A
Information
Certification | OTP verified. You are permitted to certify data. ‘
Hep CLFSF Input
Bt Tax Identi Number (TIN)": [eoto1mi21 |7
TIN Type: EIN
Laboratory Name: Test 1
b~ 4
=
All associated NPI's and CCN's that this laboratory will be reparting for.
NPIs CCNs
1215064027 ~ 11001M  ~
1245319599 22003M
1548402670
19129668268
v
[Remove TN |
| Certify Data |
Note: If the OTP has expired, have the CLFS Submitter generate another OTP and try
again.
4. To add another TIN to certify, select “Register new TIN” from the TIN drop-down menu
as shown in Figure 6-3.
Figure 6-3: Laboratory Information — Register New TIN
Clinical Lab Fee Schedule Laboratory Information Help |
Home ~
Laboratory Laboratory Information
Information
W' CLFS Registration Input
[ —— Tax Identification Number (TIN}: ‘Register new TIN | |
= TIN Type: fen— 1~
Laboratory Name:
Enter OTP provided by your data submitter”:
(Venty |
p A
All assaciated NPT's and CCN's that this laboratory will be reporting for A
Es IEN!

Remove TIN

5. Enter the following fields:

a. TIN
b. The OTP provided by the CLFS Submitter

6. Click on the Verify button to verify the OTP.

A verification message that the OTP has been verified displays, as shown in Figure 6-4.
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Clinical Lab Fee Schedule

Figure 6-4: Laboratory Information — OTP Verified Window

Laboratory Information

Home ~
Laboratory Laboratory Information
Information
Certification ‘ OTP verified. You are permitted to certify data.
Lisc ) CLFS 1 Input
Ext Tax Number (TIN)": 910111213 i=d
TIN Type: EIN v
Laboratory Name: Test 2
b .
=
All associated NPI's and CCN's that this laboratory will be reporting for
NPIs CCNs
1285027772 - 22000M -
1578009593 33000M
e _4
Remove TIN |
Cerify Data |
7. To remove a TIN select a TIN from the TIN drop-down menu, as shown in Figure 6-5.
Figure 6-5: Laboratory Information — TIN to be Removed
Clinical Lab Fee Schedule Laboratory Information Help.
Home \
Laboratory Laboratory Information
Information
CLFS Ragistration Inpul
Certification
e Tax Identification Number (TIN)*: [o8-123a567 [
Exit N ee: BN v
Laboratory Name: HealthLabs
- J
=
All associated NPI's and CCN's that this laboratory will be reporting for
NPIs CCNs
1245319599 - 110016 -
1548402670
1912968298
\E 4

(Renow T

Certify Data

7. Click on the Remove TIN button.

A verification message displays stating that the selected TIN has been successfully
removed, and the dropdown list no longer contains the removed TIN, as shown in Figure

6-6.
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Figure 6-6: Laboratory Information — Selected TIN Removed Message

Clinical Lab Fee Schedule Laboratory Information
Home Vs
Laboratory Laboratory Information
Information
Certification TIN 91-0111213 has been successfully removed
Help CLFS | input
Eait Tax Number (TIN)*: 89-1011121 =
Register new TIN
TIN Type:
Laboratory Name: Tost 1
A A
~
All associated NPI's and CCN's that this laboratory will be repaorting for.
NPIs CCNs
1215064027 - 11001M ~
1245310500 22003M
1548402670
1012068208
L =
| Remove TIN
| Certity Data |
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7 Certification

Data certification is a process where an applicable laboratory representative (CLFS Certifier)
certifies the accuracy of the data. The CLFS Certifier must certify all data items pending
certification. The CLFS certifier cannot make any edits to the data. If the CLFS certifier
identifies a need to edit data, this must be completed by the CLFS submitter.

1. CLFS Certifier logs and clicks on “Certification” from the left side of the screen.

The “Certification” window displays as shown in Figure 7-1.

Figure 7-1: Certification Window

Clinical Lab Fee Schedule Certification
Current Reporting Perlod: 2017
:I:::n‘::n Tax ldentification Number (TIN): | £0-1011121 =/
Lab Name: Test 1
Certification

reviows Fust 1 Last Next

Help | Showang ai 5 results

o001M mnas 123451 1245310500 SAVED

000ZM 222233 234561 1215064027 SAVED
DI | 33333 44 | 345671 | 1548402670 | SAVED
0D04M | 4444455 | 456781 | 1912966298 | SAVED
DDOZM | mize | 123451 | 1245319580 | SAVED
| resuls Previous First 1 Last Next
| Gertty A |

2. Select a TIN from the drop-down box.

The data for the selected TIN display as shown in Figure 7-2.
Figure 7-2: Selected TIN Data to be Certified

Clinical Lab Fee Schedule Certification Help.
Home
Currant Reporting Period: 2017
Laboral
hm:::n Tax Identification Number (TIN): |91-0111213 =/
Lab Name: Tos! 2
Certification
Help | Showang ai 2 resuts Previous Fist 1 Last Next
= — Vo

DOOTM 3333344 345671 1285027772 SAVED
0D0DEM 44444 55 456781 15TEDORSET SAVED
[ Showing an 2 resus Previous Fust 1 Last_Next

3. Click on the Certify All button.

A “Data Certification Statement” pop-up window displays as shown in Figure 7-3.
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Figure 7-3: Data Certification Statement

Data Certification Statement:

| certify that the reported applicable information is accurate
and that all information and statements made in the
submission are true, complete, and current to the best of
my knowledge and belief and are made in good faith. |
understand that information contained in this submission

may be used for Medicare reimbursement purposes.

11 agree to the above certification statement

Certify

4. Review the statement, click in the box next to “I agree to the above certification
statement,” and then click on the Certify button.

Note: The system will display a message “All data records are certified. Certification has
been completed and closed for this reporting period.”

All of the “Results” for the data changes are changed from being “SAVED” to
“CERTIFIED” as shown in Figure 7-4.

Figure 7-4: Certification - Data Certified Window

Clinical Lab Fee Schedule Certification m
Home
Current g Period: 2017
Laboratory
P Tax Identification Number {TIN): [81-0111213 =
e —— Lab Name: Test 2
Certification
Hel,
i All data records are certified for TIN 810111213, Certification has been and closed for this rep: g period.
Exit

[ Showing ai 2 resuts Previous First 1 Last Wext

000TM 33333 44 345671 1285927772 CERTIFIED

0008M 4444455 Ass781 1578000503 CERTIFIED
| Shoming all 2 results Previous First 1 Last Next

Warning: Once the CLFS Certifier has certified the data for the current period, data
submission is closed and no more data can be entered for that TIN. Be sure that all
applicable information is entered, accurate, and complete before certifying the data. If
corrections need to be made post certification, please contact the CLFS helpdesk:

Application Help Desk
0 E-mail: CLFSHelpDesk@dcca.com
0 Phone: 844-876-0765
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= O9AM-6PM Eastern, Non-Peak
= 9AM-9PM Eastern, Peak (i.e., January-March 2017)
5. To certify data for another TIN, select another TIN from the TIN dropdown menu.

The data for the selected TIN display as shown in Figure 7-5.
Figure 7-5: Certification — Certify Another TIN

Clinical Lab Fee Schedule Certification
Home |
| Current Reporting Period: 2017

Laboratory |

Information Tax Identification Number (TIN): |89-1011121 =]

[ Lab Name: Test 1

Certification |

Help | [Showing a0 5 resuss Previous First 1 Last_Next |
0001M 11111.23 123451 1245318500 SAVED
000K 2222233 234561 1215064027 SAVED
0003M 3333344 345671 1548402670 SAVED
0004M 44444 55 456781 1912666208 SAVED
0002M 111122 123451 1245310509 SAVED

[ Showang ai 5 resuts Previous First 1 Last Next ]

Note: if you select a TIN where data has already been certified, you will receive a
message stating that the data have already been certified for the selected TIN, as shown in
Figure 7-6.

Figure 7-6: Certification — Selected TIN has Already Been Certified Message

Clinical Lab Fee Schedule Certification
Home
Laboratory. Data have already been certified for your registered TIN and cannot be changed for TIN 31-0111213. If you require modifications or to register an alternate TIN, please contact the CLFS Helpdesk
fin for further at CLF @dcca.com or 844-576-0765.
atica Current Period: 2017
Help
Tax Number (TIN): [91-0111213 =
Exit Lab Name: Test 2
[ Showing al 2 resubs. Provious Fst 1 Last_ Nant |
0007TM 3333344 345671 1285627772 CERTIFIED
0008M [ 44444 55 [ 456781 I 157008563 [ CERTIFIED
[ Shawng at 2 resuts. Provious Fst 1 Last_Namt |
Corlify All

6. Click on the Certify All button and repeat step 4.

All of the “Results” for the data changes are changed from being “SAVED” to
“CERTIFIED” as shown in Figure 7-7.
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Figure 7-7: Certification - Data Certified Window

Clinical Lab Fee Schedule Certification Help.
Home Current Rep Perlod: 2017
Laborat
h:wﬂlll:':n Tax Identification Number (TIN): [66-1011121 =
Lab Name: Tost 1
Certification
Hele Al data records are certified for TIN 89-1011121. Certification has been completed and closed for this reporting period.
Exit

[ Showang a1 5 resus Previous First 1 Last Next |

o001M 11123 123451 1245319599 CERTIFIED
ooozm [ 2223233 [ 234561 [ 1215064027 [ CERTIFIED
0oo3mM | 3333344 [ 345671 | 1548402670 [ CERTIFIED
0004 | A 55 [ 456781 | 1812068208 [ GERTIFIED
0002M | 111122 [ 123451 | 1245310509 | CERTIFIED
Showing all § results. Prewious First 1 Last_ Next |
Cartaty All

7.1 Certification — Large Volume

Data certification is a process where an applicable laboratory representative (CLFS Certifier)
certifies the accuracy of the data. The CLFS Certifier must certify all data files pending
certification. The CLFS certifier cannot make any edits to the data file. If the CLFS certifier
identifies a need to edit the data file, this must be completed by the CLFS submitter.

1. CLFS Certifier logs into the system and clicks on “Certification” from the left side of the
screen.

The “Certification” window displays as shown in Figure 7-8.

Figure 7-8: Certification Window — Large Volume

Clinical Lab Fee Schedule Certification m

Home |
Current Reporting Perlod: 2017

Laboratory
Information Tax Identification Number (TIN): | 01-2345678 | ~|
|~—————————= Lab Name: Tesl1
Certification
Help

Exit

Large Volume1.csv 02/02/2017 11:45:35 ET SAVED

Large Volume1.csv

Cerlify All

2. Select a TIN from the drop-down box.
The file for the selected TIN displays as shown in Figure 7-9.
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Figure 7-9: Selected TIN Data to be Certified — Large Volume

Clinical Lab Fee Schedule  Certificaion [

Home

Current g Period: 2017

Laboratory
Information Tax Identification Number (TIN): [ 23-4567890 +

Lab Name: Smari Labs

Certification

Help

Exit |
7‘ Large Volume csv 02/01/2017 14:38:52 ET SAVED Large Volume csv

I Certify All

3. Click on the Certify All button.

A “Data Certification Statement” pop-up window displays as shown in Figure 7-10.

Figure 7-10: Data Certification Statement

Data Certification Statement:

| certify that the reported applicable information is accurate
and that all information and statements made in the
submission are true, complete, and current to the best of
my knowledge and belief and are made in good faith. |
understand that information contained in this submission

may be used for Medicare reimbursement purposes.

11 agree to the above certification statement

Certify

4. Review the statement, click in the box next to “I agree to the above certification
statement,” and then click on the Certify button.

Note: The system will display a message “All data records are certified. Certification has
been completed and closed for this reporting period.”

The “Results” for the data file changes “SAVED” to “CERTIFIED” as shown in Figure
7-11.
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Figure 7-11: Certification - Data Certified Window — Large Volume

Clinical Lab Fee Schedule Certification Help
Homs Current Pariod: 2017
Laboral
lﬂlﬂ'ﬂ!:;’:n Tax Identification Number (TIN): | 234567890 =/
=== Lab Name: Sma Labs
Certification

Help
Exit

All data records are certified for TIN 23-4567890. Certification has been completed and closed for this reporting period.

Large Voluma csv

Cartdly All

Warning: Once the CLFS Certifier has certified the data for the current period, data
submission is closed and no more data can be entered for that applicable laboratory. Be
sure that all applicable information is entered, accurate, and complete before certifying

the data. If corrections need to be made post certification, please contact the CLFS
helpdesk:

Application Help Desk
0 E-mail: CLFSHelpDesk@dcca.com
0 Phone: 844-876-0765
= 9AM-6PM Eastern, Non-Peak
= 9AM-9PM Eastern, Peak (i.e., January-March 2017)

5. To certify data for another TIN, select another TIN from the TIN dropdown menu, as
shown in Figure 7-12.

Figure 7-12: Certification — Certify Another TIN — Large Volume

Clinical Lab Fee Schedule Certification Help |

Home

Current Reporting Period: 2017
Laboratory
Information Tax Identification Number (TIN): |01-2345678 =/
Lab Name: Test1

Certification

Help

Exit

Large Volume1 csv 02/02/2017 11:45:35 ET SAVED

Large Volume1.csv

Certify Al |

Note: if you select a TIN where data has already been certified, you will receive a

message stating that the data have already been certified for the selected TIN, as shown in
Figure 7-13.
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Figure 7-13: Certification — Selected TIN has Already Been Certified Message
Clinical Lab Fee Schedule

Certification Help

Home —
Laboraton Data have already been certified for your registered TIN and cannot be changed for TIN 23-4567890. If you require modifications or to register an alternate TIN, please contact the CLFS Helpdesk
el for further assistance at CLFSHelpDesk@dcea,com or 844-876-0765.
g e Current g Perled: 2017
Help :

Tax Number (TIN): | 23-4567800 ||
Exit Lab Name: Smar Labs

Large Violume.csv V2032017 13700 ET CERTIFIED Large Volume. ¢sv
Cartify Al
6. Click on the Certify All button and repeat step 4.
All of the “Results” for the data changes are changed from being “SAVED” to
“CERTIFIED, ” as shown in Figure 7-14.
Figure 7-14: Certification - Data Certified Window — Large Volume
Clinical Lab Fee Schedule Certification m

e Current g Period: 2017

::::: Tax Identification Number (TIN): [01-2345678 =

m‘ Lab Name: Test1

""I'— All data records are certified for TIN 01-2345878. has been and closed for this period. 5

Exit

Large Volumeal csv 07 il:&'ss ET \J'ED Lange Vioheme1,csv
Carlify All

CLFS User Manual Certification
DCCA.FFSDCS.CLFS User Manual.3.0

60



7S

EFATERR fovr MEDECARE § MEDZAD EENTFS

8 Help Desk

After role request submission — Please wait up to 72 hours; you will receive an e-mail
notification.

Points of contact:

e Policy Questions
0 CLFS Inquiries@cms.hhs.gov
= Examples:
= [s my laboratory an applicable laboratory
=  “What data do I submit”?
= Reference: CLFS Frequently Asked Questions

e Application Help Desk
0 E-mail: CLFSHelpDesk@dcca.com
0 Phone: 844-876-0765
= O9AM-6PM Eastern, Non-Peak
= 9AM-9PM Eastern, Peak (i.e., January-March 2017)

e Issue examples:

Account Unlock

Password Reset

Registration process questions
Policy Question escalations
System Availability escalations
Other

O O O O O O
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9 Frequently Asked Questions

9.1 General

1. What is the CMS Enterprise Portal?

The CMS Enterprise Portal is a convenient single point of entry to numerous CMS
applications, systems, and databases.

2. Who is eligible to have a CMS User Account?

All US citizens who are over 18 years of age and have a valid US residential address are
eligible to have a CMS User Account.

3. Who do I contact for Portal Login issues?

CMS Portal login issues should be directed to “our helpdesk info.”

9.2  Supported Browsers

1. What browsers are supported by the CMS Enterprise Portal?

The CMS Enterprise Portal supports the following browsers:
e Internet Explorer (IE) 11

e Firefox
e Chrome
e Safari

2. What browser mode is supported?

There are different browser modes that can be specified by you, the user. Only the native
browser mode is supported. To find out what browser mode you are using, hit the F12 key
while in IE. The top of the resulting window/panel will show the browser mode being used.

3. What document mode is supported?

There are different document modes that can be specified by you, the user. Only the native
document mode is supported. To find out what document mode being used, hit the F12 key
while in IE. The top of the resulting window/panel will show the document mode being used.

4. Is JavaScript required for the CMS Enterprise Portal?

JavaScript needs to be enabled for successful use of the Enterprise Portal.
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9.3

Personal Information

1.

What personal information is required to provide in order to register for my user
account?

You must provide your legal name, current home address, primary phone number, and e-mail
address. You must enter your first and last name as they appear in legal documents, such as
your driver’s license or passport. If you have a suffix included in your name (such

as Sr., Jr., I, etc.), make sure you select it from the suffix field exactly as it appears on legal
documents.

Why should I submit personal information to create a user account and how safe is it?

EIDM collects personal information to uniquely identify users when registering with the
system. We may also use your answers to the challenge questions and other PII to later
identify you in case you forget or misplace your User ID/Password. For security level
information please visit: Centers for Medicare & Medicaid Services (CMS) Website Privacy

Policy.

Can I register for an EIDM user account with a foreign address and an international
phone number?

Yes, EIDM allows users to register with a foreign address and an international phone
number. At a minimum, foreign addresses must include the following information:

e House number, street name, and country; and

e An international phone number that must start with the country code, followed by the
area code, and the primary phone number.

Can I change my foreign address to a U.S. address, and vice versa?

Yes, EIDM allows users to change their address from a foreign address to a U.S. address, and
vice versa. Use the ‘Change Address’ link under the ‘My Profile’ menu to change your
address.

What will you do with my PII?

EIDM uses an external authentication service provider, Experian, to verify your identity
based on the information you provide. Experian verifies your information against its records
to successfully identify you. CMS provides, on public-facing websites, their Terms &
Conditions of how your information will be handled when registering for a CMS EIDM user
account.

How many days do I have to confirm my EIDM account?

EIDM requires users to confirm their account between 30 and 180 days. Accounts are
confirmed by selecting the link provided to the user in their account confirmation e-mail. If
the user fails to confirm their account, then the link and the account will expire.
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7.

10.

11.

How can I update my personal information?

You can update your personal information by selecting ‘My Profile’ from the dropdown
menu at the top right hand corner of the CMS Portal home page. You will then be directed to
the ‘View My Profile’ page, where you can change your personal information by selecting
the links on the right side of the page. You may be requested to answer challenge questions
based on the changes you make.

. Where can I find information regarding who has the right to request a Social Security

Number (SSN)?

Federal law mandates that State departments of motor vehicles, tax authorities, welfare
offices, and other governmental agencies request your SSN as proof that you are who you
claim to be. However, the Privacy Act of 1974 requires that any government agency
requesting your SSN provide details on how this information will be used, and what law or
authority requires its use.

For information on who has the right to request your SSN please select the following link:
Who Can Lawfully Request My Social Security Number?

The Privacy Act can be read at the following link: The Privacy Act of 1974.

I already provided my personal information during registration to setup an EIDM user
account. Why do I have to provide it again to access certain applications?

When you have selected an application or role that requires a higher level of security, you are
required to complete Identity Verification. In most cases, you may need to provide a few
more details (i.e. SSN, Date of Birth) to be able to request access to the selected application
or role.

Will my SSN be shared with any federal or private agency?

Your SSN will be used for verification purposes only. EIDM does not share your SSN with
any other federal or private agency.

How often do I need to update my password?

EIDM requires that users update their password at least once between 60 days and 24 months
depending on the user role community. Once your password expires, you will be prompted to
enter your new password. You can use the ‘Change Password’ self-service feature located on
the ‘My Profile’ page. To use this feature, you must sign into the CMS Portal and select the
‘My Profile’ link from the dropdown menu at the top right hand corner of the CMS Portal
home page. You must click the ‘Change Password’ link on the ‘My Profile’ page to change
your Password.
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9.4

|dentity Verification

1.

What is Identity Verification?

Identity Verification is the process of providing sufficient information (e.g., identity history,
credentials, or documents) to a service provider for the purpose of proving that an individual
is who he/she claims to be. Individuals requesting electronic access to CMS protected
information or systems must be identity proofed prior to being given access.

Why does Experian require my personal information?

Experian uses your personal information to verify your identity against your personal
information record.

Does verifying my identity by Experian affect my credit score?

No, this kind of inquiries is known as a “soft inquiry.” Soft inquiries do not affect your credit
score, and there are no charges related to them. Soft inquiries are displayed in the consumer
version of the credit profile, which is neither viewable nor reported to lenders. If you order a
credit report from Experian, you will see an entry of inquiry by the CMS Medicaid Services
with CMS’ address on the date the request was made.

Will I be required to go through Identity Verification after changing my address from
foreign address to U.S. home address and vice versa?

No, you will not be required to re-do Identity Verification if you already have a role that
previously required your identity to be verified.

What if I have problems completing Identity Verification? Is there an Experian Help
Desk?

Yes, Experian Verification Support Services is a dedicated call center for individuals who
have failed the online Remote Identity Proofing (RIDP) process while attempting to obtain a
CMS EIDM user account. If you fail online RIDP, EIDM will generate a reference code and
the Experian Verification Support Services contact information will be provided on the
screen for further action.

What happens if the Experian Help Desk cannot verify my identity?

If your identity cannot be verified, even with assistance from the Experian Help Desk, you
will need to contact your application specific Help Desk to go through a document based
proofing process. If your Application Help Desk cannot verify your identity, your access to
CMS applications that require a higher level of security will be restricted.

Why am I not able to change my User ID?
The User ID identifies you uniquely to EIDM; therefore, you cannot change your User ID.
Can I use the same credentials for different applications?

Yes, you may use the same credentials to access different applications. Once you have
logged into the CMS Portal home page, you can request access to other applications.
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9.

10.

11.

12.

13.

When I try to login I get an error message “Incorrect combination of User ID or
Password. Please try again. If you need further assistance, you may use the “Forgot
User ID” or the “Forgot Password” link to help you.” What should I do?

Please check the user ID and password that you entered. An incorrect combination of these
will result in such an error message.

When I try to login I get an error message “Incorrect combination of User ID,
Password or Security Code. Please try again. If you need further assistance, you may
use the “Forgot User ID” or “Forgot Password” links to help you. For issues with the
Security Code, you may use the '""Unable to Access Security Code?" link or contact your
Application Help Desk.” What should I do?

Please check the user ID, password, and Security Code that you entered. An incorrect
combination of these will result in such an error message.

When I try to log in, I am prompted to enter a Security Code. What do I do if I don’t
have an MFA device registered to my account or am having issues retrieving a Security
Code?

For issues with logging in with a Security Code you may use the following options:

e If you do not have an MFA device registered to your account, you may use the “Register
MFA Device” link on the Password and Security Code page for assistance.

e Ifyou are unable to retrieve a Security Code from your registered MFA device or do not
have your device available, you may use the “Unable to Access Security Code?” link on
the Password and Security Code page for assistance.

e Ifyou have trouble using the “Register MFA Device” or “Unable to Access Security
Code?” links, you may contact your Application Help Desk for assistance.

For more information about MFA, please refer to section 9.5 Multifactor Authentication
(MFA)

When I try to log in, I get the error message stating “Your account is disabled. Contact
the Help Desk to enable your account.” Why does this happen?

A user’s account can be disabled by Application Help Desks or by EIDM Administrators for
possible reasons that are linked to security violations or fraud detection. In order to enable
your disabled account, you are required to contact the Application Help Desk.

When I try to log in, I get the error message stating “Your account has been locked.
Please try again later.” Why did this happen and how can I get my account unlocked?

After three unsuccessful attempts to login, your account will be locked. Your account will be
unlocked after 60 minutes have elapsed since your third consecutive failed authentication
attempt. After the 60 minutes have passed, you will be required to enter valid credentials
associated to your user account to unlock the account. If you are unable to unlock your
account, you may call your Application Help Desk for assistance.
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14. When I try to log in, I am directed to the ‘Unlock My Account’ view. Why is this and
how do I unlock my account?

EIDM locks your user account if no account activity is reported for 60 days. When you login
after 60 days the system will display the ‘Unlock my Account’ view; enter your User ID and

correctly answer all challenge questions on the next page; enter your old password and then a
new password in the input fields of ‘New Password’ and ‘Confirm New Password’ to unlock
your account.

15. What are challenge questions and why do I need to select and answer them when setting
up my account?

EIDM uses challenge questions for security purposes to verify your account. When you
register your account, you will need to select three different questions and provide an answer
for each question. You will be asked to answer the challenge questions in the future if you
forget your password, change your address, change your phone number, or to unlock your
account. Correct responses to the challenge questions will enable EIDM to confirm your
account.

9.5  Multifactor Authentication (MFA)

1. What is MFA?

MFA is a type of login (authentication) that, in addition to a user ID and password, requires
another “factor” such as a Security Code. To comply with CMS policy, most users will need
to establish a second login “factor” commensurate with the level of access requested. CMS
uses Symantec’s Validation and Identity Protection (VIP) service to add a second layer of
protection for your online identity. Symantec provides VIP through computer, phone, and e-
mail.

2. How do we use MFA?

You will be asked to enter your user ID, password, and an additional Security Code that is
generated by Symantec VIP software to gain access to your application. The Security Code
can be generated by:

e A free Symantec application that can be downloaded to your desktop or Smartphone;

e An SMS or Interactive Voice Response (IVR) once you have registered your phone in
your application; or

e By e-mail.

The “Where can I get the MFA software?” section below provides the necessary information
to install the Symantec application on your desktop or Smartphone.

3. How do I get an MFA device?

Your application will prompt you to register an MFA device when you request access to
protected information and you have not already registered an MFA device with the
application. You will be given a choice of MFA Security Code delivery methods. The
primary MFA Security Code delivery method is to download software and install it on your
computer or a mobile device. Alternatively, if you require special support, you can set up
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SMS or I'VR to deliver your MFA Security Code. Details on where to get the MFA software
are described below.

4. Where can I get the MFA software?

You will need MFA software if you choose to receive your MFA Security Code on a
computer, laptop, or mobile device. You will be required to download the MFA software
from Symantec and install it on your device of choice.

To download the desktop software for Windows or Mac, go to the Validation and [P
Protection Center and follow the instructions.

If using an iPhone, Android, Blackberry, or other mobile device, use your device to navigate
to Validation and ID Protection Mobile Center and follow the instructions.

SMS, IVR, and e-mail options do not require a software download.
5. When I click on an application, I am redirected to the MFA login screen. What is this?

The MFA login screen is displayed when you attempt to access an MFA-protected
application. If you have an MFA device, you will be able to access the application. If you do
not have an MFA device, then you will have to register for MFA using either your phone or
computer.

6. What are the types of devices I can register with for my MFA?
You can add one or more of the following devices as your MFA device:

e Smartphone, Computer, or Tablet — By downloading the Symantec VIP access
application;

e [VR — By registering with a U.S. phone number;
e SMS — By registering with a U.S. phone number; and

e E-mail — By registering with a valid e-mail address (the e-mail address associated with
your profile will be used).

7. How do I register my MFA device (phone, computer, or e-mail) to my EIDM user
account?

Once you successfully complete the Identity Verification process, EIDM will display the
‘Register your Phone, Computer, or e-mail’ page depending on the application role being
requested. Alternatively, you can register for MFA by selecting the ‘Register your Phone,
Computer, or e-mail’ link under ‘My Profile’.

Your device can be registered for MFA in one of five ways:

a. Download VIP access software on your phone — Enter the alphanumeric Credential ID
generated by the VIP access client. Then enter the Security Code generated by the VIP
client.
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b. Download VIP access software on your computer — Enter the alphanumeric Credential ID
generated by the VIP access client. Then enter the Security Code generated by the VIP
client.

c. Text Message SMS — Use this option to have the Security Code texted to your phone.
You must enter a valid phone number and your phone must be capable of receiving text
messages. Carrier charges may apply.

d. IVR - Use this option to receive a Voice Message containing the Security Code. You
must provide a valid phone number and (optional) extension that will be used during
login to obtain the Security Code. The extension may begin with any one of the
following: asterisks “*’; period ‘.”; comma °,’; pound ‘#’, followed by numeric 0 to 9. For
example: 4885554444, 1112.

* (asterisk) Used by some phone systems to access extension;

. (period) Creates a delay of approximately 5 seconds;

, (comma) Creates a short delay of approximately 2 seconds;

# (pound) Used by some phone systems to access an extension; and

e A comma may be used if you are unsure of the special character supported by your
company’s phone system.

e. e-mail — You can also opt to use the e-mail in your profile to receive a Security Code
when logging into a secure application.

8. How do I register for MFA if I receive an error when installing the software on my
computer?

If you are having trouble downloading and installing the MFA software on your desktop or
laptop, it is possibly due to your company’s Information Technology (IT) policy that disables
users from installing any software on company-provided machines. Check with your
company’s IT department for assistance. If your company does not allow you to install MFA
software, one alternative is to use a mobile device that you control, or you can also use a
voice call to obtain the Security Code. You can refer to other instructions in this FAQ section
for information on cell phone installation and IVR usage.

9. I cannot use the desktop MFA software or the mobile phone MFA software. What
should I do?

Your application allows you to set up a voice or SMS delivery method for your Security
Code that does not require an MFA software download. You can register a phone number
and select SMS or IVR. Then your application can register your phone number and delivery
method with Symantec. After your MFA is activated, when you login to your application you
will receive either a phone call or text message that contains your Security Code, depending
on the delivery method you selected.

The SMS and IVR Security Codes expire within 10 minutes of when they are sent, so please
make sure you provide a phone number that will be accessible to you during your typical
work hours. For example, do not use a residential phone number if you will normally login
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10.

11.

12.

from your place of employment. E-mail Security Codes expire within 30 minutes of when
they are sent.

Can I access multiple applications if I’'m Multi-Factor Authenticated (MFA)?

Once you have been multi-factor authenticated (i.e. “logged in”) into your application, if you
do not log out of the system, you can access other protected CMS Applications that require
MFA without having to be authenticated again with an MFA Security Code. If you log out of
the system, when you log back in, you will be asked to present your MFA Security Code
when accessing your CMS Application.

How do I use my MFA device to log into my CMS EIDM user account?

When you log into your application, the system will display the MFA login screen. You will
be required to enter your user ID, password, and the MFA Security Code. If you have
registered an MFA device, enter your user ID, password, and the Security Code that is
displayed on your MFA device, as shown in Figure 9-1.

Figure 9-1: Security Code
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For your protection, an MFA device automatically generates a new Security Code each time
it counts down from a 30-second timer.

If you have registered an MFA SMS or IVR device, when you log into your application, the
system will send you a Security Code via text message or voice call to the number you
registered in EIDM.

For your protection a Security Code sent via SMS or IVR counts down from a 10-minute
timer. The Security Code sent via e-mail counts down from a 30-minute timer.

How do I add additional MFA devices to my CMS EIDM user account?

You can register up to five MFA devices to your user account. Additional MFA devices can
be added to your account after you have been prompted by your application to set up the first
MFA device. The “Register your Phone, Computer, or e-mail” link on the “My Profile” page
will appear once you have successfully set up your first MFA device. You can click on the
link and add additional MFA devices to your user account.
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13. Will I be charged cell phone time each time I use Symantec VIP MFA on my mobile
device?

It depends on what delivery method you use. The Symantec VIP MFA software is free. Once
the Symantec VIP MFA application is downloaded and installed on the phone it does not
utilize any cell time to generate the six-digit security code. Cell or network traffic is used to
download the application to one’s mobile device. There are no recurring charges associated
with the use of either software option. If you choose not to use the software option and select
SMS or IVR, carrier charges may apply.

14. 1 lost all my MFA devices linked to my EIDM user account. How do I deactivate the
linked devices and link new devices to my user account?

Your Application Help Desk should be able to assist you in removing/deactivating the
registered devices and registering new devices to your user account.

15. What should I do if I lock my MFA device?
Y ou must contact your Application Help Desk to unlock the registered MFA device.

16. If my Credential ID is copied or stolen, can someone else access my CMS EIDM User
account?

No. A Credential ID cannot be used to access an EIDM user account.

9.6  Annual Certification

1. What does it mean when my account is inactive?

A CMS Portal account is inactive when a user has not logged into either their application or
the CMS Portal for 60 days or more.

2. What does it mean when my account is locked?

A user’s account is locked following 60 days of inactivity. The user is prevented from
logging into any application. To unlock an account the user must: login to the CMS Portal,
answer their challenge questions, and reset their password; or call the Application Help Desk.

3. What does it mean when my account is deleted?

When a user’s CMS Portal account does not have a role in any application and has been
inactive for more than 360 days it will be deleted. The user’s account may no longer be used
for any purpose and the user may register again to create a new account.

4. What is an Account Review?

Users wishing to acquire a role in their application must first register for a CMS Portal
account. Account Reviews are conducted every six months to check for the presence of at
least one application role in a user’s account. If an account does not have any application
roles associated to it and has been inactive for more than 180 days, it will fail. If the account
has been inactive for more than 360 days, it will be deleted.
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11.

12.

Is there anything I need to do for Account Reviews?

If you have an application role associated to your account then no action is required on your
part. If you do not have an application role associated to your account and have been inactive
for more than 180 days, you will receive an e-mail with instructions on how to proceed.

I got an e-mail that my account failed an Account Review. What should I do next?

If you no longer require an account in the CMS Portal, no further action is required on your
part. If you wish to continue using your account, please follow the instructions in the e-mail
describing how to proceed.

I got an e-mail that my account was deleted as part of an Account Review. What should
I do to get my account back?

If your account was deleted as part of Account Review, you must create a new account.
Please go to the CMS Portal and follow the on screen instructions to create a new account.

What is a Role?

A Role is the name (e.g. Submitter or Representative) given to a set of privileges and
permissions that an individual may perform within an application or other computer resource.
Users must submit a role request which should be approved and then the role will be added to
the user’s profile. Use of a role is typically granted for one year by an application Business
Owner, their representatives, authorizers, Help Desk personnel, or other approver. Each year,
continued use of a role must be approved or the role will be removed from the user’s profile.
This annual re-approval is known as Annual Certification.

What is Annual Certification?

CMS security guidelines require that each year, the use of a role must be approved or the role
will be removed from the user’s profile. Annual Certification is the process of approving a
user’s continued use of a role and is valid for one year. Annual Certification is typically
performed in the same manner as the original role approval process used by Business
Owners, their representatives, authorizers, Help Desks, or other approvers. If the continued
use of a role is not approved, then the role will be removed from the user’s profile and an e-
mail will be sent notifying the user that their role has been removed.

What is an Annual Certification due date?

The Annual Certification due date is the date that a role is due to be certified. This is
normally one year after the last Annual Certification.

How often does my role need to be certified?

Your role needs to be certified once a year. It is your approver’s responsibility to certify your
role and usually requires no action on your part.

What do I need to do to have my role certified?

It is your approver’s responsibility to certify your role and usually requires no action on your
part. If your role failed Annual Certification, an e-mail will be sent to you with more
information.
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13. I got an e-mail that my role was removed because it failed Annual Certification. How do
I get my role back?

If you still need access to the role that was removed, you must request the role again. Please
follow the instructions provided in the e-mail.

14. 1 am an approver who is responsible for approving role requests. What do I need to do
for Annual Certification?

As an approver for role requests, you will be responsible for certifying users’ roles by the
certification due date. An ‘Annual Certification’ link can be found where you usually go to
approve user role requests. On that page you will be able to search, review, certify, or revoke
the certifications for users under your authority. If no action is taken by the certification due
date, the role will be removed.

15.1 am an approver and I received an e-mail informing me that I have roles pending
Annual Certification. What do I need to do?

As an approver for users’ role requests, you are also responsible for certifying those roles
annually. 30 days before a role’s certification due date, you will receive an e-mail providing
a count of user roles that are due for certification within the next 30 days, 15 days, 7 days,
and 1 day. If no action is taken by the certification due date, the role will be removed.

16. If my role is automatically approved, do I need to take any action for Annual
Certification?

If your role requests are automatically approved, they will also be automatically certified.
Some automatically approved roles require the information provided, when the role was first
requested, to be validated against a trusted resource. As part of Annual Certification, this
information will need to be revalidated. If the validation is successful, your role will be
certified automatically and no action is required on your part. If the validation fails,
CMS.gov will send you an e-mail notifying you that validation failed and describing how to
correct the error before the certification due date for your role.

17. Why can’t I see all my users’ roles in the Pending Certification View Page?

The Pending Certification View Page shows a maximum of 250 roles that you are
responsible for certifying in the next 30 days. If you have more than 250 roles to certify in
the next 30 days or wish to see roles due for certification past the next 30 days, you must use
the Search feature.

18. I am searching for roles that I need to certify but don’t see any results after selecting
the Search button. Why is my search not displaying any results?

19. The most likely reason is that your search did not match any existing role certifications. The
search will also not return any results if there are more than 250 certifications found for your
specific search criteria. Please ensure that you narrow down your search so that no more than
250 certifications will be found from your search request.
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Appendix A

Acronyms

Acronym Translation
ADLT Advanced Diagnostic Laboratory Test
ARS Acceptable Risk Safeguards
ASP Average Sales Price
CCN CMS Certification Number
CDLT Clinical Diagnostic Laboratory Test
CFO Chief Financial Officer
CLFS Clinical Laboratory Fee Schedule
CM Center for Medicare Management
CMS Centers for Medicare & Medicaid Services
EIDM Enterprise Identity Management
EIN Employer Identification Number
EUA Enterprise User Administration
FAQ Frequently Asked Questions
FFSDCS Fee for Service Data Collection System
HCPCS Healthcare Common Procedure Coding System
IE Internet Explorer
IT Information Technology
IVR Interactive Voice Response
LV Large Volume
NPI National Provider Identifier
OTP One Time Password
PAMA Protecting Access to Medicare Act
PFS Physician Fee Schedule
PIl Personal Identifiable Information
PTAN Provider Transaction Access Number
RIPD Remote Identity Proofing
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Acronym Translation
SMS Short Message Service
SSN Social Security Number
TIN Tax Identification Number
URL Uniform Resource Locator
VIP Validation and Identity Protection
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