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From: Clinician Outreach and Communication Activity (CDC) 
Sent: Thursday, December 03, 2009 12:45 PM 
To: Clinician Outreach and Communication Activity (CDC) 
Subject: CDC H1N1 “Swine Flu” ‐ PHISHING SCAM 

This is an official 

CDC HAN Info Service Message
 

Distributed via Health Alert Network 
December 2, 2009, 13:51 EST (01:51 PM EST) 
HANINFO-000302-09-12-02-N 

CDC H1N1 “Swine Flu” - PHISHING SCAM 

Summary: The Office of the Chief Information Security Officer (OCISO) at the CDC, with the 
 Cyber Security Incident Response Team (CSIRT) have received reports of fraudulent emails 
(phishing) referencing a CDC sponsored State Vaccination Program for the H1N1 “Swine 
Flu” contagion. CDC has NOT implemented a state vaccination program requiring registration 
on www.cdc.gov. Users that click on the embedded link in the email are at risk of having 
malicious code installed on their system. OCISO would like to remind users to take the 
following steps to reduce the risk of being a victim of a phishing attack: 

1. Do not follow unsolicited links and do not open or respond to unsolicited email messages. 
2. Use caution when visiting un-trusted websites. 
3. Use caution when entering personal information online. 

For an example of a phishing email, please see our website on Health Related Hoaxes and 
Rumors at http://www.cdc.gov/hoaxes_rumors.html 

The Centers for Disease Control and Prevention (CDC) protects people’s health 

and safety by preventing and controlling diseases and injuries; enhances health decisions 


by providing credible information on critical health issues; 

and promotes healthy living through strong partnerships with local, 


national and international organizations.
 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Categories of Health Alert messages: 


Health Alert conveys the highest level of importance; warrants immediate action or attention. 

Health Advisory provides important information for a specific incident or situation; may not require immediate action. 

Health Update provides updated information regarding an incident or situation; unlikely to require immediate action.
 

##This Message was distributed to State and Local Health Officers, Public Information 

Officers, Epidemiologists and HAN Coordinators as well as Clinician organizations##
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The CDC and HHS logos are the exclusive property of the Department of Health and Human Services 
and may not be used for any purpose without prior express written permission. Use of trade names and 
commercial sources is for identification only and does not imply endorsement by the U.S. Department of 
Health and Human Services. 

Links to non-Federal organizations are provided solely as a service to our users. Links do not constitute 
an endorsement of any organization by CDC or the Federal Government, and none should be inferred. 
The CDC is not responsible for the content of the individual organizations. 

Please send us your feedback or comments: http://www.cdc.gov/flu/coca/feedback.htm. 

Our Clinician Communication Team is committed to excellence in reporting our weekly updates.  Please 
e-mail coca@cdc.gov should you note any written errors or discrepancies. 

If you need to unsubscribe or update your information, please go to our website: 
http://www.bt.cdc.gov/clinregistry. 

If you need further information or technical help, please send an e-mail message to: coca@cdc.gov. 

Communicating With Clinicians
CDC currently employs several mechanisms to 
communicate with clinicians on topics of urgent 
concern and interest. 
Download this flyer to find out more 
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