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3.1 - System Environment
(Rev . 40, 11-14-03)
The system environment for the operation of the AGNS-Dialer consists of hardware and
software. The minimum requirements for hardware and software for running the AGNS-Dialer
are asfollows:

e A PC-compatible microprocessor with Windows 95/98 or Higher

e One gigabyte of hard disk and one 3.5” floppy disk drive

e A Hayesor Hayes-compatible internal or external modem up to 5600 KB

3.2 - What isNeeded to Accessthe CM S Data Center
(Rev . 40, 11-14-03)
Softwar e

1. AT&T Global Network Services Diaer (1-800-905-2069)
http://www.attbusi ness.net/reqgctr/index.html

2. Internet Explorer 4.0 with 128 bit encryption or higher
http://www.microsoft.com/

AccesstoCM S

The CMS requires an AGNS network user ID and password, a CM S Data Center user ID and
password for accessing the CMS LAN Domain and the CM S Data Center Mainframe.


http://www.attbusiness.net/regctr/index.html
http://www.microsoft.com/
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3.3 - User Responsibilities

(Rev . 40, 11-14-03)

Dl W T 20T WA Nl TR

All users of AGNS-Dialer have responsibilities that must be fulfilled in order to support the
system's functioning. Other than the obvious hardware and software maintenance, you are
responsible for supplying CM S with information about your organization, your users, and

testing.

Although testing and the supply of information primarily apply to the setup stage of the system,
your responsibility continues into the operational phase. Information must be updated as

changes occur in your organization, and any information regarding the operation or malfunction
of the system must be reported. Test procedures must be repeated after alterations to the system
components, such as the installation of updated software or changesin hardware. Y ou may also

need more testing when your personnel changes.



3.4 - AGNS-Dialer Software Installation

(Rev . 40, 11-14-03)

3.4.1- Instructionsfor Installing ATT Network Dialer Program Software
(Rev . 40, 11-14-03)

The instructions on the following pages are to be used to install the AT& T Network Dialer on
your PC in order to access the CM S Data Center Mainframe computer from remote sites. The
AGNS Dialer isused to provide easy and secure access from your location to the CMS Data
Center Mainframe computer in order to transmit and receive data. The PC’'s must have dial-up
networking capabilities setup in Windows 95, 98, or NT. If Dial-up Networking is not activated,
the communications software will recognize that Windows is not setup properly, and it will not
recognize the modem.

NOTE: You must have amodem and a phone line connected to your computer in order to use
this process.

If you have Internet access, you may download the AGNS dialer from the IBM Web site at
http://www.attbusiness.net/regctr/index.html (thisisa 1.44 MB file). You will also need
Microsoft Internet Explorer Version 4.01 SP1 (1E 4.01) or greater with 128-bit encryption.
Download the Internet Explorer from the Microsoft Web site at http://www.microsoft.com/. Be
sure to download the version with the 128 bit-encryption.

Even if you have access to the Internet by way of other browsers (Netscape, Erols, AOL, etc.),
you will still need Microsoft Internet Explorer Version 4.01 or greater to access the CMS Data
Center Mainframe computer.

3.4.2 - Downloading the ATT Network Dialer
(Rev . 40, 11-14-03)

If you have Internet Explorer Version 4.01 (or Higher) with 128-bit encryption available but not
instaled, install it now. Detailed instructions for installing this standard Microsoft product are
beyond the scope of this document. If you have no other means of obtaining IE4.01, you may do
so from the CM S Data Center after you install the ATT Network Dialer and after your AGNS ID
is activated.


http://www.attbusiness.net/regctr/index.html
http://www.microsoft.com/

1. Todownload the ATT Network Diaer using the Internet Explorer, first start the Application.
At the Addressline as shown below, type in the AGNS Web site address:
http://www.attbusiness.net/regctr/index.html, then press <ENTER>.
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The AT&T Internet Services Web site will be displayed.

2. The AT&T Internet Servicesis used to download software from the AT& T Web site. To use
this option, click on the line that says DOWNL OAD OUR SOFTWARE.



http://www.attbusiness.net/regctr/index.html

3. Thefollowing screen will be displayed.
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4. Click on the entry that best describes your PC’ s operating system.



The Terms and Conditions describe a License Agreement between you the User and AT&T.
Scroll through the page. There are two buttons at the bottom of the page - | Accept and | Do
Not Accept.

If you accept the terms of this agreement click on | Accept. If you click on | Do Not Accept,
the screen will return to the AT& T Internet Connection Services Registration Center Web site.
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5. Click on Download the Dialer.
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6. Click on the radio button beside the Save this program to disk option, and then click OK.
The Save As screen will be shown.
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If you are familiar with the Windows applications, you will recognize that thisisthe regular
“Save As’ window which is displayed whenever you want to save afile in a different directory,

or with adifferent name. Y ou may savethisfileto any drive on your PC, or you may saveit to a
diskette.



6. Select the directory where you want to save the file, make note of it and then click Save.

The File Download screen will be displayed indicating that the file is being saved.

197 KB |:| nesetup.exe Copied 5 4 Im] e
Savng
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When the download is complete, a message will be displayed Download Complete. Click on
OK.



3.4.3 - Installing the AGNS Dialer

(Rev . 40, 11-14-03)

1. Click Start at the lower left corner of the PC screen, and then click Run. The Run screen
will be displayed. If you saved the download file to a diskette, insert the diskette into drive

A, type a:\setup.exe and then click OK.

ﬁ Type the name of a program, folder, docurent, o

Internst resource, and Windows will open it For vou.

Dpen: ] Clincaetup, exe ﬂ

(04 Cancel | E'rul.-'-:lse...l

2. If you saved the download file to the C drive, type c:\(name of directory)\setup.exe and
then click OK. The AT&T Global Network Dialer - Installation screen will be displayed.

Click Next on this screen.

2 Upgrade x

Wwielcome to the installation program far the

AT&T Global
Network Client

Version 5.04.3 English

It iz stronaly recommended that wou exit all Windows progranms
betare continuing thiz installation program.

If you were given a FastPath code on your CO or installation
ingtructions enter it below, othemwize leave the fields blank.
FastPath codes are provided for pour convenience to simplify
your inztallation and setup.

* FastPath™ | - - |

Cancel I




3. Upgrade Start window will display, if you are ready to install the AT& T Global Network
Dialer, click the Install button.

2 Upgrade

Start

You are now ready to install ATET Global Metwark Client. Click
the Install button to beqin the installation or the Back button to
change inztallation settings.

¢ Back

Cancel |

Lega Agreement will be displayed. Read the terms of the Agreement, and then click on |
Agree.

42 License Agreement
0L SHOULD CAREFULLY READ THE FOLLOWING TERMS. Y0OUR INSTALLATION OF j

THE PROGRAM IMDICATES YOUR ACCEFPTAMCE OF THESE LICEMSE TERMS.

PLEASE READ THIS AGREEMEMNT CAREFULLY EEFORE INSTALLING THE PROGRAM.
aT8T GLOBAL METWORE SERVICES, LLL.C. [MaT&T™ OR THE LOCAL SERVICE PROVIDER
WWILL OMLY LICEMSE THE PROGRAM TO Y0OU IF ¥OU FIRST ACCEFT THE TERMS OF
THIS AGREEMEMT BY INSTALLING THE PROGRAM. IF Y0 DO NOT AGREE TO THE
TERMS OF THIS AGREEMEMT. DO MOT USE THE PROGRAM: EITHER RETURM OR
DESTROY YOUR COFY.

These licenze termz apply to Your installation and use of the program, which program includes
copyrighted materials and programs of Our Licenzors [collectively referred to as "Program™). This
licenze iz granted to Y'ou by the ATET or the local zervice provider [Swe' or "] in Your
country. A list of local service providers and any countny unique terms iz included at the end of
thiz Program Licenze Aagreement.

The Programs contained in thiz package are intended only for Uzers of Our Services and not for
ahy ather uzers. vou may not uze the Program contained in this Package to upgrade any
Programz that v'ou did not obtain from U=,

1. Licenze. Thiz Program iz licensed and not sold.  Title to the Program does not pazs to rou.
e awn, or license from the owner. copyrights in the Program. “'ou obtain no rights other than |

< Back | agree > Cancel |




4. The next screen isto indicate the installation of the AT& T software that you need.

Installing

Copying file;
C:h.Sdatahdefaulthk 1634305 DEF

5. At the Finished screen, click on Yes Continue Setup.

Ui adle [ 3 |
Finished

Woukd vou Bes by condinges with patun and connect o B
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6. When the Dialer Setup Welcome screen is displayed, click Next.

ATET Global Network Cliest Setup (page 1ol 7)
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7. The next screen isto enter your AGNS account number and User ID If you are an external
user with your own private account, enter the Account Code and User 1D provided to you

by AGNS Services and then click Next.

AL Global Metwork Chenl Setup (psge 2ol 1)

User 1D
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8. The next screen is used to indicate the Network Connection you would like to select. Click
the radio button beside Dial using my computer’s modem. Then click on Next.

AT&ET Global Hetwork Client Sedup ([pape 3 of T

Network Connection
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9. If you do not have a modem attached to your PC, press Cancel to exit this setup process.
Y ou cannot continue installing this process without amodem. Call the AGNS Action Desk
at 1 (800) 905-2069 or your CO contact (see Appendix H) for additional information.



http://www.cms.hhs.gov/manuals/116_mmc/mc86c20appendix_h.doc

10. If you have amodem and it isinstalled, it should be listed on the screen as shown in the
following example. If you have amodem and it is not installed, you may use this process to
Add amodem by clicking on Add modem on the next screen, and following the procedures.
Click Next to continue.

ATET Ghabeal Retwink Clienl Saiup (page 4 of 1)

Modem
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11. Thisnext screen isfor selecting the dialing locations.

AT&T Glnhal Network Cliemt Setup (page 5 of )
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12. The next screen will display the Networ k Access Numbers. Select the phone number
closest to your city and state.

ATET Global Belwork Chenl Sefup (pape 8 of 7

Network Access Number
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Click to indicate where you are calling. Make sure that this number is correct, because thisis
the number the modem is going to useto call into CMS.

When all of the information has been selected, click Next to continue.
13. Thisscreen indicates that the Dialer Setup is complete. Y ou may select to either start the

login process and connect to the network now, or connect to the network later. Click on the
radio button beside one of the options and then click Finish.

Setup Complete
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3.4.4 - Login Procedures

(Rev . 40, 11-14-03)

When the AGNS Dialer has been installed, and you elected to "start login when finished,” the
next screen that is displayed isthe “AGNS Network - Login” screen.

1. Typeinyour Login profile, your “AGNS’ password, and click on Connect.

(If you are an external user with your own private account, enter the Account Code and
the “AGNS’ password provided to you by AGNS Services.)

If thisisyour first time logging on, after you enter your L ogin profile and password, the
system will prompt you to change your password. Type in your new password.

(=) AT&T Global Network Cent

2. After connecting, if a newer version of the Dialer or the telephone list is detected, the system
will automatically download it. Wait until it completes before continuing. When it

completes, click OK in the Dialer window. The following AT& T Network Client status
console will appear.

~ AT&T Global Network Client




3. If Internet Explorer has been installed on your computer, launch the program and type at the
command box https://158.73.207.36/cgi-bin/tn3270r and then press Enter.

ﬂl-r-.-r = o1 e T | e o et wevded By PET A -uru
Pl EE Ve Peoim T Hep -
o - o QA A Qe e S - -

lﬂ—[ A 0 e e d e | ek ®

Bl axiy recaen] ;I
EMEnet Conterts Bearch

CHESnet Gaarch repmat Sasrch

| = ]

P i gl

Maid liganiratisn

i Péegi e

il Sandces

Tl Spdirrrs | mliom ation
Tevbn plogy

I you hine probisems accegsng amy
irfarmaiian an e CMSmel or Rave
quesiions / commenis, Pleaze a-mail

Current Featured Sites: fhe HCF AR resource.

s Wark CRAS

Spruial infatyrs B 'y

Top 8 Pegem q%

Traising 'L warming

Discinates 30l Comiscin i3 Fed Sl wiadl'd e hippees) @
M, ribd The LS
ViOeoE Fareriie] B

i Tiriaft dilion
b=l vl o e po

ol J58aith Polcy Mg

=1

| Rt e L [ - (ARHES =

This site can be added to your Favorites by clicking on “Favorites’ on the tool bar. After
selecting Favorites, click on Add to Favorites.

The next time you would like to connect to the CM S mainframe you would proceed as follows:

1. Log ontothe AT& T Network Dialer.
2. Launch Internet Explorer.

3. Click on Favorites.

4. Click on CMS Mainframe.



3.4.5- Logging Onto the CM S Domain
(Rev . 40, 11-14-03)

1. When the Enter Network Password screen is displayed, type your TSO/CM S User ID. Click
OK. You are now logged into the network.

NOTE: Do not click the “save password” box. Thisisasecurity violation

Erdes Metwark Pasiwond

'

1. Atthe Microsoft Internet Explorer Security Screen, read the Agreement and click OK.

Microsoft Internet Explorer

/NN
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2. At the Security Warning screen, click the “aways trust” box and then click Yes.

3. At the next Security Warning screen, click Yes.

Security Warning

Warning: The authenticity of this content cannat be
verified, therefare it cannot be trusted.

Problem lizted below:

Inable to create certificate chain from the zigning
certificate to & root.

Do you want ta inztall and rin
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4. Thisisthe Host On Demand (HOD) screen. If thisis your first time using this process, you
will be prompted to download the HOD software. This download takes approximately one
hour. After the download, the following screens will appear.
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3.4.6 - Disconnecting From AGNS
(Rev . 40, 11-14-03)
1. Todisconnect, click on the X in the upper right corner of the AT& T Global Network status

console. When the screen displays Do you want to disconnect from the network?, click Yes
to disconnect.

- AT&T Global Network Client -~ |

: N
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v Dialer




3.4.7 - Re-L ogon Procedures
(Rev . 40, 11-14-03)

The next time and each time you login into the AGNS to access the CM S mainframe you may
use the following procedures.

2. Click onthe AGNS icon located on your desktop. When the AGNS Login screenis
displayed, type in your Login profile (User ID), your password and press <ENTER>.

3. Whenthe AT&T Global Network status console screen is displayed. Launch I nternet
Explorer and click on the Favorites, then click on CM S Mainframe.

4. Typeinyour TSO/CMS User ID, then type in your password and click OK. The
Microsoft Internet Explorer Security Screen will be displayed. Read the Agreement, and
click OK.

5. The HOD Microsoft Internet Explorer screen will be displayed. Click on Start Terminal

Session. The connection will be made to the CM S mainframe, and the CM S Data Center
logon screen will be displayed.

3.5 - Communicating With the CM S Data Center

(Rev . 40, 11-14-03)

3.5.1 - Troubleshooting the Communications Link With CMS
(Rev . 40, 11-14-03)

If you experience telecommunications problems, follow these guidelines to determine what you
need to do:

1. First, check your equipment. Isthe modem, PC, and telephone plugged in, turned on, and
in working order? Verify that all cables and lines are properly attached.

2. If the telecommunications system worked previously and your connection to the CMS
Data Center was successful at some point, make three identical and consecutive attempts
before seeking help.

3. Report all CM S domain telecommunications problems to your CO contact (refer to
Appendix H). These are problems that you may experience after you successfully logged
on the AGNS. When you call the your CO contact, be prepared to do the following:

a. ldentify yourself as an M+C organization user.

b. Reguest atrouble ticket and save the number for future reference.



c. Explain that you are working with a deadline situation, such as the need to upload
data that day to meet a cut-off date.

4. Report all AGNS problemsto the AGNS/MDCN Help Desk at 1-800-905-2069.
3.6 - Logging Onto the CM S Data Center
(Rev . 40, 11-14-03)
Y our first communication with the CMS computer occurs when you log onto the CMS Data
Center. Follow the instructions in this section to guide you through this process. Because the
CMS Data Center Logon screen is subject to change, you are given two sets of instructions.

Choose which directions to follow according to the initial screen or prompt you receive after
making a connection.

3.6.1- Menu Logon Instructions
(Rev . 40, 11-14-03)

When the CM S Data Center logo screen is displayed, use the following logon instructions:

DEPARTMENT OF HEALTH AND HUMAN SERVICES Terminal
HCFA DATA CENTER LUO8D113
//
HH HH DDDDDDD/// Cccceee
HH HH Db ///D cC cC
HH HH DD ///DD cC cC
HHHHHHHHHH DD /// DD cC
HHHHHHHHHH DD -///DD cc
HH HH DD /// DD cC cC
HH HH DD/// DD cC cC
HH HH DD///DDDD Cccceee
//

OFFICE OF COMPUTER AND COMMUNICATIONS SERVICES

PLEASE HIT "ENTER" FOR APPLICATION SELECTION MENU
(THE ACTION DESK PHONE 1S: (410)-786-2580 or 1-800-562-1963)
(THE HDC STATUS PHONE 1S: (410)-786-2599)
Y1111 PLEASE HIT PF12 AT THE APPLICATION MENU FOR LATEST HCFA NEWS 11111

BROADCAST MESSAGES

FOR OS 7/ 390 V2R5 IMPLEMENTATION REVIEW THE "HDC NEWS® FOR THE
FHFAAA I IAAAxx* LATEST INFORMATION ALERTS

1. When you see the CM S Data Center's logo screen, press <ENTER>, and the Application
Menu screen will be displayed.



Logginginto TSO

PAGE 1 of 3 ......... APPLICATION MENU ...
05/19/00 10:51 TERMINAL - LUO8D1

** PLEASE CHECK HCFA NEWS FOR THE LATEST SYSTEM INFORMATION **
HxksrsksxkRksk YIT PF12 AT THE APPLICATIONS MENU *ssirsis

1 TSO ACTIVE Application Development
2 RESERVED INACTIVE Future CICS System
3 CICS41 ACTIVE CICS41 System
4 M204PRD1  ACTIVE MODEL204 Production Region
5 M204PRD2  ACTIVE MODEL204 Version 2 Production
6 WYLBUR ACTIVE WYLBUR Online System
7 IDMSTEST ACTIVE IDMS/CV100 Database System
8 Y2KMILL ACTIVE MILL LPAR 2 Menu
9 M204PRD3  ACTIVE Oscar/Cafm/Casr/Crowd/Clia
Select application ==> 1
more . . .
PFK 1 HELP PFK 12 ** HDC NEWS** PFK 3 HDC LOGO
PFK 7 PAGE BACK PFK 8 PAGE FORWARD

PFK 2 APPLICATION INFO PFK 11 UTILITIES




2. Tologinto TSO, select Option 1 - TSO by typing 1 and pressing <ENTER>. The TSO
screen will be displayed
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3. Then the message ENTER USERID isdisplayed, typein your CMS User ID (XXXX)
and press<ENTER>. The TSO/E Logon screen will be displayed.

Enter LOGON parameters below: RACF LOGON parameters:
Userid ===> XXXX

Password ===> New Password ===>
Procedure ===> $TSUSER Group ldent ===>

Acct Nmbr ===> 7XX7XX95000

Size ===> 4096
Perform  ===>
Command  ===> EX "0G00.@BGD5050 .PLANCOMM.CL I B(PLANCOMM)*

Enter an "S" before each option desired below:
-Nomail -Nonotice -Reconnect -OlDcard

PF1/PF13 ==> Help PF3/PF15 ==> Logoff PAl ==> Attention PA2 ==> Refresh
You may request specific help information by entering a "?" in any entry Tfield.

4. A screen full of prompts displays on your terminal. Y our User ID will befilled in on the
screen, and your cursor will be positioned after the prompt that reads PASSWORD ==>.
Typein your password. (You will receive afour-character password from HCFA for
your first logon use.) After entering your password, you may change the password by
pressing <TAB> to position the cursor in at the New Password field and entering a new
password (your own password must be at least six characters but no more than eight
characters) in the space provided. The system prompts you to repeat your new password.

Follow instructions and re-enter your new password. Y ou must use that password
whenever you login to the CMS mainframe. Pressthe <ENTER> key when you are
finished.

5. Move down to the space after the next prompt for ACCT NMBR ==> by using the
<TAB> key or by pressing <ENTER>. If you press <ENTER>, the first screen
disappears and returns cleared with the cursor placed after the prompt ACCT NMBR
==>. Aninformational screen displaysif you type N or press<ENTER>. Type your
accounting number (an eleven-character code that resembles the number 7XX7XX95000)
and press<TAB>.

6. After you have entered your accounting code, key the following into the
COMMAND===> line and press <ENTER>.

EX ‘OG00.@BGD5050.PLANCOMM.CLIB(PLANCOMM)’



Y ou have now completed the process to log onto TSO. The Mainframe will display afew
messages (Broadcast Messages) and # Asterisks (***) will appear. Press <ENTER> and the
| SPF (Interactive System Productivity Facility) primary option menu will display.
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7. Tologoff of TSO, go to the READY prompt (type =X and press <ENTER>), then type
LOGOFF and press <ENTER>.



3.7 - Testing Questions (Who to Call)
(Rev . 40, 11-14-03)

Testing should begin as soon as possible. If you did not receive a scheduled test date and time,
contact CM S Central Office Technical contact (Appendix H) to schedule atest date. Although
the AGNS-Dider isdesigned to function in the average office environment, minor differencesin
resources can necessitate alterations. Time must be allotted to troubleshoot problems and make
changes as needed. Initial testing should take place one month in advance of atargeted
submission date and two weeks before that date at the latest. Most of the time, problems are not
encountered and submission of actual data can begin immediately following the test
transmission. However, depending on faultless initial operation isrisky at best.

3.7.1 - Testing Phases

(Rev . 40, 11-14-03)

Testing is performed in two phases. Thefirst phase, using the file preparation options, can be
initiated as soon as you have the system software installed. 'Y ou should experiment with the
menu options using the seven test records provided. The second phase of testing consists of a
trial transmission. The CMS must be contacted to schedule a tentative date for atrial

transmission as soon as you receive your software. The CMSwill work with you until
successful transmission is confirmed.

3.7.2 - Assistance
(Rev . 40, 11-14-03)
See Appendix H for contact information related to the following topics:

e Initia set-up, testing, system problems and CMS Domain connectivity

e CMSDomain and CMS Data Center connection problems

e Questions about disks, manuals, and other miscellaneous issues
3.8 - Passwor d Updates (How to Update)
(Rev . 40, 11-14-03)
Your HITS password expires every 60 days. (This security measure, if overlooked, can result in
aloss of CMS Data Center access.) You may change your password any time during those 60
days. At the end of the 60 days, the system prompts you to change your password. When you
change your password, you need to select a password that you have not used within the last three

passwords. In other words, the new password must be different from your most recent three
passwords. Follow the instructions here for changing your password.


http://www.cms.hhs.gov/manuals/116_mmc/mc86c20appendix_h.doc
http://www.cms.hhs.gov/manuals/116_mmc/mc86c20appendix_h.doc

If you get a message that your password is not valid, you must change it. Be aware that after
three attempts in one session to logon with an incorrect password, your access privileges to the
CMS Data Center are revoked for that session. If you continue to have problems, get in touch

with your CO contact (refer to Appendix H).
Use the following steps to change your password:

1. Follow the telecommunications link instructions to make a connection.

2. When you see the CMS Data Center's logo screen, enter your HITS ID and the password
provided to you by CM S where prompted at the bottom of the screen. Enter anew
password (no fewer than six and no more than eight characters) in the space provided and
press <ENTER>. If you don't get any error messages, then your new password is
effective.


http://www.cms.hhs.gov/manuals/116_mmc/mc86c20appendix_h.doc
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