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1. Introduction

This user manual provides step-by-step instructions for new external users requesting access to
the Office of Hearings Case and Document Management System ("OH CDMS") application
through the Centers of Medicare & Medicaid Services (“CMS”) Enterprise Portal.

1.1 Office of Hearings Case and Document Management System

The Office of Hearings Case and Document Management System is a web-based portal for
parties to enter and maintain their cases and to correspond with the Office of Hearings ("OH").
OH supports three distinct administrative hearing functions:

e The Provider Reimbursement Review Board ("PRRB"): provider appeals of cost
report audits and other final determinations per 42 C.F.R. § 405, Subpart R;

e The Medicare Geographic Classification Review Board ("MGCRB"): hospital
applications to request geographic redesignation to an alternative payment area per
42 C.F.R. 8§ 412, Subpart L; and

e The CMS Hearing Officer: diverse range of matters brought by healthcare
institutions, insurance issuers, state Medicaid plans, organ procurement
organizations, and other entities per various regulatory authorities.

Access to the various modules is granted as needed based on role. Access to specific cases is
limited to the parties of each case and their representatives.

1.2 CMS Enterprise Portal

The CMS Enterprise Portal is a single point of entry to numerous CMS applications and
systems. The portal supports users’ role-based access and personalization to present each user
with only relevant content and applications (e.g., OH CDMS, which is housed within the
Salesforce Application). Registration is a multi-step process to obtain secure access to both the
portal itself and to the specific application.

1.3 Cautions & Warnings
1.3.1  Identity Verification

Users are required to enter some personal information and choose a desired User ID and
Password following the guidelines provided to login to the CMS Enterprise Portal. Users are
further provisioned by the Enterprise Identity Management (“EIDM”) mechanism for identity
verification. CMS uses Experian as the external authentication service provider.

The identity verification process involves Experian using information from your credit report
solely to help confirm your identity in order to avoid fraudulent access or transactions in your
name. As a result, you may see an entry called a “soft inquiry” on your Experian credit report.
Soft inquiries do not affect your credit score and do not incur any charges related to them. You
may need access to your personal and credit report information as the Experian application will
pose questions to you based on historical data in Experian’s files. For additional information,
please see the Experian Consumer Assistance website at http://www.experian.com/help/.

Version 1.0 1
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1.3.2  Multi-Factor Authentication

Multi-Factor Authentication (“MFA”) is a security mechanism that is implemented to provide an
extra layer of security, through the use of a unique security code, in addition to the entry of a
User ID and Password. Since OH CDMS is a MFA-protected application, the CMS EIDM system
requires registration of a phone or computer as a means to obtain the necessary security code.

To complete the MFA registration process, users are given four options from which to select:

1. Phone/Tablet/PC/Laptop via the Validation & ID Protection (“VIP”) Access Software; 2. Text
Message Short Message Service (“SMS”); 3. Interactive Voice Response (IVR”); and 4. Email.
At each login, users will be prompted to obtain a current security code from the registered MFA
device.

While the security code for the VIP Access Software refreshes automatically every 30 seconds,
the security code for the SMS and IVR options expires in 10 minutes, and the security code for
the email option expires in 30 minutes. If you are unable to enter the code within the allotted
period, you must request a new one.

1.3.3  Session Timeout

Session timeout occurs if users do not perform any action on the CMS Enterprise Portal site and
remain inactive for 30 minutes. When this happens, a session pop-up message is displayed to
the users allowing them to either stay logged in or log out from the system. If neither option is
selected by the user within 2 minutes, the session will automatically be terminated.

1.3.4 Password Timeframes

Your password must be changed at least every 60 days to remain an active user within the
CMS Enterprise Portal and its associated systems and applications. Passwords can be changed
only once every 24 hours.

1.3.5 Annual Certification

CMS security guidelines require an annual certification of a user’s role. Annual Certification is
typically performed in the same manner as the original role approval process used by Business
Owners, their representatives, authorizers, Help Desks, or other approvers. If the continued use
of a role is not approved, then the role will be removed from your profile.

1.4 Accessibility Standards

CMS is committed to making its electronic and information technologies accessible to people
with disabilities. We strive to meet or exceed the requirements of Section 508 of the
Rehabilitation Act (29 U.S.C. § 794d), as amended in 1998.

If any content or use of any features in the CMS Enterprise Portal cannot be accessed due to a
disability, please contact our Section 508 Team via email at 508Feedback@cms.hhs.gov.

For more information on CMS Accessibility and Compliance with Section 508, see the CMS
Accessibility & Nondiscrimination for Individuals with Disabilities Notice.
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2. Getting Started

21 Set-up Considerations

CMS screens are designed to be viewed at a minimum screen resolution of 1024 x 768. For
optimal performance, screen resolution should be set to 1920 x 1080. The following additional
considerations optimize access to CMS Enterprise Portal:
o Disable pop-up blockers prior to accessing CMS Enterprise Portal.
¢ Use one of the following browsers with JavaScript enabled:
o Internet Explorer (IE), version 11.0 or higher;
o Chrome (recommended for optimal performance);
o Firefox; or

o Safari.

2.2 User Access Considerations

Six distinct steps are required to obtain access to OH CDMS:

e Access the CMS Enterprise Portal public landing page.
e Register for secure CMS Enterprise Portal access.

o Request access to Salesforce.

e Access Salesforce App Store.

¢ Request OH CDMS user role.

e Launch OH CDMS.

Version 1.0 3
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3. Access the CMS Enterprise Portal Public Landing Page

Navigate to the CMS Enterprise Portal at https://portal.cms.gov. The CMS Enterprise Portal
public landing page is displayed.

c—

Enterprise Porta
= e ..,.- e ,,-A.
———2a

Figure 1: CMS Enterprise Portal Public Landing Page
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The header is designed with the following navigation elements:

e CMS.gov|Enterprise Portal link: Clicking this link performs a page refresh of the
landing page.

e Applications: Clicking this link allows users to select their application from a drop-
down menu and view their application's helpdesk and support information.

e Help link: Clicking this link redirects users to a help page containing general help
information.

e About link: Clicking this link displays information about CMS.

e E-Mail Alerts link: CMS Enterprise Portal email alerts is a communication tool that
allows Portal users to subscribe to natification lists which deliver important and timely
CMS information. Users can elect to receive CMS Enterprise Portal email alerts by
clicking the E-Mail Alerts link.

CMS.QOV | Enterprise Portal B2 Applications @ Help @ About % F-Mail Alerts

Figure 2: CMS Enterprise Portal Header
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4. Register for Secure CMS Enterprise Portal Access

On the CMS Enterprise Portal landing page, click the New User Registration button.

CMS.gov | Enterprise Portal

Password

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

MNew User Registration

Figure 3: CMS Enterprise Portal Landing Page — New User Registration Button

41 Step #1: Choose Your Application

The Choose Your Application page contains a drop-down menu with a variety of CMS
applications available to select.

CMS.gov | Enterprise Portal @Help @O About % E-MailAlerts

Step #1: Choose Your Application

Step 1 of 3 - Select your application fram the dropdown. You will then need to agree to the terms.

Choose Your Application v

Figure 4: Choose Your Application Page

Version 1.0 6



Office of Hearings Case and Document Management System External Registration and User Access Manual

1. From the drop-down list, select the Salesforce application. Salesforce is the cloud-
based platform on which OH CDMS s built.

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

Choose Your Application

Open Payments: Physician Payments Sunshine Act

PECOS Al: Provider Enrollment, Chain & Ownership System

PECOS Data Mart: Provider Enrollment, Chain & Ownership System Data Mart
PMDA: Performance Metrics Database & Analytics

PRIS: Payment Recovery Information System

PQRS: Physician Quality Reporting System

PSR/STAR: Provider Statistical and Reimbursement/System for Tracking Audit and Reimbursement
PV: Physician Quality and Value Programs

QARM: Quality Net Authorization & Role Management

RNSGUI: Research and Support Graphical User Interface

Salesforce

SERTS: State Exchange Resource Tracking System

SERVIS: State Exchange Resource Virtual Information System

SHIM: Enrollment and Payment Portal

SPOT(FCSQ): First Coast Service Options Internet Portal

STARS: Services Tracking Analysis and Reporting System

T-MSIS: Transformed Medicaid Statistical Information System

UCM: Unified Case Management

VMS Client Letter: VMS Durable Medical Equipment DME Client Letter Application
zONE: Opportunity to Network and Engage

Figure 5: Choose Your Application — Salesforce Option in Drop-Down List

2. Review the Terms & Conditions information and indicate agreement by selecting the
checkbox that states “| agree to the terms and conditions.” Select the Next button
to continue with the registration process. The button is disabled until you select the

checkbox.

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

Salesforce

Terms & Conditions
OMB No.0938-1236 | Expiration Date: 03/31/2021 | Paperwork Reduction Act

Consent to Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or change information on this web site are strictly
prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.5.C. Sec 1001 and 1030. We encourage you to read

the HHS Rules of Behavior

| agree to the terms and conditions
. Next Cancel

Figure 6: Choose Your Application — Terms & Conditions Agreement
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4.2 Step #2: Register Your Information

The Register Your Information page displays a number of fields to enter personal and contact
information to complete the identity verification process.

1. Provide the information requested on the page. All fields are required and must be
completed unless marked “Optional’”.

2. After all required information has been completed, click the Next button to continue.
3. Note that you may click Cancel at any time to exit out of the registration process. If

you cancel, then any changes entered will not be saved. To go to the previous step,
click the Back button.

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information

All fields are required unless marked 'Optional'.

Enter First Name Enter Middle Name (optional) Enter Last Name Suffix (optional)

Enter Social Security Number (optional) Birth Month Birth Date Birth Year

Is Your Address US Based?

© Yes O No
Enter Home Address #1 Enter Home Address #2 (optional)
Enter City State Enter Zip Code Enter Zip+4 (optional)
Enter E-mail Address Confirm E-mail Address

Enter Phone Number

“ e

Figure 7: Register Your Information Page
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4.3 Step #3: Create User ID, Password & Challenge Questions

The Create User ID, Password & Challenge Questions page displays fields to create login
information for future access to the Enterprise Portal.

Step #3: Create User ID, Password & Challenge Questions

Step 3 of 3 - Please create User ID and Password, Select Challenge questions and provide answers.

Enter User ID

Enter Password Enter Confirm Password
Select Challenge Question #1 v Enter Chall Question #1 A
Select Challenge Question #2 v Enter Challenge Question #2 Answer
Select Challenge Question #3 v Enter Challenge Question #3 Answer

Bac'k C:’nCEl

Figure 8: Create User ID, Password & Challenge Questions Page

1. Create and enter a user ID in the Enter User ID field based on the established user
ID requirements. Instructions are displayed in the form of a tool tip window when
selecting the field.

Step 3 of 3 - Please create User 1D and Pa  User ID Requirements nswers
) . S <
User 1D maximum of 74 alphanu
el | FirstLastNamess ot least 1 letter. - ¢
conse ) b

racters are dashed INGerscor

ohes nd Deriee followed b
ophes © and periods wed by

aslphanumerc characters

Enter Password Enter Confirm Password

Figure 9: User ID Field with Requirements Tool Tip
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2. Create and enter a password in the Enter Password field based on the established
password requirements. Instructions are displayed in the form of a tool tip window
when selecting the field. Enter the same password in the Confirm Password field.

3.-Plea ste User 1D and Pa elect Cha § and p ]
User i
i
Y Password must be changed at least every 0C
days Be a f 8 and 2 max
Password characters. Password can be Changed ONce every
_’ srestansenre 24 hours Contain at lnast 1 lette number and 1
SpeCa characte orian at least 1 upper case
and 1 ower Case letier. Be diferent Yom previcous
pasywords used Not contain your User 1D. No
¢ ] e se 3 The o
ecial characte oy not be .o
Select Challenge Question #1 Ater Challenge Ques

Figure 10: Password Field with Requirements Tool Tip

3. After entering the user ID and password, select a question in the Select Challenge

Question #1 drop-down list and then enter the answer you want to be saved with the
guestion.

4. Continue to select a question and enter an answer for Question #2 and Question #3.
Click Next to complete the registration process.

Challenge Question #1 Answer
What is your favorite radio station? v radio ‘—
Challenge Question #2 Answer
What is the name of your favorite pet? v pet ‘_
Challenge Question #3 Answer
What is the name of the manager at your first job? v manager ‘_
Bn(h ]

Figure 11: Challenge Question and Answer Fields
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4.4 Registration Summary and Confirmation

The Registration Summary page displays all the previously entered information for
confirmation. Review the information you entered, make any necessary changes and then click
the Submit User button.

The Confirmation page is displayed acknowledging your successful registration and informs
you that you will also receive a confirmation email to your registered email address.

®@Confirmation

Your ID has been successfully registered with CMS Enterprise Portal. An e-mail has been sent to your registered e-mail address. You can now login by clicking

Figure 12: New User Registration Confirmation
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5. Request Access to Salesforce

Users must have completed the registration process and have an active user ID and password
credentials to request access to the Salesforce application and its associated roles.

1. Navigate to the CMS Enterprise Portal at https://portal.cms.gov.

2. Login using your user ID and password.

CMS.gov | Enterprise Portal

UserlD

Password

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 13: Initial Login Screen

5.1 Request/Add Apps

1. After logging in, the My Portal page is displayed. Select the Request/Add Apps tile or
select the My Access option from the Welcome drop-down list in the top navigation bar
to access the Application Catalog.

Figure 14: My Portal Page — Accessing the Application Catalog
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2. The Access Catalog page is displayed. The Access Catalog includes all the CMS
applications that use EIDM services.

© BobHope w @Help @ LogOut

Access Catalog _Start typing to filter apps... W REQUEST ADMIN ROLE My Access

You cumently do not have access to any applicat
accass catalog to raquast access to the i

CMS.gov | My Enterprise Portal

ions. Please use the
5

ABC Tast App for IMPL The Fas for Sanvice Data Collection Systam The Benefits Coordination & Racavary System
o (FFSDCS) apphcation collec More... (BCRE] allows 3 user t ors..
Hedp Doek Infarmation
123-455-7530 Halp Desk Information Halp Desk Information
SampleihPt foEsinG com 123-456-7850 123-456-7830
SampleldPL Mgssine.com ‘Sampiel WP foEsine com
Request Access Requast Access Request Accass

The CMS WenEx cioud affering Consiss of 3cCess

Bundied Paymemts far Care Improvament Data Flle
Transtar. The CCHIO Envolmant Recohuicn and o WEDEX Training Cant More...
Reconcliztion System (CERRE) Mare_
Help Daek Information e Help Daak Information
123-455-Ta30 Help Desk I 123-456-Ta30
= 1234567550 SAMpiEPURENG o My Pending Requests
SamplelPL Mgssine.com
You do not have any pending requests at this time.
Raquest Accass Requaset Accaes Request Accass

Access 101hE appllcstion s resiicled 10 Tradng Connexion provises suppllers Wil sacure online:
parelelry acoess b INeir Morz..
(CO-OF Program Managament System (CPMS) I8
e 0 track and manage Inf Mare._.

eepis e o e
Daak Information
.com EampisPLTigEEIne. com Helg Daak Intom:

Sampiail, 2.com

Request Accaas Request Access Request Accass

Figure 15: Access Catalog

3. Type “salesforce” into the Access Catalog filter field and click Enter to search for the
application tile that is specific to the Salesforce platform.

CMS.gOV | My Enterprise Portal © BobHope w ©@Help @ LogOut

B ——
M REQUEST ADMIN ROLE My Access

You currently do not have access to any applications. Please use the
access catalog to request access to the

Start typing to filter apps...

Access Catalog

ASC Test. for INSL The Fee for Senice Oata Callection System The Benes Coordination & Racovery Sysiem
Ao (FFSDCS) application coliac More. Lmjmsmatuor?
Help Deek Information
123-455-7890 Hslp Desk Information Help Deek Information
21 com 123-456-7820 123-456-7330
SarmpeMP Maesine com Samglell com

Figure 16: Access Catalog - Filter Field
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4. The Salesforce tile is displayed. Select the Request Access button to continue.

Access CataloGalEEis ® REQUEST ADMIN ROLE

‘fou currently do not have access to any applications. Plea:

access catalog to reguest scoess to the applications.
CMS business appications on Salestarce Flatom,

LUgers Inclugde CME Em Mara_..

Zalesforcs HeloDesk Infarmatian

Requast Access

Figure 17: Access Catalog - Salesforce Application Tile with Request Access Button

5. The Request New Application Access page is displayed. Salesforce is pre-populated
in the Application Description drop-down menu. There is an Interactive Help window
on the right that will automatically update as you navigate through the site.

! My Access Request New Application Access

fi View and Manage My * Required Field iHelp
ACCESS

) Request New Application Apphcation Description: | Salesforce v

Access CMS business applications on Salesforce Platform. Users include CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and General
¥ Requests

@ Annual Certification selectaRoles[ v

B My Pending Requests

[ cance ]
Figure 18: Request New Application Access - Application Description and Help Window

6. Select Salesforce user from the Select a Role drop-down menu.

My Access Request New Application Access N

i, View and Manage My ~ Required Reld iHelp

Actess

= Select a Role

I Request New Application Application Description: [Salesforce v]

Access M5 business applications on Salesforce Platform. Users include CMS Employees| Contractors, Applicants, Providers, Participants, State Organizations, and General Public etc.  Select 3 value from the options being
| Requests

displayed
B Annual Certification Select 2 Role:

@ My Pending Requests

Help ales
Salesforce Help Desk Admin
Salesfarce Help Desk User

Figure 19: Request New Application Access - Select a Role Drop-Down

7. Arole description is displayed along with a message indicating that this role requires
identity verification. Select the Next button to continue.

~| My Access Request New Application Access -
&, View and Manage My * Required Field iHelp
Access
- Select a Role
[ Request New Application Application Description: |Salesforce [v] . e from th b
Access QMS business applications on Salesforce Platform. Users include CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and General elocta value oM 1he options being
| Requests Public etc. payed.
Annual Certification
My Pending Requests Select a Role: | ST SR ™ |
Role Description: €MS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and General Public etc.
This role requires Identity Verification and may require multi-factor authentication credentials to be set up. If your Level of Assurance has not
been met for this role, you will be asked to provide additional information to verify your identity and if applicable, register a device for multi-
{ factor authentication. Please select Next’ to continue
Figure 20: Request New Application Access - Salesforce User Selection
Version 1.0
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5.2 Identity Verification

1. The Identity Verification information page is displayed. Read the information and select
Next to continue.

Request New Application Access
Identity Verification

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access fo the selecited role. Below are a few items to keep in mind.

« Ensure that you have entered your legal name, current home address, primary phone number, date of hirth and email address correctly. We will only collect personal
information to verify your identity with Experian, an external Identity Verification provider.

» |dentity Verification invelves Experian using information from your credit report to help confirm your identity. As a result, you may see an entry called a “soft inguiry” on
your Experian credit report. Soft inquiries do not affect your credit score and you do not incur any charges related to them.

» You may need to have access to your personal and credit report information, as the Experian application will pose questions to you, bazed on data in their files. For
additional information, please see the Experian Consumer Assistance website - hitp:/fwww experian.com/help/

If you elect to procesd now, you will be prompted with a Terms and Conditions statement that explains how your Personal Identifiable Information (PIl) is used fo confirm your
identity. To continue this process, select ‘Mext'

Gl G

Figure 21: Identity Verification Information

2. The Terms and Conditions page is displayed. Review the information.

Terms and Conditions

OME No. 0938-1236 | Expiration Date: 04/30/2017 (OME Re-Certification Pending) | Paperwork Reduction Act

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are commitied to ensuring the security and confidentiality of the user registering to EIDM. Please read the CMS
Privacy Act Statement | which describes how we use the informafion you provide.

Personal information is descriped as data that is unique to an individual, such as a name, address, telephone number, Social Security Number, and date of birth (DOE).
CMS is very aware of the privacy concerns around Pl data. In fact, we share your concerns. We will only collect personal infarmation to verify your identity. Your
information will be disclosed to Experian, an external authentication service provider, to help us verify your identity. If collected, we will validate your Social Security
MNumber with Experian only for the purposes of verifying your identity. Experian verifies the information you give us against their records. We may also use your answers
to the challenge guestions and other Pll to later identify you in case you forget or misplace your User D /Password.

HHS Rules Of Behavior

We encourage you to read the HHS Rules of Behavior |, which provides the appropriate use of all HHS information technology resources for Department users,
including Federal employees, contractors, and other system users.

| have read the HHS Rules of Eehavior for Privileged User Accounts (addendum to the HHS Rules of Behavior (HHS RoB), document number HHS-OCI0-2013-00035
and dated July 24, 2013), and understand and agree to comply with its provisions. | understand that viclations of the HHS Rules of Behavior for Privileged User
Accounts or information security policies and standards may lead to disciplinary action and that these actions may include termination of employment; removal or
disbarment from work on federal contracts or projects; revocation of access to federal information, information systems, and/or facilities; criminal penalties; and/or
imprisonment. | undersiand that exceptions to the HHS Rules of Behavior for Privileged User Accounts must be authorized in advance in writing by the OpDiv Chief
Information Officer or his/her designee. | also understand that violation of certain laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the
HHS Rules of Behavior for Privileged User Accounts draw upon, can result in monetary fines and/or criminal charges that may result in imprisonment.

Identity Verification

| understand that the idenfity proofing services being requested are regulated by the Fair Credit Reporting Act and that my explicit consent is required to use these
zervices. | understand that any special procedures established by CMS for identity proofing using Experian have been met and the services requested by CMS to
Experian will be used solely to confirm the applicant’s identity to avoid fraudulent fransactions in the applicant's name.

Figure 22: Terms & Conditions
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3. Indicate agreement by selecting the checkbox that states “| agree to the terms and
conditions.” Select the Next button to continue with the registration process. The button
is disabled until you select the checkbox.

You must agree to the Terms and Conditions in order
to proceed

| agree to the terms and conditions «

D G

Figure 23: Agree to Terms & Conditions

4. The Your Information page is displayed. Information previously entered during the
Enterprise Portal registration process will be pre-filled on this page. Complete the

remaining required fields on this page and click Next to continue the Identity Verification
process.

Request New Application Access
]

Your Information

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.

Middle Name
* First Name:

* Last Mame S

L]

Enter your E-mail address, as it will be used for account related communicaticns.

* E-mail Address:

Re-enter your E-mall address.

* Confirm E-mail Address

Enter your full 9 digit Social Security Mumber, as it may be required for Identity WVerification

* Social Security Number

Figure 24: Your Information Page (Part 1)
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Enter your date of birth in MMDDNYY Y'Y format, as it may be required for ldentity Venfication

4 Date of Birth

& U.5. Home Address  Foreign address
Enter your current or mest recent home address, as it may be required for Identity Verification.

* Home Address Line 1:

Home Address Line 2:

* City " State: *Zip Code:  Zip Code Extension
I v]

Country: s

Enter your primary phone number, as it may be required for ldentity Verfication

* Primary Phong Mumber

Figure 25: Your Information Page (Part 2)

5. Each field on the Your Information page has a tool tip pop-up if additional instruction is
needed. The tip will appear when you click in the field.

Enter your legal first name and last name, as it may be required for Identity Verification.
Enter your First Mame. Allowed special characters are dle Name:
* First Name: Apostrophe (), hyphen (-), and spaces.
[John '
1
* Last Name: Suffix:
Doe —

Figure 26: Your Information — Sample Tool Tip
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6. Any missing or invalid data will be noted in an error window at the top of the Your
Information page. Correct all errors and click Next.

Your Information

@ Error

Messages for this page are listed below.

Social Security Number: SSN(1) @ Missing Value for required field Social Security Number: SSN(1). Please enter the missing information to proceed further.
SSN(2) @ Missing Value for required field SSN(2). Please enter the missing information to proceed further.

SSN(3) @ Missing Value for required field SSN(3). Please enter the missing information to proceed further.

Figure 27: Your Information — Sample Error Messages

7. Depending on the information provided, the Verify Identity page is displayed. You are
required to answer several questions about information that may be in your personal
records. Answer the questions to the best of your ability. Select the Next button to
submit the request.

Verify Identity

You may have opened a student loan in or around September 2013. Please select the lender that you have previously or you are currently
making payments to_If you have not received student loans with any of these lenders now or in the past, please select 'NONE OF THE
ABOVE/DOES NOT APPLY"
BANK ONE
US DEPT OF EDUCATION
GLHEC STUDENT LOAN
FIRST SECURITY BK
NONE OF THE ABOVE/DOES NOT APPLY
You may have opened a (HOME SAVING OF AMERICA) credit card Please select the year in which your account was opened
2009
20m
2013
2015
NONE OF THE ABOVEIDOES NOT APPLY
Which one of the following retail credit cards do you have? If there is not a matched retall credit card, please select 'NONE OF THE ABOVE'
AMERICAN CREW
: KRAGEN
{  seLrRIDGES
SARAY
NONE OF THE ABOVE/DOES NOT APPLY
Which of the following IS a current or prévious employer? If there is not a matched employer name. please select ‘'NONE OF THE ABOVE'
SECOND CHANCE CONSIGNNE
USC SCH OF MED
ROYAL TIRE AND AUTO
FAITH CONSTUCTION
NONE OF THE ABOVE/DOE S NOT APPLY
Please select the county for the address you provided
KOHALA
HONOLULY
MAUI
KAUAI
NONE OF THE ABOVE/DOES NOT APPLY.

D

Figure 28: Verify Identity Page
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8. After submitting the request, the Identity Verification confirmation is displayed. Select the
Next button to continue.

9. If you receive an error message that your identity cannot not be verified, it may simply
mean that the information you provided could not be matched with the information
available in the electronic records used for verification. You may need to take some
additional steps to verify your identity.

a.

b.

Check your personal information before trying again to register with the system.

If you have entered the correct information and still cannot be verified, you are
instructed to call the Experian Help Desk and provide the Review Reference
Number displayed on the screen so the help desk representative can help you verify
your identity. Experian is the contractor CMS uses to complete the Identity
Verification process.

After you have contacted Experian, login to CMS Enterprise Portal and proceed
again through Request Access process.

On the Your Information screen, select the check box if you have contacted
Experian and completed the identity verification process over the phone with the
Experian Support personnel. Selecting this checkbox instructs the system to retrieve
your identity verification results from Experian based on the phone verification
process.

If your identity cannot not be verified by Experian, contact the OH CDMS Help Desk
for the next steps.

5.3 Multi-Factor Authentication

1. The Multi-Factor Authentication Information page is displayed. Click Next to begin
the MFA Registration process.

Multi-Factor Authentication Information

Figure 29: Multi-Factor Authentication Information Page
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2. The Register Your Phone, Computer, or E-Mail page is displayed. Review the security
options.

=

Request New Application Access

Register Your Phone, Computer, or E-mail

Adding a Secunty Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
user name and password.

You can associate the Security Code to your profile by registering your Phone, Computer or E-mail. Select the links below to find out more information about the options.

7 Phone(Tablet/PC/Laptop

To use the Validation and 1D Protection (VIP) access software on your phone or computer, you must download the VIP Access software, if you do not already have it
Select the following link - hitps://m.vip.symantec.com

7 Text Message Short Message Service [SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10} digits U.S. phone number for
amobile device that is capable of receiving text messages. Carrier service charges may apply for this option.

*/ Interactive Voice Response (IVR)

The IVR option will communicate your Security Code through a voice message that will be sent directly to your phone. This option requires you to provide a valid ten (10)
digits U.S. phone number and (Optional) extension that will be used during login to obtain the Security Code. The extension may begin with any one of the following:
asterisks ™ period ", comma ","; pound *#, followed by numeric 0 to 9. For example: 4885554444, 1112,

+ , (comma) Creates a short delay of approximately 2 seconds;

+ . (period) Creates a longer delay of approximately 5 seconds;
« * (asterisk) Used by some phone systems to access an extension; and
+ # (pound/hash) Used by some phone systems fo access an extension;

You may use a comma if you are not sure of the special character supported by your phone system.
To access the application, you must enter the provided Security Code on the login page. Carrier service charges may apply for this option.
i E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using the E-mail option. When logging into a secure application,
your Security Code that is required at the login page will be E-mailed to the E-mail address on your profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back in
to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
*MFA Device Type: | Select MFA Device Type

D

Figure 30: Register Phone, Computer, or Email for MFA Access

3. Select the device type you wish to register from the MFA Device Type drop-down list.
There are four options and each will open different fields as noted below.

your Security Code that is required at the login page will be E-mailed to the E-mail address on your profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts pl
to try again.

Select the MFA Device Type that you want to- Your application.

4
—J *MFA Device Type: [SEaflF R R0
Phone/Tablet/PC/Laptop
E-mail
Text Message-Short Message Service(SMS)
Next Interactive Voice Response(IVR)

Select the MFA Device Type that you want to use for logging into
u below.

Figure 31: MFA Device Type Drop-Down Menu
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4. Enter the required information to complete the MFA registration process:

Phone/Tablet/PC/Laptop: Users must download the Validation and Identity
Protection (“VIP”) software from https://m.vip.symantec.com to their smart
phone/tablet/computer. This software will generate a security code every 30 seconds
that will be used at login. Enter the alphanumeric code that displays under the field
labeled Credential ID on the VIP Access software into the Enter Credential ID field
in the Enterprise Portal to register the device. Enter a brief description (e.g., Laptop
or VIP Token) in the field labeled MFA Device Description.

¥ VIP Access

“Credential 1D

VSHM49586924 C

SecurityCode @2 |

533515 ¢

Figure 32: VIP Access Display

*MFA Device Type Phone/Tablet'PC/Laptop lJ

* Credential ID :
b | VSHM49586924

* MFA Device Description:  VIP Access x

Enter the alphanumeric code that disolavs under the label Credential ID on vour device.

me that can help you ddentify

aiphanumenc characters and
phe, dash, and penod

Figure 33: MFA Registration Fields - Phone/Tablet/PC/Laptop

Email: Users can receive an email containing the security code. The email address
on the user’s profile is used and will be automatically pre-filled. Enter a brief
description in the field labeled MFA Device Description. Note that delays in e-malil
transmission, spam filters, and other issues outside the user’s control can make this
the least desirable option to receive a security code.

Text Message (SMS): Users can have their security code texted to their phone. The
user must enter a valid phone number and the phone must be capable of receiving
text messages. Carrier charges may apply. Enter a brief description in the field
labeled MFA Device Description.

Interactive Voice Response (IVR): The user can receive a voice message
containing their security code. The user must enter a valid phone number and
(optional) phone extension. Enter a brief description in the field labeled MFA Device
Description.

Version 1.0
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5. Select Next to complete the registration. A message that you have successfully
registered your device is displayed. Select Next again to continue.

~| My Access Request New Application Access

{4 View and Manage My

Access o Register Your Phone, Computer, or E-mail

[ Reguest New Application

Access *You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to continue with your role request
~|Requests

[#@ Annual Certification
[@ My Pending Reguests “

Figure 34: MFA Registration Confirmation

6. An email will also be issued indicating that you have successfully registered your
Phone/Computer/E-mail.

5.4 Complete Access Request

1. The Request New Application Access page is displayed to review personal
information that was previously entered and to update your profile information with
additional business contact information.

2. Enter the requested information and select Next.

~| My Access Request New Application Access iHel
&, View and Manage My 1Help
* Required Field "
Access Interactive Help
Request New Application
I-A-gces:‘q PPl Please update your profile to continue the request for an application access. This section will automatically update
Name as you go through the site. It provides
v|Requests helpful information to ensure you

@ Annual Certification Title: [w]  First Name: Susan Middle Name: Last Name: | Dobbs Suffix: | [V] easily interact with EIDM
[ My Pending Requests
Professional Credentials:

Social Security Number: | ¥¥#k#*#3404

Business Contact Information
4 * Company Name:
. * Address 1:
Address 2:
* City:
* Gtate/Territory: ﬂ
* Zip Code: Zip Code Extension:

Phone

* Company Phone Number: Extension:

* Office Phone Number: Extension:

Figure 35: Update Profile Page
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3. Inthe Reason for Request field, enter a brief reason why you are requesting access to
OH CDMS. Select Next.

v|My Access Request New Application Access iHel

@&, View and Manage My * Required Field 1Help

Access Reason for Request
'A—] Request New Application Application Description: |Salesforce ﬂ The 'Reason for Request’ field

ceess CMS business applications on Salesforee Platform. Users include CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and represents the justification for

v|Requests General Public etc. submitting the request and can
@ Annual Certification contain any additional comments.
[@ My Pending Requests Select a Role: |Salesforce user v

Role Description: CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and General Public etc.

* Reason for Request: ||

@ D

Figure 36: Reason for Request

4. The Request New Application Access Review page is displayed to do a final review of
the entered data. Review the request, make corrections if necessary, and select Submit.

~| My Access Request New Application Access Review iHel

@, View and Manage My * Reguired Field iHelp

Access Review

Request New Application
k‘] = PP Application Description: |Salesforce ﬂ The Review page allows you to review
o CMS business applications on Salesforce Platform. Users include CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and your request. Please select an action

~|Requests General Public etc. to continue.

A Annual Certification

[ My Pending Requests Role Selected: Salesforce user

Role Description: CMS Employees/Contractors, Applicants, Providers, Participants, State Organizations, and General Public etc.

Name

Title: [v]  First Name: |Susan Middle Name: Last Name: | Dobbs suffix: | [v]

Professional Credentials:

Social Security Number: | ¥¥Rski¥3404

Business Contact Information

4
= Company Name: |Actionet

Address 1: |22 Lord Baltimore Drive

Address 2:
City: | Baltimore
State/Territory: |Maryland 2|
Zip Code: |21234 Zip Code Extension:
Phone
Company Phone Number: | 734-563-7841 Extension:
Office Phone Number: |734-563-7841 Extension:

Reason for Request: | User Training

Figure 37: Review Request
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5. A confirmation message is displayed. Select OK.

CMS

.gov

Enterprise Portal

My Posl

> EIOM > EIDM Landing

Request New Application Access Acknowledgement irelp

Acknowledgement

Figure 38: Request New Application Access Acknowledgement

6. An email will be issued indicating that your EIDM request has been submitted. This
email will indicate the request tracking number and notes that another email will be
issued when action has been taken on the request.

7. A second email will be issued indicating approval or denial of the EIDM request. Further
action may not be taken until EIDM approval is granted.
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6. Access the Salesforce App Store

The Salesforce App Store provides registered Salesforce Users access to applications that
have integrated with the CMS Portal.

1. Navigate to https://portal.cms.gov/. If still logged in from the previous registration steps,
you must logout and log back in using the MFA code.

CMS.gov | Enterprise Portal

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 39: Portal Login Page

2. Enter your CMS User ID in the UserlID field. Upon entering a username that is
configured with MFA, an additional Choose MFA Device field with a drop-down menu is
displayed.

CMS.QO'J I Enterprise Portal

Troubie Accessing Security Code?

v Agree to our Terms & Conditions

Login

Forgot your User 1D or your Password?

Figure 40: Choose MFA Device Drop-Down Menu
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3. Enter the CMS password in the Password field.

4. Select the desired MFA Device from the drop-down menu.

CMS.gov I Enterprise Portal

Choose MFA Device

Figure 41: MFA Device Options

5. Depending on the MFA Device selected, different fields/buttons will be displayed. For
text, IVR, or email options, select the Send MFA Code button. For the Tablet/PC/Laptop
Option this step is not needed as the VIP software automatically generates the security

code.

6. Retrieve the MFA code from the specified device and enter it in the Security Code field.
Select the Login button.

CMS.gov | Enterprise Portal CMS.gov | Enterprise Portal

testtest178 testtest178

Pd Sswor d _

Tablet/PC/Laptop

Enter security code Send MFA Code

Trouble A g Security Code?

« Agree to our Terms & Conditions w Agree to our Terms & Conditions

Login Login

Forgot your User 10 or your Password?

Forgot your User ID or your Password?

Figure 42: Selecting Tablet/PC/Laptop Option as MFA Figure 43: Selecting Text Message (SMS) as MFA
Device Device
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CMS.gov | Enterprise Portal

testtest178

CMS.gov | Enterprise Portal

testtest178

Email

Send MFA Code Seind MEA Code

Trouble Accessing Security Code?

¥ Agree to our Terms & Conditions

v Agree to our Terms & Conditions

Login
Login =

F User ID P @2 Forgot your User ID or your Passwe
Forgot your User ID or your Password?

Figure 44: Selecting Interactive Voice Response as

MFA Device Figure 45: Selecting Email as MFA Device

7. The My Portal page is displayed. Select the Salesforce tile.

CMS.gov |My Enterprise Poric

My Portal

& -

Figure 46: My Portal

8. Select the Application link that is listed below the Salesforce tile.

My Portal

Figure 47: My Portal — Salesforce Application
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9. The CMS App Launcher page is displayed. Select the App Store link.

.goVv | Launcher

CMS App Launcher

Search My Apps.

‘You do not have access to any apps, please visit the App Store to request access.

No Apps Found.

W Appstore @ Extemal Provider ¥,

Figure 48: CMS App Launcher

10. The App Store is displayed with a tile for each active Salesforce Application.

Search Apps.

ASETT External Help Desk
703-951-6810

WMonday~Friday (Excluding Federal
Holidays) 8:00AM - 5:00PM EST
asett@actionet.com

All Category

¥
v
v
v
Y
T

ASETT External @

cec@

ASETT Internal Help Desk
703-951-6810

Monday~Friday (Excluding Federal
Holidays) 8:00AM - 5:00PM EST
asett@actionet com

ASETT Internal @

GMMI Connect Help Desk
1-888-734-6433, Option 4
Monday-Friday (Excluding Federal
Holidays) 8:30AM - 7:30PM EST
CMMIConnectHelpDesk@cms hhs.gov

cPC connect @

£2 App Launcher

CMMI salesforce Help Desk
1-688-734-6432, Option 5
Monday~Friday (Excluding Federal
Holidays) 8:00AM - 6:00PM EST
CMMIForceSupport@cms hhs.gov

BPCI Advanced Intemnal @

CMSFMCC

FMGG Help Desk

Monday-Friday (Excluding Federal
Holidays) 8:00AM - 6:00PM EST
edge_server_data@cms hhs.govimcc
@cms.hhs.gov

Fucc @

Figure 49: CMS App Store

11. Locate the OH CDMS App tile by: (1) selecting the OH filter in the category list;
(2) typing OH into the Search Apps field; or (3) scrolling through the menu of
applications.

OH CDMS

OH COMS Hedp Desk

OH ORG

H ORG Help Desk

Figure 50: CMS App Store - Filtered for OH

Version 1.0
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12. Click on the OH CDMS tile to select the application. Help Desk information is displayed
on the tile for reference purposes.

.gov | Store

CMS App Store / a

OH CDMS OH ORG

OH COMS Help Desk OH ORG Help Desk
% 255 1-533-783-8255

Monday — Friday [exchusing federal Menday - Friday (exslusing federal
holdays) 7:00 am - 800 p.m ET helddays) 700 am - 800 pm ET
Mg hihs. gov helpaess_ohcoms@oms hnsgav

os coms i oHoRa I

Figure 51: CMS App Store — OH CDMS Application Tile

13. The CMS App Listing page for the selected OH CDMS tile is displayed. Select the
Send Request button.

w
GOV | Store
CMS App Listing
EETEE
OH CDMS

Applicatic= Karms

Applcatics Da3snplion.

Figure 52: CMS App Listing — OH CDMS Application
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14. The Request Details window is displayed. Within the freeform text field, describe your
role and any specific module details that you are requesting access for. Select the Send
button.

Request Details

Comment (Required Field) 2556 Characters Maximum

Please describe your role and any specific module details within this OH CDMS App that you
are requesting access for.

#)

SEND

Figure 53: Request Details Window

15. An Application Request message is displayed. Select the Continue button.

Application Request

This Application requires one more step to successfully submit your request

Please click continue to complete the request on the external application site or click "close” to close this modal window and continue this step later.

CONTINUE ¢§

Figure 54: Application Request Confirmation
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7. Request OH CDMS User Role

1. Upon successfully selecting the OH CDMS App from the Salesforce App Store, the
OH CDMS Community Registration page is displayed.

2. Enter text into the fields and make selections from drop-down menus as requested. This
information is specific to OH CDMS and is the manner with which the PRRB, MGCRB,
and/or CMS Hearing Officer will correspond with you regarding your cases.

CMS.gov

Centers for Medicare & Medicaid Services

Office of Hearings
Case and Document Management System

Community Registration

All information entered below must be business information and not personal

Your request will not be processed if you click the back button or navigate from the page
All fields are required unless noted as optional.

Contact Information

Prefix

Select Prefix v

First Name

Extemal

Last Name

Provider

Suffix (Optienal)
Naone v

Job Title

Business Mailing Address

City
State

Select State v
ZIP Code

Business Phone Number

Business Email

Requester Organization Type

Select One v

Submit Request

Figure 55: Community Registration Page
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3. Select the desired user role from the Requester Organization Type drop-down menu.

Requester Organization Type

Provider Organization A

Select One

Provider Organization

Parent Organization

Hearing Office Petitioner
Representative Crganization
Medicare Administrative Contractor
Appeals Support Contracter

Centers for Medicare & Medicaid Services

Submit Request

Figure 56: Requester Organization Type Drop-Down Menu

a. If you select Hearing Officer Petitioner from the Requester Organization Type drop-
down menu, then an additional field is displayed to select the Hearing Office
Petitioner Type. Make a selection from the second drop-down menu and then the
Organization Information section will be displayed.

Requester Organization Type

Hearing Office Petitioner ﬂ

Hearing Office Petitioner Type

Medicare Advantage Organization
Representative Crganization
State/Territory Agency

Other

Figure 57: Hearing Officer Petitioner Type Drop-Down Menu

b. If you select any other organization type from the drop-down list, then the
Organization Information section will automatically be displayed.

4. Start typing your organization’s name in the resulting organization information field. When
at least two letters have been entered, the field will present a predictive text drop-down list.
The volume of entries on the list will decrease as more characters are entered. You must
select the appropriate organization entry from the predictive list to complete the field.

Organization Information

Provider Name/Number
- I don't see my organization. | would like to create a new
Test Organiz organization.

Red Glove Test Organization (76-7678)

Test Organization (87-8787) C

Figure 58: Organization Information Page
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5.

If your organization does not exist in the system, select the checkbox that says “l don’t see
my organization. | would like to create a new organization.” Additional fields are displayed.

Enter text as requested.

Requester Organization Type

Provider Crganization ~|

Organization Information

& | don't see my organization. | would like to create a new
organization.

Provider Number

Provider Name

Mailing Address

city

State

Sebect State |

ZIP Code

Submit Request

Figure 59: Community Registration Page - New Organization Fields

Note: Government entities and contractors cannot create new organizations from the
registration page. You must select from the established organizations or contact the
OH CDMS help desk.

Once you have completed all of the fields and made selections from the drop-down
menus, select the Submit Request button. The Application Request Confirmation is
displayed.

Application Request Confirmation

Request Confirmation #: P0000000356

Thank you for your request. Your request has been successfully submitted for approval. You will receive this request confirmation
numker in an email. If you have questions, please contact the Help Desk and reference your above Request Confirmation Number.

Onee your access has been approved, you will receive ancther email providing access to the Application

Figure 60: Application Request Conformation

An email will be issued indicating approval or denial of the OH CDMS request. Further
action may not be taken until OH CDMS approval is granted.
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8. Launch OH CDMS

1. Navigate to the EIDM portal: https://portal.cms.gov/.

2. Enter User ID, Password, and MFA Security Code.

CMS.gov | Enterprise Porial

UserlD

Password

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

Figure 61: Login Page

3. Select the Login button.

4. The My Portal page is displayed. Select the Salesforce tile.

CMS‘QOV |h.-1\/ Enierprlse Portal v © Help @ Log Out
My Portal
(] ()
a at
Salesforce Request/Add

Apps

\

Figure 62: My Portal
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5. The CMS App Launcher page is displayed. Select the desired OH CDMS tile to open
the application.

o Appstore Q) Newuser~

CMS App

.goVv | Launcher

CMS App Launcher a

OH CDMS

OH CDMS Help Desk
1-833-783-8255

Monday — Friday (excluding federal
holidays) 7:00 am—8:00 pm ET
helpdesk_ohcdms@cms._hhs.gov

oH coms @

Figure 63: CMS App Launcher
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6. The OH CDMS Community Rules of Behavior page is displayed. Review the
disclosures and select the Accept button to proceed to the OH CDMS Landing Page.

CMS.gov

Centers for Medicare & Medicaid Services

Office of Hearings
Case and Document Management System

Community Rules of Behavior

The Information System:

ioul are accessing a U.S. Gowemment Informition system, whitch Includes 1. Wils compuier, 2. fils comprater nedwark, 3. all competers connecied fo ils network, and 4. all devicas and starage
medla 3Rached o ks Retwark or i0 3 computer on fils netwark

Thits Informiation sistem |s provided for ULS. Gosmment-authorized use only

LPEmOTIRE O ITENONST LSS of Wk SYESMSm May Nesull in dlsciplinary 3c1on, 35 well 35 cM| and crimingl penaiss

By using Miks Informiation sistem, pou understand and cansent 1o e fllwing

ol M 0 TESE0MENIE epectation of rvacy Neganding 2y COMMUNICToN of d3tE ENsRINg of Soned on Tiks IMONTENon SEEtem. Al 2y Tme, and 1or 3y 3wl GOusmment purpisEe, he

‘Qemment may monkor, Infercapt, and search and setpe any communication or data iransking or stared on ks Infnmation syskem.

Ay communication or 43t iransiing or siored on wils Inormation sysiem may be disclosed or used for 2y Wil Gouemment purpose

Consent to Monitoring:

By logging onto fis webshe, you consent 10 be monRared. Unsuortzed afempts fo uplad Information and'or change Infarmation on this web sRe are strictly profilsiked and are subjedt io
prosacution under e Compuler Frawud and Abuse Act of 1585 and TRie 18 ULS.C. Saclions 1001 and 1030, We encourage wou io read e HHE Rules of Baharvior for mone detalis.

CME will sateguand e Infarmation provided 1o s In accondance Wil Ihe Privacy Act of 1974, 35 amended (5 ULS.C. Section 5523 For mane Infarmation, please see e CME Privacy Podicy

Technical and Accessibiity lssuss: Plesse contsct e OMcs of Hearlhgs C2se and Document Management System Helo Desk 2t 1-833-T33-32355 ar Hel k OHCDM s e |
are using Imeme! Explarer, plezse make sure e browser you are using ks IE 9 ar higher, before afempting o navigate fnough ik she. Priarverskons of IE ane ot supmponied oy Il sysiem

7500 Sacurky Boulaard, EaRimane, MD 21244

CMS-QDV A federal gouemment wetshe marmged by e Cerers for Medlcare & Medkald Senioes I/'"""E

Figure 64: OH CDMS Community Rules of Behavior
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7. The OH CDMS Landing Page is displayed. The view may have one or more of the tiles
noted below based on your role.

7/6/2018 - 6:49:39 PM EDT
C Ms . g o V Welcome Subhasavithri Janarthanan-

Centers for Medicare & Medicaid Services

Office of Hearings
Case and Document Management System

Introduction:

The Office of Hearings Case and Document Management System ("OH COMS") iz a web-based filing portal for parties to enter and
maintain their cases and to correspond with the Office of Hearings ("OH"). OH supports three distinet administrative hearing functions:

» The Provider Reimburgement Review Board ("PRRB"): provider sppeals of cost report sudits and other confractor
determinations per 42 C.F.R. § 405, Subpart R;

» The Medicare Geographic Classification Review Board ("MGCRB"): hospital applications to reguest geooraphic
redesignation to an alternative payment area per 42 C.F.R. § 412, Subpart L; and

+ The CMS5 Hearing Officer: diverse range of matters brought by healthcare institutions. insurance issuers, state Medicaid
plans, organ procurement crganizations, and other entities per varicus regulatory authorities.

Access to the various medules is granted as nesded based on role. Access to specific cases is limited to the parties of each case.

$) (8

Administration CMS Hearing

Officer

Figure 65: OH CDMS Landing Page

8. For further information about a specific module, please reference the associated
External User Manuals from the PRRB, MGCRB, and CMS Hearing Officer websites.
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9. Support

9.1 OH CDMS Helpdesk

For any technical system issues, please contact the OH CDMS Help Desk at 1-833-783-8255 or
email helpdesk ohcdms@cms.hhs.gov. The hours of operation are Monday — Friday (excluding
federal holidays) from 7:00 a.m. to 8:00 p.m. Eastern Time.

9.2 CMS Enterprise Portal Reference Materials

Reference the CMS Enterprise Portal Frequently Asked Questions (“FAQs”) at:
https://portal.cms.gov/wps/portal/unauthportal/help/. These FAQs include a link to the CMS
Enterprise Portal User Manual.

See also the CMS.gov EIDM Guides and Documentation webpage at:
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/EnterpriseldentityManagement/Guides-and-Documentation.html.
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Appendix A: Acronyms

CMS Centers for Medicare & Medicaid Services

EIDM Enterprise ldentity Management

FAQs Frequently Asked Questions

IVR Interactive Voice Response

MFA Multifactor Authentication

MGCRB Medicare Geographic Classification Review Board
OH Office of Hearings

OH CDMS Office of Hearings Case and Document Management System
PRRB Provider Reimbursement Review Board

SMS Short Message Service

VIP Validation & ID Protection

Table 1: Acronyms
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Appendix B: Record of Changes

1.0 07/09/2018 Initial issuance for release of OH CDMS

Table 2: Record of Changes
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