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1. INTRODUCTION

This user guide provides the information necessary for Clearinghouse and Direct
Provider Submitters to effectively use the HIPAA Eligibility Transaction System (HETS)
Desktop (HDT) application.

The Centers for Medicare and Medicaid Services (CMS) is dedicated to safeguarding
Protected Health Information (PHI) and ensuring that only entitled Medicare providers
and suppliers receive Medicare benefit information. CMS requires all Submitters to
ensure they are only sending active, valid Fee For Service (FFS) Medicare National
Provider Identifier (NPI) numbers to the HETS 270/271 application.

Submitters must utilize the HDT application to register and maintain an up-to-date
record of their business relationships with their HETS 270/271 provider and/or supplier
customers prior to submitting HETS 270/271 transactions. In addition, Submitters are
able to verify if NPl numbers are eligible for use with the HETS 270/271 application.

2. REFERENCED DOCUMENTS

The HETS 270/271 Companion Guide provides information related to the HETS
270/271 application described in Section 3 and may be accessed via this website link:

http://cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/HETSHelp/Downloads/HETS270271CompanionGuide5010.pdf

The CMS Enterprise Identity Management (EIDM) User Guide provides guidance on
how to register, obtain, view and change access to the EIDM system, including the
registration approval process. The EIDM system is, for the purposes of the HETS HDT
User Guide, referred to as the CMS Enterprise Portal. Additional information regarding
the EIDM/CMS Enterprise Portal system, including the EIDM User Guide, Quick
Reference Guides, and Training Videos, may be accessed via this website link:

https://portal.cms.gov/wps/portal/cmsportal/eidmlinks#userGuides

If problems and/or questions arise while accessing the HDT application, contact the
MCARE Help Desk at 1-866-324-7315 or at MCARE@cms.hhs.gov Monday through
Friday, from 7:00 AM to 7:00 PM ET.

3. APPLICATION OVERVIEW

Users access the HDT application after authenticating their identity using a CMS
Enterprise Portal User ID and password. Approved CMS Enterprise Portal Users must
add the HDT role to their CMS Enterprise Portal profile from the CMS Portal Access
Catalog then obtain CMS approval before HDT access will be granted.

HDT User Guide Version 1-6/January 2017
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The HDT application is used by Submitters to:

e Register their HETS 270/271 provider/supplier customers with CMS to establish
an NPI/Submitter relationship,

e Maintain a list of all NPIs that their organization will be sending to the HETS
270/271 application,

e Query the status for one or more NPIs via the HDT application,

e Review their current Submitter profile.

The HDT application will validate NPIs that are either being queried or added by the
Submitter to ensure that they are valid FFS Medicare providers or suppliers.
Additionally, HDT will check the status of an NPI with Medicare on a daily basis. If an
NPI is deemed to be invalid by Medicare, the NPI will also be invalid in HDT and will be
prohibited from receiving PHI from the HETS 270/271 application.

In addition to validating that the NPIs submitted to the HETS 270/271 application are
active and valid with Medicare, the HDT application will validate that there is a known
Submitter/Provider relationship between the HETS 270/271 Submitter and the FFS
Medicare provider or supplier.

The HDT application is integrated with the HETS 270/271 application. The NPIs
submitted on 270 eligibility requests will be validated in real-time. If a Submitter sends
an eligibility request with an NPI number that is a) not on file with CMS, b) not an active,
valid FFS Medicare Provider at the time the request is processed, or c¢) not found as
associated with the Submitter, then a 271 AAA error (with an appropriate error code) will
be returned instead of entitlement information. Refer to the Section 8.3 of the HETS
270/271 Companion Guide for more information on the 271 AAA error codes.

The HDT application allows for both manual and batch NPl management processes.

The manual NPl management options allow Clearinghouse and Direct Provider
Submitters to query, add, and terminate their relationships with providers and/or
suppliers one NPI at a time. The screen will display the session’s most current 25
responses in order, with the most recent response listed first.

The batch NP1 management option allow Clearinghouse Submitters to query, add, and
terminate their relationships for multiple NPIs at one time. The NPIs must be submitted
in a flat text file that can be uploaded to the HDT application through the Enterprise File
Transfer (EFT) system. Users are assigned a mailbox in the EFT system and response
files are returned to the user’s mailbox after the input file(s) has been processed by
HDT. The response files are kept in the user’'s EFT mailbox for a minimum of 30 days
before they are archived.

3.1. Conventions

This guide provides screen prints and corresponding narrative to describe how to use
the HDT application.

HDT User Guide Version 1-6/January 2017 2
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Typographical conventions used throughout this guide are described in Table 2.

Table 2. Typographical Conventions

Convention

Description

Example

Button Name

Square brackets ([ ]) are placed around the
references to the names of all buttons and links
displayed on the screen. The button names use
mixed-case alphanumeric characters.

[Query]

Screen Name

All screen names will be represented as mixed-
case, bold italic text and contain the full description
of the screen.

Screen Name

as mixed-case, underlined text followed by a colon.

Input Spaces or locations that accept input on the Input
screens. The input is in the form of mixed-case
alphanumeric characters in bold text.

Hyperlink Fields that (when clicked on) link to another Hyperlink
document or website. These fields are displayed in
blue and underlined.

Note Denotes important information and are represented | Note:

3.2. Cautions and Warnings

Web browser capabilities such as back, forward, refresh and logging out should not be
used during HDT application sessions. Users should follow the instructions provided in

this document.

4. GETTING STARTED

This section explains the HDT application from initiation through exit.

4.1. Set-up Considerations

The CMS Enterprise Portal supports the following internet browsers:

Chrome
Safari

Internet Explorer 8, 9, 10, and 11
Mozilla Firefox

CMS recommends the Chrome internet browser for HDT Users.

HDT Users should follow the login process outlined in Section 4.3.6 of this User Guide.
Users should manually enter all internet addresses (Uniform Resource Locators, or
URLS) into your internet browsers. CMS discourages Users from utilizing browser
bookmarks with the HDT application.

To optimize access to the HDT application, please disable pop-up blockers prior to use.
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CMS discourages HDT Users from utilizing Auto-fill or Auto-populate features of internet
browsers. Users should disable these features in their browsers when using HDT.

HDT Users should make adjustments to their internet browser settings to prevent
caching when using HDT. Web browsers with large cache settings can store web pages
on the user’s computer for extended periods of time. Because the HDT application
framework has been developed to use similar page components, it is important that the
user’'s browser is set to ensure that it tries to locate and retrieve a fresh instance of the
HDT page and the data content.

HDT Users should enable JavaScript and adjust any zoom features to ensure you are
not seeing the screen in too wide of a view.

HDT Users should disable Compatibility View settings in their internet browsers to
ensure proper display of the HDT pages.
4.1.1. Internet Explorer
To ensure you are using the recommended settings for Internet Explorer,
perform the following:
1. Go to the Internet Explorer [Tools] Menu.
2. Go to [Compatibility View Settings]

3. If present, remove https://hdt.cms.gov from the list of websites used with
Compatibility View.

4. Next, select [Internet Options] from the Internet Explorer [Tools] Menu.

5. Select the [Settings] button under the Browsing history section on the
General tab.

6. On the Temporary Internet Files tab, ensure that the [Every time | visit the
webpage] button is selected under the section: [Internet Explorer stores
copies of webpages, images and media for faster viewing later]

4.1.2. Google Chrome

CMS discourages the use of autofill features. To remove the autofill feature in

Google Chrome, perform the following:

1. Go to [Settings]

2. Select [Show advanced settings...]

3. Under the [Passwords and forms] sections, make sure the box next to
[Enable Autofill to fill out web forms in a single click] is not checked.

4.2. User Access Considerations

Clearinghouse and Direct Provider Submitters must be granted permission to access
the HDT application. Users must have an active, valid HETS 270/271 Submitter ID.
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HDT Users must have a CMS Enterprise Portal User ID that is 32 characters or less to
utilize the HDT application. The HDT application also requires that CMS Enterprise
Portal User IDs and passwords contain alphanumeric characters only. Special
characters such as ‘@’, ‘', * " and ‘." (dot/period) are not compatible with HDT. CMS
Enterprise Portal Users who request the HDT role for an existing CMS Enterprise Portal
User ID that is greater than 32 characters and/or contains any special characters will
not be granted access to the HDT application. CMS Enterprise Portal Users that utilize
HDT should also ensure that their CMS Enterprise Portal password does not contain
any special characters.

4.3. Accessing the HDT Application

The HDT application is accessible to Submitters through the CMS Enterprise Portal.
Approved CMS Enterprise Portal Users must add the HDT role to their profile from the
CMS Portal Access Catalog then obtain CMS approval before HDT access will be
granted.

4.3.1. Requesting HDT Access for an Existing CMS Enterprise Portal Account

If you have an approved, established CMS Enterprise Portal account, you
must submit a request to add the HDT role to your existing profile.

Note: CMS Enterprise Portal Users that add the HDT User role may be
required to complete the Remote Identity Proofing (RIDP) process. As part of
RIDP, the system will require answers to questions related to your personal
and financial information. So, please have your personal and credit
information handy prior to attempting RIDP.

1. Navigate to https://portal.cms.gov/. The CMS Enterprise Portal page is
displayed, as illustrated in Figure 1.

Figure 1. CMS Enterprise Portal Screen

C345 S« WilooTe B Tl Portal

CMS Secure Portal

T g s e CHS Sorm 8 Chas g
eendrt kE reguired

Format Weesr ID7

Eaqst Sasswan]

haEk LSET Relrann

Weleome to CMS Enterprise Portal

The CMS Enterprise Portal is &

geteway being ofered o alow the

public to access & numberof
systams related bo Medoar | "{"
Adventage. Prescription Druge and

other CMS programs

2. Select [Login to CMS Secure Portal], as illustrated in Figure 2.
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Figure 2: Login to CMS Secure Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account
Is requined

* 8 Login to CMS Secure Portal

Forgot Liser ID?

Forgot Password?
Mew User Ragistration

3. Read the Terms and Conditions. Select [| Accept] if you agree with the
information on the screen, as illustrated in Figure 3. Select [Decline] if you
don’t want to proceed any further or if you want to exit the application.

Figure 3: Terms and Conditions

Terms and Conditions

(OMB No.0938-1236 | Expiration Date: 04/3072017 | Paperwork Reduchon Act

You are accessing a U S Government information system. which includes (1) this computer, (2) this computer netw
and (4) all davices and slorage meda attached to this nebsork of 10 8 compuler on this nebwork. This information gy
usa only

Unauthofited of imphoper use of this system may nesull in discplinany acton, as weall as cvil and crimnal penalteas

By using this informalion sysbem. you undersland and consent to the Tallowing
You have no reasonable expeciation of privacy reganding any communication or data transéing or stored on this info
At any btrme, and for any lawful Government purpase. the govemment may mondor, inlercept, and search and sece

i information system

AnTy COMmmuniCation of data ransding of stored on his information system may be disclosed or used for any lawlul C

To condinue, you must accept the terms and condiions. IT you decline, your kogin will automatCally be cancediad

| GEED JEETED

4. If you select [I Accept], the Welcome to CMS Enterprise Portal login
screen will display as illustrated in Figure 4 that allows authorized Users to
access the HDT application.
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Figure 4: Login to CMS Enterprise Portal

Home | About CMS Nm‘kn}ivelﬂHelp&FAOs|gElmlaﬁirﬁ

CMs.gov | Enterprise Portal

Centers for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

User ID | |

Forgot User ID?
MNeed an account? Click the link - Mew user reqistration

A federal govermment website managed by the Centers for Medicare & Medicaid Services

Home
Loket 7500 Security Boulevard, Baltimore, MD 21244

5. Enter your CMS Enterprise Portal User ID in the User ID field.

6. Select [Next]. The Enter Security Code Screen will display as illustrated
in Figure 5.

Figure 5: Enter Security Code

Home | 2bout CHiS | tewwsom | svcnive | @D Hep 5 Faos | 1) Emat | 4 Prmt

CMS.QOV ‘ Enterprise Portal

Centers for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

Entar Security Code
A Security Code is required to completa your login.

To retrigve & Security Code, please select the Phone, Computer, or £-mail that you registered a5 your Mult i } devi o
e originally requested access, from the MFA Device Type dropdown menu below,

Security Codes exgite, be sure to enter vour Security Code promptly,

Unatde to Access Security Code?

H yeu are unsble to access a Sacurity Code, you may use the “Unable To Access Sacurity Cods?” link. To use this nk you will be directed away
friom this page. Far security purposes, you will bo prompted ta answer your challéngs questions before the Security Cede s generated. The Security
Code will be sent to the email address in your profile. You will be required bo login again with your User ID, Password and Security Code.

ou may also call your Apglication Help Desk to obtain 3 Security Code,

After you receive the Security Code wsing this ink or from your Help Desk, you must salect the ‘One-Time Sacurity Code’” option from the MFA
Device Type dropdawn menis,

Ne#d to Registar an MFA Device?

1 you have not registered an MFA device and would ke to do o riow, vou may use the “Register MFA Device™ link. For security purposes you wil
be prompted to login again and answer vour challange questions before registering an MFA device.

Passwoed:

MFA Device Type: Stbect MFA Device Type. *

Security Code:|

Eomol Pagsworg?
Uniatile to.Accozs Securi Gede?
Hnositit MEA Dovice
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7.
8.

Enter your CMS Enterprise Portal password in the Password field.

CMS Enterprise Portal Users whose accounts have already been
escalated will be required to enter their Multi-Factor Authentication (MFA)
credentials, selecting an MFA Device that has already been associated
with the CMS Enterprise Portal User ID, and then entering the appropriate
Security Code from that device. Select the [MFA Device Type] you wish to
use from the drop-down menu and then enter the Security Code (VIP
Token) you obtained, then select [Log In]. If the Users account has not
already escalated to require MFA authentication, then the User will only
need to enter their CMS Enterprise Portal password. Enter the Password
and any required MFA information, then [Log In].

Notes:

If you need to register a MFA Device, select the [Register MFA Device]
link and complete the process described in Section 4.3.4.1.

If you have registered a MFA Device but are temporarily unable to access
that device, you may utilize the [Unable to Access Security Code] link. See
Section 4.3.4.2 for complete details on using this feature.

If you enter your CMS Enterprise Portal password incorrectly three times,
the system will lock your account. While your account is locked, you
cannot access any other features. You must contact the MCARE Help
Desk to reset your CMS Enterprise Portal password as described in
Section 6.5.

When an Administrator resets your CMS Enterprise Portal password, you
will be sent an email with a temporary one-time password. You must then
login to the CMS Enterprise Portal and change the password to one of
your choice, following the CMS & HDT Password Policy. Please note that
HDT requires that CMS Enterprise Portal passwords contain only
alphanumeric characters. Refer to Section 4.3.3.3 of this document for
instructions on changing your password.

After logging in, the Welcome to CMS Enterprise Portal page is
displayed, as illustrated in Figure 6. Select the [down arrow icon] that
appears next to your name at the top of page. Then, select [My Access]
from the drop down menu to continue. Alternately, you may select
[Request Access Now] to continue.
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Figure 6: My Access Screen
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10.The [Access Catalog], [My Access] and [My Pending Requests] sections
are displayed, as illustrated in Figure 7. Scroll down to locate the
application you need, if it is not displayed. Alternatively, enter the first few
letters of the application in the [Search] section and all of the applications
beginning with those letters will be displayed. Note: If you currently have
access to one or more applications, those applications are displayed in the
[My Access] section. If you have pending requests, they are displayed in
the [My Pending Requests] section.

Figure 7: My Access Screen
mreciest s ol [JEERERY My Access

Access Catalog '

[ ST

i i o e g ey AT W e b

11. After entering the first few letters of the application in [Search], the
applications beginning with those letters are displayed, as illustrated in
Figure 8. Select [Request Access] for the HETS Desktop (HDT) role.
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Figure 8: Request Access

Access Catalog

B REQUEST ADMIN ROLE My Access

ou currently de not have access to any applications. Please use the
access cataiog to request access 10 the applications.

HIFAA Eligibdity Transaction System (HETS) The Heaith insurance Oversight System is the HEPD-12 Applicaton

Desktop

Help Desk Information
123-258-7800

EampieilAP| 33i0c com

Heélp Desh Information
122-458-7880

» e e

Help Desk Infarmation
1714587500

My Pending Requests

You do not have any pending requests at this tme.

12.The Application Description and Select a role sections are displayed, as
illustrated in Figure 9. Select the HDT User role from the [Select a Role]

drop down menu.

Figure 9: Select a Role

~|My Access Request New Application Access
@, View and Manage My
Access
[ Reguest New Application Application Description: |HDT E
Access HIPAA Eligibility Transaction System (HETS) Desktop
~/Requests

My Pending Requests [Cseecta roke: ~) -

The page indicates that the selected HDT User role requires Identity
Verification, as illustrated in Figure 10. Select [Next] to continue.

Figure 10: HDT User Role Identity Verification

oy Pt

A Emmarprme P+ EX0M  User dens = My Acoess

= My Acress Request New Application Acoess
B wiw andt Marage by agres Fale Inteip
Aties
() B Accicasion Select a Role
i kst 0 T 908008
= Rnquests
v s

s Sk 1 peinicde INSTONG) Infior o 1wty i Mbeneity B f
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13.Depending on your CMS Enterprise Portal account, you may now be
directed to the Identify Verification page, as illustrated in Figure 11. This
identify verification process (Remote Identity Proofing or RIDP) is used to
verify your identity and is done by asking questions based on your
personal and credit report information.
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If you are not required to complete the RIDP process, please proceed to
Step 14.

Note: You have ten (10) minutes to complete RIDP. Otherwise you will
lose all of the information you entered and will need to start the process
again.

Select [Next] to begin the Identify Verification section.

Figure 11: Identity Verification Screen

Request New Application Access

Identity Verification

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below
are a few items to keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external Identity Verification provider.

2. Identity Verification involves Experian using information from your credit report fo help confirm your idenfity. As a result, you may
see an eniry called a “soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur
any charges related to them.

3. You may need to have access to your personal and credit report information, as the Experian application will pose questions to

you, based on data in their files. For additional information, please see the Experian Consumer Assistance website
-hitp:/ . experian.com/elp/

If you elect to proceed now, you will be prompted with a Terms and Conditions statement that explains how your Personal ldentifiable
Information (P} is used to confirm your identity. To continue this process, select ‘Next'.

14.Read the Terms and Conditions, as illustrated in Figure 12. Select the [l
agree to the terms and conditions] checkbox and then select [Next].

Note: [Next] will be enabled only after checking the [l agree to the terms
and conditions] checkbox.
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Figure 12: Terms and Conditions Screen
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15. Confirm your email address and enter your Social Security Number, as
illustrated in Figure 13. Verify the pre-populated information then select
[Next] to continue the identity verification process.
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Figure 13: Your Information Screen

CMS.QOV [Emerprlse Portal Home | About CM-
Centers for Medicare & Medicaid Services Leam about vour heaithcs

Health Care Quality Improvement System Provider Resources

CMS Portal > New User Registration
Screen reader mode Off | Accessibility Settings

" ] r

s Your < Your I

Your

Your Information

F::re;ts::r;:ga] first name and last name, as it may be required for Identity Verification. Middie Name:

[mary

* Last Name: : Suffix:
| Smithx

Enter your E-mall address, as it will be used for account related communications.
* E-mail Address:
msmithx@gmail.com

* Confirm E-mail Address:

BT rror o ——— e B RS
"Scrcnal Security Number ———

Enter your date of bith in MMWDDAYYYY format, as it may be required for Identity Verification.
* Date of Birth:
01 02 1988

5 U-S.Home Address _ Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.
* Home Address Line 1;

1223 main

Home Address Line 2:

«Clty: * State: +Zip Code;  Zip Code Extension: )
BALTIVORE [Waryard Yizizio | [ OuumnUoA

Enter your primary phone number, as it may be required for Identity Verification,

* Primary Phone Number.

[410 [433  [[a104
16.Provide an answer to each question in the Verify Identity section, as
illustrated in Figure 14. Select [Next] to continue. If you wish to terminate

the request, select the [Cancel] button and you will be returned to the View
and Manage My Access page.

Note: Verify Identity questions are provided from Experian based on the
information provided in Step 11.
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Figure 14: Verify ldentity
o o Werify Your identity

Verify Ide ntity

You may have opened @ mortgage loan in or around August 2012, Please select the lender to whom you currently make your morigage
payments. If you do nothave a mortgage., select 'NONE OF THE ABOVEDOES HOT APPLY .
) BUNWEST NTG
) HORWEST BANK
) INDSFROENT MTG

PARKWAY MTG
) NONE OF THE ABOV EDOES HOT APPLY
Which of the followang is a current or previous employer? If there is not a matched employer name, please select ' NOMNE OF THE
ABOVE .
7 DRPCONS
) ENGRCUSTOM PLASTIC
! SOUTH.JERSEY GAS CO
) US MARNES
! HONE OF THEABOV EDOES NOT AFFLY
According to our records, you previously lived on (TTH). Please choose the city from the following list where this streetis located
O vIRGIEA
. CHISHOLM
) wnnonA
! GRANDRAPIDS

HONE OF THEABOV EDOES NOT APPLY
Please select the number of bedrooms in your home from the following choices. If the number of bedrooms in your home is not one of
the choices please select 'NONE OF THE ABOVE.

2
& 3
1
[ ¥
) NONE OF THE ABOV EDOES NOT APPLY
Please selact the county for the address you provided.
' EERGEI
! CAMDEN
) AT LANTIC
' morm s
MOHNE OF THE ABOV EDOES HOT APPLY

GETED GEED

17.1f the Verify Identity questions were answered properly, the Remote
Identify Proofing (RIDP) process is now complete. Select [Next] to
continue with the HDT User role request process, as illustrated in Figure
15.

Note: If you encounter any issues with the RIDP process, please refer to
Section 4.3.5 for additional information including support options.

Note: If the CMS Enterprise Portal directs you to complete the Multi-Factor

Authentication (MFA) registration process now, then please refer to
Section 4.3.4 for instructions.

Figure 15: Complete Set Up

My ACcess Request Mew Application Access

&, View and Manage My = e .

ACoss Screen reader mode Off | Accessibility Settings
3] Requast Mew Applcation

Aoess Complete Step Up
v Requests

B M Pending Reguests
You have successfully completed the Remote [dentity Proofng process

)

18. After completing the RIDP process, Request New Application page is
displayed, as illustrated in Figure 16. If all of your required business
contact information is not on file, you will have to provide this information
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before you can continue. Required fields are marked with an asterisk (*)
and an error message will be displayed, if the information has not been
entered, selected correctly, or entered in the correct format.

Note: If all of your business contact information is on file, the “Please
update your profile...” message will not be displayed and the “Select a
role” drop down menu will be displayed for you to continue. (See Step 11.)
If the “Please update your profile...” message is displayed, enter the
required information and then select [Next].

Figure 16: Request New Application Access Screen

Request New Application Access

»[ Flease update your profile to continue the request for an application acoess, ]

Name

i .
’ Business Contact Information _\
{ = compuny
B
123 Main Strest
Ay Towm Ariansas L 33333
Phone
- Phone
‘ lHext Cancel
" S

19. After providing your business contact information, the CMS Enterprise
Portal will ask you to provide your RACF ID (if applicable), your
organization’s HETS 270/271 Submitter ID, and your reason for the
request in the [Reason for Request] box, as illustrated in Figure 17. Then
select [Next].
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Figure 17: Provide RACF ID, Submitter ID, and Reason for Request

~|My Access Request New Application Access

& View and Manage My " Reguired Feld
Access

() Request New Application Application Description: [HDT

Access HIPAA Eligib Transaction System (HETS) Desktop

~|Requests
My Pending Requests 5 HOT Usar v

: The user with this role is a staff member who is trusted to perform Medicare business for the application. HPG User with a Submitter ID is associated with
a Gentran mallbox.

CF ID: | X300

ANNNANNN

) O @

20. After selecting [Next], the Request New Application Access Review
page is displayed, as illustrated in Figure 18. Review the information
displayed. Select [Edit] to modify the information. Select [Submit] to submit
the request for approval.

Note: You may select [Cancel] to exit out of the Request New Application
Access process. All information provided, and any changes made, will not
be saved. In the example below, the information is correct. Select [Submit]
to submit the request for approval.
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Figure 18: Request New Application Access Review
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21. After selecting [Submit], the Request New Application Access
Acknowledgement page is displayed, as illustrated in Figure 19. The
acknowledgement page displays the tracking number for the request and
informs you that you will receive an email when the request has been
processed.

Select [OK] to close the acknowledgment page.
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Figure 19: Request New Application Access Acknowledgement

Request New Application Access Acknowledgement

Your EIDM request has been successfully submitted,
The tracking number for your requests is:
* 16928 - Call Center - 22nd Avenue, Phoenix, AZ

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed

| o«

4.3.2. CMS Enterprise Portal New User Registration

If you do not have an approved, established CMS Enterprise Portal account,
you must create a new CMS Enterprise Portal account and then request to
add the HDT role to that new profile. The CMS Enterprise Portal is available
at https://portal.cms.gov/wps/portal/unauthportal/home/ .

Note: The CMS Enterprise Portal will require you to verify your identity to gain
HDT access. Please provide personal information such as Name, Date of
Birth, Address, etc. as recorded in either your driver’s license or any
Government ID.

Note: HDT requires that all CMS Enterprise Portal User IDs be 32
alphanumeric characters or less (see Section 4.2). HDT also requires that
CMS Enterprise Portal passwords contain only alphanumeric characters.
Special characters such as ‘@’, ‘', * " and ‘.’ (dot/period) are not compatible
with HDT. Please keep these constraints in mind as you create your CMS
Enterprise Portal account User ID and password.

1. Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is
displayed, as illustrated in Figure 20.
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Figure 20: CMS Enterprise Portal Screen
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2. Select [New User Registration], as illustrated in Figure 21.

Figure 21: New User Registration

CMS Secure Portal

To log into the CMS Portal a CMS user account
is required

8 Login to CMS Secure Portal

Forgot User 107

* Mew User Registralion

3. Read the Terms and Conditions, select [I agree to the terms and

conditions], and then select [Next] to continue with the registration
process, as illustrated in Figure 22.
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Figure 22: Terms and Conditions Screen

Terms and Conditions

Consent To Monitoring

By logging ondo this website, you consent io be manitored. Unauthorized attempts to upload information andior
change information on this web site are siricty prohib@ed and are subject to prosecution under the Computer
Fraud and Abuse Act of 1986 and Tite 18 U.S.C. Sec. 1001 and 1030. We encourage you o read the HHS
Rules of Bahavior for more details

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed fo enswring the securily and confidentiality of
fhe user registening to EIDM. Please read the CIMS Privacy Act Statemen] which descriibes how we use the
information you provida

Collection Of Personal Identifiable Information (PIl)

“Personal” information i described as data that is unique to an individual, such as a name, address, telephone
number, socal security number and date of barih (DOB)

CMS ks veny aware of the privacy concams around P dala In fact, we share your concams. Wi will only colec]

personal data to uniguely idenlify the user registering with the system, We may also use your answers fo the
challenge questions and other Pl fo tater identify vou in case you forget or mispiace your User ID /Password

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002 0015, dated August 26 2010 and
undersiand and agree o comply with ils provisions. | understand thal violations of the HHS RoB or nformation
saecurty policies and standards may lead 1o disciplinary action, up to and including termination of employment,
removal of debarment from work on Federal contracts or projects; andfor revocation of access o Federal
information, information systems, andfor faciiities. and may also include criminal penalties andior imprisonment
| undarstand thal excaptions to the HHS RoB must be authorized in advance in wiiting by the OPDIV Chied
Information Officer or hisher designes. | also understand that violation of laws, such as the Privacy Adl of 1974,
copyright law, and 18 USC 2071, which the HHS RoB draw upon, can result m monetary fines and/or criminal
charges that may result in imprisenment

’[ | agree to the terms and conditions E]
- » ()
4. The Your Information page is displayed, as illustrated in Figure 23.
Provide the information requested on the Your Information page. The

fields with an asterisk (*) are required fields and have to be completed.
After all required information has been provided, select [Next] to continue.

Note: You may select [Cancel] at any time to exit out of the User ID
registration process. All information provided, and any changes made, will
not be saved.
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Figure 23: Your Information Screen
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5. After providing the required information on the Your Information page,
the Choose User ID and Password page is displayed, as illustrated in
Figure 24. Create and enter a [User ID] of your choice and based on the
requirements for creating a User ID.

Note: The CMS Enterprise Portal will display instructions on what you are
required to include in your User ID.

Note: Please note that HDT requires that all CMS Enterprise Portal User
IDs be 32 alphanumeric characters or less and special characters such as

‘@’, *—', *_"and ‘.’ (dot/period) are not compatible with HDT (see Section
4.2).
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Figure 24: Choose User ID and Password

Choose User |ID And Password

. [ User D asmithi ]

Passwand

Confirm Passvwond

Select your Challenge Questions and Answers:

lenge questions and answers will ba requited for passwond and Scoount

ARGWETT
Onaesiom 2 Answer ]
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6. Create and enter a password of your choice, as illustrated in Figure 25.

Note: The CMS Enterprise Portal will display instructions on what you are
required to include in your password. Enter the same password for
“Confirm Password”.

Note: HDT requires that CMS Enterprise Portal passwords contain only
alphanumeric characters. Special characters such as @, —, _and .
(dot/period) are not compatible with HDT.

Note: The passwords must match before you can continue.

Figure 25: Create and Confirm Password
Choose User ID And Password

Lrger 1D E3mith
Fassword =  ssssssses
I Confirm Fasswird sessssses

Select your Challenge Questions and Answers:

Your challenge guestions and answers will be requared for password and accousl
manajemens furciicns

Chpesiion 1 Arsveer 1
Chueison 2 Anrveer 2
Dhuessincn Aneveer

7. After entering a user created User ID and password, select a question of
your choice in the [Select your Challenge Questions and Answers] section
and then enter the answer you want to be saved with the question, as
illustrated in Figure 26. Continue to select a question and to enter an
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answer for Question 2 and Question 3. Select [Next] to complete the
registration process.

Note: You may select Cancel to exit out of the User ID registration
process. All information provided, and any changes made, will not be
saved. In the example below, select Next to complete the registration
process.

Note: The questions displayed on the actual Choose User ID and
Password page may be different than the questions displayed in this user
manual.

Figure 26: Select Challenge Questions and Answers

Choose User ID And Password

User 0 esmithl
Password SRR

Confirm Password sssssssss

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required Tor password and account
Mmanagemend funclions

Ciuestion 1 * Answer 1
VWhal @ your fivonile rads SalionT | kles

. Cuestion 2 * Answer2
What was your favoede loy when jou were & chid? + | ball

* Question 3 Answer 3

Whal & youl laverls culiine? | pEZa

Lo Y ]

8. After selecting [Next], the Registration Complete page is displayed, as
illustrated in Figure 27. The Registration Complete page informs you that
you will receive an email acknowledging your successful registration and
will include your User ID. Select [OK] to close the Registration Complete
page.
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Figure 27: Registration Complete

Registration Complete

You have now successfully completed your registration 1o CMS Enterpnise Idenlity
Managemaent (EIDM). You will receive an E-mail acknowledging your successiul
registration to EIDM and the E-mail will include your User ID

Please wait 5 minules before logging in. Selecting the "OK' button will direct you to the
CMS Portal Landing page

4.3.3.

4.3.3.1.

4.3.3.2.

4.3.3.5.

9. After creating your CMS Enterprise Portal User ID and password, follow
the steps outlined in Section 4.3.1 to add the HDT User role to your
profile.

CMS Enterprise Portal User ID and Password Management

CMS Enterprise Portal User IDs and passwords are assigned to individuals.
Individuals are strictly forbidden from sharing their CMS Enterprise Portal
User IDs and passwords with others. The unauthorized use of an individual’s
CMS Enterprise Portal User ID and password will result in the termination of
that CMS Enterprise Portal User ID and password.

Forgotten CMS Enterprise Portal User ID

If you have forgotten your CMS Enterprise Portal User ID, refer to Section 5
of the EIDM/CMS Enterprise Portal User Guide for complete instructions on
how to resolve that issue. A link to the EIDM/CMS Enterprise Portal User
Guide is available in Section 2 of this document.

Forgotten CMS Enterprise Portal Password

If you have forgotten your CMS Enterprise Portal password, refer to Section 5
of the EIDM/CMS Enterprise Portal User Guide for complete instructions on
how to resolve that issue. A link to the EIDM/CMS Enterprise Portal User
Guide is available in Section 2 of this document.

Changing Your CMS Enterprise Portal Password

If you choose to or are required to change your CMS Enterprise Portal
password, refer to Section 5 of the EIDM/CMS Enterprise Portal User Guide
for complete instructions on how to accomplish that task. A link to the
EIDM/CMS Enterprise Portal User Guide is available in Section 2 of this
document.
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4.3.4.

4.34.1.

Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) is a security mechanism that is
implemented to verify the legitimacy of a person or transaction.

MFA is an approach to security authentication which requires users to provide
more than one form of verification in order to prove their identity. MFA
registration is required only once, but will be verified every time you log into
the CMS Enterprise Portal.

Additional details about MFA are available in the HETS RIDP & MFA FAQs
available in Section 2 of this document.

Registering for Multi-Factor Authentication (MFA)

Registered CMS Enterprise Portal Users with an existing account, who wish
to access a CMS MFA protected application (like HDT) will be directed
through the MFA registration process.

During the MFA registration process, the CMS Enterprise Portal requires
registration of a phone, computer or email to add an additional level of
security to a User’s account. The User is given five options to select from to
complete the registration process. The same steps can be followed to register
multiple MFA devices.

Depending on the MFA option you choose to register, you may need access
to download and install software on your computer or phone; your phone
should be able to receive text messaging (SMS); or you should have a valid
email address.

HDT Users who wish to complete their MFA registration prior to signing into
the HDT system can follow these steps.

1. Navigate to https://portal.cms.gov/. The CMS Enterprise Portal page is
displayed, as illustrated in Figure 28.

Figure 28: CMS Enterprise Portal Screen
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Advantage Prescription Drug. and

other CMS programa
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2. Select [Login to CMS Secure Portall], as illustrated in Figure 29.

Figure 29: Login to CMS Secure Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account
s requined

‘ 8 Login to CMS Secure Portal

Forgot Uiser ID?

Forgot Password?
Mew User Ragistration

3. Read the Terms and Conditions and select [I Accept] to continue with the
registration process, as illustrated in Figure 30.

Figure 30: Terms and Conditions Screen

Terms and Conditions

(OMB No.0938-1236 | Expiration Date: 04/3072017 | Paperwork Reduchon Act

You are accessing a U S Government information system. which includes (1) this computer, (2) this computer netw
and (4) all davices and slorage meda attached to this nebsork of 10 8 compuler on this nebwork. This information gy
usa only

Unauthofited of imphoper use of this system may nesull in discplinany acton, as well as cvil and crimmnal penalteas.

By using this informalion sysbem. you undersland and consent to the Tallowing
You have no reasonable expeciation of privacy reganding any communication or data ransging or slored on this info
At any btrme, and for any lawful Government purpase. the govemment may mondor, inlercept, and search and sece

i information system

AnTy COMmmuniCation of data ransding of stored on his information system may be disclosed or used for any lawlul C

To continue, you must accegt the terms and conditsons. [ you decline, your kogin will automatCaly be cancalled

| GEED JEETED

4. Enter your CMS Enterprise Portal User ID and select [Next] to log in, as
illustrated in Figure 31.
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Figure 31: Login to CMS Enterprise Portal

CMngV Enterprise Portal Home | About s | Newsroom | archive | @) v & Facs | [ Emai | (it

Centers for Medicare & Medicaid Services
Health Care Quality Improveme:

Provider Resources

Welcome to CMS Enterprise Portal

User ID | |

Forgot User ID?

MNeed an account? Click the link - Mew user reqistration

A federal govermment website managed by the Centers for Medicare & Medicaid Services

7500 Security Boulevard, Balimore, MD 21244

5. The Enter Password Screen will display as illustrated in Figure 32. Enter
the CMS Enterprise Portal password then select [Log In].

Figure 32: Enter Password Screen

CMS-QOV ‘Enfﬂmﬂse o el e e L s

Centers for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

Password | |
N
Forot Passwond?

6. Select your username and then select [My Profile] from the dropdown
menu to go to your profile, as illustrated in Figure 33.
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Figure 33: Select My Profile
& Priot
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(UL -3

CPC Helpdesk Information Please contact the CPC Helpdesk at
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7. Select [Register Your Phone, Computer, or Email] from the navigation
links on the left to begin the process of adding MFA to your account, as

illustrated in Figure 34.
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Figure 34: Register Phone, Computer, or Email

CMS Portal = EIDM user menu page > My Profile

Screen reader mode Off | Accessibility Settings
-

7 Change My Profile

Change E-mail Address
Change Phone number
Change Challenge Questions and Answers

Change Address
View My Profile

Change Password
» I Register Your Phone. Computer. or E-mail |

Hemove Your Phone or Computer

View My Profile

First Mame : user

Last Name : change
Date of Birth : 12112/1964
E-mail Address :

U.S Home Address

Phone Number
Home Address Line 1:
Home Address Line 2
City - Baltimore
State - MD

Zip Code : 21222
Country: USA

8. Read the Register Your Phone, Computer or Email page notification, as
illustrated in Figure 35. Review the available options and determine which
option(s) you will use for MFA. Note that a CMS Enterprise Portal can
register multiple MFA options (i.e., phone, laptop and text messaging). If
necessary, download and install any software or applications necessary to
that MFA option. When complete, select an option from the [Credential

Type] drop-down menu.

Note: Regardless of the mechanism you choose, when using MFA you will
have a limited time to retrieve and enter the MFA security code. If you are
unable to enter the MFA security code within that limited time, then the
code will expire and you will need to request a new security code.
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Figure 35: Select Credential Type

Register Your Phone, Computer, or E-mail

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by
providing an extra layer of protection to your user name and password.

You can associate the security code to your profile by registering your phone, computer or E-mail. Select the links below to
find out more information about the options.

= Phonel/Tablet/PC/Laptop

= Text Message Short Message service (SMS)
L= Interactive Voice Response (IVR)

L= E-mail One Time Password (OTP)

Removing the last smartphone or computer registered to your user profile will remove the additional level of security on
your account and may take away your access to application(s) that require you to login using your multi-factor
authentication credentials.

Enter the security code from a phone or computer that you have already registered with this account. Keep in mind that the
Security Code changes every 30 seconds. Please enter and confirm the code promptly.

Select the credential type that you want to use to login to secure applications from the dropdown menu

below.
« Credential Type | Select Credential type v | «

9. (a) Phone/Tablet/PC/Laptop. If selecting [Phone/Tablet/PC/Laptop] as
[Credential Type], enter the alphanumeric code that displays in the
Symantec VIP Access Credential ID field, illustrated in Figure 36, into the
Credential ID field, as illustrated in Figure 37. Enter a brief description in
the field labeled [Credential Description] (i.e., “work laptop”).

Figure 36: Symantec Credential ID

¥ VIP Access

Credential ID

AAAANNNNNNN

Sm:urltr Code ‘3"3’5|

310832 U

...'Iﬂ'l'l'lll'lt'li.
Validation &
ID Protection
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Figure 37: Select Phone/Tablet/PC/Laptop as Credential Option

Register Your Phone, Computer, or E-mail

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by
providing an extra layer of protection to your user name and password.

You can associate the security code to your profile by registering your phone, computer or E-mail. Select the links below to
find out more information about the options.

“ Phonel/Tablet/PC/Laptop
To use the Validation and ID Protection (VIP) access software on your phone, you must download the VIP Access
software to your phone, if you do not already have it. Select the following link -https://m_.vip.symantec. com/home.v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have
it. Select the following link -https:fidprotect. vip. symantec. com/desktop/download. v

L= Text Message Short Message service (SMS)
= Interactive Voice Response (IVR)
= E-mail One Time Password (OTP)

Removing the last smartphone or computer registered to your user profile will remove the additional level of security on
your account and may take away your access to application(s) that require you to login using your multi-factor
authentication credentials.

Enter the security code from a phone or computer that you have already registered with this account. Keep in mind that the
Security Code changes every 30 seconds. Please enter and confirm the code promptly.

Select the credential type that you want to use to login to secure applications from the dropdown menu
below.

« Credential Type [PhoneTabletPC/Laptap T

Enter the alphanumeric code that displays under the label Credential ID on your device.
* Credential ID :

- Credential Description : -

(b) Email — One Time Password (OTP). If selecting [Email — One Time
Password (OTP)] as [Credential Type], the email associated with your
CMS Enterprise Portal account should be entered in the field labeled
[Email Address] to obtain the one time use security code. Enter [Email] as
the Credential Option, as illustrated in Figure 38.

HDT User Guide Version 1-6/January 2017 31



HETS Desktop (HDT) User Guide

Figure 38: Select Email as Credential Option

Screen reader mode Off | Accessibility Settings
-

= Change My Profile
View My Profile
Change Password

Register Your Phone. Computer. or E-mail
Remove Your Phone or Computer

(c) Text Message —

Register Your Phone, Computer, or E-mail

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by
providing an extra layer of protection to your user name and password

‘You can associate the security code to your profile by registering your phone, computer or E-mail. Select the links below to
find out more information about the options.

= Phone/Tablet/PC/Laptop

[= Text Message Short Message service (SMS)

L= Interactive Voice Response (IVR)

W E-mail One Time Password (OTP)
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail
QTP option. When logging into a secure application, your One Time Password that is required at the login page will be
e-mailed to the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device
within two attempts please log out, then log back in to try again.

Select the credential type that you want to use to login to secure applications from the dropdown menu

below.
* Credential Type [E-mai One Time Passward (07P) v
E-mail ~
Address

The E-mail address on your profile will autamatically he nsad far the OTP antinn Your F-mail address cannat be
changed at the time of MFA regi: C'edg"la Description is & nick-name that can help you identify ail Address' from the
e ,

1 { allowed to use alphanumeric characters
Change My Profile’ menu. acters, such as apostrophe, dash, and period.

* Credential | Email
Description

Short Message Service (SMS). If selecting [Text Message

— Short Message Service (SMS)] as [Credential Type], enter the phone
number that will be used to obtain the security code as [Phone Number] and
[Text] as the Credential Option, as illustrated in Figure 39.
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Figure 39: Select Text as Credential Option

Register Your Phone, Computer, or E-mail

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by
providing an extra layer of protection to your user name and password.

You can associate the security code to your profile by registering your phone, computer or E-mail. Select the links below to
find out more information about the options.

= PhonelTablet/PC/Laptop

“ Text Message Short Message service (SMS)
The SMS option will send your security code directly to your mobile device via text message. This option requires you to

provide a ten (10) digits U.S. phone number for a mobile device that is capable of receiving text messages. Carrier
service charges may apply for this option.

[= Interactive Voice Response (IVR)

[= E-mail One Time Password (OTP)

Remaving the last smartphone or computer registered to your user profile will remove the additional level of security on
your account and may take away your access to application(s) that require you to login using your multi-factor
authentication credentials.

Enter the security code from a phone or computer that you have already registered with this account. Keep in mind that the
Security Code changes every 30 seconds. Please enter and confirm the code promptly.

Select the credential type that you want to use to login to secure applications from the dropdown menu

below.
* Credential Type |_e==l Meszage-Short Meszage sewice| SME) v | -
Enter the phone number that will be used to obtain the security code.

- Phone Number 410 555 1212 -
* Credential Description -

(d) Voice Message — Interactive Voice Response (IVR). If selecting [Voice
Message — Interactive Voice Response (IVR)] as [Credential Type], enter the
phone number that will be used to obtain the security code as [Phone
Number] and [IVR] as the Credential Option, as illustrated in Figure 40.
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Figure 40: Select IVR as Credential Option
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Select [Next] to continue.
10.Your registration for Multi-Factor Authentication is now complete. Select
[Next] to continue, as illustrated in Figure 41.

Note: You will receive an email notification for successfully registering the
MFA credential type.
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Figure 41: Complete New Application Access
@ rortaiHeipa Faas @ Print (% Logout  wd

CMS
.gov

Enterprise Portal

My Portal

CMS Portal > EIDM user menu page > My Access

v|My Access Request New Application Access

@ View and Manage My

Access Register Your Phone, Computer, or E-mail

(L) Request Hew Application

Access You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to continue with your role request.
v|Requests

My Pending Requests
anmm QN dum

4.34.2. Utilizing a Security Code When the User Does Not Have Access to Their
Registered MFA Device

If a User has registered a MFA Device but does not have access to that
device, the User may utilize a self-service option to obtain a Security Code.

1. Follow the login steps outlined in Section 4.3.6. When the user reaches
Step 7, select [Unable to Access Security Code?]. A pop-up window is
displayed, as illustrated in Figure 42.

Figure 42: Unable to Access Security Code Begin Navigation

Unable to Access Security Code

‘You are navigating away from the login page. Do you
wish to continue,

‘[ OK ] [Cam:el]

2. Select [OK]. The Unable to Access Security Code self-service process
begins, as illustrated in Figure 43.
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Figure 43: Unable to Access Security Code User ID Entry

. Aboust CMS | Newsemom | ) Help& Fad
CMSQOV I Enterprise Portal sl ' e
Centers for Medicare & Medicaid Services 2ROt heaticae bt

Heaith Care Quality knprovement System  Prowider Resources

CMS Portal > Unable to Access Security Code

iScreen reader mode Off | Accessiilify Setfings
~

*User 1D | exdmuserD0n

& EaE
OMS Portal Login issues should be dinedt
For trouble with your BUA account, please Uses
For trouble with your A0S accourt, pisase visit the JACS Login Help page

3. Enter the CMS Enterprise Portal User ID and select [Next]. The Unable to
Access Security Code self-service process continues, as illustrated in

Figure 44.
Figure 44: Unable to Access Security Code Challenge Questions |
CMngV | Enterprise Portal Home | About CS | Newsroom | @ el &
Canters for Medicare & Medicaid Services Learn about your healthcare opbions

Health Care Quality Improvement System  Provider Resources

CMS Portal > Unable to Access Security Code

Sereen reader mode OfFf | Accessibility Selfings

Plaase answer the following challenpe questions

Invwhat city 'was: your mother bom?
What is: thea name of your favorite chichood friend?

What is the first name of your oidest niece?

ICMS Portal Login issues shoukd be directad to XOSC Tier
For trouble with your ELA acoount, pleass visk the Enter
For trouble with your FACS acoount, pleace vist the [A0S5

4. The User validates his/her identity by completing the challenge questions,
using the answers created when the account was created. Select [Next] to
continue. The Unable to Access Security Code self-service process is
completed, as illustrated in Figure 45. The CMS Enterprise Portal will send
a Security Code to the User’s email address on record.
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Figure 45: Unable to Access Security Code Challenge Completion

CMS-QOV Enterprise Portal

Centers for Medicare & Medicaid Services
Health Care Quality Improvement System  Provider Resources

CNS Portal

Screen seader mode OF | Accessibilty Seflings
-

Unable to Access Security Code

Unable to Access Security Code

minutes or after it is used successfully for the first time.

Click ‘OK' to close this window and login.

D =

Home | Abost CMS | Mewsrom | Archie | 60 Help & FAQs | [ Emad | & Pt
Liearn about your healheare optons

Saech (NS 00

A security code has been sent to the E-mail address on your profile, The security code will expire in 30

If you do not have access to your registered E-mail account, please contact your application helpdesk,

4.3.4.3. Removing a Registered MFA Device

To remove a registered MFA phone or computer, please follow each step

below.

1. Navigate to https://portal.cms.gov/. The CMS Enterprise Portal page is

displayed, as illustrated in Figure 46.

Figure 46: CMS Enterprise Portal Screen
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The CMS Enterprise Portal |5/ -
#__f

geteway being ofered to alow the
jpubiic tp Bcoess g numberol
Sysbems related to Medcars :
Adventage, Prescription Dﬂﬁ.a‘rﬂ
other CMS programs

CMS Secure Portal

T g o ihe Chi5 Porml & CIa5 uble
aceourt & requined

"
h Logn s CM3 Sscurs Portl

2. Select [Login to CMS Secure Portall], as illustrated in Figure 47.
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Figure 47: Login to CMS Secure Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account
15 requined

* 8 Login to CMS Secure Portal

Forgot Liser ID?

Forgot Password?
Mew User Ragistration

3. Read the Terms and Conditions and select [| Accept] to continue with the
registration process, as illustrated in Figure 48.

Figure 48: Terms and Conditions Screen

Terms and Conditions

(OMB No.0938-1236 | Expiration Date: 043072017 | Paperwork Reducton Act

You are accessing a US Government information system. which includes (1) this computer, (2) this computer netw
and (4) all dgvices and §lorage meda attached to this nebsork of 10 @ compulir on this mibwork, This information §y

us# only
Unauthofized of mphoper use of this system may resulll in disoplinany acton, as weall as cvil and cfimanal penalteas.

By using this information syshem. you undersiand and consent to the Tallowing
You have no reasonable expeciation of prvacy reganding any communicalion of dala transgng of Flored on this infg
At any trme, and for any lawful Government purpase. the govemment may mondors, infercept, and search and sece

i information $ystem

Anry communication of data iransding or stofed on his information system may be declosed or used for any lawiul C

To continue, you must accept the terms and conditsons. [ you decline, your login will automatcaly be cancallad

| @IS T

4. Enter your CMS Enterprise Portal User ID and select [Next] to log in, as
illustrated in Figure 49.
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Figure 49: Enter CMS Enterprise Portal User ID

Home | About CMS Nm‘Arn}MlOHelp&FAOs|QE-naﬂlaPﬁrl

CMs.gov | Enterprise Portal

Centers for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

User ID | |

Forgot User ID?
MNeed an account? Click the link - Mew user reqistration

A federal govermment website managed by the Centers for Medicare & Medicaid Services

Home 7500 Security Boulevard, Balimore, MD 21244

5. The Enter Security Code screen will display as illustrated in Figure 50.

Figure 50: Enter Security Code

Home | 2bont S5 | Hewawsom | vctve | @ et £ Faos | L) Emat | L Prmt

CMS.QOV ‘ Enterprise Portal

Ceanters for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

Entar Security Code
A Security Code is required to completa your login.

To retrieve @ Security Code, please select the Phone, Computer, or E-mail that you registered as vour Multi i } devi il
e originally requested access, from the MFA Device Type dropdown menu below,

Security Codes expiny, be ture (o enter your Security Code prompthy.

Unatde to Access Security Code?

Ef you are unabie to access a Security Code, you may use the “Unable Te Access Security Code?” link, To use this fink you will be directed away
from this page. For security purposes, you will be prompeed to answer your challenge questions before the Security Code is gendrated. The Security
Code will be sent to the email address in your profile. You will be required bo login again with your User ID, Password and Security Code.

ou may also call your Apglication Help Desk to obtain 3 Security Code,

After you receive the Security Code wsing this ink or from your Help Desk, you must salect the ‘One-Time Sacurity Code’” option from the MFA
Device Type dropdawn menis,

Need to Ragistar an MFA Device?
1 you have not registered an MFA device and would ke to do o riow, vou may use the “Register MFA Device™ link. For security purposes you wil
be prompted to login again and answer vour challange questions before registering an MFA device.

Password:

MFA Device Type: Stbect MFA Device Type. -

Security Code: ]
Eomol Pagsworg?

Uniatile to.Accozs Securi Gede?
Hnositit MEA Dovice

6. Enter your CMS Enterprise Portal password in the Password field.

HDT User Guide Version 1-6/January 2017 39



HETS Desktop (HDT) User Guide

7. Registered HDT Users are required to input their Multi-Factor
Authentication (MFA) credentials, selecting an MFA Device that has
already been associated with the CMS Enterprise Portal User ID, and then
entering the appropriate Security Code from that device. Select the [MFA
Device Type] you wish to use from the drop-down menu and then enter
the Security Code (VIP Token) you obtained, then select [Log In].

8. Select your username and then select [My Profile] from the dropdown
menu to go to your profile, as illustrated in Figure 51.

Figure 51: Select My Profile

@romiveparacs 6 Prnt [$Logomt  Wekcome smoke camaml i

Cgl\c’l)ﬁ ! Enterprise Portal

Uy Partal

S Portal > EIDN sl mévw pige > My Accest

Access Catalog bt Do WREQUEST ADMIN ROLE My Access
H

My Pending Requests

9. Select [Remove Your Phone or Computer] from the left navigation links to
begin the process of removing an MFA device from your account, as
illustrated in Figure 52.

Select the radio button next to the device you wish to remove. Enter the
security code sent to your device and select [Next} to continue.

Note: The security code will be sent to the device that is registered. The
security code is time sensitive and must be entered in a timely manner in
order to complete the requested action.
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Figure 52: Remove Your Phone or Computer
CMS Portal > EIDM user menu page > My Profile

reen reader mode Off | Accessibility Settings

7 Change My Profile
Change E-mail Address

Remove Your Phone or Computer

Change Phone number Credential ID/ Phone number Credential Type Credential Description ‘ Remove Selected
Change Challenge Questions and Answers
AAAANNNNNMNN STANDARD_OTP VIC Leptop

Change Address

View My Profile

Change Password

Register Your Phone. Computer, or E-mail
- Remave Your Phone or Computer

Coge chang m the code promptly.

[
+ Security Code

Cancel

Enter the security code from a phone or computer that you have already registered with this account. Keep in mind that the Secui
po pup 2eang .'."I'.II il

10.The removal of your registered MFA device is now complete, as illustrated
in Figure 53. Select [OK] to be directed to your Profile page.

Note: You will receive an email notification for successfully removing a

registered MFA device from your account.

Figure 53: Removal of Registered MFA Device Complete

Remove Your Phone or Computer

You have successfully removed the registered Smartphone/Computer from your profile

—)

4.3.5. Remote Identity Proofing (RIDP)

Remote Identify Proofing (RIDP) is the process of validating sufficient
information about you (e.g., credit history, personal demographic information,
and other indicators) to uniquely identify you. RIDP is a required service for
new HETS Desktop (HDT) Users — existing HDT Users will not be required to
complete the RIDP process. CMS uses Experian to remotely perform identity

proofing.

The RIDP process for HDT is outlined in Section 4.3.1, steps 9-12. If Experian
cannot identity proof you online, you will be asked to contact either the
Experian Help Desk or the MCARE Help Desk, depending on the reason you

failed RIDP.
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The CMS Enterprise Portal will provide you with a reference number to track
your case if you cannot complete identity proofing. The Experian Help Desk
cannot assist you if you do not have the reference number. The Experian
Help Desk can be contacted at 1-866-578-5409. The Experian Help Desk is
open Monday through Friday from 8:30 AM to 10:00 PM, Saturday from 10:00
AM to 8:00 PM, and Sunday from 11:00 AM to 8:00 PM, Eastern Standard
Time (EST).

For additional information, please see the Experian Consumer Assistance
site: Experian Customer Assistance.

If you are asked to contact the MCARE Help Desk, you will be given a
response code to help the MCARE Help Desk perform the manual identity
proofing process with you. Please contact MCARE via the information
provided in Section 6.5 of this guide.

4.3.6. Login to the HDT Application
Follow these steps to login to the HDT application:

1. Enter the CMS Applications Portal URL in a web browser:
https://hdt.cms.gov. Please do not bookmark this or any other page in your
internet browser. CMS discourages Users from utilizing browser
bookmarks with the HDT application. The CMS Enterprise Portal Terms
and Conditions Screen will display as illustrated in Figure 54.
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Figure 54: CMS Enterprise Portal Terms and Conditions Screen

CMS.gov

Centers for Medicare & Medicaid Services

Home | About CMS | Newsroom | Archive | (@) Help & FAQs | ([ Email | (3, Print

Enterprise Portal

Health Care Quality Improvement System Provider Resources

Terms and Conditions

OMB Mo.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-

authorized use only.

Unauthorized or improper use ofthis system may resultin disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:
You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.
At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored

on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

Read the important information on the screen.

Select [I Accept] if you agree with the information on the screen. Select
[Decline] if you don’t want to proceed any further or if you want to exit the
application.

If you select [I Accept], the Welcome to CMS Enterprise Portal Login
Screen will display as illustrated in Figure 55 that allows authorized Users to
access the HDT application.
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Figure 55: Welcome to the CMS Enterprise Portal Login Screen — Access to HDT

Hm|mmms|umim|9mP&FAos|gE-m|amm

CMs.gov | Enterprise Portal

Centers for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

User ID | |

Forgot User ID?
MNeed an account? Click the link - Mew user reqistration

A federal govermment website managed by the Centers for Medicare & Medicaid Services

Home 7500 Security Boulevard, Balimore, MD 21244

4. Enter your CMS Enterprise Portal User ID in the User ID field.

5. Select [Next]. The Enter Security Code Screen will display as illustrated
in Figure 56.

Figure 56: Enter Security Code

Home | 2bout CHiS | tewwsom | svcnive | @D Hep 5 Faos | 1) Emat | 4 Prmt

CMS.QOV ‘ Enterprise Portal

Ceanters for Medicare & Medicaid Services

Welcome to CMS Enterprise Portal

Entar Security Code
A Security Code is required to completa your login.

To retrieve @ Security Code, please select the Phone, Computer, or E-mail that you registered as vour Multi i } devi il
e originally requested access, from the MFA Device Type dropdown menu below,

Security Codes expiny, be ture (o enter your Security Code prompthy.

Unatde to Access Security Code?

H yeu are unsble to access a Sacurity Code, you may use the “Unable To Access Sacurity Cods?” link. To use this nk you will be directed away
friom this page. For security purposes, you will be prompeed to answer your challenge questions before the Security Code is gendrated. The Security
Code will be sent to the email address in your profile. You will be required bo login again with your User ID, Password and Security Code.

ou may also call your Apglication Help Desk to obtain 3 Security Code,

After you receive the Security Code wsing this ink or from your Help Desk, you must salect the ‘One-Time Sacurity Code’” option from the MFA
Device Type dropdawn menis,

Need to Ragistar an MFA Device?
1 you have not registered an MFA device and would ke to do o riow, vou may use the “Register MFA Device™ link. For security purposes you wil
be prompted to login again and answer vour challange questions before registering an MFA device.

Password:

MFA Device Type: Stbect MFA Device Type. -

Security Code: ]
Eomol Pagsworg?

Uniatile to.Accozs Securi Gede?
Hnositit MEA Dovice
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6.
7.

Enter your CMS Enterprise Portal password in the Password field.
Registered HDT Users are required to input their Multi-Factor

Authentication (MFA) credentials, selecting an MFA Device that has

already been associated with the CMS Enterprise Portal User ID, and then
entering the appropriate Security Code from that device. Select the [MFA
Device Type] you wish to use from the drop-down menu and then enter
the Security Code (VIP Token) you obtained, then select [Log In].

Notes:

If you need to register a MFA Device, select the [Register MFA Device]
link and complete the process described in Section 4.3.4.1.

If you have registered a MFA Device but are temporarily unable to access
that device, you may utilize the [Unable to Access Security Code] link. See
Section 4.3.4.2 for complete details on using this feature.

If you enter your CMS Enterprise Portal password incorrectly three times,
the system will lock your account. While your account is locked, you
cannot access any other features. You must contact the MCARE Help
Desk to reset your CMS Enterprise Portal password as described in
Section 6.5.

When an Administrator resets your CMS Enterprise Portal password, you
will be sent an email with a temporary one-time password. You must then
login to the CMS Enterprise Portal and change the password to one of
your choice, following the CMS & HDT Password Policy. Please note that
HDT requires that CMS Enterprise Portal passwords contain only
alphanumeric characters. Refer to Section 4.3.3.3 of this document for
instructions on changing your password.

The CMS Enterprise Portal will verify your password and MFA security
code. If you are an authorized HDT user, the HETS Desktop Home
Screen (HDT-1000) will display as illustrated in Figure 57.
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Figure 57: HETS Desktop Home Screen (HDT-1000)
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4.4. Application Organization & Navigation

Specific functionality and screen captures are described in Section 5.1 of this document.

4.5. Exiting the Application

Select the [Logout] link in the left navigation menu of any screen in the HDT Application
to logout from the HDT application. You will be logged out of the HDT application and

redirected to the CMS Enterprise Portal Web Access Management (Logout) Screen
as illustrated by Figure 58.
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Figure 58: CMS Enterprise Portal Web Access Management (Logout) Screen
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If you select [I Accept] you will be redirected to the Welcome to CMS Enterprise Portal
login screen (Figure 55).

5. USING THE APPLICATION

The following sub-sections provide detailed, step-by-step instructions on how to use the
various functions or features of the HDT application.

5.1. Application Layout
The application layout in the Site Map, as illustrated in Figure 59, is outlined as follows:

The links to navigate through the HDT application are:

e Home
e NPI Management
e NPI Management (data entry screen)
e NPI Batch Management (available for Clearinghouse Submitters only)

e Logout
The links external to the HDT application are:

e CMS HETSHelp Website
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Figure 59: HDT Application Site Map
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When you log into the HDT application, the HETS Desktop Home Screen (HDT-1000)
will display as illustrated in Figure 60.

Figure 60: HETS Desktop Home Screen (HDT-1000)

H E TS Desktop i i [losian
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You are able to access the functionality of the HDT application by selecting the
hyperlinks from the left-hand navigation bar. Users may also select the hyperlinks in the

dynamic content area in the middle of the screen.
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The navigation hyperlinks are:

e Home — The HDT User Interface home page.

¢ NPI Management — Allows Submitters to add, terminate and/or query NPI
numbers one at a time. This link is available to Clearinghouse and Direct
Provider Submitters.

e NPI Batch Management — Provides a link to the Enterprise File Transfer (EFT)
system. This link is available only to Clearinghouse Submitters.

e CMS HETSHelp Website — Provides links to the CMS HETSHelp Website.

e Logout — Closes the active HDT application session and redirects the User to the
CMS Enterprise Portal Web Access Management (Logout) Screen as
illustrated in Figure 58.

5.2. NPl Management (HDT-1001)

NPI Management allows Clearinghouse and Direct Provider Submitters to query, add or
terminate NPl numbers one at a time.

To access the NPl Management feature, select the [NPI Management] link in the left-
hand navigation menu. The HDT NPl Management Screen (HDT-1001) will display as
illustrated in Figure 61.
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Figure 61: HDT NPI Management Screen (HDT-1001)

HETS opesktop N Yo

[S—

tinte ot ;| OTFWALC *
L p—— .

o R

.

Logost

The user selects the appropriate HETS 270/271 Submitter ID from the drop-down
menu (depending on the related organization, there may only be one value present),
enters an NPI value in the NPI field (HDT only accepts numeric values in this field), and
the select [Add], [Query], [Terminate] or [Cancel] to proceed with the requested action.

Results for requested actions are displayed in an NPI Results table as illustrated in
Figure 62.
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Figure 62: HDT NPI Management Screen (HDT-1001) — Results
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The following information is provided for each action selected:

e Submitter ID — the 8-character Submitter ID selected by the User.
e NPI - NPI entered by the User.
e Action Requested — the action button selected by the User. Values include:

Query — this action is selected by the User to determine the status of the
relationship between the Submitter ID and the NPI entered.

Add - this action is selected by the User to create a relationship between
a Submitter ID and an NPI for the purpose of submitting 270 request
transactions via the HETS 270/271 application.

Terminate — this action is selected by the User when a Submitter no
longer has a business relationship with an NPI.

e Action Result — the result returned by HDT based on the action selected by the
User. Values include:

Queried — the query request has been processed by the HDT application
and the query results are displayed in the NPI results table.

Added — the NPI/Submitter relationship has been added to the HDT
application.

AE: Relationship Already Exists — the NPI/Submitter relationship already
exists and cannot be added.

SP: Relationship is Suspended — the NPI/Submitter relationship is
currently suspended and cannot be added.

IM: Invalid Medicare Provider Status — the Medicare Provider Status is
invalid and cannot be added.
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e Terminated — the NPI/Submitter relationship has been terminated in the
HDT application.
e AT: Already Terminated — the NPI/Submitter relationship is already
terminated and cannot be terminated.
e NE: Relationship Does Not Exist — the NPI/Submitter relationship does not
exist and cannot be terminated.
e Medicare Provider Status — this status indicates whether or not the NPI is an
active, valid FFS Medicare Provider. Values include:
e Valid — the provider is an active, valid FFS Medicare provider or supplier.
e Invalid — the provider is not an active, valid FFS Medicare provider or
supplier.
e HETS Provider Status — this is the status of the NPI for the HETS 270/271
application. Values include:
e Active — the NPI is active for the HETS 270/271 application.
e Suspended — the NPI is suspended for the HETS 270/271 application.
e Terminated — the NPI is terminated for the HETS 270/271 application.
¢ Not Found — the NPI is not on file for the HETS 270/271 application.
e NPI/Submitter Relationship Status — this is the status of the NPI/Submitter
relationship for the HETS 270/271 application. Values include:
e Active — the NPI/Submitter Relationship is active for the HETS 270/271
application.
e Suspended — the NPI/Submitter Relationship is suspended for the HETS
270/271 application.
e Terminated — the NPI/Submitter Relationship is terminated for the HETS
270/271 application.
e Not Found — the NPI/Submitter Relationship is not on file for the HETS
270/271 application.
e Transaction Flag — this status flag indicates whether or not transactions with the
HETS 270/271 application are permitted. Values include:
e Yes — Indicates that transactions with the HETS 270/271 application are
permitted. This value is returned when all of these conditions are met:
e Submitter Status = “Active”, AND
e Medicare Provider Status = “Valid”, AND
e HETS Provider Status = “Active”, AND
e NPI/Submitter Relationship Status = “Active”.
¢ No — Indicates that transactions with the HETS 270/271 application are
not permitted. This value is returned when any of these conditions are

met:
e Submitter Status <> “Active”, OR
e Maedicare Provider Status <> “Valid”, OR
e HETS Provider Status <> “Active”, OR
e NPI/Submitter Relationship Status <> “Active”.

Note: The table will display the results in the order in which the NPIs are entered into
the NPI text box, with the most recent action listed first. The HDT application defaults to
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display up to 25 rows in the NPI Results table. The user can change this value in the
‘Show ___ Entries’ dropdown to modify the results parameters.

5.2.1. Query

521.1. Action

The Query action allows Submitters to verify NPl numbers prior to submitting
a 270 request transaction to the HETS 270/271 application. Responses are
returned to the screen in a matter of seconds.

To perform a query action, follow these steps on the HDT User Interface NPI
Management Screen as illustrated in Figure 63:

Figure 63: HDT NPI Management Screen (HDT-1001) — Query
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1. Select a Submitter ID from the drop-down list labeled Submitter ID.

2. Enter a 10-digit NPI number in the NPI field. HDT only accepts numeric
values in the NPI field.

3. Select [Query].

Note: The HDT application will clear the NPI field when you select an NPI
Management action. The Submitter ID field will not be cleared. If you wish
to perform actions for a different Submitter ID associated with your
Submitter Profile, you must select that Submitter ID from the Submitter ID
drop-down list.
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5212 Result
Figure 64 displays the NPI Results table for the query action.

Figure 64: HDT NPl Management Screen (HDT-1001) — Query Results
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5.2.2. Add

The Add action creates a relationship between a Submitter ID and an NPI
necessary for 270 request transactions to successfully process via the HETS
270/271 application. If you send an eligibility request with an NPl number that
is not on file with CMS, is not a valid FFS Medicare Provider at the time the
request is processed, or is not associated with the Submitter, then a 271 AAA
error will be returned instead of entitlement information.

5221. Action

To perform the add action; follow these steps on the HDT User Interface NPI
Management Screen as illustrated in Figure 65:
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Figure 65: HDT NPI Management Screen (HDT-1001) — Add
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1. Select a Submitter ID from the selection box labeled Submitter ID.

2. Enter a 10-digit NPI number in the NPI field. HDT only accepts numeric
values in the NPI field.

3. Select [Add].

Note: The HDT application will clear the NPI field when you select an NPI
Management action. The Submitter ID field will not be cleared. If you wish
to perform actions for a different Submitter ID associated with your

Submitter Profile, you must select that Submitter ID from the Submitter ID
drop-down list.

5222 Result
Figure 66 displays the NPI Results table for the add action.
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Figure 66: HDT NPI Management Screen (HDT-1001) — Add Results
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5.2.3. Terminate

The terminate action ends a relationship between a Submitter ID and an NPI
when there is no longer a business relationship between them. Once a

relationship is terminated, you will be unable to submit eligibility transactions
via the HETS 270/271 application for the NPI.

5231. Action

To perform the terminate action; follow these steps on the HDT NPI
Management — Terminate Screen as illustrated in Figure 67:
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Figure 67: HDT User Interface NPl Management Screen (HDT-1001) — Terminate
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1. Select a Submitter ID from the selection box labeled Submitter ID.

2. Enter a 10-digit NPI number in the NPI field. HDT only accepts numeric
values in the NPI field.

3. Select [Terminate].

Note: The HDT application will clear the NPI field when you select an NPI
Management action. The Submitter ID field will not be cleared. If you wish
to perform actions for a different Submitter ID associated with your

Submitter Profile, you must select that Submitter ID from the Submitter ID
drop-down list.

5232 Result

Figure 68 displays the NPI Results table for the terminate action.
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Figure 68: HDT NPI Management Screen (HDT-1001) — Terminate Results
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5.3. NPI Batch Management

NPI Batch Management is available to Clearinghouse Submitters only. This feature
allows you to query, add and/or terminate more than one NPI number at a time.

Note: Clearinghouse Submitters are limited to uploading only one batch file per day. If a
Clearinghouse Submitter attempts to upload more than one file during a single calendar
day, an error message is returned in the batch output file.

To access the NPI Management feature, select the [NPI Batch Management] link in the
left-hand navigation menu. The HDT NPI Batch Management Screen (HDT-1002) will
start the login sequence described in Section 5.3.1.

5.3.1. Login to Enterprise File Transfer (EFT)

To access the NPI Batch Management feature, select the NPI Batch
Management hyperlink in the left-hand navigation menu. A new window
opens to display a CMS security warning, as illustrated in Figure 69. The HDT
application remains open in the background. Select [OK].
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Figure 69: EFT Security Warning

gis.cms.hhs.gov:3443 says:

“WARNING**WARNING**WARMING** -

UNAUTHORIZED ACCESS TO THIS COMPUTER IS PROHIBITED BY LAW
(REFEREMCE TITLE 18 U.5.C,, SECTION 1030).

This is a Centers for Medicare & Medicaid Services (CMS) (Operating
Division of the Department of Health and Human Services) computer
systern. CMS computer systems are provided for the processing of
Official U.5. Government information. All data contained on CMS
computer systems is owned by the CMS and may, for the purpose of
protecting the rights and property of CMS, be monitored, intercepted,
recorded, read, copied, or captured in any manner and disclosed in any
manner by authorized personnel. If you are not authorized access to
this system you must immediately exit. Federal, State, and/or local laws
may provide criminal penalties for any person illegally accessing er
using a Government owned or operated computer system.

m

SECURITY REQUIREMENTS FOR AUTHORIZED USERS of CMS' | &
COMPUTER SYSTEMS

If you are authorized access to a CMS computer system, you are subject

to the requirements of the Office of Information Services' Security
Handbook. The Security Handbook incorporates Article 35 of the 2004
CMS/AFGE Master Labor Agreement, effective June 9, 2004, which

governs bargaining unit employees.

The Enterprise File Transfer Login screen now appears as illustrated in
Figure 70.
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Figure 70: EFT Login Screen
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1. Enter your CMS Enterprise Portal User ID in the User ID field.

2. Enter your CMS Enterprise Portal password in the Password field.

3. Select [Sign In]. Once you are authenticated, the EFT Mailbox Search
screen will display as illustrated by Figure 71.

Figure 71: EFT Mailbox Search Screen
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Search Options.
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5.3.2. Uploading a File
To upload an input file, follow these steps:

1. Log into EFT following the steps in Section 5.4.1.

2. On the EFT Mailbox Search screen, illustrated in Figure 66, select the
Mailbox Send hyperlink in the left hand navigation menu. The EFT
Mailbox Send screen will display as illustrated by Figure 72.
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Figure 72: EFT Mailbox Send Screen
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3. Select [Browse].

4. Select the comma delimited, flat text file containing the multiple NPIs you
wish to query, add and/or terminate.

The file naming convention is: GUID.NONE.HDT.D.Mailbox.FUTURE.P
Customizable elements:
GUID = User ID. This is the same as your CMS Enterprise Portal User ID.

Mailbox = EFT Mailbox ID. This is the Submitter ID as assigned to you by
CMS. (example: C123A456)

All other file name elements are required and constant.

Note: The Mailbox field will be automatically populated with your mailbox
name. You will only be able to view your own mailbox for security purposes.

5. Select [Go!]. Once the file has finished uploading, you will be redirected to
the EFT Mailbox Search screen as illustrated in Figure 71.

5.3.3. Downloading a File
To download a results file, follow these steps:

1. Log into EFT following the steps in Section 5.4.1.

2. Select your mailbox from the Mailbox drop-down list on the EFT Mailbox
Search screen, as illustrated in Figure 71. You may leave the default
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Creation Date values, or you may change them to the time frame(s) you
wish to search.

3. Select [GOo!]. If there are any results that match your mailbox search
criteria, they will display on the EFT Mailbox Search Results screen as
illustrated by Figure 73.

Figure 73: EFT Mailbox Search Results Screen
.|

[ Mailbox Search Results

@ Welcome
Extract Policy
Extract Message Name id Created Size  Mailbox Policy Value
Mailbox Search f1 [GOHJ136 FileReceipt 10206664 8830595[2016-04-21 [206  [/ICDBVLPS1 [Count 1000
e = 15:21:34.0
711 |GOHJ136 FileReceipt 10241677 8861672(2016-04-26 205  |/CDBVLPS1 |Count 1000
[
Log Out 08:04:06.0
. 711 |GOHJ136 FileReceipt 10242579 8862243(2016-04-26 205  |[/CDBVLPS1 |Count 1000
Refresh Mailboxes =] 10:13:32.0
Tips & Hints g% |THDTOUTCDBVLPS1.0160420 T0806223.10202050|88264322016-04-21  [375805 /CDBVLPS1 |Count 1000
00:58:07.0
g% |THDTOUTCDBVLPS1.0160421T1519105.10208517|8831356(2016-04-21 178824 /CDBVLPS1 |Count 1000
18:53:21.0
711 |[THDTOUTCDBYLPS1.0160426.T0803041.10242050(3862008|2016-04-26  |372808 /[CDBVLPS1 |Count 1000
= 09:03:00.0
ltems 1 -6 of 6

Lastupdate time: Tue Apr26 2016 10:26:47
=== GMT-0400 (Eastern Daylight Time)

The naming convention for the results file(s) is:
P.HDTOUT.Mailbox.Dyymmdd.Thhmmsst.pn

Customizable elements:

Mailbox = EFT Mailbox ID. This is the Submitter ID as assigned to you by
CMS.

Dyymmdd = Date in yymmdd format
Thhmmsst — Time in hhmmsst format
pn = Processing number assigned by EFT
All other file name elements are required and constant.

You will also receive a text file that contains confirmation that your input file
was received by the file transfer system.

4. Select [Extract]. You may also select the Message Name. An EFT File
Download pop-up window will display as illustrated in Figure 74.
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Figure 74: EFT File Download

lnmnnmnp - Mailbox Search Results

¥) Welcome

GOHJ136_FileReceipt_10206664

1 34.0
GOHJ136_FileReceipt_10241677 2016-04-26
08:04:06.0

GOHJ136_FileReceipt_10242579 2016-04-26

10:13:32.0
2016-04-21 (375805 [/CDBVLPS1
00:59:07.0
2016-04-21 178824 [/CDBVLPS1
18:63:210
2016-04-26 372898 [/CDBVLPS1
09:03:00.0

- Last update time: Tue Apr 26 2016 10:268:26
Items per page: 5 10 25 50 100 GMT-0400 (Eastern Daylight Time)

Do you want to open or save THDTOUT.CDBVLPS1.D160426.T0803041.10242050 (364 KB) from gis.cms.hhs.gov? Open Save A Cancel

5. Select [Save]. The file will be saved as the default file name from the EFT
mailbox. You may rename the file at your discretion once the file is saved

to your computer.

6. Select [Cancel] if you decide not to save the results file.

5.4. File Formats

5.4.1. Input File

The acceptable file format for the NP1 Batch Management input file is a
comma delimited, flat text file. The input file consists of three data elements
per line — Submitter ID, NPl and Action. Refer to Table 3 for the Input File

Layout and a description of elements.

Table 3: Input File Layout and Element Description

Data Element | Data Type Length | Possible
Values

Description

Submitter 1D Alphanumeric | 8

The 8-character Submitter ID
associated with the
Clearinghouse.
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Data Element | Data Type Length | Possible | Description
Values
NPI Numeric 10 The 10-digit NPI for whom the
Clearinghouse will be sending
eligibility transactions to the
HETS 270/271 application.
Action Alpha 1 Q, A, or | The action requested by the
T Clearinghouse to query the

current status of, to add, or to
terminate a relationship with an
NPI. Values include:

Q: Request a query of the
relationship between the
Submitter ID and the NPI.

A: Request to add a relationship
between the Submitter ID and the
NPI.

T: Request to terminate the
relationship between the
Submitter ID and the NPI.

Sample Input File

File Name: ZYXW123.NONE.HDT.D.C123A456.FUTURE.P
C123A456,1111111111,Q
C123A456,2222222222,Q
C123A456,3333333333,A
C123A456,3333333333,A
C123A456,4444444444 A
C123A456,5555555555,A
C123A456,6666666666, T
C123A456,6666666666,T
C123A456, 7777777777, T

5.4.2. Output File

The output file generated by the HDT application will be in the same format as
the input file with the exception of the addition of the date and time stamp of
when the file was processed and status responses appended to each line.

If the NP1 Batch Management input file contains an NPl which is not equal to
10 characters or is not numeric, the output file will include a row for the NPI

with a Medicare Provider Status of Invalid. All rows within an input file will be
processed if there are no batch file errors.

Refer to Table 4 for the Output File Layout and a description of elements.
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Table 4: Output File Layout

Data Element Data Type Possible Description
Values
Submitter 1D Alphanumeric The 8-character Submitter 1D
associated with the Clearinghouse.
NPI Numeric The NPI that the Clearinghouse
provided on the input file.
Action Requested | Alpha Q AorT The action requested by the

Submitter on the input file for the
NPI. Values include:

Q: Request a query of the
relationship between the Submitter
ID and the NPI

A: Request to add a relationship
between the Submitter ID and the
NPI.

T: Request to terminate the
relationship between the Submitter
ID and the NPI.
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Data Element Data Type Possible Description
Values

Action Result Alpha Q, A, AE, The result of the action requested
SP, IM, T, by the Submitter on the input file
AT or NE for the NPI. Values include:

Q: The gquery request has been
processed and the query results
are displayed.

A: The NPI/Submitter relationship
has been added to the HDT
application.

AE: The NPI/Submitter relationship
already exists and cannot be
added.

SP: The NPI/Submitter relationship
is currently suspended and cannot
be added.

IM: The Medicare Provider Status
is invalid and cannot be added.

T: The NPI/Submitter relationship
has been terminated in the HDT
application.

AT: The NPI/Submitter relationship
is already terminated and cannot
be terminated.

NE: The NPI/Submitter
relationship does not exist and
cannot be terminated.
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Data Element Data Type

Possible
Values

Description

Submitter Status Alpha

A SorT

The status of the Submitter in the
HDT application. Values include:

A: The Submitter is active and
authorized to conduct HETS
270/271 transactions.

S: The Submitter is suspended
and not authorized to conduct
HETS 270/271 transactions.
Please contact MCARE for
additional information.

T: The Submitter has been
terminated and is not authorized to
conduct HETS 270/271
transactions. Please contact
MCARE for additional information.

Medicare Provider
Status

Alpha

Vorl

The status that indicates whether
or not the NPI is an active, valid
FFS Medicare Provider. Values
include:

V: The NPI is an active, valid FFS
Medicare Provider.

I: The NPI is not an active, valid
FFS Medicare Provider.

HETS Provider
Status

Alpha

A, S, TorNF

The status of the NPI for the HETS
270/271 application. Values
include:

A: The NPI is active for the HETS
270/271 application.

S: The NPI is suspended for the
HETS 270/271 application.

T: The NPI is terminated for the
HETS 270/271 application.

NF: The NPI is not on file for the
HETS 270/271 application.
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Data Element

Data Type

Possible
Values

Description

NPI/Submitter
Relationship
Status

Alpha

A, S, TorNF

The status of the NPI/Submitter
relationship for the HETS 270/271
application. Values include:

A: The NPI/Submitter Relationship
is active for the HETS 270/271
application.

S: The NPI/Submitter Relationship
is suspended for the HETS
270/271 application.

T: The NPI/Submitter Relationship
is terminated for the HETS
270/271 application.

NF: The NPI/Submitter

Relationship is not on file for the
HETS 270/271 application.

Transaction Flag

Alpha

Y orN

The status flag that indicates
whether or not transactions with
the HETS 270/271 application are
permitted. Values include:

Y: Yes, transactions with the
HETS 270/271 application are
permitted. This value is returned
when all of the following conditions
are met:

Submitter Status = A
Medicare Provider Status = V
HETS Provider Status = A

NPI/Submitter Relationship
Status = A

N: No, transactions with the HETS
270/271 application are not
permitted.

Sample Output File

File Name: P.HDTOUT.C123A456.0100101.T0122331.9876543
File processed on 01/01/2010 01:22
C123A456,1111111111,Q,Q,AV,A/AY
C123A456,2222222222,Q,Q,A,I,T,T,N
C123A456,3333333333,A,AAV,AAY
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C123A456,3333333333,A,AE,A\V . AAY
C123A456,4444444444 A,SP,AV,S,S,N
C123A456,5555555555,A,IM,A,I,NF,NF,N
C123A456,6666666666,T,T,A,V,A,T,N
C123A456,6666666666,T,AT,A,V,A,T,N
C123A456, 7777777777, T,NE,A,ILNF,NF,N

Note: The Sample Input and Output Files are for illustrative purposes only.
Actual results will vary based on the status of NPIs and Submitter IDs in the
HDT application.

6. TROUBLESHOOTING & SUPPORT

6.1. Troubleshooting

HDT application hours of operation are determined by CMS policy, support, hardware
availability, and availability of required interfaces.

The HDT database will be available during the following time periods:

Monday 6AM — 11:59PM ET

Tuesday 6AM — 11:59PM ET

Wednesday 6AM — 11:59PM ET

Thursday 6AM — 11:59PM ET

Friday 6AM — 11:59PM ET

Saturday 12AM — 11:59PM ET

Sunday 12AM - 6:59PM, 9PM — 11:59PM ET

You may be able to login to the HDT application outside these days/times, but the NPI
Management functionality will be disabled. If you upload a file to the EFT system using
the NPI Batch Management functionality, the batch input file will not be processed until
the database becomes available.

If you submit a batch file that does not complete processing before the system becomes
unavailable, the batch output file will include an error message that the file could not be
processed. The Submitter will need to upload the file again when the HDT database is
available.

Scheduled outages for maintenance are communicated to users via email. In addition,
MCARE Help Desk support is available Monday through Friday 7:00AM — 7:00PM ET.
6.2. Connectivity

If you experience any problems while using the HDT application, contact the MCARE
Help Desk. For contact information for the MCARE Help Desk, refer to Section 6.5.
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6.3. Error Messages

6.3.1. Access and Behavior Error Messages

HDT returns a variety of unique errors related to User access or behavior
issues. Table 5 provides a complete list of these errors. Each error displays a
specific recommendation on screen. Users should follow the on screen
recommendations. When directed to do so, Users should take note of the
error message they received and then contact the MCARE Help Desk for
assistance. For contact information for the MCARE Help Desk, refer to
Section 6.5.

Table 5: Access and Behavior Error Messages
Error Message
Message 100

Message 110
Message 120
Message 130
Message 700
Message 710
Message 720
Message 730
Message 740
Error while processing your request. Please try again.

6.3.2. CMS Enterprise Portal Login

If you enter an incorrect/invalid CMS Enterprise Portal User ID, password or
MFA Security Code, the Incorrect ID, Password or Security Code Screen
will display the message as illustrated in Figure 75.
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Figure 75: Incorrect ID, Password or Security Code Screen

6.3.3.
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Medicare & Medicaid
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Welcome to CMS Enterprise Portal
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At Hee Deik

Enter a valid CMS Enterprise Portal User ID in the User ID field. Select
[Next].

If you have forgotten your CMS Enterprise Portal User ID or password, refer
to Section 4.3.3 for more information. If you continue to encounter issues
logging into the CMS Enterprise Portal, please refer to Section 6.5 and
contact the MCARE Help Desk.

Missing or Invalid NPI

On the NPl Management (HDT-1001) screen, if you do not enter an NPI
number prior to clicking on an action button, or if you enter an invalid NPI
format, the NPI Results table will return a response that includes the value

you entered in the NPI field as well as a Medicare Provider Status of Invalid.

Refer to Figure 76 for an illustration.

Figure 76: NPl Management — Invalid NPI Screen

H E TS Desktop [ A Xhicstimea
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6.3.4. Batch File Error Messages

Table 6 identifies the error messages that will be returned in the output file
when the input file cannot be processed for the indicated reasons.

Table 6: Batch File Error Messages

Error Message

Condition(s)

Failed to validate file. The file is empty.

The batch file contains no data.

Line #${lineNumber}: Each line must
have 3 values: Submitter ID, NPI, and
Action

A line in the batch file does not include
the 3 requisite elements.

Line #${lineNumber}: Action must be
either A, Q,or T

A line in the batch file does not include
one of the 3 requisite action code values.

Line #${lineNumber}: Submitter ID length
must not exceed 10

A line in the batch file contains a value in
the Submitter ID field that is greater than
10 characters.

Line #${lineNumber}: NPI length must be
10. Legacy ID/Source ID is no longer a
valid request

A line in the batch file contains a value in
the NPI field that is not 10 characters.

Line #${lineNumber}: File could not be

A line in the batch file cannot be

further.

processed further. processed.
Line #${lineNumber}: Submitter ID is The Submitter ID within the file is:
invalid. File could not be processed Not found,

Not associated with the Submitter ID
in the file name,

Suspended, or
Terminated.

A file has already been submitted by
Submitter ID ${Submitter ID}. A Submitter
can only submit one file in a day.

A Submitter uploads more than one file
during a single calendar day using the
NPI Batch Management function in HDT.

6.4. Special Considerations

There is no limit to the NPI Batch Management input file size accepted by the
HDT application; however, the EFT file transfer system has a file size

6.4.1. Data Size Limits
limitation of 1GB.
6.4.2. Daily Batch File Submission

Clearinghouse Submitters are limited to uploading one batch file per day. If a
Clearinghouse Submitter attempts to upload more than one file during a
single calendar day, an error message is returned in the batch output file.
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6.5. System Support Information

If problems and/or questions arise while accessing the HDT application, contact the
MCARE Help Desk at 1-866-324-7315 or at MCARE@cms.hhs.gov Monday through
Friday, from 7:00 AM to 7:00 PM ET.

Note: The MCARE email address is monitored during normal business hours. Emails
are typically answered within one business day.

7. GLOSSARY
HETS 270/271 Application

The HETS 270/271 application provides access to Medicare Beneficiary eligibility data
in a real-time environment. Submitters may initiate a real-time 270 eligibility request to
guery coverage information from Medicare on patients for whom services are scheduled
or have already been delivered. In real-time mode, the Submitter transmits a 270
request and remains connected while the application processes the transaction and
return a 271 response.

HETS Desktop (HDT)

The HETS Desktop (HDT) application is used by HETS 270/271 Submitters to register
and maintain an up-to-date record of their business relationships with their Medicare
Provider and/or Supplier customers prior to submitting HETS 270/271 transactions. In
addition, Submitters are able to verify if NPl numbers are eligible for use with the HETS
270/271 application

Submitter

A Clearinghouse and/or Direct Provider who conducts eligibility transactions via the
HETS 270/271 application.

Submitter ID

The ID assigned by CMS that allows a Clearinghouse or a Direct Provider to conduct
eligibility transactions via the HETS 270/271 application.

User

A person who requires and/or has acquired access to the HDT application.

8. ACRONYMS

Table 7 identifies acronyms and definitions used in this document.
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Table 7: Acronyms and Definitions

Acronym Definition

CMS Centers for Medicare & Medicaid Services

EIDM Enterpr!se Identity Management system — also known as the CMS
Enterprise Portal

EFT Enterprise File Transfer system

ET Eastern Time

FES Fee For Service

HDT HETS Desktop

HETS HIPAA Eligibility Transaction System

MCARE Medicare Customer Assistance Regarding Eligibility

MFA Multi-Factor Authentication

NPI National Provider Identifier

PHI Protected Health Information

RIDP Remote Identity Proofing
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