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1.1 Introduction 
1.1 Purpose 
The Centers for Medicare & Medicaid Services (CMS) Risk Management Handbook (RMH) 
Chapter 10 Media Protection provides the procedures for implementing the requirements of the 
CMS Information Systems Security and Privacy Policy (IS2P2) and the CMS Acceptable Risk 
Safeguards (ARS). The following is a diagram that breaks down the hierarchy of the IS2P2, ARS, 
and RMH: 

 
This document describes procedures that facilitate the implementation of security controls 
associated with the Media Protection (MP) family of controls. To promote consistency among all 
RMH Chapters, CMS intends for Chapter 2 to align with guidance from the National Institute of 
Standards and Technology (NIST), tailoring that content to the CMS environment. 

1.2 Authority  
The Federal Information Security Management Act (FISMA) requires each federal agency to 
develop, document and implement an agency-wide program to provide information security for 
the information and systems that support the operations and assets of the agency, including those 
provided or managed by another agency or contractor. The Federal Information Security 
Modernization Act of 2014 designates NIST with responsibility to develop guidance to federal 
agencies on information security and privacy requirements for federal information systems. 
As an operating division of the Department of Health and Human Services (HHS), CMS must also 
comply with the HHS IS2P, Privacy Act of 1974 (“Privacy Act”), the Privacy and Security Rules 
developed pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA), 
and the E-Government Act of 2002, which relates specifically to electronic authentication 
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requirements. The HHS Office for Civil Rights (OCR) is responsible for enforcement of the 
HIPAA Security and Privacy Rules. CMS seeks to comply with the requirements of these 
authorities, and to specify how CMS implements compliance in the CMS IS2P2. 
HHS and CMS governance documents establish roles and responsibilities for addressing privacy 
and security requirements. In compliance with the HHS Information Systems Security and Privacy 
Policy (IS2P), the CMS Chief Information Officer (CIO) designates the CMS Chief Information 
Security Officer (CISO) as the CMS authority for implementing the CMS-wide information 
security program. HHS also designates the CMS Senior Official for Privacy (SOP) as the CMS 
authority for implementing the CMS-wide privacy program. Through their authority given by 
HHS, the CIO and SOP delegate authority and responsibility to specific organizations and officials 
within CMS to develop and administer defined aspects of the CMS Information Security and 
Privacy Program. 
All CMS stakeholders must comply with and support the policies and the procedures referenced 
in this handbook to ensure compliance with federal requirements for implementation of 
information security and privacy controls. 

1.3 Scope 
This handbook documents procedures that facilitate the implementation of the privacy and security 
controls defined in the CMS IS2P2 and the CMS ARS. This RMH Chapter provides authoritative 
guidance on matters related to the Media Protection family of controls for use by CMS employees 
and contractors that support the development, operations, maintenance, and disposal of CMS 
information systems. This handbook does not supersede any applicable laws, existing labor 
management agreements, and/or higher-level agency directives or other governance documents. 

1.4 Background 
This handbook aligns with NIST SP 800-53 catalogue of controls, the CMS IS2P2, and the CMS 
ARS. Each procedure relates to a specific NIST security control family. Additional sections of this 
document crosswalk requirements to other control families and address specific audit requirements 
issued by various sources (e.g., OMB, OIG, HHS, etc.). 
RMH Chapter 10 provides processes and procedures to assist with the consistent implementation 
of the MP family of controls for any system that stores, processes, or transmits CMS information 
on behalf of CMS. This chapter identifies the policies, minimum standards, and procedures for the 
effective implementation of selected security and privacy controls and control enhancements in 
the AT family. 
CMS’s comprehensive information security and privacy policy framework includes: 

• An overarching policy (CMS IS2P2) that provides the foundation for the security and 
privacy principles and establishes the enforcement of rules that will govern the program 
and form the basis of the risk management framework 

• Standards and guidelines (CMS ARS) that address specific information security and 
privacy requirements 
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• Procedures (RMH series) that assist in the implementation of the required security and 
privacy controls based upon the CMS ARS standards. 

FISMA further emphasizes the importance of continuously monitoring information system 
security by requiring agencies to conduct assessments of security controls at a risk-defined 
frequency. NIST SP 800-53 states under the AT control family that an organization must define, 
develop, disseminate, review, and update its documentation at least once every three years. This 
includes a formal, documented system security package that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, and 
compliance; and formal, documented processes and procedures to facilitate the implementation of 
the policy and associated controls.  
The Risk Assessment process exists within the Risk Management Framework (RMF) which 
emphasizes: 

• Building information security capabilities into federal information systems through the 
application of state-of-the-practice management, operational, and technical security 
controls 

• Maintaining awareness of the security state of information systems on an ongoing basis 
though enhanced monitoring processes 

• Providing essential information to senior leaders to facilitate decisions regarding the 
mitigation or acceptance of information-systems-related risk to organizational operations 
and assets, individuals, external organizations, and the Nation. 

The RMF1 has the following characteristics: 

• Promotes the concept of near-real-time risk management and ongoing-information-system 
authorization through the implementation of robust continuous monitoring processes; 

• Encourages the use of automation to provide senior leaders the necessary information to 
make cost-effective, risk-based decisions with regard to the organizational information 
systems supporting their core missions and business functions; 

• Integrates information security and privacy protections into the enterprise architecture and 
CMS Defined System Development Life Cycle (CMS-SDLC) 

• Provides guidance on the selection, implementation, assessment, and monitoring of 
controls and the authorization of information systems; 

• Links risk management processes at the information system level to risk management 
processes at the organization level through a risk executive (function); and 

• Establishes responsibility and accountability for security and privacy controls deployed 
within organizational information systems and inherited by those systems (i.e., common 
controls). 
 

                                                 
1 https://csrc.nist.gov/publications/detail/sp/800-37/rev-1/final 

https://csrc.nist.gov/publications/detail/sp/800-37/rev-1/final
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2. Policy 
Policy delineates the security management structure, clearly assigns security responsibilities, and 
lays the foundation necessary to reliably measure progress, compliance, and direction to all CMS 
employees, contractors, and any individual who receives authorization to access CMS information 
technology (IT) systems or systems maintained on behalf of CMS to assure the confidentiality, 
integrity, and availability of CMS information and information systems. 

2.1 Information Systems Security and Privacy Policy (IS2P2) 
The CMS IS2P22 defines the framework and policy under which CMS protects and controls access 
to CMS information and information systems in compliance with HHS policy, federal law, and 
regulations. This Policy requires all CMS stakeholders to implement adequate information security 
and privacy safeguards to protect all CMS sensitive information. 
The policy contained within the CMS IS2P2 and the procedures contained within this document 
assist in satisfying the requirements for controls that require CMS to create a policy and associated 
procedures related to information systems.   

2.2 Chief Information Officer (CIO) Directives 
The CMS Chief Information Officer (CIO), the CMS Chief Information Security Officer (CISO), 
and the CMS Senior Official for Privacy (SOP) jointly develop and maintain the CMS IS2P2. The 
CIO delegates authority and responsibility to specific organizations and officials within CMS to 
develop and administer defined aspects of the CMS Information Security and Privacy Program as 
appropriate.  
The dynamic nature of information security and privacy disciplines and the constant need for 
assessing risk across the CMS environment can cause gaps in policy, to arise outside of the policy 
review cycle. The CMS Policy Framework includes the option to issue a CIO Directive3 to address 
identified gaps in CMS policy and instruction to provide immediate guidance to CMS stakeholders 
while a policy is being developed, updated, cleared, and approved.  

3. Standards  
Standards define both functional and assurance requirements within the CMS security and privacy 
environment. CMS policy is executed with the requirements prescribed in standards with the 
objective of enabling consistency across the CMS environment. The CMS environment includes 
users, networks, devices, all software, processes, information in storage or transit, applications, 
services, and systems that can be connected directly or indirectly to networks. These components 
are responsible for meeting and complying with the security and privacy baseline defined in policy 

                                                 
2 https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-

Security-Library-Items/CMS-Information-Systems-Security-and-Privacy-Policy-
IS2P2.html?DLPage=1&DLEntries=10&DLFilter=is2&DLSort=0&DLSortDir=ascending 

3 https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-
Policies/Policies.html 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/CMS-Information-Systems-Security-and-Privacy-Policy-IS2P2.html?DLPage=1&DLEntries=10&DLFilter=is2&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/CMS-Information-Systems-Security-and-Privacy-Policy-IS2P2.html?DLPage=1&DLEntries=10&DLFilter=is2&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/CMS-Information-Systems-Security-and-Privacy-Policy-IS2P2.html?DLPage=1&DLEntries=10&DLFilter=is2&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Policies.html
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Policies.html


 
 

Final 
Centers for Medicare & Medicaid Services HIPAA Integration 
 
 

Risk Management Handbook (RMH) Chapter 10: Media Protection 
Version 1.0  5 

 

and further prescribed in standards. The parameters and thresholds for policy implementation are 
built into the CMS standards, and provide a foundation for the procedural guidance provided by 
the Risk Management Handbook series. 

3.1 Acceptable Risk Safeguards (ARS) 
The CMS Acceptable Risk Safeguards (ARS)4 provides guidance to CMS and its contractors as to 
the minimum acceptable level of required security and privacy controls that must be implemented 
to protect CMS’s information and information systems, including CMS sensitive information. The 
initial selection of the appropriate controls is based on control baselines. The initial control 
baseline is the minimum list of controls required for safeguarding an IT system based on the 
organizationally identified needs for confidentiality, integrity, and/or availability.  
A different baseline exists for each security category (high, moderate, low) as defined by NIST 
Federal Information Processing Standards (FIPS) 199, Standards for Security Categorization of 
Federal Information and Information Systems. The ARS provides a catalog of low, moderate, and 
high controls, in addition to non-mandatory controls outside of the FIPS-199 baseline selection. 
The ARS, based upon the FIPS 200 and NIST SP 800-53, provides guidance on tailoring controls 
and enhancements for specific types of missions and business functions, technologies, or 
environments of operation. Users of the ARS may tailor specific mandatory controls as well as 
most of the non-mandatory and unselected controls.   

4. HIPAA Integration 
The HIPAA Security Rule is designed to be flexible, scalable, and technology neutral, which 
enables it to be adaptive and seamlessly integrated with detailed frameworks such as FISMA. 
Although both regulations are governed by different federal agencies, the HIPAA Security Rule 
only applies to covered entities and their business associates as defined within HIPAA. 
Implementation of the FISMA requirements helps achieve compliance with the HIPAA Security 
Rule. HIPAA provides guidance to address the provisions required for the security of health-
related information, whereas FISMA presents instructions for the security of the information and 
the information systems that support these activities. 
The table below shows a crosswalk mapping of security controls found in this RMH to specific 
sections and requirements found in HIPAA. 

Table 1: Crosswalk- Mapping Controls to HIPAA Requirements 

Media Protection (MP) Control HIPAA Section 

Media Access (MP-02) 

Media Storage (MP-04) 

Media Transport (MP-05) 

164.308(a)(3)(i), 164.308(a)(3)(ii)(A), 
164.310(d)(1), 164.310(d)(2), 164.312(a)(1), 
164.312(a)(2)(iv), 164.312(b) 

                                                 
4 https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-

Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLSort=0&DLSortDir=ascending 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLSort=0&DLSortDir=ascending
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Media Protection (MP) Control HIPAA Section 

Media Use (MP-07) 

Media Sanitization (MP-06) 164.308(a)(1)(ii)(A), 164.310(a)(2)(ii), 
164.310(a)(2)(iii), 164.310(a)(2)(iv), 164.310(d)(1), 
164.310(d)(2), 164.310(d)(2)(i), 164.310(d)(2)(ii) 

 

5. Roles and Responsibilities 
A comprehensive list of information security and privacy roles and responsibilities for CMS 
stakeholders is contained in the CMS IS2P2.  The table below shows the roles from the CMS 
IS2P2 that are specific to the procedures contained within this RMH chapter. 

Table 2: Roles and Responsibilities 
Role Applicable Controls 

All Users MP-02; MP-03, MP-04; MP-05; MP-05 (04); 
MP-06; MP-06(1); MP-06(2); MP-06(3); MP-
07; MP-07(1); MP-CMS-01 

Authorizing Official (AO) MP-07 

CMS Contracting Officer (CO) and Contracting 
Officer’s Representative (COR) 

MP-05 

CMS Privacy Act Officer MP-06 

6. Executive Summary 
The controls listed in this chapter focus on how the organization must ensure that information 
systems utilizing the various media types containing sensitive information, both in digital and non-
digital forms, are protected by limiting access to authorized users and ensuring that the system 
media containing sensitive information is properly sanitized before disposal.  Procedures in this 
chapter include restricting access, security marking(s), physical and procedural safeguarding of 
storage, protecting and controlling sensitive information during transport, approved sanitization 
techniques, and restricting and managing media. 

7. Procedures  
Procedures assist in the implementation of the required security and privacy controls. In this 
section, the Media Protection family of procedures is outlined. To increase traceability, this 
procedure maps to the associated NIST security controls using the corresponding control number 
from the CMS IS2P2.   
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7.1 Media Access (MP-02) 
Access to information system media containing sensitive information, both digital and non-digital 
form, is restricted to defined personnel or roles. The restriction of digital media containing 
sensitive information allows for authorized access (e.g., Compact Disk (CD)/Digital Versatile Disk 
(DVD)) for viewing and downloading capabilities to persons in specified or in defined roles; it 
also disables and allows access to ports (e.g., Universal Serial Bus (USB) ports) to persons in 
specified or in defined roles.  
Restricting access to digital and non-digital media, including mobile devices with storage 
capabilities, also protects sensitive information that contains personally identifiable information 
(PII), from unauthorized use and disclosure. For systems that are processing, storing, or 
transmitting PII, to include Protected Health Information (PHI), defined personnel or roles must 
be authorized individuals with a valid need to know based on their job function. 
CMS restricts access to sensitive digital and non-digital media to defined personnel or roles. 

Table 1: CMS Defined Parameters- Control MP-02 
Control Control Requirement CMS Parameter 

MP-02 The organization restricts access to  
[Assignment: organization-defined 
types of digital and/or non-digital 
media] to [Assignment: organization-
defined personnel or roles]. 

The organization restricts access to  
sensitive digital and non-digital media 
pursuant to Appendix I 5of the HHS 
Information System Security and Privacy 
Policy (IS2P) and in compliance with the 
latest revision of NIST SP 800-88, 
Guidelines for Media Sanitization, to  
defined personnel or roles (defined in the 
applicable security plan) by disabling: 
- disabling CD/DVD writers and allowing 
access to using CD/DVD viewing and 
downloading capabilities only to persons 
specified or in defined roles; and 
- disabling USB ports and allowing access 
to using USB device capabilities only to 
persons specified or in defined roles. 

CMS employees and contractors with potential access to sensitive information, such as PII or PHI, 
must complete security awareness training before accessing any system and annually thereafter. 
This is in addition to specialized role-based security or privacy training, as required to protect 
sensitive information residing on the various media types. RMH Chapter 02: Awareness and 
Training provides additional information on training requirements. In addition to this training, 

                                                 
5 HHS Information Security and Privacy Policy (IS2P) – 2014 Edition. To obtain a copy of 
this document, please email fisma@hhs.gov 

mailto:thisdocument%2Cpleaseemailfisma@hhs.gov
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CMS employees and contractors with potential access to sensitive information, such as PII or PHI, 
require: 

• Office of Personnel Management (OPM) background check; 
• Public Trust Level assignment; 
• CMS account and role authorized by the appropriate CMS approving 

authority; and 
• Completed/Attestation HHS Rules of Behavior 

 

7.2 Media Marking (MP-03) 
Media marking includes security marking, which refers to the application/use of human-readable 
security attributes, and security labeling, which refers to the application/use of security attributes 
regarding internal data structures within information systems. Information system media includes 
both digital and non-digital media. 
Security marking is generally not required for media containing information determined by 
organizations to be in the public domain or to be publicly releasable. However, some organizations 
may require markings for public information indicating that the information is publicly releasable. 
Marking of information system media reflects all applicable federal laws, Executive Orders, 
directives, policies, regulations, standards, and guidance. 
The table below outlines the CMS defined parameters for MP-03. 

Table 2: CMS Defined Parameters- Control MP-03 
Control Control Requirement CMS Parameter 

MP-03 The organization: 
 
b. Exempts [Assignment: organization-
defined types of information system 
media] from marking as long as the 
media remain within [Assignment: 
organization-defined controlled areas]. 

The organization: 
 
b. Exempts specific types of media or 
hardware components, as specified, in 
writing, by the CMS CIO or his/her 
designated representative, from marking if 
the media remains within a secure 
environment. 

All information system media, both digital and non-digital, must be marked in accordance with 
the relevant CMS policies and procedures. The CMS process for Media Marking includes the 
following: 
Note: The Controlled Unclassified Information (CUI) program established by Executive Order 
13556 standardizes the way the Executive branch handles Sensitive but Unclassified (SBU) 
information. Existing ad hoc practices for protecting sensitive unclassified information remain in 
effect until both the HHS CUI policy and CMS CUI policy are finalized. 
Digital media: 

• For external media types such as CDs and USB Drives, media marking/labeling is the 
responsibility of the Business/System owner;  

https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
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• Volume serial number (VOLSER) scans are performed on Unix and Mainframe media 
prior to shipment to the secure, off-site storage facility; and 

• Media are classified and labeled as Type 4 (Confidential) 
 

Non-digital media: 
The following statement should be included on all CMS correspondence (including emails):   
“INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY 
LAW:  This information has not been publicly disclosed and may be privileged and confidential.  
It is for internal government use only and must not be disseminated, distributed, or copied to 
persons not authorized to receive the information.  Unauthorized disclosure may result in 
prosecution to the full extent of the law.”  NOTE:  The absence of this statement on 
correspondence does not mean that nonpublic, confidential, privileged, or proprietary information 
may be released.  
Advise CMS management immediately if any information prohibited from disclosure is/was 
maintained by or in the possession of CMS is disclosed, whether intentionally or unintentionally, 
or if this information is used or handled in an inconsistent manner. RMH Chapter 08 Incident 
Response outlines the procedures for reporting all suspected security incidents. 

7.3 Media Storage (MP-04) 
Controlling the storage of media containing sensitive information such as PII protects the media 
from theft and promotes accountability. 
Maintaining physical control of information system media includes conducting inventories, 
ensuring procedures are in place to allow individuals to check out and return media to a media 
library, and maintaining accountability for all stored media. Secure storage is defined as a locked 
drawer, desk, or cabinet, or a controlled media library. The type of media storage used is 
commensurate with the security category and/or classification of the information residing on the 
media.  
For media containing information determined to be in the public domain, to be publicly releasable, 
or to have limited or no adverse impact on organizations or individuals if accessed by other than 
authorized personnel, fewer safeguards may be needed. In these situations, physical access controls 
provide adequate protection.  
CMS provides sufficient physical and procedural safeguards to meet the requirements established 
for protecting information and/or information systems.  
The table below outlines the CMS defined parameters for MP-04. 

Table 3: CMS Defined Parameters- Control MP-04 
Control Control Requirement CMS Parameter 

MP-04 The organization: 
 

The organization: 
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Control Control Requirement CMS Parameter 
a. Physically controls and securely 
stores [Assignment: organization-
defined types of digital and/or non-
digital media] within [Assignment: 
organization-defined controlled areas];  
 

a. Physically controls and securely 
stores digital and non-digital media 
defined within the latest revision of NIST 
SP 800-88, Guidelines for Media 
Sanitization, and HHS IS2P Appendix I, 
within controlled areas; 

 
Media storage areas are secured using authorized CMS badge controlled entry systems. The 
Physical Access Control System Central (PACS Central) allows CMS Personal Identity 
Verification (PIV) cardholders to request access to secure areas (e.g., the Baltimore Data Center). 
Upon approval, access to a requested area is added to their PIV card. 
CMS is responsible for granting access and for monitoring attempted access to media storage areas. 
Contact the Security Control Center (24 hours a day) by calling 410-786-2929 or by emailing 
security@cms.hhs.gov.  
The physical control of media storage is characterized by the following:  

• Digital media originating from or related to an Information System are securely stored, 
using safeguards prescribed either for the highest security level or in secure off site-storage; 
 

• Non-digital media relating to an Information System are stored in access-controlled spaces. 
These methods protect media until they are destroyed/sanitized using CMS approved 
equipment, techniques and procedures that comply with NIST SP 800-88, Guidelines for 
Media Sanitization, and HHS IS2P Appendix I; and 
 

• All information is treated and labeled appropriately to identify that it may have sensitive 
information and/or PII/PHI when stored at the off-site storage facility. All information, 
including encrypted media, is secured and locked. 

CMS currently supports CMS approved USB Flash Drives, CD/DVDs, and external hard drives 
as data storage devices. The processes for obtaining each of these media storage devices are listed 
below: 
USB Flash Drive: 

• Contact the CMS IT Service Desk by calling (410) 786-2580 or (800) 562-1963; or by 
sending an email to cms_it_service_desk@cms.hhs.gov to open a ticket; or 

• Request a purchase through the CMS IT Catalog. The CMS IT Catalog is a pre-approved 
list of software and hardware with detailed product and pricing information for items that 
are available for purchase. Items on the catalog must be purchased with component 
funding. Employees must work with their component's Executive Officer to determine 
funding source prior to placing an order.  

CD/DVD: 

https://share.cms.gov/contract/VDCInsight/CECS/Catalog/SitePages/Home.aspx
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• For central office employees, CDs and DVDs are available from the CMS Data Center user 
lobby window, N1-23-00. For regional employees, contact the region’s IT liaison for 
service or log a ticket with the CMS IT Service Desk. 

External hard drive: 

• Request a purchase through the CMS IT Catalog for external hard drives. 

7.4 Media Transport (MP-05) 
Protecting and controlling media, containing sensitive information during transport outside of 
controlled areas, promotes accountability and limits situations that make the media vulnerable to 
unauthorized use and disclosure through loss, theft, or other mishandling. 
Physical and technical safeguards for media are commensurate with the security category or 
classification of the information residing on the media. Safeguards to protect media during 
transport include, for example, locked containers and cryptography. Cryptographic mechanisms 
can provide confidentiality and integrity protections depending upon the mechanisms used. 
Activities associated with transport include the actual transport as well as those activities such as 
releasing media for transport and ensuring that media enters the appropriate transport processes to 
ensure chain of custody is established for the sensitive record(s). For the actual transport, 
authorized transport and courier personnel may include individuals from outside the organization 
(e.g., U.S. Postal Service or a commercial transport or delivery service with tracking services,  
delivery confirmation, and/or signature by the receivng party).  
Maintaining accountability of media during transport includes, for example, restricting transport 
activities to authorized personnel and tracking and/or obtaining explicit records of transport 
activities as the media moves through the transportation system to prevent and detect loss, 
destruction, or tampering. Organizations establish documentation requirements for activities 
associated with the transport of information system media in accordance with organizational 
assessments of risk to include the flexibility to define different record-keeping methods for the 
different types of media transport as part of an overall system of transport-related records. 
CMS ensures procedures exist for protecting information system media during transport, 
specifically through the use of cryptography as well as restricting the transport of such media to 
authorized personnel commensurate with the sensitivity level of the data. CMS employees and 
contractors, traveling on official or unofficial travel outside the United States and its territories, 
with devices that can connect to the CMS network, are required to complete all foreign travel 
security awareness requirements prior to traveling. 
The table below outlines the CMS defined parameters for MP-05. 

Table 4: CMS Defined Parameters- Control MP-05 
Control Control Requirement CMS Parameter 

MP-05 The organization: 
  
a. Protects and controls [Assignment: 
organization-defined types of 

Commensurate with the FIPS 199 security 
categorizations for confidentiality and 
integrity of the data, the organization: 
 

https://share.cms.gov/contract/VDCInsight/CECS/Catalog/SitePages/Home.aspx


 
 

Final 
Centers for Medicare & Medicaid Services Procedures 
 
 

Risk Management Handbook (RMH) Chapter 10: Media Protection 
Version 1.0  12 

 

Control Control Requirement CMS Parameter 
information system media] during 
transport outside of controlled areas 
using [Assignment: organization-
defined security safeguards]; 
 

a. Protects and controls digital and non-
digital media defined within the latest 
revision of NIST SP 800-88, Guidelines 
for Media Sanitization, and HHS 
Information Systems Security and Privacy 
Policy (IS2P) Appendix I, containing 
sensitive information during transport 
outside of controlled areas using 
cryptography and tamper evident 
packaging, and: 
1. if hand carried, using a securable 
container (e.g., locked briefcase) via 
authorized personnel, or 
2. if shipped, trackable with receipt by 
commercial carrier. 
 

Devices capable of connecting to the CMS network or containing CMS data, such as Government 
Furnished Equipment (GFE), Contractor Owned/Contractor Operated (COCO) devices, mobile 
phones, and any other computing/storage devices, internal or external, should not be transported 
out of the country without prior CMS leadership approval.  If approved, the traveler will have to 
complete foreign travel security awareness requirements. The purpose is to protect CMS 
information and devices from potential threats, such as foreign intelligence services, criminal, 
terrorist organizations or any foreign country legislative restrictions for IT devices that may be 
confiscated while traveling. If Loaner GFE is needed, the traveler will be directed to contact the 
Office of Information Technology (OIT) to coordinate the issuance of loaner GFE.  Individuals 
who do not contact the Division of Strategic Information (DSI)/CMS International Team prior to 
foreign travel and attempt to connect to the CMS network will be denied access to the network.  
 
Process to Request Foreign Travel with CMS Devices 
1. For unofficial travel, and after CMS leadership approval, the traveler submits a request to the 
Division of Strategic Information (DSI) by emailing CMSinternational@cms.hhs.gov no less than 
ten (10) days prior to planned departure; or for official travel, travel information is submitted 
through CMS’s travel services system. The Contracting Officer Representative (COR) will contact 
the DSI International Team regarding any foreign travel requests on behalf of CMS contractors. 
2. For both unofficial and official travel, DSI sends a memorandum to the traveler who is required 
to return a signed copy. NOTE: An additional signature is required from the Office/Center/Group 
director, if the traveler is taking GFE.  
3. The DSI International Team conducts a threat assessment to determine if the traveler will be 
issued a Loaner GFE before departure. If a Loaner GFE is required, see Process to obtain Loaner 
GFE below. 
4. If the traveler is taking GFE, the DSI International Team notifies Infrastructure and User 
Services Group (IUSG) and CMS Cybersecurity Integration Center (CCIC)/Security Operations 
Center (SOC) that the user has been approved to take GFE and provides the device number.  
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5. Once received, the DSI International Team reviews and determines, if additional country 
specific threat brief is needed, then develops the brief and schedules the meeting, preferably an in-
person meeting.  
6. DSI briefs the traveler and requests that the traveler provide a post-travel update if anything 
suspicious occurs. 
 
Process to obtain Loaner GFE: 
1.  DSI notifies Division of Customer Liaison & Support Services (DCLSS)/IUSG and Information 
Security and Privacy Group (ISPG)/Division of Cyber Threat and Security Operations 
(DCTSO)/CCIC that the traveler is required to obtain a Loaner GFE. 
2. DCLSS/IUSG schedules desk side support to deliver the Loaner GFE to the user. 
3. ISPG/CCIC creates a baseline-scan of the device. 
4. The traveler returns GFE to DSI after their return from foreign travel.  
5. DSI takes Loaner GFE to the ISPG/CCIC/ Forensic and Malware Analysis Team (FMAT) for 
post-travel forensics and scanning. 
6. Once the FMAT returns the GFE to DSI, the Loaner GFE is returned to DCLSS/IUSG for 
reintroduction into the CMS inventory. 
 
Process for CMS Data Use Agreement (DUA) requests: 

• For CMS Data Use Agreement (DUA) requests, the Data Center uses the Enterprise 
Privacy Policy Engine (EPPE) system. DUA business partners submit their requests on-
line using the EPPE system. The EPPE system efficiently tracks, adjudicates and reports 
on requests for CMS data, while reducing security and privacy risks. Contact the EPPE 
Help Desk by calling 844-EPPE-DUA (844-377-3382) or by emailing eppe@cms.hhs.gov. 

 
Requirements for Transporting Back Up Media: 

• Back up media are inserted into padded, lockable, static-resistant containers and hand-
carried, by authorized personnel, to a storage facility-owned vehicle for transport to the 
secure off-site storage facility. 

7.4.1 Cryptographic Protection (MP-05(04)) 
Cryptographic mechanisms protect the confidentiality and integrity of information stored on digital 
media during transport outside of controlled areas. 
Protection applies to both portable storage devices (e.g., USB memory sticks, CDs, digital video 
disks, external/removable hard disk drives) and mobile devices with storage capability (e.g., smart 
phones, tablets, E-readers). Encrypting portable storage devices and mobile devices protects 
confidentiality and integrity of sensitive information, such as PII, stored on those devices. 

mailto:eppe@cms.hhs.gov
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Guidance for systems processing, storing, or transmitting Protected Health Information: 
Under the HIPAA Security Rule, this is an addressable implementation specification. Using 
cryptographic protection allows the organization to utilize the “Safe Harbor” provision under the 
Breach Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the 
Technologies and Methodologies that render PHI unusable, unreadable, or indecipherable to 
unauthorized individuals, then no breach notification is required. 
CMS users are required to follow the data encryption standards, in accordance with HHS Standard 
for Encryption of Computing Devices, to ensure information is protected from unauthorized 
disclosure. CMS also uses data encryption software that automatically encrypts data on GFE. 

7.5 Media Sanitization (MP-06) 
Properly sanitizing media that contains sensitive information, prior to disposal or release, protects 
the information from unauthorized use and disclosure. The sanitization process removes 
information from the media such that the information cannot be retrieved or reconstructed. 
Sanitization techniques, including clearing, purging, cryptographic erase, and destruction, prevent 
the disclosure of information to unauthorized individuals when such media is reused or released 
for disposal. 
Media sanitization applies to all information system media, both digital and non-digital, subject to 
disposal or reuse, whether the media is considered removable. Digital media can be found in 
scanners, copiers, printers, notebook computers, workstations, network components, and mobile 
devices. Sanitization of non-digital media includes, for example, removing a classified appendix 
from an otherwise unclassified document, or redacting selected sections or words from a 
document. 
The table below outlines the CMS defined parameters for MP-06. 

Table 5: CMS Defined Parameters-Control MP-06 
Control Control Requirement CMS Parameter 

MP-06 The organization: 
 
 a. Sanitizes [Assignment: organization-
defined information system media] prior 
to disposal, release out of 
organizational control, or release for 
reuse using [Assignment: organization-
defined sanitization techniques and 
procedures] in accordance with 
applicable federal and organizational 
standards and policies 

The organization, in accordance with the 
latest revision of NIST SP 800-88, 
Guidelines for Media Sanitization, and 
HHS IS2P Appendix I: 
 
a. Sanitizes both digital and non-digital 
information system media prior to 
disposal, release out of organizational 
control, or release for reuse using defined 
sanitization techniques and procedures 
(defined in the applicable security plan) in 
accordance with applicable federal and 
organizational standards and policies 
 

CMS applies media destruction and disposal procedures, using U.S. Government federally 
approved methods, to ensure that information does not become available to unauthorized 

https://intranet.hhs.gov/it/cybersecurity/docs/policies-guides-encryption.pdf
https://intranet.hhs.gov/it/cybersecurity/docs/policies-guides-encryption.pdf
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personnel. To ensure compliance with record retention regulations and requirements, system 
owners can consult with designated officials with privacy responsibilities (e.g., Privacy Officer), 
or email Records_Retention@cms.hhs.gov  before any media are sanitized or destroyed.  
Requirements for Media Sanitization 
Digital media: 
With oversight of operations of the CMS Baltimore Data Center (BDC), CMS Virtual Data Centers 
(VDC) and Cloud Virtual Data Centers (CVDC), CMS ensures all confidential or classified 
information is sanitized and disposed of in accordance with policy, procedures, and standards 
established by the National Security Agency NSA/CSS Storage Device Sanitization Manual and 
Department of Defense DoD 5220.22-M, National Industrial Security Program Operating Manual. 
Sanitization and disposal techniques (i.e., clear, purge, destroy) for digital and non-digital media 
are in compliance with NIST SP 800-88. 
A key decision on sanitization is whether the media are planned for reuse. All media returned to 
the CMS Data Center, located in N1-23-00/User Lobby Window, are sanitized and excessed (i.e., 
not available for reuse). Obsolete magnetic media (e.g., hard drives) and optical media (e.g., 
CD/DVD) are sanitized in the CMS Data Center using an approved degausser for magnetic media 
and an approved optical media shredder for optical media. 
Non-digital media:  
The Shredding Program that is implemented at CMS’s Central Office in Baltimore, Washington, 
DC and the local surrounding buildings, provides shredding options, ensuring proper disposal and 
mitigation of any breach of Sensitive, PII and PHI materials and documents. 
In collaboration with the National Association for Information Destruction (NAID) AAA Certified 
contractor, CMS implemented a document shredding program that performs scheduled onsite 
shredding services for all Sensitive/PII/PHI paper items using designated locked shredding bins 
(consoles). These locked bins are located throughout CMS buildings in copier rooms and 
frequently used areas. 

7.5.1 Review/Approve/Track/Document/Verify (MP-06(01)) 
Defined sanitization and disposal actions reduce the risk of unauthorized disclosure of sensitive 
information, increases accountability and ensures compliance. These defined actions ensure: 

• Compliance with defined records retention policies;  
• Accountability of personnel who reviewed and approved sanitization and disposal actions; 
• Identification of the types of media sanitized, specific files stored on the media, and the 

sanitization methods used; 
• Documentation of date/time of the sanitization;  
• Identification of personnel who performed the sanitization; and 
• Verification that the sanitization of the media was effective prior to disposal. 

The CMS Data Center custodian performing the actions is required to complete Form HHS-22 
that, when completed, includes information to support the defined sanitization and disposal 
actions.  

mailto:Records_Retention@cms.hhs.gov
https://www.nsa.gov/Portals/70/documents/resources/everyone/media-destruction/storage-device-declassification-manual.pdf?ver=2018-08-07-110007-937
https://protect2.fireeye.com/url?k=5eef43a6-02bb6a8d-5eef7299-0cc47a6d17cc-cde4c89dd5bde89c&u=https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/522022M.pd
https://intranet.hhs.gov/forms/hhs_forms/hhs-22.pdf
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7.5.2 Equipment Testing (MP-06(02)) 
Equipment and procedures are tested within every three hundred sixty-five (365) days to verify 
that the intended sanitization is being achieved. Testing of sanitization equipment and procedures 
must be conducted by qualified and authorized external entities (e.g., other federal agencies or 
approved external service providers). 
For CMS, an approved degausser manufacturer conducts an annual certification following NSA 
approved guidelines. 

Table 6: CMS Defined Parameters-Control MP-06(02) 
Control Control Requirement CMS Parameter 

MP-06 (02) The organization tests sanitization 
equipment and procedures 
[Assignment: organization-defined 
frequency] to verify that the intended 
sanitization is being achieved. 

The organization tests sanitization 
equipment and procedures within every 
three hundred sixty-five (365) days to 
verify that the intended sanitization is 
being achieved 

 

7.5.3 Nondestructive Techniques (MP-06(03)) 
Nondestructive sanitization techniques are considered on portable storage devices on initial 
purchase from the manufacturer or vendor prior to first use or when a positive chain of custody for 
the devices is lost. Portable storage may contain malicious code that can be transferred to 
information systems through USB ports or other entry portals. While scanning portable storage 
devices for malicious code is recommended, sanitization provides additional assurance that the 
devices are free of malicious code. 

Table 7: CMS Defined Parameters-Control MP-06(03) 
Control Control Requirement CMS Parameter 

MP-06(03) The organization applies 
nondestructive sanitization techniques 
to portable storage devices prior to 
connecting such devices to the 
information system under the following 
circumstances: [Assignment: 
organization-defined circumstances 
requiring sanitization of portable 
storage devices]. 

The organization applies nondestructive 
sanitization techniques to portable storage 
devices prior to connecting such devices 
to the information system under the 
following circumstances:  
a. Prior to initial use after purchase; 
b. When obtained from an unknown 
source; 
c. When the organization loses a positive 
chain of custody; and 
d. When device was connected to a lower 
assurance network/system based on FIPS 
199 security categorization. 

 

https://www.nsa.gov/resources/everyone/media-destruction/
https://www.nsa.gov/resources/everyone/media-destruction/
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7.6 Media Use (MP-07) 
In contrast to MP-02, which restricts user access to media, this control restricts the use of certain 
types of media such as restricting/prohibiting the use of flash drives on information systems. 
Organizations can employ technical and nontechnical safeguards (e.g., policies, procedures, rules 
of behavior) to restrict the use of information system media.  
Safeguards may include, restricting the use of portable storage devices by using physical cages on 
workstations to prohibit access to certain external ports, or disabling/removing the ability to insert, 
read or write to such devices or limiting the use of portable storage devices to those that are 
approved provided by the organization, provided by other approved organizations, and that are not 
personally owned. Other safeguards may restrict the use of portable storage devices based on the 
type of device, for example, prohibiting the use of writeable, portable storage devices, and 
implementing this restriction by disabling or removing the capability to write to such devices. 
The table below outlines the CMS defined parameters for MP-07. 

Table 8: CMS Defined Parameters-Control MP-07 
Control Control Requirement CMS Parameter 

MP-07 The organization [Selection: restricts; 
prohibits] the use of [Assignment: 
organization-defined types of 
information system media] on 
[Assignment: organization-defined 
information systems or system 
components] using [Assignment: 
organization-defined security 
safeguards]. 

The organization prohibits the use of 
personally owned media on organizational 
information systems or system 
components using defined security 
safeguards in accordance with CMS 
organizational policy and HHS IS2P 
Appendix I.  

CMS prohibits the use of personally owned media on systems or system components. In addition, 
wireless (e.g., Bluetooth) devices are not permitted without explicit approval from the Authorizing 
Official (AO). 
Related CMS Policies: 
The CMS Policy for Wireless Client Access establishes parameters for the security of wireless 
access based on acceptable government and private industry standards. 
The HHS Rules of Behavior for Use of HHS Information and IT Resources establishes the 
acceptable and unacceptable use of desktop/laptop and other information technology (IT) 
resources that are owned, leased, or controlled by CMS.  

7.6.1 Prohibit Use Without Owner (MP-07(01)) 
Prohibiting the use of portable storage devices in organizational information systems when such 
devices have no identifiable owner (e.g., commonly referred to as the “Business or System Owner” 
in the CMS security documentation) reduces the risk of using such technologies by allowing 
organizations to assign responsibility and accountability for addressing known vulnerabilities in 
the devices (e.g., malicious code insertion).  

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Downloads/POLICY_DL_WirelessClientAccess.pdf
hhttps://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Downloads/HHS-Rules-of-Behavior-for-Use-of-HHS-Information-and-IT-Resources-Policy.pdf
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The ability to identify the owner of removable media that stores sensitive information, such as PII, 
assigns accountability and responsibility managing the media and responding to a privacy breach. 

7.7 Media Related Records (MP-CMS-01) 
Managing media includes both maintaining an accurate inventory and monitoring the media while 
in use. This control addresses management of media used in the operation and maintenance of an 
information system that processes, stores, or transmits sensitive information such as PII or PHI. 
CMS requires creation of disposition records when the media is no longer associated with the 
system. This ensures control and accountability of the sensitive information stored on the media. 
Inventory and disposition records for information system media must be maintained to ensure 
control and accountability of sensitive information. CMS adheres to the retention schedule found 
in National Archives and Records Administration (NARA) General Records Schedule (GRS) 3.2 
Information Systems Security Records. This schedule covers records created and maintained by 
Federal agencies related to protecting the security of information technology systems and data, 
and responding to computer security incidents.  
Media related records must contain sufficient information to reconstruct the data in the event of a 
breach. The media records must, at a minimum, contain:  

• The name of media recipient;  
• Signature of media recipient;  
• Date/time media received;  
• Media control number and contents;  
• Movement or routing information; and  
• If disposed of, the date, time, and method of destruction.  

Schedules for records dispositions can be found in the CMS Records Schedule.  
  

https://www.archives.gov/files/records-mgmt/grs/grs03-2.pdf
https://www.archives.gov/files/records-mgmt/grs/grs03-2.pdf
https://www.cms.gov/Regulations-and-Guidance/Guidance/CMSRecordsSchedule
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Appendix A: Acronyms 
Selected acronyms used in this document are defined below.   

Acronyms Terms 

AO Authorizing Official 

ARS Acceptable Risk Safeguards 

CCIC CMS Cybersecurity Integration Center 

CMS CO CMS Contracting Officers 

CMS IS2P2 CMS Information Systems Security and Privacy Policy 

FMAT Forensics and Malware Analysis Team 

GFE Government Furnished Equipment 

HIPAA Health Insurance Portability and Accountability Act of 1996 

ISPG Information Security and Privacy Group 

NIST National Institute of Standards and Technology 

ODP Organizational Defined Parameters 

OSSM OCISO Systems Security Management 

OSSO Office of Security and Support Operation 

PHI Protected Health Information 

PII Personally Identifiable Information 

PIV Personal Identity Verification 

POC Point of Contact 

RMH Risk Management Handbook 

SOP Senior Official for Privacy 

SP Special Publication 

URL Universal Resource Locator 

USB Universal Serial Bus 
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Appendix B: Glossary of Terms 
Selected terms found in this document are defined below. 

Terms Definitions 

Acceptable Risk 
Safeguards 

CMS Information Security Acceptable Risk Safeguards (ARS), CMS 
Minimum Security Requirements (CMSR) 

Authorizing Official Official with the authority to formally assume responsibility for 
operating an information system at an acceptable level of risk to 
agency operations (including mission, functions, image, or 
reputation), agency assets, or individuals. 

Centers for Medicare & 
Medicaid Services 

CMS covers 100 million people through Medicare, Medicaid, the 
Children's Health Insurance Program, and the Health Insurance 
Marketplace. 

Chief Information Security 
Officer 

The incumbent in the position entitled Chief Information Security 
Officer. 

The CISO must be an agency official (federal government employee) 
and must fulfill all of the responsibilities identified in the HHS IS2P 
Appendix A Section 11, OpDiv CISOs.  The CISO carries out the 
CIO’s information security responsibilities under federal requirements 
in conjunction with the SOP. 

CMS Cybersecurity 
Integration Center 

The CCIC monitors, detects, and isolates information security and 
privacy incidents and breaches across the CMS enterprise IT 
environment.  The CCIC provides continual situational awareness of 
the risks associated with CMS data and information systems 
throughout CMS.  The CCIC also provides timely, accurate, and 
meaningful reporting across the technical, operational, and executive 
spectrum. 

Government Furnished 
Equipment  

Government Furnished Equipment (GFE) includes, but is not limited 
to: laptop computers, mobile phones, memory cards, external drives, 
thumb drives, and other mobile computing/storage devices. 

Loaner GFE includes any of the aforementioned devices temporarily 
assigned to employees, contractors, and other non-government 
personnel conducting business for or on behalf of CMS through 
contractual relationships or memoranda of agreement 

Individual Health 
Information 

Individually Identifiable Health Information is a subset of health 
information including demographic data collected concerning an 
individual that: 

• Is created or received by a healthcare provider, health plan, 
employer, or healthcare clearinghouse 

• Relates to the past, present, or future physical or mental health or 
condition of an individual; the provision of healthcare to an 
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Terms Definitions 
individual or the past, present, or future payment for the provision 
of healthcare to an individual, and meets either of the following: 

• Identifies the individual 
• There is a reasonable basis to believe the information can be 

used to identify the individual 

Information Systems 
Security and Privacy Policy 

This Policy provides direction to all CMS employees, contractors, and 
any individual who receives authorization to access CMS information 
technology (IT) systems or systems maintained on behalf of CMS to 
assure the confidentiality, integrity, and availability of CMS 
information and systems.  As the federal agency responsible for 
administering the Medicare, Medicaid, Children’s Health Insurance 
Program (CHIP), and Health Insurance Marketplace (HIM); CMS 
collects, creates, uses, discloses, maintains, and stores personal, 
healthcare, and other sensitive information subject to federal law, 
regulation, and guidance. 

Privacy Incident A Privacy Incident is a Security Incident that involves Personally 
Identifiable Information (PII) or Protected Health Information (PHI), or 
Federal Tax Information (FTI) where there is a loss of control, 
compromise, unauthorized disclosure, unauthorized acquisition, 
unauthorized access, or any similar term referring to situations where 
persons other than authorized users or any other than authorized 
purposes.  Users must have access or potential access to PII, PHI, 
and/or FTI in usable form whether physical or electronic. 

Privacy incident scenarios include, but are not limited to: 

• Loss of federal, contractor, or personal electronic devices that 
store PII, PHI and/or FTI affiliated with CMS activities (i.e., 
laptops, cell phones that can store data, disks, thumb-drives, 
flash drives, compact disks, etc.) 

• Loss of hard copy documents containing PII, PHI and/or FTI 

• Sharing paper or electronic documents containing PII, PHI and/or 
FTI with individuals who are not authorized to access it 

• Accessing paper or electronic documents containing PII, PHI 
and/or FTI without authorization or for reasons not related to job 
performance 

• Emailing or faxing documents containing PII, PHI and/or FTI to 
inappropriate recipients, whether intentionally or unintentionally 

• Posting PII, PHI and/or FTI, whether intentionally or 
unintentionally, to a public website 

• Mailing hard copy documents containing PII, PHI and/or FTI to 
the incorrect address 

• Leaving documents containing PII, PHI and/or FTI exposed in an 
area where individuals without approved access could read, 
copy, or move for future use 
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Terms Definitions 

Protected Health 
Information 

Individually identifiable health information that is: 

• Transmitted by electronic media, 
• Maintained in electronic media, or 
• Transmitted or maintained in any other form or medium. 

Note: PHI excludes individually identifiable health information in 
employment records held by a covered HIPAA entity in its role as 
employer. 

Personal Identifiable 
Information 

Information which can be used to distinguish or trace an individual’s 
identity, such as the name, social security number, biometric records, 
etc. alone, or when combined with other personal or identifying 
information which is linked or linkable to a specific individual, such as 
date and place of birth, mother’s maiden name, etc. 

Risk Management 
Handbook 

The Risk Management Handbook (RMH) compiles CMS standards, 
requirements, directives, practices, and procedures for protecting 
CMS information and information systems. 

Rules of Behavior Guidelines describing permitted actions by users and the 
responsibilities when utilizing a computer system. 

The rules that have been established and implemented concerning 
use of, security in and acceptable level of risk for the system.  Rules 
will clearly delineate responsibilities and expected behavior of all 
individuals with access to the system.  

Rules should cover such matters as work at home, dial-in access, 
connection to the Internet, use of copyrighted works, unofficial use of 
federal government equipment, the assignment, and limitation of 
system privileges, and individual accountability. 

Training Informing personnel of roles and responsibilities within a particular IT 
plan and teaching personnel skills related to those roles and 
responsibilities. 

  



 
 

Final 
Centers for Medicare & Medicaid Services Appendix C: Applicable Laws and Guidance 
 
 

Risk Management Handbook (RMH) Chapter 10: Media Protection 
Version 1.0  23 

 

Appendix C: Applicable Laws and Guidance 
The Applicable Laws and Guidance appendix provides references to both authoritative and 
guidance documentation supporting the “document.”  Subsections are organized to “level of 
authority” (e.g., Statutes take precedence over Federal Directives and Policies).   

C.1  Statutes 

1 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

http://www.hhs.gov/hipaa 

C.2 Federal Directives and Policies 
1 FedRAMP Rev. 4 Baseline  

https://www.fedramp.gov/files/2015/03/FedRAMP-Control-Quick-Guide-Rev4-FINAL-
01052015.pdf 

C.3  OMB Policy and Memoranda 
1 OMB M-16-04, Cybersecurity Strategy and Implementation Plan (CSIP) for the Federal 

Civilian Government  
https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf  

C.4   NIST Guidance and Federal Information Processing Standards 

1 FIPS-199 Standards for Security Categorization of Federal Information and Information 
Systems 
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf 

2 NIST SP 800-88, Guidelines for Media Sanitization 
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-88.pdf  

3 NIST SP 800-56A Recommendation for Pair-Wise Key Establishment Schemes Using 
Discrete Logarithm Cryptography 
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-56ar.pdf  

4 NIST SP 800-111, Guide to Storage Encryption Technologies for End User Devices 

http://www.hhs.gov/hipaa
https://www.fedramp.gov/files/2015/03/FedRAMP-Control-Quick-Guide-Rev4-FINAL-01052015.pdf
https://www.fedramp.gov/files/2015/03/FedRAMP-Control-Quick-Guide-Rev4-FINAL-01052015.pdf
https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-88.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-56ar.pdf
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-111.pdf 

5 NIST SP 800-57, Recommendation for Key Management 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf 

6 NIST SP 800 60 Guide for Mapping Types of Information and Information Systems to 
Security Categories 
 https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf  

C.5 HHS Policy 
1  HHS-OCIO-2014-0001 HHS Information System Security and Privacy Policy (HHS 

IS2P) 
HHS Information Security and Privacy Policy (IS2P) – 2014 Edition. To obtain a copy of 
this document, please email fisma@hhs.gov 

2 HHS Standard for Encryption of Computing Devices 
https://intranet.hhs.gov/sites/default/files/s3fs-public/s3fs-public/policies-guides-
encryption.pdf 

C.6 CMS Policy and Directives 
1 CMS Information Systems Security and Privacy Policy (IS2P2) 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/InformationSecurity/Downloads/IS2P2.pdf 

C.7 Associated CMS Resources 
1   CMS Records Schedule 

  https://www.cms.gov/Regulations-and-Guidance/Guidance/CMSRecordsSchedule/ 

2   CMS Policy for Acceptable Use of CMS Desktop/Laptop and Other IT Resources 
 https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-   
Technology/CIO-Directives-and-Policies/CIO-IT-Policy-Library-Items/Policy-CMS-Policy-
for-the-Acceptable-Use-of-CMS-Desktop-Laptop-and-Other-IT-Resources.html  

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-111.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
mailto:thisdocument%2Cpleaseemailfisma@hhs.gov
https://intranet.hhs.gov/sites/default/files/s3fs-public/s3fs-public/policies-guides-encryption.pdf
https://intranet.hhs.gov/sites/default/files/s3fs-public/s3fs-public/policies-guides-encryption.pdf
https://www.cms.gov/Regulations-and-Guidance/Guidance/CMSRecordsSchedule/
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-%20%20%20Technology/CIO-Directives-and-Policies/CIO-IT-Policy-Library-Items/Policy-CMS-Policy-for-the-Acceptable-Use-of-CMS-Desktop-Laptop-and-Other-IT-Resources.html
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-%20%20%20Technology/CIO-Directives-and-Policies/CIO-IT-Policy-Library-Items/Policy-CMS-Policy-for-the-Acceptable-Use-of-CMS-Desktop-Laptop-and-Other-IT-Resources.html
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-%20%20%20Technology/CIO-Directives-and-Policies/CIO-IT-Policy-Library-Items/Policy-CMS-Policy-for-the-Acceptable-Use-of-CMS-Desktop-Laptop-and-Other-IT-Resources.html
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3 CMS Policy for Wireless Client Access  
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/CIO-Directives-and-
Policies/Downloads/POLICY_DL_WirelessClientAccess.pdf 

4 CMS Acceptable Risk Safeguards (ARS) 3.1  
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-
Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-
Publication.html?DLPage=1&DLEntries=10&DLFilter=ars%203.1&DLSort=0&DLSortDir
=ascending 

  

  

  

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Downloads/POLICY_DL_WirelessClientAccess.pdf
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Downloads/POLICY_DL_WirelessClientAccess.pdf
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/CIO-Directives-and-Policies/Downloads/POLICY_DL_WirelessClientAccess.pdf
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLFilter=ars%203.1&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLFilter=ars%203.1&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLFilter=ars%203.1&DLSort=0&DLSortDir=ascending
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Info-Security-Library-Items/ARS-31-Publication.html?DLPage=1&DLEntries=10&DLFilter=ars%203.1&DLSort=0&DLSortDir=ascending
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Appendix D: Points of Contact 
CMS IT Service Desk 

Name Email Phone 
CMS IT Service Desk CMS_IT_Service_Desk@cms.hhs.gov (410) 786-2580 

(800) 562-1963 

 
Enterprise Privacy Policy Engine (EPPE) Help Desk  

Name Email Phone 
EPPE Help Desk EPPE@cms.hhs.gov  (844) 377-3382 

 
CMS Records Schedule 

Name Email Phone 
CMS Records 
Schedule 

Records_Retention@cms.hhs.gov 
 

N/A 

 

  

mailto:CMS_IT_Service_Desk@cms.hhs.gov
mailto:EPPE@cms.hhs.gov
mailto:Records_Retention@cms.hhs.gov
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Appendix E: Feedback and Questions 
Information security is a dynamic field and as such policies, standards, and procedures must be 
continually refined and updated.  Feedback from the user community is invaluable and ensures 
accurate documentation.  For any recommendations for improvements to this document or any 
questions about the material included within, please email the ISPG_Policy_Mailbox.  Your 
feedback will be evaluated for incorporation into future releases of the document.  
 

mailto:ISPG_Policy_Mailbox@cms.hhs.gov
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