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1. Introduction

This guide provides step-by-step instructions on how users who already have an active CMS.gov Enterprise Portal
account and a role in MAPD / MARX can register for EIDM Multi Factor Authentication (MFA), remove a registered
MFA device and login with Multi-Factor Authentication when accessing an application resource/URL that is MFA
protected.

Note: Do not use this guide if you do not have a role in MAPD / MARx. If you want to request a role in MAPD /
MARXx refer to the ‘EIDM Quick Reference Guide for New Users Completing RIDP and MFA’. If you do not have an
EIDM account and want to register for one, visit https://portal.cms.gov

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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2. Step-by-Step Instructions to Register for Multi-Factor Authentication (MFA) in
CMS.gov Enterprise Portal

Please follow each step listed below unless otherwise noted.

Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) is a security mechanism that is implemented to verify the legitimacy of a person
or transaction.
MFA is an approach to security authentication which requires users to provide more than one form of verification in
order to prove their identity. MFA registration is required only once when you are requesting a user role, but will be
verified every time you log into the CMS Enterprise Portal.

Registered CMS.gov Enterprise Portal users with an existing account, who wish to access a CMS MFA protected
application, will be directed through the MFA registration process.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone, computer or
email to add an additional level of security to a user’s account. The user is given five options to select from to
complete the registration process. The same steps can be followed to register multiple MFA devices.

Depending on the MFA option you choose to register, you may need access to download and install software on
your computer/phone; your phone should be able to receive text messaging (SMS); or you should have a valid email
address.

Steps | Screenshots

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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their existing Application Role

1. Go to https://portal.cms.gov/ and
Select Login to CMS Secure
Portal on the CMS Enterprise
Portal.

Note: The CMS Enterprise Portal
supports the following internet
browsers:

e Internet Explorer 8

Internet Explorer 9

Mozilla-Firefox

Chrome

Safari

Enable JavaScript and adjust any
zoom features to ensure you are
not seeing the screen in too wide
of a view.

Home | About CUS | Newssoom | Acchie | ) Hep8FAQS | ) Emad | L) Pring

CMs.gOV Enterprise Portal

Centers for Medicare & Medicaid Services Leam soout your eathcare 00lons

| seroncusgy

Health Care Quaity Improvement System  Provider Resources

CMS Potsl > Welcome to CMS Portal

CMS Secure Portal

To log indo the CMS Portal a CMS user
socount 5 requined

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to accessa

number of systems related to Medicare ‘ 8 Login to CMS Secure
Advantage, Prescription Drug, and other Portal

CMS programs

:m 'Iw t.'!
Forgot Passwerd?
New User Regiraton

e L

Innovaton Cant | s | uou | Pecos | quasly Reporting | cac

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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2. Read Terms and Conditions
and select | Accept to continue.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

b |

OMB No.0938-1236 | Expiration Date: D4/30/2017 | Paperwork Reduction Act

You are atcessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to & computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may resultin discipinary action, as well as civil and criminal penafties.
By using this information system, you understand and consent to the following:
You have no reasonable expectation of privaty regarding any communization or data transiting or stored on this information system.

At any time, and for any lawiul Govemment purpose, the govemment may monitor, intercept, and search and seize any communication or data fransiting or stored on
this information system,

Any communication or data transiting o stored on this information system may be disclosed or used for any lawful Government purpose.

To continug, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

- G

3. Enter the following information
and select Log In:
e EIDM User ID
e EIDM Password

Home | About CUS | Newsroom | Archive | (7]

CMS-QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

UserID ] «
Password b

- G =1

Eorgot Password?

Forgot User [D?
Need an account? Click the link - New user registration

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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4. Select your username and then
select My Profile from the drop-
down menu to go to your profile.

CMS ferery
qov Enterprise Portal

My Pertal

CMSPoctal > FIM user mesi page » My Access

Access Catalog  ECl A LA wreotesTANROE (SRR My Access

RequesiACoHy

Durcled Pyymacifor Co rproveme Do

File Tt

e sk bdrmation
it an

Requestaorss

Tra Sompratuscion Bvman Do CFC, it
yrts ahous Sbet Fragiosie it har

e

Qrorainensrios 8 pint

Tl eplicsion i o B g Amrage e Pics
st wre g NS myimns -
Vo [
o i
T TR
Faquest Acces Reuesthccsss

Tormgtion rovices wpphisn wit wom sekne.
aecnss o far Meciou IUEFCS Dompatity

o

Socem o % moplicfion s neiced & Taing

Fames Pt Erenge e wis e E Noe

Tl Dk hlorrain
AT
[o——

Requesthocess

Tha Hoal Sy Tk Prjecd 165TF
Appleation & 4 ek pors b asing and mee
[

[$log0st  Weloome sooke crahat]«

i
liekp Desst Inkoemaion Add ke
BA1MTT1E
Indesina@hahoton
Dising Rokes
VCARF baip Disi

Homoee iz

My Pending Requests

12000 EN3A 317 40N RUEE ATEATe.

Wy hcgess

Wy Profic

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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5. Select Register Your Phone,
Computer, or Email from the
navigation links on the left to begin
the process of adding MFA to your
account.

CMS Portal > EIDM user menu page > My Profile

Screen reader mode Off | Accessibility Settings
-

 Change My Profile

Change E-mail Address
Change Phone number
Change Challenge Questions and Answers

Change Address
View My Profile

Change Password
Reqister Your Phone. Computer. or E-mail

Remove Your Phone or Computer

View My Profile

First Name : user
Last Mame : change
Date of Birth - 12/12/1%64

E-mail Address : rkumbum(@gssinc.co

U.5 Home Address

Phene Number :

Home Address Line 1: 6503 Woodlaw
Home Address Line 2 - apt 7338

City - Baltimore

State : MD

Zip Code : 21222

Country: USA

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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7. Read the Register Your Phone,

- Request New Application Access
Computer, or E-mail

notification and then select Register Your Phone, Computer, or E-mail
an option from the
Credential Type dl’Op-dOWﬂ You have selected to register another phone,computer or e-mail with your user profile. Select one of the options below to make your

account more secure.
menu.

[f you intend to use VIP access software on your phone, you must download the VIP Access software to your phane, if you do not
already have it. Select the following link -https://m.vip.symantec.com/home.y

Note: Regardless of the
mechanism you choose, you will

have 30 seconds to retrieve and Text M Short 11 Service (SMS): The SMS aption will send ity code directly t bile device via text

- ext Message Short Message Service : The SMS aption will send your security code directly to your mobile device via te
enter the Securlty Code. If you message. This option requires you to provide a phone number for 2 mobile device that is capable of receiving text messages. Carrier
are unable to enter the code senice charges may apply for this aption.

W!thll’l 3_0 SECOﬂdS, then the code Interactive Voice Response (IVR): The VR option will communicate your security code through a voice message that will be sent

will expire and you need to directly to your phone. This option requires you to provide a valid phone number.

request a new Security Code. The number that you supplied will be called whenever you attempt to access secure application, and you will be provided with a
security code. To access the

application you must enter the provided security code on the login page Carrier service charges may apply for this option

If you intend to use VIP access software on your computer, you must download the VIP Access software, if you do not already have it
Select the following link -https:/fidprotect vip.symantec.com/desktop/download. v

E-mail One Time Password (OTP): The E-mail address on your profile will be used when registering for Multi-Factor Authentication
(MFA) using E-mail OTP option. When logging into a secure application, your One Time Password that is required at the login page
will be e-mailed to the e-mail address on the profile

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two
attempts please log out, then log back in to try again.

j Select the medential type that you want to use for logging into
Select the credential type that you want to s vour eeplication. u belowr.
+ Credential Type : | Select Credential type [+

Phene/Tablet'PC/Laptop
E-meil - One Time Password (OTP)

Text Message - Short M
Woice Message - Interactive

rvice (SM3)
\oice Response (IVR)

8. (a) If selecting MFA Option (a) Screenshots
Phone/Tablet/PC/Laptop as "
Credential Type, enter the
alphanumeric code that displays [ :
under the field label Credential ID in P— €]
the VS5T63034857
Credential ID field. Enter brief
description in the field labeled Security Code Sos

glr;dential Description. | 3 1 0832 i

(b) If selecting E-mail — One Time )
Password (OTP) as Credential @.E‘I?ﬂ::ﬁ‘&
Type, the email associated with your | Pratection
CMS.gov Enterprise Portal account

should be entered in the field labeled
E-mail Address to obtain the security

= VIP Access b

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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code. Enter ‘E-mail’ as the
Credential Description.

OR

(C) If selecting Text Message —
Short

Message service (SMS) as
Credential Type, enter the Phone
Number that will be used to obtain
the security code as Phone Number
and ‘Text’ as the Credential
Description.

OR

(D) If selecting Voice Message —
Interactive Voice Response (IVR) as
Credential Type, enter the Phone
Number that will be used to obtain
the security code as Phone Number
and ‘1VR’ as Credential
Description.

Select Next to continue.

Scraen render mody Off | Azcassibdity Seftings
-

7 Chang by Profile
Changs E.mal Address

Lchangs Chalisn

Ehangs Address
iew My Puofly
Change Passwgrd
Plegtster Your Phoeee. Gomguter o E-mal
Ramive Your Fhons o Computes

OR

Register Your Phone, Computer, o E-mall

Yoiz b gdaciod o regestaer anethier phona comguter or -mall wath your waer olla. Select cne of the opbons below 1o
kg YOUr BECoun] MOne SLe

¥you mbend to use VIP access soltwars on your phone, you must dovwnioad the VIP Accass softwane o your phone,
you da not aready hire & Salect the kllowng fnk Hlps 'mvp symaniic comvhorms ¥

¥ yen miend 16 138 VIP Boedd aoltwaed ON your Sl you skt downlagd the VIP Acceas seltware, y0u da nol
alrwady have 2. Salact the followng ek -iiigsidpeoiect vip symmastes com/deaklagdenmioad v

Toxt Mossage Short Message Sorvice [S85) The SMS option will send your secunty code drectly to your motsle
device ia beat mssage. This option requines you 1o prowda a phone numiber for o mobile device that is capabla of
recaning biod messagas. Camer senice changss may apply for this option

Irlidactive Voicn
wil b el dendily
Tha number that ey fu
with & Satunty code. Ta ace
APRCANGN iy M

ough 8 vints masaags that

prosaded securty cods on the lopn page Camer semice charges mary apply ke ihis option

E-mail Gn Time Password (OTP]: The E-mad address on your profile wil b used when ragistaring for Mit-Factor
Authantication (MFA] using E-mail OTP option. When logging inlo 2 securs applcation. your Ore Tima Password that is
niquired al the logn page wil be e-madad 19 the e-mal address on the profile

Plagis nohi Ul vou ang saly Mllowied D BTampls b agriler yood MFA dewce 1T you & unibis (o nquslar your dinecs
withen T attempts plaasa log out. than log back in 1a try agun

Salect the cradenbial typs that you wont 15 wie 1o ain Is secure spplicalions fram (ke despdown many
Bl

Credantial Typd | Prose Tacies R0 Ligaos =]

Estef the alphiahiffens code thit desling under the lbbal Cradantial B 6n yenr déade,
VE5TRIEHAST

« Cradantial Descripion - WG Lapten

« Cradanttal ©

MFA Option (b) Screenshots

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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Register Your Phone, Computer, or E-mail
YYou have selected to register another phone,computer or e-mail with your user profile. Select one of the options below to
make your account more secure.

If you intend to use VIP access software on your phone, you must download the VIP Access software to your phone, if you
do not already have it. Select the following link -https://m vip symantec.com/home.v

[f you intend to use VIP access software on your computer, you must download the VIP Access software, if you do not
already have it. Select the following link -https://idprotect.vip symantec. com/desktop/download v

Text Message Short Message Service (SMS): The SMS option will send your security code directly to your mobile device
via text message. This option requires you to provide a phone number for a mobile device that is capable of receiving text
messages. Carrier service charges may apply for this option.

Interactive Voice Response (IVR): The VR option will communicate your security code through a voice message that will
be sent directly to your phone. This option requires you to provide a valid phone number.

The number that you supplied will be called whenever you attempt to access secure application, and you will be provided
with a security code. To access the

application you must enter the provided security code on the login page.Carrier service charges may apply for this option.

E-mail One Time Password (OTP): The E-mail address on your profile will be used when registering for Multi-Factor
Authentication (MFA} using E-mail OTP option. When logging into a secure application, your One Time Password that is
required at the login page will be e-mailed fo the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device
within two attempts please log out, then log back in fo try again.

Select the credential type that you want to usi Select the credential typs that you want fo use for logging into

below. your spplication,
: Credenial
Type:
E-mail Address: f

The E-mail address on your profile will automatically be used for the OTP option.Your E-mail address
cannot be changed at the time of MFA registration. To change your E-mail please select 'Change E-Mail
Address' from the 'Change My Profile’ menu.

* + Credential

Description

=D G ¢

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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CMS.gov Enterprise Portal Quick Reference Guide for Users adding Multi-Factor Authentication (MFA) to
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9. Your registration for the Multi
Factor Authentication is now
complete. Select OK to be directed
to your profile page.

Cghg§ Enterprise Porfal

My Portal

Note: You will receive an E-mail
notification for successfully CMS Portal > EIDM user menu page > My Profile
registering the MFA credential type. hage > By

icreen reader mode Off | Accessibility Settings
1

7 Change My Profile Register Your Phone, Computer, or E-mail

Change E-mail Address

Change Phone number
Change Challenge Questions and Answers

Change Addrass “-
View My Profile
Change Password

Register Your Phone. Computer, or E-mail
Remove Your Phone or Computer

You have successfully registersd your Phone/Computer/E-mail to your user profile

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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3. Remove a Registered Multi-Factor Authentication (MFA) Device
To remove a registered Phone or Computer, please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov/ and
Select Login to CMS Secure
Portal on the CMS Enterprise
Portal.

Note: The CMS Enterprise Portal
supports the following internet
browsers:

¢ Internet Explorer 8

¢ Internet Explorer 9

¢ Mozilla-Firefox

e Chrome

o Safari

Enable JavaScript and adjust any
zoom features to ensure you are

not seeing the screen in too wide
of a view.

Home | About CUS | Newssoom | Acchie | ) Hep8FAQS | ) Emad | L) Pring

CMS.QOV Enterprise Portal

Centers for Medicare & Medicaid Services oot

Learn aoout your estore optons
Heah Care Qualty Improvement System  ProvidesResources

CMS Potsl > Welcome to CMS Portal

CMS Secure Portal

To log indo the CMS Portal a CMS user
! 15 requred

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway / -
being offerad to allow the public to accessa - :
number of systems related to Medicare J 8 Login to CMS Secure
\ » Portal
Advantage, Prescription Drug, and other &
CMS programs \ ; N
Forgat User 107
Forgot Password?

New User Regiraton

e T SR T

Innovaton Cant | s | uou | Pecos | quasly Reporting | cac

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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2. Read Terms and Conditions
and select | Accept to continue.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

b |

OMB No.0938-1236 | Expiration Date: D4/30/2017 | Paperwork Reduction Act

You are atcessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to & computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may resultin discipinary action, as well as civil and criminal penafties.
By using this information system, you understand and consent to the following:
You have no reasonable expectation of privaty regarding any communization or data transiting or stored on this information system.

At any time, and for any lawiul Govemment purpose, the govemment may monitor, intercept, and search and seize any communication or data fransiting or stored on
this information system,

Any communication or data transiting o stored on this information system may be disclosed or used for any lawful Government purpose.

To continug, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

- G

3. Enter the following information
and select Log In:
e EIDM User ID
e EIDM Password

Home | About CUS | Newsroom | Archive | (7]

CMS-QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

UserID ] «
Password b

- G =1

Eorgot Password?

Forgot User [D?
Need an account? Click the link - New user registration

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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4. Select your username and then Qreainepsrses  Bpis (Lo Weiommesanke conat~
select My Profile from the drop-

down menu to go to your profile.

CMS|erierpte
qov| Enterprie Portal

My Pertal

CALSPotdl > FIDM wser mesu page » My Access

Access Catalog  ECl A LA wreotesTANROE (SRR My Access

HPG

liekp Desst Inkoemaion
BA1MTT1E
indezina@ahac con

Homoee iz

Distng Roks
VCARF bep st

FeqRSIALLI Faquest ALLes RequstAcess

Dinded Paymerii Do et s
Fiie Tansly

Tl Desk bormatin
it

My Pending Requests

Requesthocess
| Tougomithas a1 pnong U ATE e,

Fomngion roies wpplien wit seums-saline -+ The Healh Syctom Tty Poject ISTP
s e sy b Ve IVEROS Compefr  Applcation 4wk porst by bastingand ne
e Comprabursios Piean Com OFC, b . .

& o o
yrts ahous Sbet Fragiosie it har

e

5. Select Remove Your Phone or
Computer from the left navigation
links to begin the process of reen reader mode OF | Accessibiity Settings
removing MFA device from your
account.

CS Portal > EIDM user menu page > My Profile

Change My Profile Remove Your Phone or Computer

Change E-mail Address
Change Phone number Credential ID Phone number Credential Type Credential Description Remove Selected

Selt?ct the rad_io button next to the %@%@W e o e -
device you wish to remove, Enter the Sl &=
security code sent to your device and Viw y Prfle

. Change Password
SeIeCt Next to continue. Register Your Phone, Computer. or E-mal

#Remuve Your Phone or Computer

Note: The sgcurlty COd_e will be sent Enter the secunty code fom a phone or computer that you have already registered with this account. Keep in mind that the Secu
you the device you reglstered. Code changes every 30 seconds. Please enter and confim the code promptly.

+ Security Code :

‘

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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6. Your removal of registered Multi

Factor Authentication device is R Y Ph c
now complete. Select OK to be emove Your Phone or Computer

directed to your prOﬁIe page. You have successfully removed the registered Smartphone/Computer from your profile

Note: You will receive an E-mail

notification for successfully removing -

the MFA credential type.

4. Using MFA Login when accessing a MFA protected URL/Resource

Steps Screenshots

1. Go to https://portal.cms.gov/ _
and Select Login to CMS CMngV Enterprise Portal L e
Secure Portal on the CMS Centers for Medicare & Medicaid Services Leam soout you hestfcwre o0ons |

Enterprise Portal. s
Note: The CMS Enterprise CHS Pt > Wekcome fo CMS Portal

Portal supports the following
internet browsers:

SarchCuB g
CMS Secure Portal

To log indo the CMS Portal a CMS user

Welcome to CMS Enterprise Portal

e Internet Explorer 8 The CMS Enterprise Portal s a gateway / -

BCou 1§ reQured
o Internet Explorer 9 being ofered to allow the public o access a
number of systems related to Medicare 8 Login to CMS Secure
e Mozilla-Firefox Advantage, Prescription Dru, and oter % —

CMS programs

e Chrome Forgt User ID?
Forgot Passweord?
e Safari

New User Regiraton

Enable JavaScript and e o i e e WQMEE

nncreaton Caner | vuaas | iy | PECOS | Quasy Reporting | coc
adjust any zoom features to
ensure you are not seeing
the screen in too wide of a
view.

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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2. Read Terms and
Conditions and select |
Accept to continue.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

b |

OMB No.0938-1236 | Expiration Date: D4/30/2017 | Paperwork Reduction Act

You are atcessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to & computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penatfies.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawiul Govemment purpose, the govemment may monitor, intercept, and search and seize any communication or data fransiting or stored on
this information system,

Any communication or data transiting o stored on this information system may be disclosed or used for any lawful Government purpose.

To continug, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

- G

3. Enter the following
information and select Log
In:
e EIDM User ID
e EIDM Password

Home | About CUS | Newsroom | Archive | (7]

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

UserID i «
Password «

= G (=1

Eorgot Password?

Forgot User [D?
Need an account? Click the link - New user registration

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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4. Select a MFA protected
resource/URL. You will be re-
directed to the Multi- Factor
Terms and Conditions
screen in order to complete
the second portion of the
Multi-Factor Authentication
process CMS Portal = My Portal

@roaiteiparacs & Print [# Logout  Welcome xzve sdg +

CMS
gov

My Profiie
Enterprise Portal

My Access

My Actions
My Portal  HIDS

My Helpdesk

Note: We have used a sample {Welwme to CMS Enterprise Portal Request Access

‘My Helpdesk’ URL for the 1
purpose of this gui de. The Enterprise Portal combines and displays content and forms from multiple appications, supports sﬁ’igﬁisﬁ';"p?fﬁ{;,‘f;“”es‘“c"e“’ ?

users with navigation and cross-enterprise search fools, supports simplified sign-on, and uses role-based
Request Access Now
atcess and personalization to present each user with only relevant content and applications. The vision

of the Enterprise Portal is to provide "one-stop shopping” capabilities to improve customer expenence

and salisfaction. Contact Hﬁ'lp Desk

Application Access
FFE!HIOS [ Agents & Brokers Help Desk -
There are several ways to manage access to applications Contact the Exchange Operatians Support Center
" " = 1 [XOSC] 2t CMS_FEPS@cms hivs gov or
in the CMS Enterprise Portal / posd] -
1-635-CMS-1913
1. To getaccess o applications supported by EUA go o the /
Enterprise User Administration site ‘ /| Physician Valug | PORS Help Desk - Contact the
. | PVIPURS Information Center at 1-886-734-5433.

7 10l aCess i appleanons suppartea by HI0M and LACS, cick the ‘ |
Damisct Arrace N link on the rinht 1

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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5. Read Terms and
Conditions and select |
Accept to continue.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

b |

OMB No.0938-1236 | Expiration Date: D4/30/2017 | Paperwork Reduction Act

You are atcessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to & computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may resultin discipinary action, as well as civil and criminal penafties.
By using this information system, you understand and consent to the following:
You have no reasonable expectation of privaty regarding any communization or data transiting or stored on this information system.

At any time, and for any lawiul Govemment purpose, the govemment may monitor, intercept, and search and seize any communication or data fransiting or stored on
this information system,

Any communication or data transiting o stored on this information system may be disclosed or used for any lawful Government purpose.

To continug, you must accept the terms and conditions. If you decline, your login will automatically be cancelled.

- G T

6. Enter your EIDM UserID
and Password on the Multi-
Factor Authentication Login
screen and select Login.

CMs-gOV Enterprise Portal A @

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

User ID «
Password «

—b GEIID GE=1D

Forgot Password?
Forgot User ID?
Need an account? Click the link - New user registration

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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7. Select the Credential Type
from the drop-down menu and
then enter the Security Code
(VIP Token) and then select
Log In.

Note: You should select the
credential type that you
previously registered.

Welcome to CMS Enterprise Portal

Enter Security Code

A security code Is required to access this page. When you originally requested access to this application the system required you to set up a Phone,
Computer, or E-mail in order to retrieve a security code for Multifactor Authentication (MFA). If you did not complete the Multi-Factor
Authentication(MFA) registration process, please select My Access' from the 'CMS Portal Home' page, Then, follow the necessary steps to complete
the role request process, If you have completed the MFA set up process but are now having issues retrieving a security code please contact your
application's help desk.,

To retrieve a security code, please select the same credential type that you originally selected when first requesting access to the application from
the drop down box(SMS,IVR or OTP), When entering the security code please enter it promptly as the code will expire for security purposes,

If you selected the E-mail One Time Passwaord (OTP) option when you requested access to your application, please select that same credential type
below to receive a security code via E-mail. The security code will be e-malled to the e-mail address on your profle within 5 minutes, When entering
the security code, please enter it promptly, as the security code will expire after 30 minutes or after it is used successfully the first time,

' _

Credential Type Phone/TableyPClLaptop
¥ VIP Access

Credental D

Security Code (VIP _

Token) VS5T63534857

I

Security Code @2
€

{ Symantee.
Validation &
ID Proteetion

8. The Multi-Factor

complete. You will be
redirected to your selected
application page.

Authentication process is now

Ifyou have questions about the or need assistance regarding MFA, please contact your Application Help Desk
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