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1.0 Introduction

Individuals Authorized Access to the CMS Computer Services (IACS) is an identity
management system that provides the means for users needing access to CMS applications
to:

o Apply for and receive login credentials in the form of a User Identifier (User ID) and
password.

o Apply for and receive approval to access the required system(s).

2.0 Overview

The sensitivity of CMS data, and the improved ability to access that data, combine to create
a substantial risk to CMS and Beneficiaries. Legislation, such as the Health Insurance
Portability and Accountability Act (HIPAA), various federal standards published by the
National Institute of Standards and Technology (NIST), and certain CMS policies, has been
established to control risk. IACS is the application CMS uses to:

¢ Implement the security requirements of federal legislation, federal standards, and
CMS policies.

e Provide secure, high quality services to protect CMS systems and data.

e Register users and control the distribution of User IDs and passwords used to
access CMS web-based applications.

The IACS User Guide provides procedural information and representative screens for the
End-Users, Approvers, Authorizers, and Help Desk roles. This document will cover the
following topics:

e Registering as a New User for one of the CMS applications.
¢ Modifying user registration information.
e Certifying annually the need for continued access to CMS systems.

e Processing (approving, denying, or deferring) access requests for new user
registration, certifications, or profile modifications for IACS users.

e Using IACS to manage requests and users under an individual Approver’s authority.

e Performing help desk functions to view users, disable user accounts, unlock user
accounts, and reset passwords.

Procedural information that is particular to specific applications is noted for reference. The
IACS Application is designed to be user-friendly by providing on-screen help and error
messages to assist the user in completing procedures not illustrated in this user guide.

The IACS User Guide is available on the CMS IACS website (http://www.cms.gov/Research-
Statistics-Data-and-Systems/CMS-Information-Technology/mapdhelpdesk/IACS.html) to
provide additional information and instruction for IACS users.

2.1 User Guide Conventions

This document provides screen prints and corresponding narratives to describe the typical
procedures for account registration and account management. When functions are similar,
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the more common functions will be illustrated with notes indicating differences, such as
specific information users must provide for different applications. When appropriate, these
notes will be illustrated with screen shots.

Every effort has been made to keep the screen shots and formatting conventions used in
this document up to date. There may be, however, minor differences between on-screen
text and what is shown in the figures in this user guide. These differences should not affect
the user’s ability to request desired access or perform desired activities.

Note: The term ‘user’ is used throughout this document to refer to a person who
requires and/or has acquired access to the IACS application.

Note: The term ‘Helpdesk’ is used throughout this document to refer to users with the
help desk role.

The following formatting conventions have been used in this user guide or are used on the
IACS screens:

e Screen and feature names are shown in bold.

o References to partial screens displayed or buttons to be acted upon are shown in
bold italics.

o References to hyperlinks are shown in blue, underlined text.

e Field names are shown in plain italics.
e Action statements will begin with the word Action:
e Explanatory notes will be indicated with the word Note:

e |ACS screens display required input fields with an asterisk (*) to the right of the field.
These fields must be completed.

e |ACS screens provide online help. The iHelp icon will be displayed next to a field, as
a small blue letter i inside a white box.

Examples of specific screens are used in this user guide to illustrate what users would see
during common registration and account modification procedures. The names and/or data
on these screens are meant to be representative and do not reflect actual IACS users
and/or accounts.
2.2 Browser Requirements
To optimize access to the IACS screens, the user needs to ensure that the following criteria
are met:
1. Screen Resolution: CMS screens are designed to be best viewed at a screen

resolution of 800 x 600.

Internet Browser: Use Internet Explorer, version 8.0 or higher.

Plug-Ins: Verify that the latest version of JAVA and ActiveX are installed on the PC.

Pop-up Blockers: Disable pop-up blockers.
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2.3 Cautions and Warnings

Users of United States Government Computer Systems must be aware of warnings
regarding unauthorized access to those systems, computer usage and monitoring, and local
system requirements. The user must read and agree to such notices before accessing the
IACS online application.

3.0 What is IACS?

The Centers for Medicare & Medicaid Services (CMS) has developed the IACS application
to control issuance of electronic identities and access to CMS web-based applications.
Through IACS, an individual will be able to register for any of the CMS applications listed in
Section 4.0.

Registration requests are reviewed and approved using a hierarchical system of approvals
referred to as the Chain of Trust. Typically, the requests are approved in the following
manner:

e End User requests are approved by Approvers (for some applications, the Helpdesk
functions as the Approver)

e Approvers are approved by Authorizers (for some applications, the Helpdesk
functions as the Authorizer)

e Helpdesks who do not have approval authority are approved by Authorizers

e Authorizers are approved by the Business Owner or their designee. Business
Owners typically do not have an IACS User ID. Thus, Authorizers are referred to as
Top of the Chain Users, since they are the last users in the chain who must have an
IACS User ID.

Note: Refer to Appendix A for a listing of the roles and approval hierarchy for CMS
applications integrated with IACS.

Once approved, IACS will create a User ID and a temporary password. To complete the
registration process, the user will log in to IACS and change the temporary password. At this
point, the user will be able to access the approved CMS application(s). When the user logs
in to the approved CMS application with the IACS User ID, the user will be able to perform
the functions associated with the approved role. A user may need to access multiple CMS
applications. If the user has been approved for any application integrated with IACS, the
user will use the same IACS User ID and password to access the applications.

IACS also manages the life cycle of User IDs and passwords. IACS ensures passwords
expire every 60 days, accounts are disabled for inactivity, and user’s annually certify their
continued need to access CMS applications. Once registered, the user will use IACS to:

e Reset password

o "Forgot Your Password?" self-service recovery

o "Forgot Your User ID?" self-service recovery

¢ Change password every 60 days

¢ Add new application or role
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Remove role
Modify user and professional contact information

Annual Certification of account

4.0 1ACS Supported CMS Applications

This IACS User Guide provides the procedures to obtain an IACS User ID, manage an IACS
account, review and approve requests, and manage users for the following CMS
applications:

Coordination of Benefits (COB)
Center for Strategic Planning - Health System Tracking Project (CSP - HSTP)

Center for Strategic Planning - Medicaid and Children’s Health Insurance Program
(CHIP) State Information Sharing System (CSP - MCSIS)

Comprehensive Primary Care (CPC) Initiative
Customer Service Representatives (1-800-Medicare CSR)

Durable Medical Equipment, Prosthetics, Orthotics & Supplies (DMEPOS) Bidding
System (DBIidS)

Electronic Correspondence Referral System (ECRS) Web

GENTRAN

HIPAA Eligibility Transaction System User Interface (HETS Ul)

HIPAA Eligibility Transaction System Provider Graphical User Interface (HPG)
Internet Server (ISV)

Medicaid and CHIP Program System (MACPro)

Medicaid Drug Rebate (MDR) State Exchange

Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription Drug
Plan/Cost Contracts (MA/MA-PD/PDP/CC)

Medicare Exclusion Database (MED)
MyCGS
Novitasphere - Internet Provider Portal for Novitas Solutions, Inc.

Physician Quality Reporting System and E-Prescribing Incentive Programs
(PQRS/eRx)

Provider Statistical and Reimbursement (PS&R)

System Tracking for Audit and Reimbursement (STAR)

The SPOT - First Coast Service Options’ Internet portal (FCSO)
VMS Client Letter

IACS.UG.1.2
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5.0 New User Registration

The following section provides instructions for the most common registration steps. The
MA/MA-PD/PDP/CC Application and the MA Submitter role will be used for this example.
Registration steps for the other applications are not significantly different from those
provided in this section. Noteworthy differences for other roles will be identified in Section
5.3.

Prior to registering in IACS, the user should have received information on registration details
from his organization or CMS point of contact. If the user has not received registration
information for IACS, the user should contact his organization or CMS contact.

5.1 Register for a CMS Application

To register in IACS, the user must first access the CMS website.

Action:  Navigate to https://applications.cms.hhs.gov.

The CMS Applications Portal WARNING/REMINDER screen will display.

The user will have the option to enter the CMS Applications Portal or return to the CMS
home page by selecting the Leave button.

Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure 1.

tpsi//applications.cms hhs.gov/hame htm

nvert + [ Select

s Favorites | 5 &] Login (2) | PC-DEV 574 Centers for Medicare & M... 2| Release 2010.03 [ Bugzills Main Page @ IACS Release 2010.02 I BBC NEWS News FrontP... ] Training Materials 18] QSSIIACS Wiki

= = Lo "
52~ | # Gmail - Inbox - arathikund... | & Project Execution @ hitpsi/applications.cm... % Eio~ B - 0 # v Pagev Safety~ Taoks~ @

nentof Health & Human Services 3 www.hhs.gov ||

ﬂ,’[ Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback | Help | Email | print

Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction
The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the U.S. Department of Health and Human Services. To learn more
about CMS, visit the CMS Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and other CMS programs. This
portal is in its initial implementation stage with new capabilities being added on a regular basis.

I

To use the CMS Portal you must first register and then choose a role:

« Account Management - Registration and user management services required to access applications within CMS' Applications Portal

= Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
+ Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

+ Data Services - Data Services for internal CMS users

Department of Health & Human Services | Medicare.qov | Firstaov.qov
Email Updates [ Privacy Policy |Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244 1

@ Interet | Protected Mode: On fy v B100% ~

Figure 1: CMS Applications Portal Introduction Screen
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Action:  Select the Account Management hyperlink in either the white space in the center
of the screen or from the menu bar toward the top of the screen.

The Account Management screen will display as illustrated in Figure 2. The hyperlinks within
the Account Management section are used to access IACS registration or to manage a
user’s IACS account. The Help Resources section located below the Account Management
section provides a link to this user guide, the application Help Desk contact information and
E-mail hyperlinks.

£ wwwhhs.gov

M Centers for Medicare & Medicaid Services

Portsl Home | CMS | FAQs | Feedback | Help | ) Email | Print

Iatroduction | Account Management | Plana | Providers

CMS has established a single systam ta provide user ragistration and user account self-sarvice capabilitias, The links below will launch the registration application for new
usars to request access to the applications offerad within the CMS Applications Portal and the self-service application for registerad users,
Due to Data Center maintenance IACS will be unavailable on the

Mew User Registration - Apply for a CMS computer services account following weekends:

My Brofile - Manage your CMS computer services account Friday, March 23, 2012 from 9:00 PM through Sunday, March 25, 2012
at 9:00 PM Eastern TimeFriday, March 30, 2012 from 9:00 PM through

Eargat Your User 1D? Sunday, April 1, 2012 at 9:00 PM Eastem TimeFriday, May 4, 2012

from 9:00 PM through Sunday, May 6, 2012 at 1:00 PM Eastern Time

PS&R and STAR Security Officials: If you are requesting the LACS
Secutity Official (SO) tole, please note, that yous request will espite if
the required IRS documentation is not submitted within 60 days of your

|
|
|
|
|
Account Management Important Messages

Help Resources request. Allow time for processing and if you know that your request
will expire, please contact EUS before the 60 day deadline.
User Guide Information: Do not disclose or lend your User ID AND/OR PASSWORD to
e e L someone else. They are for your use only and serve as your electronic
gy, cos. go £n asprlopitoge signature. This means that you will be held responsible for the

Help Desk Contact Information:
COB users may contact the MAPD Helpdesk at 1.800-927.8069 or mapdhelp:

£ or iffegal Sharing of accounts.
may lead to termination of system access privileges and /or adverse
action up to and including legal prosecution.

Iihs gov. Hours of operation are Monday-Friday 6am to 9pm Eastem Time
CSR users may contact the MAPD Helpdesk at 1-800-927-8069 or mapdhelp@ems hhe gov. Hours of operation are Monday-Friday 6am to 9pm Eastern Time.
Ezalth System Tracking Project (HSTP) users may contact the HSTP Help Desk at 1-410-786-0166 or &
CSP-MCSIS users may contact the MCSIS Help Desk at 1-410-786-6693 or MCSIS_Application_Support

Application_Support@cms.hihs.gov.

cms.hihs gov o

@ Intemet | Protected Mode: On v ®I5% <
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Figure 2: Account Management Screen

Action:  Select the New User Registration hyperlink.

The New User Registration Menu screen will display as illustrated in Figure 3.

als Authorized Access to the CMS Computer Services (IACS)

New User Registration Menu for CMS Applications

Availability of CMS Applications

cos Coardination of Banefits. Accass to this spplication is restricted ta the smploysss of Coordination of Banafits Cantractor (COBC) anly.

CsP - HSTP The Health System Tracking Project, HSTP, Application is a web pertal for tracking and menitoring of activities, milestones, and results from the implementation of Heslth 3
Reform legislation,

CsB - MCSIS The Medicaid and Children?s Health Insurance Brogram, CHIP, State Information Sharing System, MCSIS, is a web-based application that is 2 single source for collzcting
and sharing Medicare and Medicaid and CHIP provider termination data,

ol Community Based /Customer Service

Demonstrations Community supparting applicatians for the CMS' Demonstrations, CMS business awners will provide directions to access this link and register in IACS.

Community This application is not currantly zvailzblz for ragistration.

DMEPQS Bidding System (DBidS)  Durable Medical Equipment, Prosthetics, Orthotics & Supplizs [DMEPOS) Bidding System - The DMEPOS Bidding System is for suppliers submitting = bid for selectad

products in a particular Competitive Bidding Area (CBA)

This application is not currently available for registration.
Electranic Correspandence Referral  This application allows autharized users to fill aut various anline farms and electranically transmit requests for changes to existing Comman Working File (CWF) Medicare
Systam [ECRS) Wsh Secondary Payer [MSP) information, and inquiries concerning possible MSP coverage.

GENTRAN Gentran only access. This registration link is for those users who have no association with any other application, but need Gentran mailbox access. If you need access ta an
application that alzo raquiras Gantran, you must ragister for that application to get access to your Gentran mailbos

HETS UI HIPAA Eligibility Transaction System User Interface, This is a pilot with registration rastrictad to those orgznizations that are pra-spproved

H HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)

Intemet Server Intemet Server only access. This link is for users not associated with ther applications, but wha need Intemet Server access, If you need access to an application that
also requires Internet Server access, you must register for that application,

MA/MA-DD/PDB/CC Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid State Agency

MDR State Exchange Medicaid Drug Rebate: Exchanges data between CMS and the States, Data exchanges include quarterly drug rebate files to states; quarterly drug utilization to CMS;

Figure 3: New User Registration Menu Screen

Note: When an application is not available for registration, the link will be “grayed out”
and a message will be displayed in red stating “The Application is currently
not available for registration.”
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Action:  From the New User Registration Menu screen, select the CMS application
hyperlink for which you want to register.

The CMS Computer Systems Security Requirements Terms and Conditions screen will
display. This screen contains the Privacy Act Statement and the Rules of Behavior, which
presents the terms and conditions for accessing CMS computer systems.

Action:  Accept the terms and conditions to be authorized to access CMS systems and
applications, and select the | Accept button.

The New User Registration screen will display as illustrated in Figure 4. The registration
process guides you through the steps. Select the Next button to proceed to the next step.

Note: If the Cancel button is selected during the registration process, the request will
be cancelled and all information that was entered will be lost. A warning message
will be displayed for the user. The user selects the OK button to cancel the
request or Cancel to continue with the registration process. If the user selects
OK, then select OK again to close the browser.

In the User Information area of the screen, the user will enter information needed by the
system to identify the user and allow the system to communicate with the user through E-
mail. These common fields must be filled in by all CMS Application requesters regardless of
the type of access requested.

Required fields are indicated by an asterisk (*) to the right of the field. The iHelp icon i inside

a white box button next to the field can be selected to obtain additional information about the
field.

U.S. Department of Health & Human Services £ www.hhs.gov |

—EA75/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number

User Information

"

Title: [+] (il First Name: Morgan [i Last Name: Freeman * Suffix: | [+]
[i] Middle Initial: il Professional Credentials: Example: MD, RN, LPN, MBA, PhD, etc. (Limit 12 characters)
Soclal Security 590.00.7855 | *  Valid SN Formatis XXXXXX0OK  Date of Birth: OU011980  *  Valid Date of Bith format is mm/ddiyyyy
(il E-mail: - mfreeman@ghmail com = (il Confirm E-mail: mirseman@ghmail com *
Valid E-mail address format is user@internetprovider. domain. List of allowed domains: vi.com, gov, net, org, us, mil, biz, edu, pro
* Indicates a required field
Next | | Cancel
OMB: 0938-0389 Effective date: 5/06

e
Figure 4. New User Registration Screen

Action:  Complete the required fields in the User Information area of the screen. The
optional fields may be completed as well.
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¢ The First and Last Name must be those on file with the Social Security
Administration (SSA).

A unique, work related E-mail address where the user may be contacted is required.

The E-mail address should be entered a second time for verification. Values should
not be cut and pasted from one field to the other.

Note: The information must be entered in the format specified.

Action:  Select the Next button when all the required fields have been completed.

When the Next button is selected, the system validates the entered data.

e The SSN is validated to verify that it does not already exist for another IACS account.

The E-mail address is validated to verify that it does not already exist for another
IACS account.

If the user information is successfully validated, the E-mail Address Verification screen will
display as illustrated in Figure 5.

it.of Health & Human Services 2 www hhs.gov

CATS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

E-mail Address Verification

G oo ot e s L oiyon

A w-mail s been sent to you sl mireeman@yhmail.com with he 3-digil vertication coda
Ploase enler the code in the box below from the ¢-mail and sulec! Neal' within 30 minutes. Fadure bo do 5o will result in cancellation of your Registration Ruguest

Verfication Code: 43805872 - Re-send verficabion code

Mate: Parsanal of comi
Yoo may request your v

il And spam fikers
n code 1o be re-pent by

¥ou may reguest your v

CabaN code for @ madmum of

Do ot cut and pasie the e-m
Wow must enler the code wraclly s dsplay without any exb

If youl get an emor massage saying the codn is not vald, pinase iy ro-5ping o £oce again axactly 15 it apRears in your e-mail

“ indicates a requinsd finid

Kt Cancel

OMB: 00380088

Figure 5: E-mail Address Verification

The user will be sent an E-mail that confirms IACS has received the user’s request and

provides him with a verification code. The user must enter the Verification Code on the
E-mail Address Verification screen.

Action:  Leave the E-mail Address Verification screen open.

Note: The user will have 30 minutes to complete this step of the registration process. If
the user does not complete this step in 30 minutes or if the user closes the
E-mail Address Verification screen, his request will be cancelled and all
information that he had entered will be lost.
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Action:  Proceed to the E-mail Inbox and open the message with the verification code.
The E-mail subject line will be: IACS: Email Address Verification. Record the
verification code that will be used in the next action.

If the user does not receive the verification E-mail, he may select the Re-send verification
code hyperlink to the right of the Verification Code field on the E-mail Address Verification
screen. The user may ask to have the verification code re-sent up to three times. The user
may also contact the Help Desk if he needs assistance or does not receive the Address
Verification E-mail. If the user realizes that he may have entered an incorrect E-mail
address, then he must cancel the registration process and start over.

Once the user has his verification code, the user must return to the E-mail Address
Verification screen.

Action:  Enter the verification code in the Verification Code field on the E-mail Address
Verification screen as illustrated in Figure 5.

Note: The code must be entered exactly as it is displayed in the E-mail message
without any extra spaces or characters.

Action:  Select the Next button

Note: After three unsuccessful attempts to enter the verification code, the IACS
registration request will be cancelled.

When the user enters the correct verification code and selects the Next button on the
E-mail Address Verification screen, the screen will refresh and the New User
Registration screen will display as illustrated in Figure 6.
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d 5. Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

New User Registration

New User Registration il Email Verification Ji{sii=led bl SIL T Authentication Questions [l Review Request [l Acknowledgement

CMS is authorized to validate your personal information wsing your legal name, Date of Birth and Social Security Number.

User information
Title: [~] & First Name: Morgan * [i LastName: Freeman * sumx: [ [+]
[i] Middle Initial: [i! Professional Credentials: Example: MD, RN, LPN, MBA, PhD. etc. (Limit 12 characters)
Social Security

Number: 290-00-7856 * Valid SSN Format is JXOXOCXX-X00K Date of Birth: 01/01/1930 » Valid Date of Birth format is mm/dd/yyyy

[ilE-mail: mireeman@ghmail com = [i] Confirm E-mail: mireeman@ghmail.com *

‘Walid E-mail address format iz user@internatprovider.domain. List of allowed domains: vi.com, gov, net, org, us, mil, biz, edu. pro

Professional Contact Information

[il Office Telephone: 410-123-123¢  *  [EExt Valid Phone Number Format is JoO-X00-X0000
[l Company Name: Freeman group x il company Telephone: EEext:
[ilAddress 1: 1 mainst i [ Address 2:
G city:  baltimore *  staterTerritory: |MD [+]* [iZip Code: 21044 * - [l

Access Request
User Type:  MAMA-PDIPDPICC

Role: [=]*

Justification for
Action:

* indicates @ required field

Next || Cancel

Figure 6: New User Registration Screen: Contact Information

This screen has additional sections that need to be completed. The top area of the New
User Registration screen labeled User Information, as illustrated in Figure 6, will be pre-
populated with the user information completed prior to the E-mail address verification.

The center of the screen contains an area labeled Professional Contact Information.

Action: Enter the professional contact information in the fields provided in the
Professional Contact Information area of the New User Registration screen.

All required fields must be completed. Required fields are indicated by an asterisk (*) to the
right of the field.

Action:  Continue on to the Access Request area of the New User Registration screen.

The Access Request area of the New User Registration screen contains fields that are
specific to the CMS application that has been selected.

The Access Request area, as illustrated in Figure 7, will display the application selected,
the Role and Justification for Action fields. The Role field contains a drop-down list of roles
as illustrated in Figure 7.
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New User Registration i Email Verification Qi IEIINGINIEINT TN Authentication Questions [l Review Request |l Acknowledgement
CMS is authorized o vé Sglect Role our legal name, Date of Birth and Social Security Number. | Enter Random Test-data
User roles
MA Submitter

User Information
1A Representative — %

Title: WA StaterTerritory User *  [ilLastName: Smith-Johnson * suffix: [Jr.[+]
PDP Submitter
[i] Middle Initial: PDP Representative BEd Example: MD, RN, LPN, MBA, PhD, etc. (Limit 12 characters)
NET Submitter
Social Security | NET Representafive lis 0O0WOGO0K Date of Birth: 03151972 *  Vali Date of Birth format is mmiddiyyyy
Humber: WMCO Representative Ul Update
Report View 7
[3] E-mail: POSFE Contractor [i] Confirm E-mail: jjohnson-2012_01-7559@idm com

SHIP End User
SPAP End User

Professional Con Ul Administrator

Vali etprovider.domain. List of allowed domains: vi,com, gov, net, org, us, mil, biz, edu, pro

Approver roles
[i] Office Telephone: EPOC Valid Phone Number Format is X00(X00000
WA StaterTerritory Approver
2 SPAP Approver i 755 2
[i] Company Name: oL At es [i] Company Telephone: 755-755-7554 [fExt: 754
[ Address 1. |Helpdesk roles [i]Address 2: Suite 102

MAPD Helpdesk
MAPD Helpdesk Admin

. . * q *
[ilcity: Ul Helpdesk State/Territory: MDE| [ilzip Code: 75446 - [il 7549
Authorizer roles
Access Request ™, o
User Type: 1UI Authorizer
State Authorizer
Role: | MA Submitter -]
Additional Role: | Select Role E

Figure 7: New User Registration Screen: Access Request Area, Role Drop-down
Action:  Select the Role field to display the list of roles. Select a role.

Note: The MA Submitter role will be used to illustrate common registration procedures
and techniques that apply to registering for access to CMS Applications.

Note: The Role field displays the roles within the appropriate subheadings: User roles,
Approver roles, Helpdesk roles and Authorizer roles.

If the user selects the role of MA Submitter, the screen will refresh and the following fields
will display as illustrated in Figure 8.

o Additional Role: The user may select an additional role during New User
Registration. Refer to Table 1 for all the possible combinations that are allowed.

o Report Access Type: The user is required to select at least one report access type
before continuing to add contract(s) by choosing one or both of the following check
boxes, as needed.

- Access to Non-Financial Report
- Access to Financial Report
e Contract: The user may enter a contract number in the following fields:
- Plan Contract Number field
- Prescription Drug Event, PDE Mailbox Number field
- Risk Adjustment Processing System, RAPS Mailbox Number field

The user can enter contract numbers in any, or all, of the Contract/Mailbox Number fields as
they apply to the user’s work.
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New User Registration i Email venfication [N[SETPETT L IIN Authentication Questions [l Review Request [l Acknowteagement

CMS s authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.

User Information

Titie: [~] GlFirstName: Morgan  |* [ilLastName: Freeman *osumx | 5]
(5] middle Initial: [il Professional Credentials: Example: MD, RN, LPN, MBA, PhD, eic. (Limit 12 characters|
S“Ci“"f‘*;‘a?: 890007856 *  Valid SSN Formatis XOOGXXJOO(X  Date of Birth: 01/01/1980  *  Valia Date of Birth format is mm/dlyyyy
[i]E-mail: mireeman@ghmail com * [il Confirm E-mail: mireeman@ghmail. com

‘Valid E-mail address format is user@internetprovider.domain. List of allowed domains: vi.com, gov, net, org, us, mil, biz, edu. pro
Professional Contact Information

[il Office Telephone:  410-123-123¢  *  [lExt: Valid Phone Number Format is XXX-XXX-J(XX
[il company Name: Freeman group = [il company Telephone: HExt:
[ilAddress1: 1manst % [l Address 2:
[ City: baltimore ®  StatefTerritory: ' MD[+]* [l Zip Code: 21044 &

Access Reque:

UserType:  MAMA-PD/PDPICC
Role: |MA Submitter [=*

Additional Role: | MCO Represeniative Ul Upda‘EE

Select at least one Report Access Type for the chosen Role. 4
[i] Report "ﬁ“ﬁj_ ) Access to Non-Financial Report =] Access lo Financial Report
For the User/Submitter Role, at least one Contract/Mailbox Number must be submitted. s

[ilPlan Contract 77 x: Hooox or Siook or Exex
N H1111 Add | Ex: Hooo or Soo or oo

i PDE Mailbox

Number: Add | Ex: Hooor or Sxoo or Exoox
e o AdD | Ex: Hiootx o S0 of EXo0t
Number:
(i1 RACF ID:

Justification for
Action:

* indicates a required field

Figure 8: New User Registration Screen: Access Request Area, MA Submitter
Action:  Enter valid contract numbers one at a time in the appropriate fields.
Action:  Select the Add button after each entry to record the contract number.

Note: Once a contract number has been added to the registration screen, it cannot be
changed or removed. The user needs to ensure that he is requesting a valid
contract for him to access on behalf of the company prior to selecting the Add
button. If the user enters an incorrect contract number, he must cancel the
registration request and start a new request.

Note: In this example, the MA Submitter user can only enter contracts starting with ‘H’,
‘E’, 'S’, and ‘9.

After each contract number is entered, the screen will refresh and display the entered

contract numbers in separate, labeled fields under the Plan Contract Number, PDE Mailbox
Number, and RAPS Mailbox Number fields as illustrated in Figure 9.

Below the entered Contract Number fields is an additional field for the user to enter the
RACF ID if he has this ID number. If the user has forgotten the RACF ID, he needs to call
the Help Desk to obtain his RACF ID information.

If the user does not have a RACF ID at the time he completes the IACS New User

Registration and the user’s role requires a RACF ID, the system will automatically assign
him a RACF ID once his request is approved.
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OME! 0932-098%

Access Request
User Type:  MAMA-POIPDRICE

Role: | 1A Submittar =

Additional Role:  MCO Representative Ul Uipdate[=|

Select al least ooe Repar! A e for the chosen Role *

il Report Acoess o o 1o Non-Financial Report || Accrss ba Financial Report

For the UserSubmisier Rote, a1 least one ContractMaiibex Numbar must be submitted.

i Pian Contract Al | ExX Hioox of S000 of Boes

Humber:
&/ PDE Mailbox or Sy o
Number: Add | Ex Huucx or Sxoo o B
1iRAPS Malkinox Add | B Moo o Soot of B
Number:

. . HImM
Contractisl:  qpog
il RACE 10:

Requeating contracta needed

Sustification for 0 0T
Action:

* Incicates & required fiesd

Nt | [ Cancel

Effiscie datie: 506

Figure 9: New User Registration Screen: Access Request Area, Contract Number & RACF

Action:

Action:

Action:

ID Field — MA Submitter
Enter your RACF ID, if you have one.

Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

Once the data is validated, the system will display the Authentication Questions screen as
illustrated in Figure 10.

The user must answer a minimum of two authentication questions in order to complete his
registration. These answers will be used to validate the user’s identity should he attempt to

recover

his User ID or password using IACS’ self-service features Forgot your User ID? or

Forgot your password?.
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Health & Human Services

Authentication Questions

Pleasa answer at least 2 of the following questions. and then select Next” to proceed with registration.

Wew User Registration Jll Email Verification [Authentication Questions| [Tl [

Individuals Authorized Access to the CMS Computer Services (IACS)

3 www.hhs.gow

edgemeant

Question

Answer

‘What is your grandmather's maiden name?

Sue

‘What was the model of your first car?

Taurus

‘What is the middle name of your oldest cousin?

‘What was the nama of your first pet?

What was your childhood phone number?

‘What was the first name of your first boyfriend?

What was the first name of your first girffriend?

What ts the name of your first elementary schoal?

What was your childhood street name?

‘What was the name of your first employer?

‘What was your grandfather’s profession?

What was the name of your first college roommate?

Where was your wedding reception held?

‘OME: 0938-0989

Action:

Action:

Figure 10: Authentication Questions Screen

Answer at least two of the Authentication Questions listed.

Select the Next button when you are done.

The system will display the Review Registration Details screen as illustrated in Figure 11.

tient of Health & Human Services

Centers for Medicare & Medicai

) www.hhe.gov

Individuals Authorized Access to the CMS Computer Services (IACS)

‘OME 1933-0805

Review Registration Details

Hew User Kegistration i Email Venibcation lil Contact informaton [ Authenticaion Uuesbons |HM‘MR9QI||II| Acknowledgement

The Teliowng i the Informabion you entered on e New User Regisirabon Form.

Piease review e information below 1o verly comectness
= Tomoddy any Thormaton, chck EAIT.

I B infermation & cored and you wish 1o proceed, dick *Submit”.

First Mame: Maorgan

Tite:

Social Security Numbes:  *******7258

Date of Birth: [aEu )

E-mail: mireemangonmai com

Office Telephone: 410-123-1234

Company Hame: Fionman group

Address 1: 1 main st

Ciry: bammore

User Type: MAMA-POPDPICT

Role: Usan/Submitter, MCO Representatve Ul Updale
. 2 Hi111

Contractsk H1050

Hepor Access Type: Access b Non-Finandial Repor
Authentication Ciestions

Cuestion Answer
[ "What s yoor granametners maigen name? | Sue
‘What was the model of your first ce? Taurs

Mz
Suffioe:

StateTerritory:

MD

Last Name: Freeman
Professional Crodentisls:

Company Telephone:
Address 2=
Zip Cote: 21044

Figure 11: Review Registration Details Screen
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Action:  Review the information presented in the Review Registration Details screen.

If you need to make any modifications to the registration information, use the Edit button.
The New User Registration screens will be redisplayed with all information populated in the
appropriate fields. The user may modify the information except for the previously entered E-
mail address; and, when finished, he should select the Next button. He will again be
presented with the Review Registration Details screen.

Note: The user will not be allowed to modify the E-mail and Confirm E-mail fields by
selecting the Edit button from the Review Registration Details screen.

Action:  Select the Submit button when you are satisfied that your registration
information is correct. The Registration Acknowledgement screen will display
as illustrated in the example in Figure 12.

The Registration Acknowledgement screen indicates that the registration request has
been successfully submitted and the request tracking number has been assigned. This
tracking number should be recorded and used when the user has questions about the status
of his request.

Note: The user can print the information contained on the Registration
Acknowledgement screen by selecting the Print icon.

-,( tof Health & Human Services EJ www.hhs.gov

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services [IACS)

Registration Acknowledgement
[Acknomnigamn]

Your LACS request has been successfully submitted i

The tracking numbser for your reque:
Plesasis s thiss nusmber in all corres,

Wou will be contacted via e-mail after your request has been processad

Click "OK 1o chose your browser window

OMB: 0935-0959 Effective date: S5

e |
Figure 12: Registration Acknowledgement Screen

Action:  Select the OK button.
Note: The registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen will close and the system will return to the
Account Management screen.
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5.2 Registration Completion

After the user completes the IACS New User Registration, the user will be sent an E-mail
confirming IACS has received the user’s request with the request tracking number. The user
should use the tracking number when referencing the request.

Note: If the E-mail notification has not been received within 24 hours after registration,
the user should contact the Help Desk. See Section 15.4 for Help Desk contact
information.

The user’s Approver will be notified of the pending request via E-mail.

Once the Approver has approved the request and the account has been created, two
separate E-mail messages are sent automatically to the user.

1. The first E-mail (Subject: FYI: User Creation Completed — Account ID Enclosed) will
contain the IACS User ID.

2. The second E-mail (Subject: FYI: User Creation Completed — Password Enclosed)
will contain the format of the initial password and instructions to change the initial
password. The user will be required to change the initial password on the first login.

If the user’s request for registration is denied, the user will be sent an E-mail that the request
was denied with the justification for denial.

If the Approver or External Point of Contact (EPOC) has not processed the registration
request within 12 or 24 calendar days (depending on the role) of submission, the request will
be cancelled. The registrant will be notified by E-mail of the cancelled request and the user
will need to re-submit the request. Refer to Appendix B for a listing of request timeout days
by role types.

5.3 Application Specific Registration

5.3.1 COB Registration

e A user registering as a User/Transmitter for the COB Application will be required to
select an Organization Identifier from the drop-down list and add the organization
numbers one at a time.

5.3.2 CPC Registration

e A user registering as a CPC Market User should enter the Market and the
Organization Name. The Market field is the geographic area of the selected practices
they want to view. The Organization Name should match the CPC practice
application or what has been updated through the CPC Support Team.

e A user registering as a CPC Basic User should enter the Organization Name,
Organization TIN, Provider NPI, and the Practice ID. The Practice ID is the 8
character alphanumeric code unique to the practice and is a required field. If the user
is not a provider and does not have a Provider NPI, then the Practice ID should be
entered as N/A.
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o A user registering as a CPC CMMI User; CPC Contractor - Operations Support; CPC
Contractor - Learning and Diffusion; CPC Contractor — Evaluation or
CPC Contractor — Payment should enter the Organization Name.

5.3.3 CSR Registration

e The Approver or User registering for the CSR Application will select a Call Center
from a list of existing call centers.

5.3.4 DMEPOS Registration

e DMEPOS registration is divided into roles for bidders and their organizations and
roles for the DBIdS application Help Desk and system administration functions. After
selecting “DMEPOS Bidding System (DBidS)” from the New User Registration
Menu screen, the user will have to select one of two radio buttons to proceed. The
text of the radio buttons is shown below:

e | want to register as an Authorized Official, Backup Authorized Official, or End
User for the DMEPOS Competitive Bidding System (DBidS)

e | want to register as a DBidS Help Desk User

e All users registering for the DMEPOS Application must provide the Provider
Transaction Access Number (PTAN).

e A user who is registering as an Authorized Official should enter the Organization
Name.

e A user who is registering as an Authorized Official may associate to more than one
PTAN.

5.3.5 Gentran Registration

¢ The Gentran registration link is for those users who only need access to a Gentran
mailbox that is not associated with any other IACS supported application.

e A user registering for the Gentran User role will be able to enter one or more Gentran
mailbox numbers.

e A user registering through the Gentran link will also need to complete a CMS Form
20037, have the CMS Business Owner sign as “1st Approver,” and fax it to IACS
Administration to gain access to the desired Gentran mailbox.

Note: If you are registering for the COB, HPG, or MA/MA-PD/PDP/CC applications, do
not register for Gentran through this link. The application registration process will
associate the new User ID with the appropriate Gentran mailbox.

5.3.6 HETS Ul Registration

e A user registering as a Security Official, Approver, or End User must enter the Billing
Provider NPI and select the Provider Type.

e A user registering as a Security Official will have to complete the EDI Registration
Form to create an organization. The Security Official should select at least one
Contractor Name from the drop-down and enter the associated Billing Provider
Number.
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5.3.7 HPG Registration

e A user registering as an HPG User will not be required to enter the Submitter ID. If
the user has a valid Submitter ID, he may choose to enter it during registration.

e The user will have access to a Gentran mailbox once the Submitter ID has been
added to his profile.

Notes:

e Submitter ID starting with ‘P’ will not have access to the Gentran mailbox.

e The user will have to contact the MCARE Help Desk in order to have their profile
updated with the Submitter ID for Gentran mailbox access.

5.3.8 Internet Server Registration

e A user registering as an Internet Server User will be required to enter the business
application high level qualifier in the Business Application field.

5.3.9 MA/MA-PD/PDP/CC Registration

e A user registering for roles in the MA/MA-PD/PDP/CC Application will be allowed to
register for two roles at a time, as illustrated in Figure 8 and Figure 9. The possible
role combinations and the shared attribute are listed in Table 1.

Roles Additional Role to Request Shared Attribute

MCO Representative Ul | MA Submitter OR PDP Submitter | Contracts

Update

MA Submitter MCO Representative Ul Update Contracts

PDP Submitter MCO Representative Ul Update Contracts

Report View MA Representative OR PDP Contracts

Representative

MA Representative Report View Contracts

PDP Representative Report View Contracts

SPAP End User MA State/Territory User State/Territory Access
MA State/Territory User | SPAP End User State/Territory Access

Table 1: Possible Role Combinations for MA/MA-PD/PDP/CC
MA Representative and MA Submitter:
e A user registering as an MA Submitter or MA Representative may only enter
Contracts starting with ‘H’, ‘E’, ‘S’, and ‘9’

e A user registering as an MA Submitter or MA Representative may add an additional
role listed by using the Additional Role drop-down list on the New User Registration
screen.

e A user registering as an MA Submitter must select the type of report they need
access to: financial, non-financial or both, by selecting the appropriate Report
Access Type check boxes.

MA State/Territory Approver:
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e A user registering as a MA State Territory Approver will be required to select a State
from the State/Territory Access drop-down list.

MA State/Territory User:

e A user registering as a MA State Territory User will be required to select a State from
the State/Territory Access drop-down list.

e A user registering as a MA State/Territory User may add an additional SPAP End
User role by using the Additional Role drop-down list on the New User Registration
screen.

MCO Representative Ul Update:

e A user registering as an MCO Representative Ul Update may only enter Contracts
starting with ‘H’, ‘E’, 'S’, and ‘9’

e A user registering as an MCO Representative Ul Update may add an additional role
by using the Additional Role drop-down list that provides the available roles on the
New User Registration screen.

NET Submitter and NET Representative:

e A user registering as a NET Submitter cannot add a PDE / RAPs Mailbox.
e The user may only enter contracts starting with ‘X’.
e The user will have access to a Gentran mailbox.

e A user registering as a NET Submitter must select the type of report they need
access to: financial, non-financial or both, by selecting the appropriate Report
Access Type check boxes.

PDP Submitter and PDP Representative:

e A user registering as a PDP Submitter may only enter contracts starting with ‘'S’, ‘E’,
and ‘9.
e A user registering as a PDP Submitter or PDP Representative may add an additional

role by using the Additional Role drop-down list that provides the available roles on
the New User Registration screen.

e A user registering as a PDP Submitter must select the type of report they need
access to: financial, non-financial or both, by selecting the appropriate Report
Access Type check boxes.

Report View:

e A user registering as a Report View may add an additional role by using the
Additional Role drop-down list that provides the available roles on the New User
Registration screen.

e A user registering as a Report View must select the type of report they need access
to: financial, non-financial or both, by selecting the appropriate Report Access Type
check boxes.
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POSFE Contractor:

e A user registering as a POSFE Contractor cannot enter contracts. The contract is
defaulted to ‘RO000'.

SHIP Approver:

o A user registering as a SHIP Approver will not be associated with a State/Territory.
SHIP End User:

e A user registering as a SHIP End User will be required to select a State/Territory
from the State/Territory Access drop-down list.

SPAP Approver:

e A user registering as a SPAP Approver will not be associated with a State/Territory.
SPAP End User:

e A user registering for a SPAP End User will be required to select a State/Territory
from the State/Territory Access drop-down list.

e A user registering as a SPAP End User may add an additional MA State/Territory
User role by using the Additional Role drop-down list on the New User Registration
screen.

5.3.10 MACPro Registration

e A user registering for the MACPro Application will enter the User and Professional
Contact information and select the role.

5.3.11 MED Registration

e A user registering as a MED Administrator or a MED Power User will be required to
select a Gentran Mailbox.

e A user registering as a MED User will be required to select a Gentran Mailbox and
the Request Type. The Contract Number, Agency Name and COR Name fields are
optional.

5.3.12 MyCGS Registration

e The user registering as an Authorized Official for the CGS Application will be able to
create the organization or associate to an existing organization.

¢ The Authorized Official creating the organization will enter the organization details,
NPI, PTAN, Tax ID/EIN, and Total amount of the last check received. An Authorized
Official that associates to an organization will search for the organization by entering
the Tax ID/EIN and the Total amount of last check received. A list of the
organizations matching the search criteria will be displayed for the user to select.

e The Back-up Authorized Official will be able to associate to an organization. The user
will search for the organization by entering the Tax ID/EIN and Total amount of the
last check received. A list of the organizations matching the search criteria will be
displayed for the user to select.
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The CGS End User will be able to associate to an organization. The user searches
for the organization by entering the Tax ID/EIN and then selects the search button. A
list of the organizations matching the Tax ID/EIN will be displayed for the user to
select.

5.3.13 Novitasphere Registration

A user registering as a Provider Office Approver, Billing Office Approver, or Novitas
Solutions Approver will be able to create the organization or associate to an existing
organization.

The Provider Office Approver or Billing Office Approver creating the organization will
enter the organization details, TIN/SSN, and NPI-PTAN-Submitter ID combinations.
The organization NPI-PTAN-Submitter ID combination should be in the following
format: NPI1,PTANL1,SubmitterID1,NPI2,PTAN2,SubmitterID2 etc.

The Novitas Solutions Approver should leave the NPI, PTAN and Submitter ID(s)
field blank.

IACS allows multiple approvers for an organization. One approver will create the
organization. Once approved, the other approvers will search and associate to the
existing organization.

The Provider Office Approver, Billing Office Approver, or Novitas Solutions Approver
that associate to an organization will search for the organization by entering the
Legal Business Name and State/Territory. The list of organizations matching the
search criteria will display for the Approver to select.

A user registering as a Back-up Approver or Novitasphere End User will be able to
search for the organization by entering the Legal Business Name and State/Territory.
The list of organizations matching the search criteria will display for the user to
select.

5.3.14 PQRS/eRx Registration
Security Official (SO):

A user registering as a Security Official can choose either to create a new
organization or associate to an existing organization.

The Security Official will be able to select the option to have approval authority for
users requesting 2-Factor Authentication.

The Security Official for PQRS/eRx will be able to enter multiple NPI(s) and PTAN(s)
values during New User Registration.

Backup Security Official (BSO):

A user registering as a Backup Security Official will be required to search and
associate to an existing PQRS organization during the registration process.

The Backup Security Official will be able to select the option to have approval
authority for users requesting 2-Factor Authentication.

The Backup Security Official for PQRS/eRx will be able to enter multiple NPI and
PTAN values during New User Registration.
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EHR Submitter:

e A user registering as an EHR Submitter will have the 2-Factor Authentication role by
default.

e The user will not be able to proceed with the registration if there is no corresponding
Approver with 2-Factor Authentication Approver role for the organization selected by
the user.

o The user will be able to choose the preferred 2nd factor passcode notification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) option from the drop-down labeled as Preferred 2nd Factor Notification
Method.

e The user will be required to enter the mobile phone number if SMS/Mobile was
selected as the Preferred 2nd Factor Notification Method.

e The user will be required to input the interactive voice response number if IVR
number was selected as the Preferred 2nd Factor Notification Method.

e The user will be required to search and associate to an existing PQRS organization.
EHR Vendor:

e A user registering as an EHR Vendor will be able to select an organization from a
pre-defined list of EHR vendor organizations.

End User:

e A user registering as an End User will be required to search and associate to an
existing PQRS organization.

Health Information Exchange (HIE) User:

e A user registering as an HIE User will have the 2-Factor Authentication role by
default.

e A user registering as an HIE User will be able to select an organization from a pre-
defined list of HIE organizations.

e The user will be able to choose the preferred 2nd factor passcode notification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Notification Method.

e The user will be required to enter the mobile phone number if SMS/Mobile was
selected as the Preferred 2nd Factor Notification Method.

e The user will be required to input the interactive voice response number if IVR
number was selected as the Preferred 2nd Factor Notification Method.

Individual Practitioner:

e A user registering as an Individual Practitioner will have the option to select the 2-
Factor Authentication role.
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The user will be required to acknowledge and confirm that registration as an eligible
Individual Practitioner is only for those who receive their Medicare payment under
their Social Security Number.

Individual Practitioner with 2-Factor Authentication:

The user will be able to choose the preferred 2nd factor passcode notification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Notification Method.

The user will be required to enter the mobile phone number if SMS/Mobile was
selected as the Preferred 2nd Factor Notification Method.

The user will be required to input the interactive voice response number if IVR
number was selected as the Preferred 2nd Factor Notification Method.

Registry End User:

A user registering as a Registry End User will be able to select the organization from
a pre-defined list of organizations.

PQRS Submitter User:

A user who chooses to register as a PQRS Submitter without associating to an
organization must indicate this by selecting the appropriate radio button option.

A user registering as a PQRS Submitter will have the 2-Factor Authentication role by
default.

The user will be able to choose the preferred 2nd factor passcode notification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Notification Method.

The user will be required to enter the mobile phone number if SMS/Mobile was
selected as the Preferred 2nd Factor Notification Method.

The user will be required to input the interactive voice response number if IVR
number was selected as the Preferred 2nd Factor Notification Method.

If a user chooses to associate to an organization, the user will be required to search
and associate to an existing PQRS organization.

The PQRS Submitter that is not associated to an organization will be able to enter
multiple NPl and PTAN values during New User Registration.

PQRS Representative User:

A user who chooses to register as a PQRS Representative without associating to an
organization must indicate this to the system by selecting the appropriate radio
button option.

The user will be required to search and associate to an existing PQRS organization if
he chooses to associate to an organization.

The PQRS Representative that is not associated to an organization will be able to
enter multiple NP1 and PTAN values during New User Registration.
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5.3.15 PS&R/STAR Registration

After selecting the PS&R/STAR hyperlink from the New User Registration Menu screen,
users registering for the PS&R and STAR Applications will have to select one of the
following four radio buttons to proceed:

e | work for an Fl/Carrier/MAC, and | want to register for PS&R and/or STAR.
o | work for a Medicare Provider, and | want to register for PS&R.

e | work for CMS or the PS&R/STAR System Maintainer, and | want to register for
PS&R and/or STAR.

o | work for the IACS Help Desk, and | want to register for PS&R and/or STAR.
PS&R/STAR Security Official:

e A user registering as a PS&R/STAR Security Official will be required to associate to
an existing organization by selecting from a pre-defined list of FI/Carrier/MAC
organizations.

PS&R/STAR Backup Security Official:

e A user registering as a PS&R/STAR Backup Security Official will be required to
select an organization from a pre-defined list of FI/Carrier/MAC organizations.

PS&R Security Official:

e A user registering as a PS&R Security Official may choose either to create a new
organization or associate to an existing organization.

e If a user registering as a PS&R Security Official chooses to create a new
organization, then he will be required to provide one or more CMS Certification
Numbers (CCN).

PS&R Backup Security Official:

e A user registering as a PS&R Backup Security Official will be required to search and
associate to an existing Fl/Carrier/MAC organization.

PS&R Admin:

e A user registering as a PS&R Admin for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of Fl/Carrier/MAC
organizations.

e A user registering as a PS&R Admin for a Provider organization will be required to
search and associate to an existing Provider organization.

PS&R User:

e A user registering as a PS&R User for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of FI/Carrier/MAC
organizations.

e A user registering as a PS&R User for a Provider organization will be required to
search and associate to an existing Provider organization.
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STAR User:

e A user registering as a STAR User for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of Fl/Carrier/MAC
organizations.

5.3.16 The SPOT- First Coast Service Options’ Internet Portal Registration

e A user registering for the FCSO Portal User role will be required to enter the NP,
PTAN, and the last 5 digits of TIN/SSN. Then, the user will select the Practice
Official Role, Provider Type, and the Line of Business from the drop-down lists.

5.3.17 VMS Client Letter Registration

e A user registering as any of the End User roles will be required to enter an eight
character Tulsa RACF ID.

5.3.18 Top of the Chain User Registration

IACS uses a chain of trust for approvals and authorizations; that is, End Users are approved
by Approvers, Approvers are approved by Authorizers or by Helpdesk users in certain
applications. Thus, the top of the chain user is either the Authorizer or the Helpdesk user
and is the highest level in the chain that is expected to have an IACS User ID.

IACS Administration approves the Top of the Chain user’s request for New User
Registration, Profile Modification, and Annual Certification request upon the receipt of a
service request from the Business Owner/Representative. After the Top of the Chain user
submits a request, the Business Owner or their representative will receive an E-mail with
“how to” instructions to open a service request to IACS Administrators indicating their
approval or rejection of the requests, as shown below:

1. Please forward this E-mail to CMS IT Service Desk
(cms it service desk@cms.hhs.gov).

Request a Service Request (SR) be directed to IACS Administration.

IMPORTANT: Indicate that you either “Approve” or “Reject” the pending Registration
Request for <UserName> for the <RoleName> role.

The top of the chain roles for each application are described in Appendix A.

6.0 Using IACS

Once a user is approved for a CMS application, the user will return to the IACS application
to perform the following functions:

e Reset password

o "Forgot Your Password?" self-service recovery
e "Forgot Your User ID?" self-service recovery

¢ Change password every 60 days

e Add new application or role

e Remove role
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¢ Modify User and Professional Contact Information

e Annual Certification of account

6.1 IACS Login
To log in to IACS, you will need to take the following actions:

Action:  Navigate to https://applications.cms.hhs.gov .

Action:  Read the contents of the CMS Applications Portal WARNING/REMINDER
screen, and agree by selecting the Enter CMS Applications Portal button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure 1.

Action:  Select the Account Management hyperlink in the menu bar toward the top of the
screen.

The screen will refresh and display the Account Management screen as illustrated in
Figure 2.

Action:  Select the My Profile hyperlink on the Account Management screen.

The Terms and Conditions screen will display.

All the Terms and Conditions on the screen should be read. This includes the Privacy Act
Statement and the Rules of Behavior. The user can select the Print icon to the right of the

text if he wants to print this information.

To accept the Terms and Conditions, the user must select the | Accept the above Terms
and Conditions check box followed by the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If the user confirms his decline, his IACS session will
be cancelled and a screen indicating this will be displayed.

After accepting the Terms and Conditions, the Login to IACS screen will be displayed as
illustrated in Figure 13.
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Login | Forgot Your User D7 Foeged Your Password?

Figure 13: Login to IACS Screen
Action:  Enter your new User ID.
Action:  Enter your Password.
Action:  Select the Log In button.

The system will display the My Profile screen as illustrated in Figure 14. Refer to Section
6.2 for further information.

J(sf U nt of Health & Human Services 3 www.hhs.gov
h

— P75/ Centers for Medicare & Medicaid Services o

Individuals Authorized Access to the CMS5 Computer Services (JACS)

My Profile

Welcome, JXXAAST. Fieace seiect one of hese oobons:

Logout Logged in as: JXXA4S1

Figure 14: My Profile Screen: MA/MA-PD/PDP/CC Application Users
Action:  Select the hyperlink for the function to work.

Note: The first time the user logs in to IACS, he will be prompted to change the initial
password. After the user has successfully changed the initial password, the
system will display the My Profile screen.

6.2 My Profile Screen

The My Profile screen is the main IACS menu. The user will select one of the hyperlinks
below to navigate the IACS application. The hyperlinks will be displayed based on the user’s
role(s).

The following hyperlink is available for all application users except COB, CSR, HETS Ul,
and HPG. The application will determine which fields are editable.
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e Modify User/Contact Information

- Modify select fields including E-mail address
The following hyperlinks are available to all registered IACS users:

e Modify Account Profile

- View details pertaining to the user’'s IACS Access Profile
- Request Access/Remove Access to CMS applications integrated with IACS
- Modify User’s profile

e Change Answers to Authentication Questions

e Change Password

e Certify Account profile (Certification due on mm/dd/yyyy)

The following hyperlinks are available to users with approver roles:

e Pending Approvals

- Approve/Reject/Defer New User Registration or modification requests

¢ Manage users under my authority

- Search and view users
- Specific to applications
¢ Disassociate a user from the Security Official Organization
e Remove Organization Number
e Manage Contracts
e Remove Call Centers, Submitter ID

e Pending Certification

- Approve/Reject Defer Pending Certification requests.

The following hyperlinks are available to users with help desk roles who will be able to
perform the following functions:

e Manage users under my authority

- Search and view users

- Disable a user’s account
- Reset Password

- Unlock a user’s account
- View archived users

e User Lookup
- Search for any user’s Help Desk contact information
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The following hyperlinks are application specific:

Search and View (only) Pending Approvals (PQRS/eRx, PS&R/STAR, HPG and
HETS UI)

- The supporting Help Desks for these applications will be able to search pending
requests.

PORS/eRx User Report

- The PQRI Help Desk will be able to create user reports and export the report to
an .xls file.

Search and Modify DMEPOS User Profiles

- The CBIC Tier 2 user will be able to search and perform the following actions for
a selected DMEPOS user:

e Disassociate from the role
e Disassociate from the PTAN

e Convert a BAO to AO, removing the existing AO from the DMEPOS
application

7.0 Managing User IDs & Passwords

The IACS password must conform to the following CMS Password Policy:

The password must be changed every 60 days.
The password must be eight characters long.
The password may not begin with a number.

The password must contain at least one letter and one number (no special
characters).

Letters must be mixed case. The password must have at least one upper case and
one lower case letter.

The password must not contain the User ID.

The password must not contain four consecutive characters of any of the previous
six passwords.

The password must be different from the previous six passwords.

In addition:

The password must not contain any of the following reserved words or number
combinations: 1234, PASSWORD, WELCOME, CMS, HCFA, SYSTEM,
MEDICARE, MEDICAID, TEMP, LETMEIN, GOD, SEX, MONEY, QUEST,
F20ASYA, RAVENS, REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND,
TERPS, DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY, FEBRUARY,
MARCH, APRIL, MAY, JUNE, JULY, AUGUST, SEPTEMBER, OCTOBER,
NOVEMBER, DECEMBER, SSA, FIREWALL, CITIC, ADMIN, UNISYS, PWD,
SECURITY, 76543210, 43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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7.1 Change Password - Password Expiration

The user’s password must be changed at least once every 60 days. When the user logs in
after the password expiration, IACS will prompt the user to change his password by
displaying the Change Password screen. Once the user changes the password
successfully, the My Profile screen will be displayed.

Note: Should the user log in to any of the applications that he has access to with the
expired password the user will be redirected to the CMS Portal Page allowing
him to change his password.

7.2 Forgot Your Password?
The user needs to follow the steps below to reset his password from the Login screen:
1. Onthe Login to IACS screen, enter the User ID and then select the Forgot Your

Password? button.

2. Enter the last four digits of the SSN and the E-mail address and select the Next
button.

When prompted, answer the authentication questions.
An E-mail will be sent to the user’s account on record with the temporary password.

Log in to IACS with the temporary password and change the password.

7.3 Forgot Your User ID?
The user needs to follow the steps below to retrieve his User ID from the Login screen:

1. From the Login screen, select the Forgot Your User ID? button.
2. When prompted, enter the First Name, Last Name, Date of Birth, SSN, and E-mail.
3. The User ID will be sent to the E-mail on record.
Note: Referto 6.1 for Login instructions.
Alternatively, the user can also use the Account Management screen to retrieve the User
ID as follows:

Navigate to https://applications.cms.hhs.gov.

2. Select the Account Management hyperlink in the menu bar toward the top of the
screen.

Select the Forgot your User ID? hyperlink.
When prompted, enter the First Name, Last Name, Date of Birth, SSN, and E-mail.

7.4 Re-Activate Account

CMS requires inactive accounts to be disabled. The account will be considered inactive
if the user has not logged in to IACS for 180 days. The user’s account will be disabled
and the user will be unable to access any application. Below are the steps the user
should take to re-activate the account:

1. Navigate to https://applications.cms.hhs.gov.
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2. Select the Account Management hyperlink in the white space in the center of the
screen or in the menu bar toward the top of the screen.

Select the My Profile hyperlink on the Account Management screen.
Accept the Terms and Conditions.

Log in using the User ID and password.

© g~ w

When prompted, answer the security questions and authentication questions.
7. Change the password.

If the user is not prompted to answer the security questions and authentication
guestions, then he must contact the application Help Desk.

7.5 Locked Account

If the user has not been able to log in after three consecutive attempts, the IACS user
account will be locked. The system will automatically unlock the user after 60 minutes.

If the user does not want to wait for the system to unlock the account, the user can use the
Forgot your Password? feature. Once the user correctly responds to the questions, a one-
time password will be sent to the user’'s E-mail account. The user must log in to IACS with
the one-time password and change the password.

The user can also contact the Help Desk for assistance. When the Help Desk unlocks the
account, the user can log in with his current User ID and password, if he remembers it. The
other option is to use Forgot your Password? to create another password. If the Help Desk
unlocks and resets the user’s password, the user will receive a one-time password. The user
must log in to IACS with the one-time password and change the password. Refer to Section
15.4 for Help Desk contact information.

8.0 Modify User/Contact Information

IACS provides the user with the option to modify user information and/or professional
contact information provided during IACS registration. Use the Modify User/Contact
Information hyperlink to update the following information:

o E-mail address (requires approval)
e Professional credentials

e Professional contact information, company name, address and phone numbers
Notes:

e Users will not be able to update their First Name, Last Name, SSN, and Date of Birth
information using Modify User/Contact Information. Users will need to contact the
Help Desk to update this information.

o MA/MA-PD/PDP/CC application users will be allowed to modify only the E-mail
address.

e The Modify User/Contact Information hyperlink will not be displayed for the
following applications: COB, CSR, HETS Ul, and HPG.
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e Any applications not listed above will be allowed to modify the contact information
and the E-mail address at the same time. All changes will take place once the
request has been approved. If the E-mail change request has been rejected, none of
the contact information requested changes will take place.

8.1 Modify User/Contact Information — Change E-mail

This section describes the change E-mail process. When the user selects the Modify
User/Contact Information hyperlink, the Modify User/Contact Information screen will
display as illustrated in Figure 15.

of Health & Human Services £ www.hihs.gov

ﬂ’fé Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Meodify User/Contact Information

T L Rl el Verification [l Hieview Request ll Acknowdedgement

User Information
Oy E-mail addeess can be modSed

User ik JXXALT
Title: Firat Name: Moran Last Name: Fresman Suffix:
Middle Inktal: Professional Credentlals:
Date of Birth:  01/01/1380
1 Eamail: - mfreomangZhimail com - 1 Confinn E-mail: rfeemang@tmai com
Valid E-mail address format it usen@imematprovider domain. List of allowed domains: vi.com, gov, net, org us, mil, biz. edu, pro
il Office Telophone:  410-123-1234

il Company Mame: Frieman group il Company Telephone:
i Address 1: 1 main=! Aabddess 7:
Clry:  balimore. SwteTerritory: MO Zip Code: 21044

* inchicaties o toquired Fedd

The curtend serves e Wod Oct 1217 02 8 EDT A1, Form Processing Time = 1164 milsac (expormmental)

Figure 15: Modify User/Contact Information Screen

Action:  Modify the E-mail address and other information on the User Information screen,
as needed.

When the user makes a change to the E-mail address, the screen will refresh after leaving
the E-mail field. The Confirm E-mail field will be displayed. The user must re-enter the E-
mail address to confirm the change.

Action:  Select the Next button after making changes.

Note: If the Cancel button is selected during the modification process, no changes will
be made and the user will be returned to the My Profile screen.

When the Next button is selected, the system validates the data that has been entered. The
E-mail address is validated to verify that it does not already exist for another IACS account.
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Once the E-mail information is successfully validated, the E-mail Address Verification
screen will display as illustrated in Figure 5. The user will be sent an E-mail that confirms
IACS has received the user’s request and provides him with a verification code. The user
must enter the Verification Code on the E-mail Address Verification screen. For more

information regarding the E-mail address verification process, follow the instructions within
Section 5.1.

When the user enters the correct verification code and selects the Next button on the
E-mail Address Verification screen, the system will display the Modify Request
Confirmation screen as illustrated in Figure 16.

Note: If the user needs to make any changes to the modification request, he should
use the Edit button.

spartment of Health & Human Services

ﬂ,ﬁ Centers for Medicare & Medicaid Services

3 www.hhs.gov

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Request Confirmation

Moty Contctinfomnation § Cmal Verticaton | CSLRLEIEET]

You made changes 10 your prodle

T subimil yous rguies! pleess dick Submit bution
¥ you want b0 edd your changes please chck EdIt Button.
If'ou want 1o cance! the changes, which you made please click Cancel bution

The current senver bime is: Tue OKI 11 2225 45 EDT 2011, Form Frocessing Time = 924 miised (axpenmental).

Figure 16: Modify Request Confirmation Screen
Action:  Select the Submit button to submit the modification request.

When the user selects the Submit button, a Modification Request Acknowledgement
screen will display as illustrated in Figure 17.

-,,( U5 Department of Health & Human Services £ www.hhs.gov

CTS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement

Moty Contact Information [Acknowledgemant

Thank you for your request to modify registration. = Print
The tracking number for your request is” REQ. 1312456897479

Plaasn usa this number in all comespondanens concrming this rgquast
ot will bz moified v o mal oncs your regquest hos boon procesd

Contact your Help Desk if you need futher assistance.

Your Help Desk contact information is listed in the Help Resources” portion
of the Aceount Management page In the CMS Applicatians Portal

Logout

Logeed in as: JOUAAST
The current server ime fs: Wed Oct 12 18:02:38 EOT 2011, Farm Procesaing Time = 902 millsac (experimental)

Figure 17: Modification Request Acknowledgement Screen
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The Modification Request Acknowledgement screen indicates that the request has been
successfully submitted and the request tracking number has been assigned. This tracking
number should be recorded and used if there are any questions about the status of the
request.

The information contained on the screen can be printed by selecting the Print icon.
Action:  Select the OK button to complete the modification request.

Notes:

e Contact information that does not require approval will take effect once the OK
button is selected.

e E-mail modification requests require approval. When contact information changes
are made with an E-mail change request, the contact information does not get
updated until the E-mail request has been approved. Should the modification request
be rejected, none of the requested changes will be made to the user's contact
information.

The Modification Request Acknowledgement screen will close and the system will return
to the My Profile screen. This screen indicates that the change request has been
successfully submitted.

The user will be sent an E-mail with the request tracking number confirming that IACS has
received the request. If the confirmation E-mail notification is not received within 24 hours
after the user madifies the profile, the user will need to contact the Help Desk. For Help
Desk contact information, see Section 15.4.

9.0 Modify Account Profile

The following sections describe the Modify Account Profile feature and the most common
actions available to modify a user’s profile. Depending on the application, an existing user
can perform the following actions:

e View user’s access profile

e Add applications

e Add and remove contracts (MA/MA-PD/PDP/CC)

o Disassociate from the current role

e Add arole

¢ Modify report access (MA/MA-PD/PDP/CC)

¢ Modify profile, some common options are to associate and/or disassociate with other
organizations within an application or modify specific application attributes.

e Modify 2nd factor notification method (PQRS/eRX)
Note: The user cannot be an approver and a user for the same application.

IACS.UG.1.2 34 November 2012



IACS User Guide

Version 1.2

9.1 View User's Access Profile

When the Modify Account Profile hyperlink is selected, the Modify Account Profile screen
will display and show the information in the user’s account profile that is specific to his
role(s) within the application(s).

At the top of the screen, the User Information with the user’s information is displayed.

In the Access Request area of this screen, the approved access information will be
displayed in the View My Access Profile table as illustrated in Figure 18. If the user has a

role in more than one application, then each application will be displayed in a separate row
in the table.

The Select Action field provides a drop-down list from which the user can select the desired
action. These actions are illustrated in the example in Figure 18.

ﬂ( U.S. Department of Health & Human Services £ www.hhs.gov
v

ﬂ-_’,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

Modify Account Profile Acknowledgement

User Information
UserID: JXXA451

Title: First Name: Morgan Last Name: Freeman Suffix:

Middle Initial: Professional Credentials:
Date of Birth: 01/01/1980
[il E-mail: mireeman@hgmail com
[il Office Telephone: 410-123-1234
il Company Name: Freeman group [i] Company Telephone:
[ilAddress 1: 1 main st Address 2:
City: baltimore State/Territory: MD Zip Code: 21044

Access Request

[i] Select Action :  View My Access Profile =
Modify MAMA-PD/PDPICC Profile
Add Application

F ‘Access Profile
Appl |mn: Role Profile Summary = Possible Actions
+ As a MAMA user:
View MyACGeSS_ = Add/Remove Contract{s)
Profile: | MaMA-PDIPDPICC - User/Submitter - Disassociate from the role

= Add Role
« Add/Remove Report Access Type

_Cancel

Figure 18: Modify Account Profile Screen: Access Request Area — Select Action Drop-down

9.2 Add Application

If the user selects the action Add Application, the screen will refresh the Access Request
section to allow the user to select an application. The Access Request section is similar to
the one shown in Figure 19. The user will be able to add applications integrated with IACS
that are contained in the Select Application drop-down list, as illustrated in Figure 19.

The following rules need to be followed when requesting access to roles in other
applications:

o Depending on the application being selected, the user may request to have one or
more roles for a CMS application.
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e The user cannot be an Approver and a User for the same application.

nent of Health & Human Services

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

e st ol
User Information

User ID:  JXXA451

Middle Initial: Professional Credentials:
Date of Birth:  01/01/1980
i/ E-mail: mfreeman@hgmail com

1 Office Telephone: 410-123-1234
[ilAddress 1: 1 main st

Access Request

1] Select Action : | Add Application [+

City: baltimore State/Territory: MD

Select Application :  Select Application »]*

Title: First Name: Morgan Last Name: Freeman

il Company Name: Freeman group il Company Telephone:

Address 2:

Zip Code: 21044

Availability of CMS Apolications

coB.
CSP - HSTP
Justification for |CSP - MCSIS
n: |csr
DMEPOS
Electronic Correspondence Refferal System (ECRS) Web
Gentran
HETS UI
HPG
Mot | [Cancel] | yerpetserver
|MDR State Exchange
Medicare Exclusion Database
Novitasphere
PaRI
PS&R/STAR
VMS Client Letter

Suffix:

£D www.hhs.gov

* Indicates a required field

Figure 19: Modify Account Profile Screen: Access Request Area — Select Application

Drop-down

Action:  Select the desired application from the Select Application drop-down list.

Action:  Select the role from the Role drop-down list.

Action:  Enter a justification statement in the Justification for Action field. This field must

include the reason for requesting this action.

Action:  Select the Next button after entering the justification statement.

The system will display the Modify Request Confirmation screen as illustrated in Figure

16.

For further information on completing the Modify Account Profile process, follow the
instructions included within Section 8.1.

9.3 MA/MA-PD/PDP/CC - Add and Remove Contracts

If the user selects the action Modify Profile, then selects the option Add/Remove
Contracts, the screen will refresh to a screen in which the Access Request area is similar

to the one shown in Figure 20.
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Access Request
il Seluct Action : | Modify MAMA-POIFDRICC Prufile [=]

User Type:  MAMA POVPDPICC
Rode:  UserSubmiier, MCO Representative Ul Update

Seloct Modify = e Coniais
Action: | AUd/Remove Contracie

A Plan Contract
Humber:

i/ PUE Mailbox
Number:

il RAPS Mailbox
Humbr:

Existing Contracts and Selected Contracts Caontracts to Remove
H10s0
H1111

Modity Plan
Contracts:

Modity FUE
Mailboges:

Exigting Contracts and Salected Confracis Canlracts fo Remave

Modity RAPS
Malltones:

Figure 20: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC
User/Submitter Add or Remove Contracts

If the user wants to add a contract number to his current list of contract numbers, then the
user should follow these steps:

Action:  Enter the contract number in the appropriate Plan Contract Number, PDE
Mailbox, or RAPS Mailbox field.

Action:  Select the applicable Add button.

The newly added contract will be displayed in the appropriate text box. Repeat the actions
above to add another contract number.

If the user wants to remove a contract number from his current list of contract numbers, then
the user should follow these steps:

Action: Inthe Modify Plan Contracts or Modify RAPS Mailboxes fields, select the items
that need to be removed from the Existing Contracts or the Selected Contracts
column.

Action:  Select the > button to move the selected item to the Contracts to Remove
column.

The direction buttons will move the selected items from one column to another. Select the
button with the single arrow to move selected items from one column to the other. Select the
button with the double arrow to move the complete list from one column to the other.

After making modifications, the user should do the following:
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Action:  Enter a justification statement in the Justification for Action field. This field must
include the reason for requesting this action.
Action:  Select the Next button after entering the justification statement.

The system will display the Modify Request Confirmation screen as illustrated in Figure

16.

For further information on completing the Modify Account Profile process, follow the

instructions included within Section 8.1.

9.4 Disassociate from Current Role

For applications that allow users to disassociate from a role, the Select Action drop-down list
on the Modify Account Profile screen will contain the option to disassociate from that role.
If the user selects this action, the screen will refresh and a confirmation message and check

box will appear in the Access Request area, as illustrated in Figure 21.

7 ¥ :
U, Department of Health & Human Services

ﬂ,‘é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Modify Account Profile

Madity Account Profie| [EEEeTTee [FECR—"

Usear Information
User ID: JXXA4KT

Titie; First Name:  Morgan Last Name; Freeman Sulfux:

Middin inktial: Professional Credentials:

Date of Birth:  (AN1ES0

U E-mail:  méeeman@hgmas com

il Office Telephone:  410-123-1234

il Company Name: Franman greup Lil Company Tetephone:

ilnddress 1: 1 main 5t Address &

City:  bammore State/Temmitory: MO Zip Code: 21044

Access Request
il Select Action ; | Meady MAMA-FOFDPICT Prafia[= |

User Type:  MAMA-PDPDRICC

Role: L

Suatmitter

Select Modity

Action: | Dassicabe from UsenSubenitie Role (=] *

confirm my action to from the role of L d| that the contracts will be remeved trom my profile

.

Justification fos

3 www.hhz.gov

Figure 21: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC

User/Submitter Disassociate from Role

Notes:

¢ The message text will read, “I confirm my action to disassociate from the role of <
Role Name > and | understand that the < Contract Numbers> will be removed from
my profile.”

o If the user has two MA/MA-PD/PDP/CC Application roles in his profile, the contracts
in his profile will not be removed until he disassociates from both roles.
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If the user decides to disassociate from his current role, then he should do the following:
Action: Select the Confirmation check box to confirm disassociation from the current role.

Action: Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action: Select the Next button after entering the justification statement.

The system will display the Modify Request Confirmation screen as illustrated in Figure
16.

For further information on completing the Modify Account Profile process, follow the
instructions included within Section 8.1.

Notes:
e Users of following applications will not be able to disassociate from their current role:
COB, CSR, HETS Ul, and HPG.

e Authorizers, EPOCs, and Approvers within the MA/MA-PD/PDP/CC Application will
not be able to disassociate from their current role.

¢ A MA/MA-PD/PDP/CC user who has a pending modification for add role, add
contract, or modify report access type will not be allowed to disassociate from that
role. IACS will display a message informing the user that the modification request is
pending and the user will not be allowed to disassociate from that role.

9.5 Add Role

If the user selects the action Modify Profile, then selects the option Add Role, the screen
will refresh and the Access Request area will include the following items as illustrated in
Figure 22.

¢ Role drop-down: User can select a role from the role dropdown

¢ Report Access Type check boxes: User can modify the selection of access to non-
financial and financial reports

e Contract selection fields: User can Add/Remove contracts.
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Access Request
[ Select Action ; | Madiy MAMA-PDIFORICC Profile (v

User Type:  MAMA-POVPDPICE
Role:  UsanSubmitter

Select Modify | Ralo E*

Rofe: | MO0 Reprosentative U Upcate [=] *

Select at least one Report Access Typa. ©
i ReP"""ﬁ;ﬁ 7| Accs o Non Financial Report 7] Acouss to Financial Bepart

i Plan Contract E ]
Numbsr: Add|

L PUE Mailbox
Number: Add

1/ RAPS Mallbox

Murndiere: Add

Extsting Contracts and Salected Contracts Contracts 1o Remeove.
HITT

Midify Plan >
Conlbacls:

Existing Conbracts and Selected Confracts Contracts o Hemove

Madity PIE
Mallboxes:

FEutsting Contracts and Salectad Contracts Contracts 1n Remave

Figure 22: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC Add
Role

Action:  Select the available role from the Role drop-down.

Note: If the user has two roles existing in his profile, then the Add Role option will not
be displayed in the Select Modify Action drop-down.

Action:  Modify the Report Access Type selection, if needed.

Action:  Add contracts or mailboxes, as needed. Enter data into the appropriate fields and
select the Add button.

Action:  Remove contracts or mailboxes, as needed. Select data from the Existing
Contracts and Selected Contracts column, then select the > or >> button to move
the data to the Contract to Remove column. Refer to Section 9.3 for further
information.

After making modifications, the user should do the following:

Action:  Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action:  Select the Next button.

The system will display the Modify Request Confirmation screen as illustrated in Figure
16.

For further information on completing the Modify Account Profile process, follow the
instructions included within Section 8.1.
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Notes:
e Users for the following applications will not be able to add a role within the same
application: COB, HETS UI.

¢ Only the MA/MA-PD/PDP/CC roles listed in Table 1 will be able to request an
additional role within the application.

o Al PQRS/eRx Users will be able to request a new role within the PQRS/eRx
Application for an organization that is different from their current organization.

o The PQRS/eRx User will be able to request one or more of the following roles within
an organization:

- EHR Submitter

- End User

- PQRS Submitter

- PQRS Representative

o The PS&R/STAR User will be able to request one or more of the following roles
within an Fl/Carrier/MAC organization. The roles will be assigned upon appropriate
approval.

- PS&R User
- PS&R Admin
- STAR User1-STAR User 8

e The PS&R/STAR User will be able to request one or more of the following roles
within a Provider organization. The roles will be assigned upon appropriate approval.

- PS&R User
- PS&R Admin

e The PS&R/STAR System Maintainer will be able to request one or more roles. The
roles will be assigned upon appropriate approval.

- PS&R User
- PS&R Admin
- STAR User1-STAR User 8

9.6 Modify Report Access

The Modify Report Access action is available to the MA/MA-PD/PDP/CC users as
referenced in Table 1.

If the user selects the action Modify Profile, then selects the option Modify Report Access,
the screen will refresh and the Report Access Type check boxes will be displayed, as
illustrated in Figure 23.
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— S5/ Cantors for Medicare & Medicaid Sorvices

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

ity Accoun it
Usear Information
UserID:  JXXA451

Tithe:

e Margan Last Hamuz: Frasmman Sulliz:
Micldhe Initial: Professional Credentials:
Date of Birth: - 01017115900

il Email:  miraemani@hgmail com
il Office Telephone:  410-1231234
i Company Mame: Freeman group 1! Company Telephone:
Ul Address 1: 1 main st Address >
City:  besltiman Stated Territoey: MO fip Code: 21044
Access Request

1! Sednet Actlon = | Modity MAMA-POPDPICE Pralile [=]

User Type:  MAMAPOPDRCC
Role:  Usen'Submitter

Seleet Modily - 1+
Action: Medify Repont Access -

Sedect al beesd one Repord Access Type *

¥ R’-‘W““CT;‘;‘_ @) Access to Non-Financial Report [ Access to Financial Report

Justification for
Action:

Figure 23: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC Modify
Report Access

Action:  Select the desired Report Access Type.
Note: At least one Report Access Type should be selected.
After making modifications, the user should do the following:

Action:  Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action:  Select the Next button.

The system will display the Modify Request Confirmation screen as illustrated in Figure
16.

For further information on completing the Modify Account Profile process, follow the
instructions included within Section 8.1.

9.7 Modify Account Profile — Other Application Modifications

MA/MA-PD/PDP/CC

e The Modify Account Profile feature does not have an option to change the
State/Territory for Access attribute. If a user has the MA State/Territory User, SHIP
End User, or SPAP End User role and needs to change the State/Territory for
Access assignment, he can do this in two steps by using the modify account profile
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option. First, the user will need to disassociate from the current role(s). Then, the
user will need to use the Add Role option to select the appropriate roles and
State/Territory for Access.

¢ Only the user with the roles listed in Table 1 can request an additional role within the
MA/MA-PD/PDP/CC Application.

o Modify Report Access option will not be applicable for MA/MA-PD/PDP/CC users
who do not have access to Gentran mailboxes.

HPG
e Submitter ID can only be modified by the IACS Administrators using the IACS Admin

Console. The MCARE Help Desk will have to open an IACS Trouble Ticket
requesting the IACS Administrator to modify the HPG User’s Submitter ID.

PQRS/eRx
e A user registered as a Security Official may modify his NPI, PTAN, and organization
details except for the organization TIN/SSN and the legal business name.

e A user registered for the following roles will be able to modify his current selection of
2nd factor passcode notification method using the drop-down labeled as Preferred
2nd Factor Notification Method:

- EHR Submitter

- HIE User

- PQRS Submitter User

- Individual Practitioner with 2-Factor Authentication
e The 2nd Factor Notification Method options are:

- Emall

- SMS/ Mobile (Text message)

- Interactive Voice Response Number (IVR)

o A user registered as a Security Official or a Backup Security Official will be able to
modify his current selection of 2-Factor Authentication Approver role.

o A user registered as an Individual Practitioner will have the option to modify his
current selection of 2-Factor Authentication role.

PS&R/STAR

e A userregistered as a PS&R Security Official or PS&R/STAR Security Official may
modify his organization details except for the organization TIN/SSN and the legal
business name.

e A userregistered as a PS&R Security Official may modify CMS Certification
Numbers (CCN) associated with his organization.
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10.0 Annual Certification

Users registered through IACS for CMS applications are required to annually certify their
continued need for access to CMS systems. IACS enforces the Annual Certification
requirement for all applications supported by IACS.

The certification due date corresponds to the anniversary of the User’s IACS User ID
creation date. The certification process is initiated with an E-mail notification to the user
providing him with instructions for completing the certification.

10.1 E-mail Notifications

A user will receive an advisory E-mail 45 days prior to his Annual Certification due date. The
user will continue to receive E-mails once a week from the initial 45 day E-mail until 15 days
prior to his Certification Date. Then, beginning 15 days before his Certification Date, the
user will receive an E-mail every day informing him of how many days he has remaining to
complete the Certification Request.

If the Certification Request is not submitted prior to midnight on the Certification Date, his
IACS account will be archived. An E-mail will be sent informing the user that his account has
been archived. Should he attempt to login to IACS after being archived, a message will
appear that the account could not be found.

The Annual Certification actions for a user with no assigned roles will be slightly different.
The E-mail notification will advise the user of the situation and provide instructions on how to
submit the request to add a role in order to maintain the account. The modification request
will need to be approved before the user can submit the Annual Certification request. Should
the user take no action, the account will be archived after the certification due date.

Note: Once the user’'s account has been archived, he will be required to go through
New User Registration to establish a new account.

10.2 Certify Account Profile

The My Profile screen will have a Certify Account Profile hyperlink as shown in Figure 24.
When the user selects this hyperlink, he will be presented with the Terms and Conditions.
After accepting the Terms and Conditions, the User will continue with the Annual
Certification process.
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U.S. Department of Health & Human Services

#’Z Centers for Medicare & Medicaid Services

LocouT | HELP

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, AIPU257. Please select one of these options:

» Modify Account Profile
» Change Answers to Authentication Questions
» Change Password

» Certify Account Profile (Certification due on: 08/25/2010)
» Manage users under my approval authority

Logout Logged in as: AIPU25i
The current server time is: Wed Jul 28 12:32:38 EDT 2010

€ Local intranet | Protected Mode: Off

Figure 24: My Profile Screen: Certify Account Profile Hyperlink
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The Annual Certification process will be a three-step process.

Step 1: Review Account Profile Information screen will display showing the user’s profile,
as illustrated in Figure 25.
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Gfres Taspnons: I O0000%

e 1]

=lo(x]

Company Name: fregm

Compan Tesphons: [T
wdmest: o

st 0 e e v e et e
saass 2.

2ip cos: [roerTn

o s sy

Communtyppication - Roja | Profie Summary | Possibis kctions
i by oo R EHRD Lser .
P | i e - AemesR0

D User
+ Moo prfezeinal contzn iormaton
ustmesbon for
Action:

* moicates 2 requined
v | cwen |

Figure 25: Annual Certification: Review Account Profile Screen

Action:  Review and select the Next button to certify.

When the user selects the Next button, the system will display the Annual Certification -
Step 2: Submit Certification Request screen.
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Note: If a user has no roles, contracts, call centers or required attributes for the
application assigned to the account, IACS will display a message at the top of the
screen describing the problem and the action to take to maintain the account.
Should the user take no action, the account will be archived. The user must
select the Cancel button to return to the My Profile screen.

Action:  Select the Submit button on the Annual Certification - Step 2: Submit
Certification Request screen to submit the request for re-certification.

The system will display the Annual Certification - Step 3: Certification Request
Acknowledgement screen.

The Annual Certification - Step 3: Certification Request Acknowledgement screen
indicates that the certification request has been successfully submitted and the request
tracking number has been assigned.

Action:  Select the OK button on the Annual Certification — Step 3: Certification
Request Acknowledgement screen.

The Annual Certification — Step 3: Certification Request Acknowledgement screen will
close and the system will return to the My Profile screen. The user will be sent an E-mail
confirming that IACS has received his certification request.

When the user submits the Certification Request, it is routed to appropriate Approvers or
EPOCs. If multiple approvals are required, the request will be routed to all corresponding
approvers. The user’'s Approver(s) will have a minimum of 30 days to approve his request
for Annual Certification. During that time, the user’s Approver will receive reminder E-mails
as described above. If the user’'s Annual Certification date is reached (or a minimum of 30
days after submission, whichever is later) and the Approver has taken no action, it will be
treated the same as a rejected request and the user’s account will be archived.

11.0 Approve Pending Request
This section describes how an Approver reviews and takes action on an IACS request
requiring the Approver’s attention. The following are the actions that an Approver may take:
e Approve/Reject/Defer requests for New User Registration and/or modifying existing
user profiles.

e Search Pending Requests for New User Registration, Modify Profile, and/or Annual
Certification.

o Approve/Reject/Defer requests for Annual Certification.

Approval hierarchy for an application is determined by the needs of the business. An
application may elect to have the Help Desk role approve certain Approver or End User
roles. Refer to Appendix A for the listing of applications and the role approval hierarchy.
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11.1 Pending Approvals

To take an action on pending access requests, the user must first log in to IACS using his
IACS User ID and password. The My Profile screen will display after a successful login, as
illustrated in Figure 32.

Action:  Select the Pending Approvals hyperlink on the My Profile screen.

Some applications have a common or shared Inbox accessed by all the Helpdesk users of
the application to process pending requests. The Inbox selection screen will display as
illustrated in Figure 26. The Helpdesk user will select the appropriate Inbox from the
approval type drop-down box. After the Helpdesk user has approved or rejected the request,
the request will be removed from the shared Inbox.

Department of Health & Human Services £ www.hhs.gov

e
M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Inbox

Click a name to edit an inbox item.
Select Appmva} Approval requests in my queue [~
Bl “pproval requests in my queue

Approval requests for MCARE Help Desk users

Return to Wain Menu
Logout Logged in as: JZWAS44

Figure 26: Inbox Selection
Action:  Select the appropriate Select Approval Type to access the Inbox screen.

The Approver's Inbox screen will display as illustrated in Figure 27. The pending approval
requests for New User Registration and account profile modification will be displayed as
hyperlinks in a table, as illustrated in Figure 26. The Approver can also search for requests
by selecting the Search Request hyperlink. Section 11.1.2 provides details on the search
function.

LS Department of Health & Human Services £ www.hhs.gov

ﬂ,’[ Centers for Medicare & Medicaid Services oot e

Individuals Authorized Access to the CMS Computer Services [IACS)

Inbox

Click a name to edit an inbax item

Saarch Requestis)

¥ Process Description Request Date-Time

2011_03 TaskDefinition-CMS-Createllser - MAMA Approval-Morgan Freeman-REQ- 1317923350666 2011-10-06 14:43

2011_03 TaskDefinition-CMS-ModifyUser - PSRSTAR Approval - for User Info - engofy Smith-REQ-1TH13406030 | 2011-10-06 1250 Expor
Retum to Main Menu |

Logout | gl i e AFFWS6T

[The cunment server lime is. Thu Oct 05 14,4534 EOT 2011

Figure 27: Approver Inbox Screen
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Action:  Select the hyperlink of the pending approval request to work on from the Process
column.

Note: The MA/MA-PD/PDP/CC Application screens will be used to illustrate the search
function and other Approver functions. Approvers for the PQRS/eRx Application
should refer to Section 11.1.1 for additional information.

When the Approver has selected the Pending Approval request to work on, the Approve /
Reject Request screen will display as illustrated in Figure 28.

The User Information and Required Access areas of the screen will display information
specific to the user and his access request. At the bottom of the screen, the type of request
is identified and the contracts to be approved for access are displayed. The Action column
defaults to the Defer radio button for all individual items in the request.

U.S.Department of Health & Human Services £ www.hhs.gov

Mré Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Approve / Reject Request

User Information
Title: First Name: Morgan Last Name: Freeman Suffix:
Middle Initial: Professional Credentials:
Date of Birth: 01/01/1980
i E-mail: mireeman@gmail com

[ Office Telephone: 4104204578

il Company Name: Freeman group 1 Company Telephone:
[EAddress 1: 1 main st Address 2:
City: cityville State/Territory: MD Zip Code: 21040

Required Access
Type of Request  New User
User Justification:  Need for role
User Type:  MAMA-PD/PDP/CC
Role:  User'Submitter. MCO Representative Ul Update
Report Access Type:  Access to Non-Financial Report

[i) Selectthe [1] button for i ion on ions for processing pending user's requests.
Name Status Effective Date Action Justification
Contracts: ES088  Acive 010172007 Approve © Reject ® Defer
Process | [ Cancel |
OMB: 09380989 Effective date: 506
Logout Logged in as: YIBO138

[ The current server time is: Thu Oct 06 16:37:57 EDT 2011

Figure 28: Approve/Reject Request Screen: Required Access Area — Grouped Pending
Items

Action:  Review the requestor’s User Information and Required Access section.
Action:  Determine the action to be taken for each individual item.
Note: The Approver’s action (Approve / Reject / Defer) taken on the individual item
(Contracts) will be applicable to all the MA/MA-PD/PDP/CC Application roles in

the user’s profile.

Action:  Select the appropriate Action radio button for each item.

IACS.UG.1.2 48 November 2012



IACS User Guide Version 1.2

o If you select Approve, the system will assign the default text ‘Approved’ as the
justification. You may overwrite this if necessary.

o If you select Reject, you must provide a justification reason. The justification you
enter will be forwarded to the user in a rejection E-mail notification.

o If you select Defer, no justification is required and the request will remain in
pending status until it is approved or rejected by an authorized Approver or until it
expires.

Note: The Approver has 12 days from the request date to approve / reject the request.
After 12 days, the request will expire and the user will be required to re-submit
his request. The timeout frame for the requests differs from one application to
another; refer to Appendix B for the request timeout days by role type.

Note: For modification requests that require approval, the Requested Access section
will display the attributes to be modified, with the current value and the requested
value. Figure 29 illustrates a user's request to modify the Report Access Type.
The user's current access type, Access to Non-Financial Report, is shown in the
Current Value column. The user has requested access to Non-Financial and
Financial Reports, as shown in the Requested Value column.

Required Access
Type of Request  Existing User
User Justification;  Meed access to financial information

User Type: MAMA-PDIPDPICC

Iodify Request Type:  Add Report Acce

Raolg; ort View

Attribute Current Value Requested Value

Report Aceess Type | Access to Non-Financial Report | Access to Mon-Financial Report, Access to Financial Report

Effective Date  Action JHM

Contracts: H1111  Active  07/0172005 @ FOPTOVE [ REJECT () Liefer

Status

& F

| Process | | Cancel |

Figure 29: Modification Request Required Access Section
Action:  Select the Process button at the bottom of the screen when you are done.

Note: If the Cancel button is selected at any point during the approval process, a
warning message will be displayed to confirm the action. The user selects the
OK button to cancel the request and return to the Inbox screen or Cancel to
continue with the approval process.

When the user selects the Process button, the system will verify the action that has been
taken for the items in the pending request.

If the user approves or rejects all items, IACS will:

1. Return to the Inbox screen if the user has additional pending approvals awaiting his
action, or
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If the u

Return to the My Profile screen if the user has no more pending approvals awaiting
his action, or

Return to the Search criteria for pending request(s) screen if the pending request
was selected from the Search criteria for pending request(s) screen.

ser defers one or more items while approving or rejecting the other items in the

request, IACS will display the message illustrated in Figure 30.

UserJu

[il office Telephone: 126-140-0000X124

[il company Name:  Idzvtw Fe 3
ol Message from webpage [i_:hJ
[il Address 1:  fqwyrs
City: fbmvdc StatelTerriton [ "y 1 Changes will be saved and the request will remain in Pending status. Do
"Y' you want to exit this request ? Select OK to exit, or Cancel to continue
Required Access ~ acting on the users request{s).

Type of Request  New User
User Type:  MAMA-PD/PDPICC

Report Access Type:  Access to Non-Financial Report

| Cancel |

[ilE-mail:  pdissi@kwhcbw.com

stification:  Requestinitiated on 10/M14/2011 04:36:19 PW QK l I Cancel

Role:  Report View, User/Representative

[il Selectthe [ 1] button for information on conventions for processing pending user's requests.

Name Status Effective Date Action Justification
Contracts: H1111  Active 07/01/2005 @ Approve () Reject ) Defer
Contracts: HO150  Active 03/30/2008 Approve () Reject @ Defer

Action

Action

Action

Figure 30: Confirm Action Dialogue box with Deferred Items

:  When this message appears, read the text in the dialogue box and determine the
correct action.

. Select the OK button to confirm your action.

. Select the Cancel button to remain on the Approve / Reject Request screen.

When the user selects the OK button, IACS will:

1.

Return to the Inbox screen if the user has additional pending approvals awaiting his
action, or

Return to the My Profile screen if the user has no more pending approvals awaiting
his action.

Note: If there is more than one Approver associated with the request, then the pending

1111 P

request will be routed to all corresponding Approvers.

QRS/eRx PECOS Verification

This section describes the Approve / Reject Request screen for those registering for the
following roles:

Security Official (SO)
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e Backup Security Official (BSO)
¢ PQRS Submitter not associated with an organization
o PQRS Representative not associated with an organization

The Approve / Reject Request screen will display the values provided by the requestor, the
values in PECOS, and the results Match or No Match.

The Approve / Reject Request screen with the validation table will be displayed as
illustrated in Figure 31. This figure represents the Security Official (SO) and Backup Security
Official (BSO) approval. The validation table will display the values and the comparison
results for TIN/SSN, Date of Birth, Legal Business Name, Role Requested, First Name, and
Last Name. The NPI(s) and PTAN(s) will be displayed, but not matched.

The Approve / Reject Request screen for the PQRS Submitter and PQRS Representative
approval will display the values and the comparison results for TIN/SSN, Date of Birth, First
Name, Last Name, NPI(s), and PTAN(S).

Attribute Values entered during Registration Values in PECOS Match | No Match

s5M e | s Match
Date of Birth 091211961 0911211961 Iatch
TIN /88N 01-0179501 01-0179501 Iatch
Legal Business Name | STONE CITY RADIOLOGY, PLLC STONE CITY RADIOLOGY, PLLC | Match

PECOS Validation:
Role Requested Security Official (2 Factor) 10 (Authorized Official) Match
First Name CONSTANCE Sherry Mo Match
Last Name BARKSDALE Gold Mo Match
NPI{s}) 1285673070 1285679070 NIA
PTAN(s) G400000070 400000070 NIA
NPIand PTAN values entered by the user were not matched againstthe PECOS data

[ Help Desk Motes: Record your deferral notes. The notes will be stored only until the request is approved or rejected

Approve|

Approva\fREJedmn. Justification comments may be visible to the requester.

Justification
2 Justification is required for ApprovaliRejection
i
| Approve \ Reject \ Defer

Figure 31: Approve / Reject Request Screen with PECOS Validation

Note: The PQRI Helpdesk will be able to record notes in the Help Desk Notes field
during the approval process. The notes will be viewable and editable by all PQRI
Helpdesk users while the request is pending action. Once the request is
approved or rejected, the request will be removed from the queue along with the
notes. The Help Desk Notes field will be associated with the request and accepts
up to 1,000 characters.

11.1.2 Search Pending Requests

This section details the Search Request function used to search for a specific request by
providing the search criteria.
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.5, Department of Health & Human Services £ www.hhs.gov

ﬂ,& Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, AEBWS67. Please select one of these options:

» Modify User/Contact Information

» Modify Account Profile

» Change Answers to Authentication Questions
» Change Password

» Pending Approvals

» Pending Certifications

» Manage users under my authority

Logout Logged in as: AEBWS67
[ The current server time is: Thu Oct 06 14:47-50 EDT 2011

Figure 32: My Profile Screen

Action:  Select the Pending Approvals hyperlink on the My Profile screen.

The Approver Inbox screen will display as illustrated in Figure 33. The Inbox screen allows
the user to search for pending requests by selecting the Search Request(s) hyperlink or
selecting the pending request from the Inbox table.

t of Health & Human Services £ www.hhs.gov

ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services [IACS)

Inbox

Click a name to edit an inbax item

Saarch Requestis)

¥ Process Description Request Date-Time:

2011_03 TaskDefinition-CMS-Createliser - MAMA Approval-Morgan Freeman-REQ-1317923350666 20111006 1443

2011_03 TaskDefinition-CMS-ModifyUser - PSRSTAR Approval - for User Info - engofy Smith-REQ-1TH13406030 | 2011-10-06 1250 Expor
(Bt is Mok Merw

Logout | gl i e AFFWS6T
[The: curnent server lime 5. Thu Ocl 06 14.45.34 EDT 2011

Figure 33: Approver Inbox Screen: Search Request(s) Hyperlink

Action:  Select the Search Request(s) hyperlink.

The Search criteria for pending request(s) screen with multiple search criteria options will
display as illustrated in Figure 34.

Note: This function is currently only available for the MA/MA-PD/PDP/CC, CPC, CSP-
HSTP, CSP-MCSIS, ECRS, Gentran, Internet Server, MACPro, MED, MDR,
MyCGS, Novitasphere, PS&R/STAR, The SPOT, and VMS Client Letter
applications.
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it of Health & Human Services £33 www.hhs.gov

M5/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending requestis)

(X First Mama ;  starts with [ =] [T Lt B :  sterts with =]
[T Request Numbe : Valid format is REQ-X000000000000(
i Request
I xpiration ate: EI
Application:  MAMA PDVPDRICC
[ reote: Al |

i/ Results perpage : 20

| Search | | Cand

Lospeped in ws: YIBO133

[ The curmend server e & Thu Oct 06 16.08 20 EDT 2011

Figure 34: Search Criteria for Pending Request(s) Screen

Action:  Select the desired search criteria by entering the appropriate data in the search
fields or selecting from the available drop-down lists.

Notes:
e Approvers can search pending requests by First Name, Last Name, Request

Number, Request Expiration Date, and Role.

¢ In addition to the search criteria mentioned above, PS&R/STAR Helpdesks can
search the pending registration request(s) by TIN/SSN and/or Legal Business Name
of the organization. The Legal Business Name field will accept a partial entry of the
organization name. The TIN/SSN field requires the data to be entered in full.

Action:  Select the Search button to execute the search.

The screen will refresh and the search results will display at the bottom of the screen as
illustrated in Figure 35.
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q U.5. Department of Health & Human Services
o

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending request(s)

[i]First Name: | starts with [+ [l Last Name : | starts with [ |
[i] Request Number : Valid format is REQ-X00CO0GO0CO
[i] Request Exp\rggfel:
Application: MAMA-PDIPDPICC
(il Role: |All [=]
[il Results per page:: 20 [=]

(5 results) [il SortBy: Request Number |z| Ascending E

Request Number FirstName Last Name RequestType Role Requested ltems Request Date Request Expiration Date 7'7 Print

REQ-1318514742028 | VGQLFA SMITH MODIFY POSFE Contractor R0000 10/13/2011 10:09:11 10/25/2011 10:09:04
REQ-1218602151272 | ORLLBY SMITH MODIFY UserRepresentative,Report View | H1111 10/14/2011 10:26:55 10/26/2011 10:26:39 "‘Expwl
REQ-1318604668350 | ALEX SMITH MODIFY User/Submitter Email 10/14/2011 11:08:46 10/26/2011 11:08:43
REQ-1318606958590  REEITF SMITH CREATE User/Submitter H1111 10/14/2011 11:45:49 10126/2011 11:45:34
REQ-1318607739168 | MPKZSL SMITH CREATE UserRepresentative H1111 10/14/2011 11:58:57 10/26/2011 11:58:42

Figure 35: Search Criteria for Pending Request(s) Screen: Search Results

Action:  Select the hyperlink of the pending approval request to work on from the Request
Number column.

When the Approver has selected a Pending Approval request to work on, the Approve /
Reject Request screen will display which will allow the Approver to make a decision on the
pending request. The approval process is explained in detail in Section 11.1.

Note: The Approvers of MA/IMA-PD/PDP/CC, CPC, CSP-HSTP, CSP-MCSIS, ECRS,
Gentran, Internet Server, MACPro, MED, MDR, MyCGS, Novitasphere,
PS&R/STAR, The SPOT, and VMS Client Letter Applications can also search for
Pending Certification Requests by selecting the Pending Certifications hyperlink
from the My Profile screen and selecting the Search Request(s) hyperlink from
the Approver Inbox screen as explained above.

11.2 Search and View (only) Pending Approvals

The Search and View (only) Pending Approvals hyperlink is available to the PQRI Help

Desk, PS&R Help Desk, and MCARE Help Desk to search pending requests by the request
tracking number.

Enter the complete request number in the Enter Tracking Number field and select the
Search button. If the request is found, the user will be able to process the request.

11.3 Annual Certification Approval

11.3.1 Approver E-mail Notifications

An Approver will receive an E-mail informing him that a user under his authority has
submitted a request for certification and the request is awaiting his review. This E-mail will

be sent to the Approver as soon as the user (under the Approver’s authority) has submitted
the request for re-certification.
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The Approver will receive a reminder E-mail 5 days after the submission of the request for
re-certification and then every day thereafter until the day the certification request is
approved or rejected by the Approver or until the certification request expires. Approvers will
always have at least 30 days to approve or reject a certification request.

The Authorizer will receive a notification E-mail when an Approver under his authority fails to
perform the annual certification. E-mails will be sent to the Authorizers 14 days, 7 days, and
one day before the certification due date unless the Approver submits the certification. This
E-mail is sent to Authorizers when an Approver has dependent users under their authority.

11.3.2 Approve/Reject/Defer Requests for Annual Certification

The Approver will be able to approve, reject, or defer a pending request for IACS Annual
Certification.

When the user submits the Certification Request, it is routed to the appropriate Approvers or
EPOCs, or all of them, if his request requires multiple Approvers. The user’s Approvers will
have a minimum of 30 days to approve his request for Annual Certification. During that time,
the user’s Approver will receive reminder E-mails as described in Section 11.3.1.

The Certification Request from the Top of the Chain users will be sent to the corresponding
Business Owners who will open a Service Request (SR). The Service Request will provide
the IACS Administrator with the approval/rejection decision for the Top of the Chain users’

certification request.

To take action on pending Certification Requests, the Approver must first log in to IACS
using his IACS User ID and password. After a successful login, the My Profile screen will be
displayed as illustrated in Figure 32.

Action: Select the Pending Certifications hyperlink.

The Approver Inbox screen will display. The Approver’s pending certification items will be
displayed as hyperlinks in a table as illustrated in Figure 36.

U.S. Cepartment of Health & Human Services ) www.hhs.gov:
%’Z Centers for Medicare S Medicaid Services
Individuals Authorized Access to the CM5 Computer Services (IACS)
Inbox
Click a name to editan nbox iterm
Search Request(s)
‘ ¥ Process Description Request Date-Tmsa
2011_0" Tas«<Dzfinition-CMS-CerifyUser Cerify-ManuallyFrovis ored Approval-zirs-me c-moguds pellzams-REQ-1296488315835  2011-01-3110:4) T = xpont

Logged in as: AEBWS567

[he current serves time is: Mon Jzn 3111:46:42 EST 2011

Figure 36: Inbox Listing Pending Certification

Action:  Select the hyperlink of the pending certification item to work on, as listed in the
Process column.
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The Approve / Reject Request screen will display as shown below in Figure 37.

Individuals Authorized Access to the CMS Computer Services (IACS) =

Approve | Reject Request

User Information
UserID: CNZU231
Title: | Mr. First Hame: mfuiuk Last Name: Smith Suffix: | Jr.
Middle Initial: n Professional Credentials: |sptnz
Date of Birth: 03/14/2010
[l E-mail:  archived_nfiwk@iuvexi.com

[il Office Telephone: 263-120-0000X268

mCompanyName: kekupx mCDmpﬂnyTe\sphone: 269-120-0000X263
[i] Address 1:  egmaov Address 2: gefrek
City: fgqzar State/Territory: AZ Zip Code: 26763-2681

Required Access
Type of Request  Cerification Request
User Justification:  sfdsfs
UserType:  MAMA-PD/PDRICC
Role:  User/Representative

[il select the [1] button for on for pending user's requests.

Name Status Effective Date Action Justification
Contracts: H1111 Adive  07/01/2005 @ Approve () Reject©) Defer Approved
[OMB: 0938-0989

Effective date: 5106

Logout Logged in as: FOCOT87

[he current server time is: Wed Jul 14 18:07:20 EDT 2010

Pone

D Intemet | Protected Mode: On fa v H105% ~

Figure 37: Approve / Reject Request Screen: Certification Request

Action:  Review the requestor’s information.

Action:  Select Approve, Reject or Defer from the Action column and enter a justification
statement in the Justification field.

Action:  When finished, select the Process button at the bottom of the screen.

Note: If the user's Annual Certification date is reached (or a minimum of 30 days after

submission, whichever is later), and the Approver has taken no action, it will be
treated as a rejected request.

12.0 Managing Users Under My Authority

12.1 Authorized Official, Security Official, EPOC — Search and Manage Users

The Manage users under my authority feature allows the AO, SO, EPOC, and Helpdesk
users with approval capability to view users under their scope of responsibility. The Manage
users under my authority screen allows the user to select the various search criteria to
search the users under their authority. After the user selects the Search button, the records

matching the search criteria will display. The Edit button will display for the applications and
roles listed in Table 2.
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Application Role Search and View Edit
Users under their
authority
coB COB Approver COB User Remove
Organization
CSR Authorizer, Approver, Remove Call Centers
Approver CSR User
HPG MCARE Help HPG User Remove Submitter ID
Desk
MA/MA- Authorizer EPOC Remove Contract
PD/PDP/CC
MA/MA- EPOC MA Submitter, Remove Contract
PD/PDP/CC MA representative,
PDP Submitter,
PDP Representative,
NET Submitter,
NET Representative,
MCO Representative Ul
Update,
Report View,
POSFE Contractor
PQRS/eRX Security Official End User, Disassociate User
Backup Security,
Officials
PS&R/STAR Security Official End User, Disassociate user
Backup Security,
Officials

Table 2: Manage user under my authority - Roles with Edit Capabilities

12.2 Manage Contracts

To manage users under the Approver’s authorization, the Approver must first log in to IACS
using his IACS User ID and password. The My Profile screen will display after a successful
login, as illustrated in Figure 32.

The MA/MA-PD/PDP/CC Application screens will be used to illustrate the Manage users
under my authority edit function.

Action:

Select the Manage users under my authority hyperlink.

The Manage users under my authority screen will display as illustrated in Figure 38. The
appropriate search criteria will display based on the Approver’s approval authority and the

application.
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>
g 5. Department of Health & Human Services
{

ﬂ,& Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Search Criteria

related contract(s):

Confract(s) available to search

manage users under my a@

Contract(s) selected to search

[i]user idis): Multiple User Id(s) should be comma separated
[ilFirst Name: | starts with [
[l Last Name: | starts with [+
Application: MA/MA-PD/PDPICC
&5 Role: |Allroles -
[i] Application Al =

£ www.hhs.gov

LocouT | HELP

HO150 - H1111
HO151

RO00D

[i] Contract(s): 55584 E The maximum number of contracts that

Egsgi can be selected is 1000
X111 -

= =

[ilResults per page: |20 [~]
Figure 38: Manage user under my authority — Search Criteria
Action:  Select the desired Search Criteria by entering the appropriate data in the search

Action:

fields or by selecting from the available drop-down lists.

Select the Search button to execute the search.

The screen will refresh and the search results will display in a table under the Search
Criteria area, as illustrated in Figure 39.
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[l Last Name: | starts with[]
Application: MAMA-PDIPDPICC
[ilRole: Al roles [+]
[i] Application related
contract(s): Gl E
Contract(s) available to search Contract(s) selected to search
H0150 - H1111
HO151 .
RO0ODD
|I|Conlract(s}: 55584 = < The maximum number of contracts that
55617 - can be selected is 1000
55884
X1 ==
xas41 =
[il Results per page: 10 [+]
Search Cancel
Search Results (150 results)
<= |[ < |Page 5 of15 [= |[== | print
User Id First Name  Last Name Role Contracts 2,
OWAB426 | ikgofu Smith User/Submitier R ——— g EtEo
IXTUB03 iknrtk Smith WMCO Representative Ul Update, PDP User/'Submiter | pania/PDP Contracts:  H1111
ULGY315 isbbrz Smith PDP User/Representative MAMAPDP Contracts: H1111
VPGZ355 Jiqwdw Mikhaylenko User/Submitter MAMAPDP Contracts:  H1111
1AHJ114 jkinlk Smith User/Submitter MAMAPDP Contracts: H1111
KDLD291 Johnny Smith UserRepresentative, Report View MAMAPDP Contracts:  H1111
QKLB750 jppyeh Smith MCOQ Representative Ul Update, PDP User/Submitter MAMAPDP Contracts:  H1111

Action:

Action:
Action:

Note:

Figure 39: Manage users under my authority Screen — Search Results Area

Scroll through the screens of the Search Results table until the appropriate user
is found.

Select the Print icon to print the information.
Select the Export icon to export the information to an Excel file.

Manage users under my authority function has a limitation in the number of
records that can be displayed in the Search Results section. If the given search
criteria for the search qualifies for 1,000 or more records, then the search results
are not displayed; rather, a warning message stating that the search qualified for
more than the allowable limit will be displayed. The Approver should narrow the
search criteria and execute the search again.
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User id
OWAB486

IXTUB03

ULGY315

VPGZ355

1AHI114

KDLD291

OKLB750

VIVMS05

LMIY220

UMGF168

GED

Search Results (150 results)

First Name | Last Name

ikgofu Smith
iknrtk Smith
isbbrz Smith
jfqwdw Mikhaylenka
JkInlk Smith
Johnny Smith
jppyeh Smith
jvomiw Smith
jvzxbb Smith
jert Mikhaylenkao

F'age 5

Role

User/Submitter

MCO Representative Ul Update, PDP User/Submitter

PDP User/Representative

User/Submitter

User/Submitter

User/Representative, Report View

MCO Representative Ul Update, PDP User/Submitter

Report View

User/Representative

User/Submitter

Contracts

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDF Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDF Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDF Confracts:

MAMAPDP Confracts:

of 15

H1111

H1111

H1111

Hi111

H1111

H1111

H1111

H1111

H1111

H1111

)I
- Print

* Export

Figure 40: Manage users under my authority Screen Search Results Area — Edit Button

Action:

Selection

Select the Edit button at the bottom of the screen, as illustrated in Figure 40.

The Search Results table will be converted into an editable format, as illustrated in Figure

41.

U'S, Department

TS,

lealth & Human Services

Centers for Medicare & Medi

Individuals Authorized Access to the CMS Computer Services (IACS)

E) www.hhs.gov |

LocouT | HELP

Manage users under my authority
Search Results (150 resuits}
Use this form to edit the users below.
Page 5 of 15
Userid FirstName LastName  Role Contracts
OWAB486 | ikgofu Smith UseriSubmitter MAMAPDP Contracts Contracts to be removed
H1111 5
3
-
IXTUB02 iknrk Smith MCO Representative Ul Update, PDP UseriSubmitter | yamaPDP Contracts Confracts to be removed
[EXERE -
-~
=
ULGY315 Isbbrz Smith PDP UseriRepresentative WMAMAPDP Contracts Contracts to be removed
>
3
-~
=
Figure 41: Manage users under my authority Screen: Search Results Area — Editable

Search Results
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Action:  Edit the search results as desired.

User Id First Mame | Last Mame | Role Contracts

ULGY315 | isbbrz Smith POP UseriRepresentative | yamaPDP Contracts Contracts to be removed
= | [H1111
<
==
==

Contracts no longer needed. =

Same justification reason will be applicable to all
[i] Justification for Action: # users and will also be used in the email notifying
these users about the removal of Contract(s).

Search ” Mext H Cancel ]

Figure 42: Manage users under my authority Screen: Search Results Area — Single
Justification for Action

If the Approver wants to discard these search results and conduct a new search, select the

Search button and the system will return to the Manage users under my authority -
Search Criteria screen, as illustrated in Figure 38.

If the Approver wants to cancel the edits, select the Cancel button and the system will
discard the changes and return to the My Profile screen, as illustrated in Figure 32.

Action:  Enter the justification for the edits in the Justification for Action field, as illustrated
in Figure 42.

Action:  When finished, select the Next button.

The screen will refresh and the Review Details screen will be displayed, as illustrated in
Figure 43.

g US, Department of Health & Human Services
2

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Review Details

Please review the contract(s) that will be removed from each of the following user(s)

User Id First Name LastName Role Current Contracts ‘Contracts to be removed -)-=F’fiﬂt
SEC ] [Risube St FDP UserRepresentafive | yoMAPDP Contracts: H1111 | MAMAPDP Contracts: H1111
PDE Contracts:
RAPS Contracts:
Justification for Action: ne con

Figure 43: Review Details Screen
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Action:  Review the details and when satisfied with the change select the Submit button.

The screen will refresh and return to the My Profile screen, as illustrated in
Figure 32.

If the Approver wants to make changes to the edits, select the Edit button and the system
will return to the editable Search Results section, as illustrated in Figure 41.

If the Approver wants to cancel the edits, select the Cancel button and the system will
discard the edits and return to the My Profile screen, as illustrated in Figure 32.

12.3 Help Desk Functions using Manage users under my authority

This section is applicable to users with help desk roles. These users will be able to perform
standard help desk functions from the Manage users under my authority screen. The
Helpdesk users will be able to:

e Search and List User Accounts
e View User Accounts

e Disable User Accounts

e Reset User Passwords

e Unlock User Accounts

Table 3 lists the help desk roles with the capability to perform help desk functions.

Application Help Desk Role Supporting Help Desk
coB COB Helpdesk MAPD Help Desk
CPC CPC Support CPC Support
CSP - MCSIS MCSIS Help Desk User MCSIS Help Desk
CSP — HSTP HSTP Help Desk User HSTP Help Desk
CSR MAPD Helpdesk MAPD Help Desk

MAPD Helpdesk Admin

DMEPOS Bidding System

CBIC-Tierl

CBIC Help Desk

(DBIdS) CBIC-Tier2

ECRS ECRS HelpDesk EDI Help Desk
GENTRAN Gentran Helpdesk IACS Administration
HETS Ul MCARE Help Desk MCARE Help Desk
HPG MCARE Help Desk MCARE Help Desk

Internet Server

Internet Server Help Desk

IACS Administration

MA/MA-PD/PDP/CC

MAPD Helpdesk
MAPD Helpdesk Admin

MAPD Help Desk

MACPro MACPro Help Desk MACPro Application
Help Desk

MDR Helpdesk MAPD Help Desk

MyCGS CSG Helpdesk CGS DME JC Provider
Call Center

MED MED Help Desk User EUS Help Desk

Novitasphere Novitas Help Desk User Novitasphere Help Desk
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Application Help Desk Role Supporting Help Desk
PQRS/eRx PQRI Helpdesk QualityNet Help Desk
PS&R/STAR PS&R/STAR Helpdesk EUS Help Desk
The SPOT FCSO Help Desk FCSO Help Desk
VMS Client Letter VMS Help Desk VMS Help Desk

Table 3: Applications and Help Desk Roles using Manage users under my authority
Help Desk Functions

To use the Manage users under my authority function, the Helpdesk user must first log in
to IACS using his IACS User ID and password. The My Profile screen will display after a
successful login. Figure 44 illustrates the My Profile screen after a successful login by an
ECRS HelpDesk user.

£ www.hhs.gov

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Logged in as: BTZI519 Your password will expire in 13 day(s).

[The current server time is: Tue Mar 13 15:04:59 EDT 2012

Figure 44: My Profile Screen

Action:  Select the Manage users under my authority hyperlink.

The Manage users under my authority screen will display multiple Search Criteria
options. The search criteria options will be dependent on the application. For some
applications, the User Status and Role selection will not display at the same time. Therefore,
the Search Criteria will display the Search By field as a group of radio buttons. The
Helpdesk will select one of the radio buttons to search.

Note: If the Helpdesk supports multiple CMS applications, the user will be required to
first select the application from the Application drop-down list on the Manage
users under my authority screen. The screen will refresh and display the
appropriate search criteria options.

The following applications will display the Search By radio buttons for Archived users, User
Status, and Role: COB, DMEPOS Bidding System (DBidS), HETUS UIl, HPG, and
PQRS/eRx.
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The MA/MA-PD/PDP/CC will display the Search By radio buttons for Archived users, User
Status, Contracts, or State/Territories. Figure 45 displays the search options for MA/MA-
PD/PDP/CC Helpdesks.

The following applications will display the User Status and Role selections as drop-down
lists, as illustrated in Figure 46: CPC, CSP-MSCIS, CSP-HSTP, ECRS, Gentran, Internet
Server, MACPro, MED, MDR, MyCGS, Novitasphere, PS&R/STAR, The SPOT, and VMS
Client Letter.

U.S. Department of Health & Human Services £ www.hhs.gov

%ﬁ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria

(i user la(s): Multiple User Id(s) should be comma separated
[i)First Name:  starts with [
[i] Last Name: _starts with [=]

ilE-mait: | starts win [+ ]

[i] Application:  MAMA-PD/PDPICC [=]«

il search By: () Archived users ©) User Stalus ) Contraclis) ) State/Temitories+

il Results per page: |20 [=]
Search || Cancel

Please select at least one Search By Option

L OME 0936-0989 Effectve date 506 |

Figure 45: Manage users under my authority Screen - MA/MA-PD/PDP/CC

. US Department of Health & Human Services

;,L A?3/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search Criteria

il user ld(s): Muttiple User Id(s) should be comma separated
i/ First Name: _ starts with [+

ilLast Name: starts with =

Electronic C e Referral System (ECRS) Web
Email:  starts with | »

Search for Archived
Users ONLY

il User Status Al =
Role: Al roles =]
il Results per page: 20 -
Search | Cancel
(OMB: 0938-0989 Effective date: 5

Logout Logged in as: UBWOE2,
[he current server time is” Wed Oct 12 18:28:37 EDT 2011, Form Processing Time = 1608 milsec (expenmental)

Figure 46: Manage users under my authority Screen - ECRS

IACS.UG.1.2 64 November 2012



IACS User Guide Version 1.2

12.4 Searching for User Accounts

Helpdesks can view the users of their corresponding applications using the Manage users
under my authority function, as illustrated in Figure 45 or Figure 46. The steps below will
describe the ECRS Application. The Note section will provide additional information for
applications with radio button options.

Action:  Select the desired Search Criteria by entering the appropriate data in the search
fields or selecting from the available drop-down lists.

Notes:

e Helpdesks can search users by User ID(s), First Name, Last Name, E-mail, User
Status, Role, Archived Users, and other specific application attributes.

e The Search By field is a collection of radio buttons that, when selected, refresh the
screen and displays subsequent drop-down choices to select. For instance, when the
MAPD Helpdesk selects the Contract(s) radio button, the screen will refresh and the
Contract(s) multi-select box will display.

Action: Select the Search button to execute the search.

The screen will refresh and the Search Results will display in a table under the Search
Criteria area illustrated in Figure 47.

Manage users under my authority

Search Criteria
1l user a(s): Multiple User 1d(s) should be comma separated
il First Mame: _ starts with [+
ilLast Mame:  starts with [»]
1) E-mail: | stants with [+ ]

Application: Elecironic Corespondence Referral System (ECRS) Web

Search for Archived
Users ONLY

ilUser Status | Active -
Role: | ECRS Approver [+
i Results per page: |10 -

| searen || cancel |||

Search Results (30 resuits)

Page 1 or3 [» ][> Print
Selec} | v UseriD Firsthame  LastName Email Role User Status -
BIYM48T wycaxo Smith likrke@nnhucn.com ECRS Approver  Active s
BPLNO0O3 | Ted Smith alla@test541.com ECRS Approver  Active
DPKQO75 = Regression | Test performance120200093936.742@qssicom = ECRS Approver  Active
EXMZa47 Regression Test performance 120201134814 349@qssi com ECRS Approver Active
FGKI912 askxagn Smith eejbv@cuzytw.com ECRS Approver ~ Aciive
HFBFT79 Leonie Smith-Green  Igreen-2012_01-8390@idm.com ECRS Approver ~ Aclive
HMIQS73 | hamboh Smith alla@test554.com ECRS Approver | Active
HYSX219  ukyukd Smith cadf@gmail. com ECRS Approver  Active
IFINS48 hytagt Smitn SANJ_ECRS_4A@YAHOO COM ECRS Approver  Active, Locked
INSJ272 wiwxgk Smith SANJ_ECRS_A1@YAHOO COM ECRS Approver  Active

Figure 47: Manage users under my authority Screen — Search Results
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The Search Results will include a radio button to the left of each row of the user record and
the following help desk function buttons will display at the bottom of the screen, as illustrated
in Figure 47:

e View
e Disable
e Unlock

e Reset Password
Notes:

e The help desk function buttons will be inactive until the Helpdesk selects a user
record. Once the radio button is selected, the appropriate help desk function buttons
are enabled based on the user’s status.

e If the system retrieves more than 1,000 records, a message will display informing the
user to narrow the search.

Helpdesks can view archived users of their corresponding application(s) using the Manage
users under my authority function, as illustrated in Figure 48.

Action: Select the Search for Archived Users ONLY check box in the Manage users
under my authority screen.

”_ US. Department of Health & Human Services £ www.hhs.gov

—%/- Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
il User la(s): Mumple User la(s) shoud be comma separated
il First Name: | starts with [+ ]
il Last Name: | stants with[=]

ne ECRS

Search for Archived
Users ONLY

mail: | staris with [~ |
il Archived Date To
ilRole: ECRSUser [x]

il Results per page: |10 -

(_search | [ Cancel

Search Results )2 resuits)
User id First Name Last Name Role Email Archival Status  Archived Date Archival Justification .
XLDV708 = omwnnz Smith ECRSUser hiliny@wsrpy.com FETT SRABET A EeT i R HG
-
YQCHO70 = xngedu Smith ECRSUser  gkyvea@eoibxicom  Archived 06/14/2011 114448 ecrs user two archive S
: Effective date: 5/06
. Logged in as: FRMEG14

The current server time is: Wed Jun 15 11:41:23 EOT 2011

Figure 48: Manage users under my authority Screen — Search Results (Archived Users)

Action:  Select the desired Search Criteria by entering the appropriate data in the search
fields or select from the available drop-down lists.

IACS.UG.1.2 66 November 2012



IACS User Guide Version 1.2

Note: Helpdesk users can search archived users using User ID(s), First Name, Last
Name, E-mail, Archived Date, and Role.

Action: Select the Search button to execute the search.

The screen will refresh and the Search Results will display in a table under the Search
Criteria area, as illustrated in Figure 48.

Notes:
e |f the Search button is selected with no search criteria, then the search results will
include all users under the Helpdesk’s scope of responsibility.

e The help desk function buttons are not shown when searching for archived users.

12.4.1 View User Account Information

The Helpdesk can view user account information (under their scope of responsibility) by
using the Manage users under my authority view function to obtain user account
information or identify user accounts requiring maintenance activities.

Action:  Select the radio button shown to the left of a user record, as illustrated in
Figure 49.

The Search Results area of the Manage users under my authority screen will refresh and
the appropriate help desk function buttons will be enabled depending on the user’s status.
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Manage users under my authority

Search Criteria
i User ld(s): Multiple User Id(s) should be comma separated
ilFirst Name: | stans with [+
ilLast Name: |stants with [+ ]

(i) E-mait: | starts with [

Electronic Gi = Referral System (ECRS) Web
Search for Archived
Users ONLY
iluser Status | Al [+
Role: | All roles [=]
[i] Results per page: |20 [+]

Search || Cancel

Search Results (30 results)

[=<][<]Page o6 [2])[=22) erint
Select vUseriD First Name Last Name Email Role User Status ~
‘ | OVMZT741 hnrmrp Smith aaihts@pbyadm.com ECRS User Active ool
o ROIX324 William Smith-Taylor ~ wiaylor-2012_01-8104@idm.com ECRS Approver | Active
RZZVE19 | ehdmux Smith talym@waefny.com ECRS Approver | Adiive
SAKFS84  umirhk Smith aldpge@ynckdn.com ECRS Approver  Active
SDLI163 uhezyq Smith firlz@epmmcc.com ECRS User Active
SUSI184 cqkwxp Smith proyul@yqugou.com ECRS User Active
SMXA374 | blgrwk dave zliev@ddd.com ECRS Approver | Active
TALAB15 vzimrt Smith dbdeys@Jngbwy.com ECRS Approver | Partially Disabled
TBGBI39 xjfswo Smith siraj231@amail.com ECRS Approver | Partially Disabled
TFQ0168 Regression Test performance 120209093808 640@qssi com ECRS User Partially Disabled
TFQS755 | gytaic Smith sfaagr@rifxoi com ECRS User Partially Disabled
THRISZ — . ECRS Approver | Adtive

[ view | | Disable [ ResetPasswora

Logged in as: COSW352

Figure 49: Manage users under my authority Screen — Help Desk Function Buttons Enabled
Action:  Select the View button.

The View Profile screen, with the following navigation tabs, will display as illustrated in
Figure 50:

o Identity

e Professional Contact

e Certification

e Security

e Other Info

The Helpdesk will be able to choose any tab from the View Profile screen to view the
appropriate user information. In addition, the View Profile screen provides the Helpdesk the
ability to perform the standard help desk functions in every tab.

Once the View button is selected, the Identity tab will be the first tab displayed and this tab
will include the user account information, as illustrated in Figure 50.

The illustrations below show how the Helpdesk could navigate through the various tabs on
the View Profile screen and view the relevant account information in each tab.
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ent of Health & Human Services £ www.hhs.gov

—Q’KL”Z Centers for Medicare & Medicaid Services
Indlviduals Authorized Access to the CMS Computer Services (IACS)

PROFESSIONAL OTHER
IDENTITY il CERTIFICATION | securmy | (LS

m

Account Informafion:
UseriD:  RON324
Tl Mr FirstHame: Wiliam Middle Initial:  LastName:  Smith-Taylor

E-mail:  wizyior2012_01

104@idm.com
Roles:  ECRS Approver
User Status:  Active
Disabled Reason.

Password oo
Expiration Date: - -

RACF ID:
2 Factor Information:
tor
Authentication: 't Aesieabia

Preferred 2 Factor
Motification

Resource Information:

Resource Name | Disabled

ECRS Ne
Resources
1ACS Ne
LDAP Ne
Back| [ (Dasave [ Reset Passwora Cancsl |

OME: 05360885 Effctive date: 508
out Log:

Lot tewmmcomn= [
Figure 50: View Profile Screen — Identity Tab

Action: Select the Professional Contact tab.

The Professional Credentials and Company information will display as illustrated in
Figure 51.

U.S. Department of Health & Human Services £3 www.hhs.gov
CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

View Profile

PROFESSIONAL OTHER
i CONTACT ERTIFICATION SECURITY INFO

UseriD: ROIX324

Professional
Credential:

Office Telephone:  809-810-8162  Ext 816

BEd

Company Name: ABCD Inc.
Company Telephone: 815-816-8169  Ext 817

Company AdAress 44 ain Street

Line 1: L
Company Address Suite 102
Line 2:
Company City: Baltimore Company State: MD Company Zip: 81657 - 8167
[Back | [ Disale [[ResetPassword | [ Cancel |
[oMB: 0938-0989 Effective dale: 5/06
Logout Logged in as: COSW352

Figure 51: View Profile Screen — Professional Contact Tab
Action:  Select the Certification tab.

The user’s Certification information will display as illustrated in Figure 52.
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U.5. Department of Health & Human Services £ www.hhs.gov.
CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

View Profile

PROFESSIONA

OTHER |
CONTACT

IDENTITY ‘ INFO

| CERTIFICATION DSECUIUTY |

UserlD: ROIX324

Certification Due

Date: 02/2712013

Revocation Date:  02/28/2013

Certification Status: N (Mot in certification timeline)

[ Disate | [ ResetPassword | [ Cancel |

OMB: 0938-0989 Effective date: 5106

Logout Logged in as: COSW352

Figure 52: View Profile Screen — Certification Tab

Action:  Select the Security tab.

The user’s security information, authentication questions, and answers will display as
illustrated in Figure 53.

=G

(Y ZAT

U.S. Department of Health & Human Services. £ www.hhs.gov.

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

View Profile /__\
PROFESSIONAL OTHER |
IDENTITY ‘ CONTACT | CERTIHCAH{)NQ SECURITY ; IHFO |

UseriD: ROIX324

Date of Birth:  02/27/1972
Last 5 Digits of SSN:  ****00000

Authentication Questions:

Question Answer
What is your grandmother's maiden name? omes.
What was the model of your first car? Ford

What city were you born?

| Whatyear did you graduate from high school?
What was the make of your first car?
What was the color oly‘uurﬂrst car?
What is your mother's maiden name?
What size shoe do you wear?
What is your favorite sport?
Whai is your favorite season ofthe year?
What is your favorite movie?
What is the name of the street on which you grew up?
What is the middle name of your oldest cousin?
What was the name of your first pet?
What was your childhood phone number?
What was the first name of your first boyfriend?
What was the first name of your first girlfriend?
What is the name of your first elementary school?
What was your childhood street name?
What was the name of your first employer?
What was your grandfather's profession?
What was the name of your first college roommate?
Where was your wedding reception held?

[ Disable ] [ Reset Password ] [ Cancel ]

(ONB: 0938-0989
Logout

Figure 53: View Profile Screen — Security Tab
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If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

The Other Info tab on the View Profile screen will display the application specific user
information, for example, organization information. Application specific information will not
be applicable to all applications or to some roles within an application. The ECRS
Application does not have any application specific user information to be displayed. The
PS&R/STAR Helpdesk will be able to view the organization information and CMS
Certification Number (CCN), or Medicare Contractor ID, as appropriate. The MCARE Help
Desk will be able to view the organization size for the HETS Ul Security Official.

12.4.2 Disable User Account

Helpdesks can disable user accounts within their scope of responsibility by using the
Disable button from the Manage users under my authority — Search Results screen.

Action:  From the Manage users under my authority screen, select the user you want
to disable by selecting the radio button to the left of the user account, as
illustrated in Figure 54.

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

U.5. Department of Health & Human Services E2 www.hhs.gov

Search Criteria
[{luseridis:: ROix324 Multiple User 1d(s) should be comma separated
(5] First Name: | starts with [+]
[l Last Name: |starts with [~ ]

[ E-mail: |starts with [+]

Electronic C Referral System (ECRS) Web

Search for Archived
Users ONLY

[i] User Status |All [=]
Role: |All roles [+]
[i] Results per page: |20 [=]
Search Results (1results)

>
Selecty vUseriD | FirstName LastHame Email Role User Status | "~ Print

@ ROIX324 | William Smith-Taylor | wiaylor-2012_01-8104@idm.com = ECRS Approver | Active =
4 Export

P @ Intemet| Protected Mode: On v ®0% -

Figure 54 Manage users under my authority Screen —Disable Option
Action:  Select the Disable button.
The Disable Account screen will display as illustrated in Figure 55.

Note: The Disable button will not be active when the user status is ‘Fully Disabled'.
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ent of Health & Human Services £3 www.hhs.gov

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

(Disable Account

UserlD: ROIX324

n

Electronic C: Referral System (ECRS) Web
Roles: ECRS Approver
Resources: IACS, ECRS, LDAP

Terminated

Justification for
Action:

* indicates a required field

Back || Submit || cancel

‘OMB: 0938-0989 Effective date: 5/06

Figure 55: Disable Account Screen

Action:  Enter ajustification statement in the Justification for Action field. This field must
include the reason for disabling the user.

Action:  Select the Submit button at the bottom of the screen.
The Disable Account Acknowledgement screen will display as illustrated in Figure 56.

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

3 www.hhs.gov

(Disable Account Acknowledgement

The user accounl RODX324 Was successfully disabled

Logged in as: UBWOS23

Figure 56: Disable Account Acknowledgement Screen

The Disable Account Acknowledgement screen will display a message that the account
was disabled successfully.

Action:  Select the OK button at the bottom of the screen.
After the Helpdesk user selects OK, the screen will refresh to the Search Results on the

Manage users under my authority screen. The search results will display the user’s status
as ‘Fully Disabled’ under the User Status column, as illustrated in Figure 57.
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U.5. Department of Health & Human Services £ www.hhs.gov

s

ﬂ-,’é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
(i Userid(s): ROIX324 Multiple User Id(s) should be comma separated
[i] First Name: | starts with [
[l Last Name: | starts with [«
(il E-mail: | starts with [~ ]

Application:  Electronic Correspondence Referral System (ECRS) Web

Search for Archived
Users ONLY
[l user status Al (=]
Role: | All roles [+
il Results per page: | 20 [+

Search J Cancel |

Search Results (1results)

>
Seles FirstHame  Last Name Email Role User Status ant
ROIX324 ‘William Smith-Taylor ‘Wtaylor-2012_01-8104@idm.com ECRS Approver Fully Disabled -

'OMB: 0938-0989 Effective date: 5/06 |
Logged in as: COSW352

Logout

Figure 57: Manage users under my authority Screen — Shows User (Fully Disabled)

12.4.3 Reset User Password

Helpdesks can reset the password for user accounts within their scope of responsibility by
using the Reset Password button from the Manage users under my authority — Search
Results screen. Once the password is reset, the user will receive an E-mail notification with
a one-time password. IACS will require the user to change the temporary password at the
next login.

US, Department of Health & Human Services £ www.hhs.gov

%A Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
(1] User Id(s): FTLPEOS Muttiple User 1d(s) should be comma separated
[ First Name: |staris win  [v]

1] Last Name: [stans witn [w]

e ]

Application:  Electranio Comespondence Referral System (ECRS) Web

1] E-mail:

Search for Archived ||
Users ONLY

[ User Status | [+
Role: | Al roles [+]
5 Resuits per page: |29 =l

Sgarch Results (1 results)
frUser D | First Name ~Last Name Email Role User Status Print
FTLPS0S | Jonas Smith-Walker | jualker-2012_01-8832@idm.com | ECRS User | Active -
Export

Figure 58: Manage users under my authority Screen — Reset Password Option
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Action:  From the Manage users under my authority screen, select the radio button to
the left of the user record, as illustrated in Figure 58.

Action:  Select the Reset Password button.
The Reset Account Password screen will display as illustrated in Figure 59.

Note: The Reset Password button will not be active when the user status is ‘Fully
Disabled'.

/ U.S. Department of Health & Human Services £33 www.hhs.gov

ﬂ,[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Reset Account Password

UseriD: FTLPS05

Electronic C: Referral System (ECRS) Web, MAMA-PD/PDPICC, Medicare Exclusion Database
Roles: ECRS User, MCO Representative Ul Update, MED Power User
Resources: |ACS, ECRS, LDAP, MED

Back || Submit || Cancel

OMB: 0838-0989 Effective date: 5106
Logout Logged in as: COSW352

Figure 59: Reset User Password Screen
Action:  Select the Submit button at the bottom of the screen.

The Reset Account Password Acknowledgement screen will display a message that the
password was reset successfully, as illustrated in Figure 60.

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

>

ﬂ S.Department of Health & Human Services £3 www.hhs.goy
e

;,é AT/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

(Reset Account Password Acknowledgemen

The password for the user account FTLP505 was successfully reset.

ONB: 0938-0959 Effective date:
Logout Logged in as: COSW35,

Figure 60: Reset Account Password Acknowledgement Screen
Action:  Select the OK button at the bottom of the screen.

Note: An E-mail will be sent to the user with a random one-time password once the
password reset process completes.
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After the Helpdesk selects OK, the screen will refresh to the Search Results on the
Manage users under my authority screen, as illustrated in Figure 58.

12.4.4 Unlock User Account

Helpdesks can unlock a user’s account within their scope of responsibility by using the
Unlock button from the Manage users under my authority — Search Results screen. The
Helpdesk needs to first verify that the user’s account status is shown as ‘Locked’, as
illustrated in Figure 61.

>
g U.S, Department of Health & Human Services £ www.hhs.gov ||
s |

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Manage users under my authority

Search Criteria
[Tuserias: FTLP505 Multiple User Id(s) should be comma separated
[l First Name: | starts with [+
[l Last Name: | starts with [

(il Email: | starts with [~ |

Electronic Ci Referral System (ECRS) Web

Search for Archived ]
Users ONLY

[i]user Status | Al [=]
Role: |All roles [=]
[i] Results per page: |20 [=]

Search Results (1results)

First Name

FTLP505 Jonas

-
Last Name Email Role User < ZPrint
Smith-Walker Jwalker-2012_01-6632@idm.com ECRS User Active, Locked

7 Export

[ pisante | (T unlock ) [ ResetPassword |

OMB: 0938-0989

Effective date: 5106
Logout Logged in as: COSW352

Figure 61: Manage users under my authority Screen — Unlock Option
Action:  Select the radio button to the left of the user record you want to unlock.
Action:  Select the Unlock button.
The Unlock Account screen will display as illustrated in Figure 62.

Note: The Unlock button will not be active when the user status is not ‘Locked’ or ‘Fully
Disabled'.
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U.5.Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

UseriD: FTLPS05
Electronic C e Referral System (ECRS) Web, MAMA-PD/PDPICC, Medicare Exclusion Database

Roles: ECRS User, MCO Representative Ul Update, MED Power User
Resources: |ACS, ECRS, LDAP, MED

Back || Submit || Cancel

OWB: 0938-0989 Effective date: 5/06|

Logout Logged in as: COSW352

Figure 62: Unlock Account Screen

Action: Select the Submit button at the bottom of the screen.

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

7
q U.5.Department of Health & Human Services £ www.hhs.gov
%

M,L Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

nlock Account Acknowledgement

The user account FTLP505 was successfully unlocked

OMB: 0938-0989 Effective date: 5/06]
Logged in as: COSW352

Logout

Figure 63: Unlock Account Acknowledgement Screen

The Unlock Account Acknowledgement screen will display a message that the account
was unlocked successfully, as illustrated in Figure 63.

Action:  Select the OK button at the bottom of the screen.
After the Helpdesk selects OK, the screen will refresh to the Search Results on the

Manage users under my authority screen. The search results will display the user’s status
as ‘Active’ under the User Status column, as illustrated in Figure 64.
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y
ﬂ U.5. Department of Health & Human Services
24

ﬂ,’z Centers for Medicare & Medicaid Services

£ www.hhs.gov [

LogouT | HELR

Individuals Authorized Access to the CMS Computer Services (JACS)

Manage users under my authority

Search Criteria

[iluserld(s):
[ irst Name:

[ Last Name:

FTLP505
starts with [ =]

starts with [ =]

Wultiple User Id(s) should be comma separated

[£)Email: |starts with [+ ]

Electronic C 1ce Referral System (ECRS) Web

Search for Archived B
Users ONLY

[[user Status | A

I =]
Role: |All roles [=]

(3] Results per page: |20 [=]

Search Results (1 results)

Select | v User Id Eist T Sl User Status | " Print

® FTLP505 Jonas Smith-Walker jwalker-2012_01-6532@idm.com ECRS User Active

" Export

OMB: 09380989
Logout

Effective date: 5/0§
Logged in as: COSW352

Figure 64: Manage users under my authority Screen — Shows User (Active)

13.0 User Lookup

The User Lookup feature is available to all users with the help desk role. These users will
be able to use this feature to find the application’s Help Desk contact information for any

IACS user.

Action:

The User Lookup screen will display as illustrated in Figure 65.

Select the User Lookup hyperlink on the My Profile screen.

>
g U.S. Department of Health & Human Services
./

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

User Lookup

This feature finds the Help Desk contact information for the User ID entered.
Lookup User

[ userin: * Enterone User 1D

‘OMB: 0938-0989
Logout
[The current server time is: Thu Mar 08 13:24:30 EST 2012

3 www.hhs.gov:

LogouT | HELP

*indicates a required field

Effective date: 5106
Logged in as: BTZI519

Done @ Internet | Protected Mode: On 4 -~ RKiwn -
Figure 65: User Lookup Screen
Action:  Enter a User ID in the User ID field.
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Action: Select the Search button.

The screen will refresh and the Search Results will display at the bottom of the screen as
illustrated in Figure 66.

UiS, Department of Health & Human Services.

£ www.hhs.gov.

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)
User Lookup

This feature finds the Help Desk contact information for the User ID entered,

Lookup User

I

[iluserIp: BSSG206 * Enter one User 1D

Search Results

Before providing information ta the user, please verify the users name

UserID: BSSG206 FirstName: yuimoz LastName: Smith

¥ Application(s) Help Desk Name = Help Desk Phone Number  Help Desk E-mail Address

VMS DME Client Letter VMS Help Desk 1-410-832-8308 FHD@vips com

[Done

" indicates a reauired field ™
& Internet | Protected Mode: On fa v ®100% -
= I T I i I

Figure 66: User Lookup Search Results

Notes:

The user will receive the ‘No Information is available’ message if one of the following
conditions occur:

The User ID may be typed incorrectly.

The user account may be archived.

The User ID is not associated with any application; for instance, the User ID may
be for an IACS Administrator.

The system will not be able to return the Help Desk contact information for a user

without roles in his profile. The search will return the user name and the message
that the user does not have a role.

14.0 IACS Account Life Cycle

This section explains how IACS manages the life cycle of a user’s account and enforces the
CMS security policy.

14.1 Password Expiration

In compliance with the CMS security policy, IACS passwords are required to be changed

every 60 days. This security requirement is also driven by federal regulation. Section 7.1
describes the procedures to change the password.

A user that has not changed the password in over 60 days will be prompted to do so at the

next login. If the user has not changed the password in over 180 days, the account will be
disabled. Section 7.4 describes the procedures to re-activate the account.
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14.2 180 Day Partial Disable

In compliance with CMS security policy, IACS automatically disables any user that has not
logged into IACS for 180 days or more. Once the user’s account has been disabled, the
user will not be able to access the CMS application. The user will be able to re-activate his
account the next time he logs in to IACS. The user will be prompted to answer the Security
Questions and the Authentication Questions. Once IACS identifies the user as a valid IACS
user, he will be asked to change the password. Section 7.4 describes the procedures to re-
activate the account.

14.3 Archiving Accounts

Archiving is the process of removing a user’s account information from the IACS system. If
the user attempts to log in to IACS after his account has been archived, a message will
appear on screen that his account cannot be found. A user’s IACS account will be archived
under the following circumstances:

o Certification failure
¢ MA/MA-PD/PDP/CC users without contracts for 60 days.

The following sections describe the archiving process for these circumstances in more
detail.

14.3.1 Certification Failure

IACS users are required to annually certify their continued need to access CMS
applications. The user will receive an advisory E-mail 45 days prior to the Annual
Certification date. The user will have 45 days to respond to the Certification request. After
submitting the Certification request, the Approver will have at least 30 days to approve or
reject the certification request.

A user’s IACS account will be archived for the following reasons:

e A user failed to submit an Annual Certification request within the time frame.

e A user submitted the Certification request and no action was taken by the Approver
within the time frame.

e A user’s Certification request was rejected.

If the user attempts to log in to IACS after the account has been archived, a message will
appear stating that the account cannot be found.

Notes:

e The user’s account will only be archived if there are no approved roles assigned to
the account. For a user with multiple roles, if only one role is approved, the rejected
role will be removed from the user’s profile, and the user’s account will not be
archived.

e The user will use the New User Registration process to establish a new IACS
account, once the account has been archived.
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14.3.2 MA/MA-PD/PDP/CC Users without Contracts for 60 days

The following MA/MA-PD/PDP/CC Application users will have their IACS user account
archived if they do not have any contracts associated with their profile for 60 days or longer
and they do not have any other IACS roles. The user will be sent an E-mail outlining the
situation and provide instructions on what the user should do to maintain the IACS account.

MA Submitter

PDP Submitter

MA Representative

PDP Representative

EPOC

POSFE Contractor

NET Submitter

NET Representative

Report View

MCO Representative Ul Update

Note: If the user has any other IACS roles apart from the MA/MA-PD/PDP/CC

Application roles in his profile and has no associated contracts for 60 days or
longer, the MA/MA-PD/PDP/CC Application role will be removed, but his IACS
user account will not be archived.

15.0 Troubleshooting & Support

The following section illustrates several types of error messages.

15.1 Error Messages

IACS provides a variety of on-screen error messages. These messages are self-explanatory
and assist the user in resolving the error.

15.2 Validation Failure

This section provides examples of a validation failure error message and caution messages.

If the User Information data fails validation, the New User Registration screen will refresh
and display an error message above the User Information section, as illustrated in Figure

67.

If more than one User Information data fails validation, the system will display all the
corresponding error messages at the same time. The user should fix all errors prior to
proceeding to the next step.
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11t of Health & Human Services £ wwwhhs.gov

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

3 Error

Plestsar orer 2 vatlid Diate of Birth in mmdddfyyyy. middyyyy, mmidyyyy of mithyyyy format

New User Registration

[ e [ Frsit Vesification [ Contact informstion [ Authentication Quesiions Jf Review Request [l Acknowtedgement

€M is authonzed fo validate your personsl iormabion using yout legal name, Date of Birth and Socal Secunty Number. || Enter Random Test-gaia

User Information

Tive: [=] W First Mame: Samoy * [ Last Name: Smin *osme | [=]
1 Middle Initiai: 1 professional Credentials: Example: MO, RN, LPN. MBA. PR, etc. (Limit 12 characters
Sockl SeCUY woo007EE T VaKSSSNFomaltJO0G0M000C  DateofBirh: Jantisel Vsl Date of B format s mmssiyy
T Email:  SSmithigsandy com . 1l Confitm E-mail: FSmang@sandy com

Vahd E-mad address formal i usengimemetprovsder domain. List o abowed Gomains: vi.com. gov, net. ofg. us, mi, B, edu. pro

* Inicates a required fieia

Mext Cancel

Figure 67: New User Registration Screen: Validation Failure Message
Action:  Review the user information entered for correctness.
Action:  Make any needed changes to the user information.
Action:  Select the Next button to continue.
When the user selects the Next button, the system will attempt to validate the data entered
by the user. If a problem is encountered again, the appropriate error messages will appear
on the screen as shown in the example above.

If the information entered is validated successfully, the next screen will display.

IACS provides on-screen cautions and warnings to help guide users through procedures
that require specific data formatting or to alert the user before finalizing an action.

Caution and Warning messages are presented in a variety of formats: as a text warning
message at the top of the active screen, as information text on the screen where an issue
has been identified, and as a caution message which will require the user’s action.

Additional examples of caution and warning messages are shown below.
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Professional Contact Information

"

[offce Telephone: 391-140-0000 e 2t Vil Telephone Number Format s XIA-JOXX-KXNK
mCompanyName: Vercy t mCompanyTeIephone: 351-140-0000 [iexe 31
Country: United States
[i]Address1: 1818 Riggs Rd i (i Address 2

]

lilcity Adeph SatelTerrtory: 0 " EzpCode: 390 " - [ M1
Access Request

(1 Select Aeon:  ody Demonstztons Pmﬂ\em

Type of User.  Demonstrations
Role:  EHRD User

Nere are no details to modify as part of the EHRD appicai

Figure 68: Information Message

The message shown at the bottom of Figure 68 notifies the user that the option selected
cannot currently be used.

;,L A5/ Centers for Medicare & Medicaid Services
Individuals Authorized Access to the CMS Computer Services (IACS)
New User Registration
Now Uses Fogisraion ] Emai Vorcaion
CMS is authorized 10 validate your personal information using your legal name. Dite of Birth and Social Security Number
User Information
Title: =] [i] First Name: Morgan *  [ilLast Name: Freeman * Suffix: -
1 Middle Initial: i Professional Credentials: Example: MD, RN, LPN, MBA, PhD, elc_ (Limit 12 characters
W“'m&"\! 890.00-7854 *  Valid SSN Format is JOCXXJOOX  Date of Birth: 01011985 " Valid Date of Birth format is mmvddiyyyy
il E.mail: mireeman@hmail com * J’ [P Tm— 2 )
Vabd E-mail address format is user@intemetprovider domai E. edu pro
Professional Contact Infc i | Selecting OK will cancel your request.
Are you sure you want to proceed?
il Office Telephone: 410-410-1234  * (i) Ext: Val
il Comy Name: 3
= oK Cancel E
1l Address 1: . |
i City * Swte/Territory: »* il Zip Code: * -
Access Request
User Type:  MAMA-PD/PDP/CC
Role: =*
Justification for
Action:
* indicates a required fie]
Next | || Cancel ||
OMB: 0938-0989 Effective date 5§

Figure 69: Caution Message

The message shown in Figure 69 cautions the user that the user’s action will cancel the
registration. The user selects the OK button to confirm the action or selects the Cancel
button to continue with the registration process.
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15.3 Frequently Asked Questions

1.

| registered and was approved as a PQRS Submitter for the PQRS/eRx application
without associating with an organization. How can | add the organization to my profile?

To associate with an organization after you have been approved, you will need to
disassociate your current role and then request the PQRS Submitter role again. When
you request the PQRS Submitter role, select the radio button option “I want to
associate to an Organization”. Once selected, search and associate to the
organization you desire.

My password was reset by the Help Desk; however, | am still unable to log in. What
password should | use?

Once your password is reset, you will receive an E-mail with a one-time password. Use
your IACS User ID and the password received in the E-mail to log in. After a successful
login, you will be prompted to change the password in accordance with the password

policy.
How can | register as a Security Official for an existing organization?

To register as a Security Official for an existing organization for PS&R/STAR and
PQRS/eRx Applications, choose the Security Official role from the Role drop-down list.
You will see the following options display on the screen:

e Create an organization
e Associate to an existing organization

Select the “Associate to an Existing Organization” option. Once selected, search and
associate to the organization you desire. Organizations can only have one Security
Official. If the organization you have chosen already has a Security Official, you will be
prompted to confirm the action. Your request will be subject to approval and once
approved, you will be the Security Official for the selected organization.

As an HPG user, how can | change my Submitter ID?

IACS does not allow an HPG user to modify the Submitter ID. You will need to contact
the MCARE Help Desk with your request, who in turn, will open a Service Request
directed to the IACS Administrators to modify the Submitter ID. Refer to Section 15.4 for
Help Desk contact details.

As the MCARE Help Desk, how can | modify the Submitter ID for an HPG User?

As the MCARE Help Desk, you are not authorized to modify a user's Submitter ID. Only
the IACS Administrators have the capability to add or modify the Submitter ID. You
should open a Service Request directed to the IACS Administrators with the Submitter
ID information. If your intention is to remove the Submitter ID from an HPG User’s
profile, then you could do that by using the Manage users under my authority function.

| need to change my name and/or date of birth. | am unable to modify this information
using the Modify User/Contact Information hyperlink. How can | modify my personal
information?
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10.

11.

Legitimate changes to the First Name, Last Name, and/or Date of Birth will require a
Service Request. You should contact your application Help Desk, who in turn, will submit
the Service Request directed to the IACS Administrator to modify your personal
information. Refer to Section 15.4 for Help Desk contact details.

As a user with the help desk role, how do | handle requests from users to change their
First Name, Last Name, or Date of Birth?

Users cannot modify their First Name, Last Name, and Date of Birth fields in their IACS
user profile due to security reasons. The help desk role does not have the capability to
modify the user’s profile; only the IACS Administrators have the capability to modify the
user information mentioned above. You should open a Service Request directed to the
IACS Administrators with the user’s request. IACS Administrators will be able to edit the
user’s profile and modify the requested information.

| modified my profile recently and added an additional role. Now, | am required to re-
certify for this role. Why is this happening so soon?

The date for Annual Certification is determined by the date you were issued an IACS ID
and not by the date you modified your profile to add the new role. Therefore, getting a
new role assigned any time before your Annual Certification due date will still require you
to certify for all roles in your profile as of the certification date. For example, if your IACS
ID was created on July 1, your Annual Certification will be due on July 2 of the following
year; if a new role was added to your profile prior to July 2 then all the roles in your
profile, including the new role, will be subject to certification.

When | submit a request for Annual Certification, | am alerted by a message stating that
my request cannot be processed. Since IACS prevents me from submitting my request,
how can | ensure that my roles are certified?

You are seeing a warning message because you have one or more roles in the
PQRS/eRx or PS&R/STAR Applications and one of these roles does not have an
Approver defined in the system. Therefore, IACS will not have a way to route your
certification request for approval and your request for certification will remain
unprocessed. Please contact your Help Desk for further instructions. Refer to Section
15.4 for Help Desk contact details.

Note: Inthe case of a user having multiple roles in PQRS/eRx or PS&R/STAR
Applications and one of those roles do not have an Approver, the certification
request will still remain unprocessed for all the roles.

When | submit a request for Annual Certification, the message on the screen states that
there are no contracts associated with my IACS account. What do | need to do?

Your Annual Certification request cannot be processed when there are no contracts
associated with your role. To retain your IACS account, you will need to request and be
approved for a contract before your certification due date. If you choose to take no action
before your certification due date, your IACS account will be archived.

When | submit a request for Annual Certification, the message on the screen states that
the IACS account has no call centers. What do | need to do?
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12.

13.

14.

15.

Your Annual Certification request cannot be processed because your IACS account
requires the role to be associated with a call center. To retain your IACS account you will
need to request a call center, and be approved for an association with that call center,
before your certification due date. If you choose to take no action before your
certification due date, your IACS account will be archived.

When | submit a request for Annual Certification, the message on the screen states that
there are no roles assigned to my IACS account. What do | need to do?

Your Annual Certification request cannot be processed because your IACS account
requires a role. To retain your IACS account, you will need to request a role and be
approved for that role before your certification due date. If you choose to take no action
before your certification due date, your IACS account will be archived.

| have a MA Submitter role. Why am | not able to log in to IACS using my IACS User ID
/Password?

Certain MA/MA-PD/PDP/CC Application users who do not have any contracts
associated with their profile for 60 days and do not have any other application roles in
IACS will be archived by the system by the 61% day. Since you have a MA Submitter
role, your account could have been archived. Refer to Section 14.3.2 for further
information. Once an account is archived, you must go through New User Registration to
establish a new IACS account.

I have a MA Submitter role and an ECRS User role. Why am | not able to see my MA
Submitter role displayed on my View Profile screen?

Certain MA/MA-PD/PDP/CC Application users who do not have any contracts
associated with their profile for 60 days and have other application roles in IACS, will
have their MA/MA-PD/PDP/CC Application role removed by the system on the 61° day.
Since you are a MA Submitter, your role could have been removed. You will have to
request the MA Submitter role again using the Modify Account Profile function. Refer
to Section 14.3.2 for addition information on MA/MA-PD/PDP/CC 60-day contract
requirement.

As a PS&R Security Official, how do | modify the CCNs associated with my
organization?

A PS&R Security Official can modify the CMS Certification Numbers (CCN) associated
with his organization as part of profile modification. To modify the CCN you should follow
the below steps:

1. From the Modify Account Profile screen, select the Modify PS&R/STAR Profile
option from the Select Action drop-down.

2. From the My Current Access Profile table select the View/Edit organization details
option from the Action drop-down.

The Organization Information with the CMS Certification Number field will display.

Modify the CMS Certification Number field entry as desired. Enter the justification
reason and select the Next button to continue with completing the profile
modification.
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16.

17.

18.

Note: The modified list of CMS Certification Numbers in the CMS Certification Number
field will replace the previous list of CMS Certification Numbers associated with
that organization once approved by the PS&R/STAR Helpdesk.

As the Help Desk, can | fully disable a user who has more than one application role?

Yes. One of the functions given to a user with the help desk role is the ability to fully
disable a user under the scope of your responsibility, even if the user has roles in other
applications.

Helpdesks will be able to perform this function using the Manage users under my
authority help desk function. The disable action will disable the user for all applications.

The Helpdesk user will receive a warning notice that the user will be disabled.

The Manage users under my authority help desk function warns the user by displaying
a message stating that the user has roles in other applications and the disable action will
disable the user in all those applications. If the Helpdesk proceeds with the action, IACS
will fully disable the user and send an E-mail notification to the other Application
Helpdesks.

| have not logged in to IACS for more than 6 months. What steps do | need to take to
enable my account?

CMS requires inactive accounts to be disabled. The account will be considered inactive
if the user has not logged in for 180 days. The user’s account will be disabled and the
user will be unable to access any application. The user will be able to re-activate his
account by using IACS’s self-service function. Below are the steps the user should take:

Navigate to https://applications.cms.hhs.gov.

2. Select the Account Management hyperlink in the white space in the center of the
screen or in the menu bar toward the top of the screen.

3. Select the_My Profile hyperlink in the Account Management screen.

4. Accept the Terms and Conditions.

5. Log in using the User ID and Password.

6. When prompted, answer the Security Questions and Authentication Questions.

7. Change the Password.

If the user is not prompted to answer the Security Questions and Authentication
Questions, then he must contact the application help desk, who in turn, should open a
Service Request directed to the IACS Administrators to re-activate the account.

As a PS&R/STAR Helpdesk, how can | view the CMS Certification Number (CCN) of the
user’s associated organization?

The organization’s CCN information can be found in the Other Info tab on the View
Profile screen using the Manage users under my authority hyperlink. From the Manage
users under my authority screen, use the search criteria to find the user. After
execution of the search, select the user from the search results and select the View
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19.

20.

21.

22.

button. The View Profile screen — Identity tab will display. From the View Profile
screen, select the Other Info tab to view the user's CCN(s) information.

As the Help Desk, how can | add or remove roles for users under my scope of
responsibility?

As a user with the help desk role, you are not allowed to add or remove roles. IACS
allows users to disassociate from their role using the Modify Account Profile function
without the need for approval. Help desk functions that you can perform are search and
view user accounts, reset passwords, unlock user accounts, and disable user accounts.

Why is the ‘Last Password Change Date’ blank for some users in the PQRS User
Report?

The PQRS User Report will display the date the users last changed their password in
the Last Password Change Date column. The Last Password Change Date column in
the report will be blank for users with the following conditions:

1. A new user to IACS who has received his first time User ID/Password and has not
changed his password.

2. An existing user requested a password reset within the first 60 days since his IACS
User account has been established and has not logged in with his temporary
password.

Note: The following fields in the PQRS User Report will be blank if the user exists only
in the IPC resource and not in IACS: User Status, Last Password Change Date,
Create Date, and Last Certification Date.

| am a registered EPOC for the MA/MA-PD/PDP/CC Application. The request that |
planned on approving is no longer in my Inbox. Why am | unable to see the pending
request?

When an existing MA/MA-PD/PDP/CC Application user requests an additional MAMA
role or a report access type modification, the request needs to be approved by all the
approvers of the corresponding contracts in the user’s profile.

If one of the contracts was rejected by one of the corresponding approvers, then all the
contracts associated with the request will be considered rejected. Therefore, the request
will be removed from your Inbox. You will receive an E-mail notification that one of the
EPOCs has rejected the request and no further action is required. This request has not
modified the user’s profile. The user will retain his existing roles and contracts.

As a PS&R/STAR Helpdesk or PQRI Helpdesk, how can | promote a Backup Security
Official of an organization to a Security Official?

You cannot promote a Backup Security Official to a Security Official of an organization.
The Backup Security Official will need to request the Security Official role by modifying
his profile. IACS routes the role request to the Helpdesk for approval. An organization
can have only one Security Official. Following your approval, the Backup Security Official
will no longer have his current role of Backup Security Official and will acquire the new
role of Security Official for the organization.
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Note: End Users of a given organization can also request and acquire the role of
Security Official of the organization upon Helpdesk approval.

23. 1 am a SO for one organization and BSO for another organization. While attempting to
disassociate users from my organization, | noticed that the Edit feature of the Manage
users function does not display the same users that are in the search results. Why is
this?

As a Security Official for the PS&R/STAR or PQRS/eRx applications, you have the
capability to disassociate users in your organization. The SO role also allows you to view
the users of other organizations. When you select the search criteria as All
Organizations and then select the Edit button, the screen will refresh with the list of
users in your organization.

Since you also have the Backup Security Official role for another organization, you will
be able to view those users. The BSO role does not have the capability to disassociate
users. Therefore, when selecting the Edit button on the Manage users under my
authority screen, those users will not display.

24. When | try to register, | get an error message saying the SSN is already in use. What
should | do?

This message means that the SSN entered has an IACS account. First, validate that the
SSN is typed correctly. If the SSN is correct, you may have an account. To verify this,
use the Forgot Your User ID? feature on the Login to IACS screen or CMS web page.

Go to https://applications.cms.hhs.gov.

Navigate to the_ Account Management hyperlink.

Select the Forgot Your User ID hyperlink.

E A

Enter First Name, Last Name, Date of Birth, SSN, and E-mail. After the information is
validated, an E-mail will be sent to you with your User ID.

If you are unable to retrieve your User ID, please contact your Help Desk for assistance.

25. 1 am unable to complete the E-mail verification step. | have not received the E-mail with
the Verification Code. What should | do?

Here are possible solutions to your problem.

¢ Isthe E-mail correct? Verify the E-mail address displayed on the E-mail
Address Verification screen. If the E-mail is not correct, cancel your request
and start over again.

o If the E-mail you provided is correct, please check your Junk/Spam folder.

o If the E-mail address that you entered is correct and you do not see the E-mail in
the junk folder, please contact your E-mail Administrator for resolution.

26. 1 am a MA/MA-PD/PDP/CC application EPOC approver and notice that a user has
contracts that | did not approve. Why does this happen?
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This happens when a user initiates a new contract request and a role request and one is
approved before the other. The request you are reviewing is a snapshot of the user's
profile at the time the request is made. Assume you are reviewing the role request; an
approver has approved the additional contract request, while you are reviewing the role
request. You will not know that the additional contract request was initiated and
approved. Once the role request is approved, all approved contracts will be associated
with the user's roles. If you determine that the user should not have a particular contract,
as the EPOC, you can use the manage users function to remove the contract.

15.4 Support

This section provides the Help Desk contact information for IACS supported applications.

Note: The Help Desk contact information is available on the CMS website Help

Resources area of the Account Management screen.

Application Supporting Help Phone Number | E-mail Address

Desk
COB MAPD Help Desk 1-800-927-8069 | mapdhelp@cms.hhs.gov
CPC CSC Support 1-800-381-4724 | CPCiSupport@telligen.org
CSR MAPD Help Desk 1-800-927-8069 | mapdhelp@cms.hhs.gov

DMEPOS Bidding
System (DBIidS)

CBIC Help Desk

1-877-577-5331

CBIC.admin@palmettogba.com

ECRS

EDI Help Desk

1-646-458-6740

ecrshelp@hmedicare.com

GENTRAN

IACS Administrator

N/A

iacs_admin@cms.hhs.gov

Health System
Tracking Project
(HSTP)

HSTP Help Desk

1-410-786-6693

HSTP_Application_Support@c
ms.hhs.gov

1-866-440-3805

HETS Ul MCARE Help Desk mcare@cms.hhs.gov
Fax:
1-615-238-0822

HPG MCARE Help Desk 1-866-440-3805 mcare@cms.hhs.gov

Fax:
1-615-238-0822

Internet Server IACS Administrator N/A iacs_admin@cms.hhs.gov
MACPro MACPro Application | N/A MACPro_HelpDesk@cms.hhs.
Help Desk gov
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Application Supporting Help Phone Number | E-mail Address
Desk

MCSIS MCSIS Help Desk 1-410-786-4727 | MCSIS_Application_Support@c

ms.hhs.gov

MDR State MAPD Help Desk 1-800-927-8069 | mapdhelp@cms.hhs.gov

Exchange

MED External User 1-866-484-8049 EUSSupport@cgi.com
Services (EUS) Help | TTY/TDD:
Desk 1-866-523-4759

Medicare MAPD Help Desk 1-800-927-8069 | mapdhelp@cms.hhs.gov

Advantage/

Prescription Drug

Plans

MyCGS CGS DME JC 1-866-270-4909 | cgs.dme.mac.email.inquiries@c
Provider Call Center gsadmin.com

Novitasphere Novitasphere Help 1-877-235-8073 | websiteEDI@highmark.com
Desk

PQRS/eRx QualityNet Help 1-866-288-8912 | gnetsupport@sdps.org
Desk

PS&R/STAR External User 1-866-484-8049 EUSSupport@cgi.com
Services (EUS) Help | TTY/TDD:
Desk 1-866-523-4759

The SPOT FCSO Help Desk 1-904-791-6767 | sspab@fcso.com

VMS Client Letter

VMS Help Desk

1-410-832-308

FHD@vips.com

16.0 Glossary

The following definitions are provided for terms used or implied in this User Guide as well as
relevant cross references to additional terms that are used within those definitions.

Term Definition

CMS The Centers for Medicare & Medicaid Services — the Health and Human
Services agency responsible for Medicare and parts of Medicaid.

coB Coordination of Benefits - Access to this application is restricted to the
employees of Coordination of Benefits Contractor (COBC) only.
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Term

Definition

CPC

Comprehensive Primary Care (CPC) Initiative - The CPC Web Portal will
serve as the main repository for Select Practices to access key resources,
submit data surrounding the CPC initiative milestones, and engage in
systematic data sharing with participating Public and Private Health Care
Payers.

DMEPOS

Durable Medical Equipment, Prosthetics, Orthotics & Supplies

ECRS

Electronic Correspondence Referral System - This application allows
authorized users to fill out various online forms, electronically transmit
requests for changes to existing Common Working File (CWF) Medicare
Secondary Payer (MSP) information and inquiries concerning possible
MSP coverage.

EDI

Electronic Data Interchange — refers to the exchange of routine business
transactions from one computer to another in a standard format, using
standard communications protocols.

Fully
Disabled

The user status of ‘Fully Disabled’ denotes that a user has been manually
disabled by the Helpdesk or by an IACS Administrator for security
reasons. The disabled user is removed from all resources. A disabled user
will not be able to log into any of the IACS administered applications, use
IACS self-service features to reset the password or retrieve his IACS User
ID. Only an IACS Administrator can enable a ‘Fully Disabled’ user.

HHS

The Department of Health and Human Services — a government agency
that administers many of the “social” programs at the federal level dealing
with the health and welfare of the citizens of the United States. HHS is the
“parent” of CMS.

HIPAA

Health Insurance Portability And Accountability Act Of 1996 — a Federal
law that allows persons to qualify immediately for comparable health
insurance coverage when they change their employment relationships.
Title Il, Subtitle F, of HIPAA gives HHS the authority to mandate the use of
standards for the electronic exchange of health care data; to specify what
medical and administrative code sets should be used within those
standards; to require the use of national identification systems for health
care patients, providers, payers (or plans), and employers (or sponsors);
and to specify the types of measures required to protect the security and
privacy of personally identifiable health care information. Also known as
the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill, K2, or Public
Law 104-191.

Locked

The user status is set to ‘Locked’ when the user failed to provide the
correct User ID and/or Password after three consecutive login attempts. A
‘Locked’ user will not be able to access IACS unless he is unlocked, but
will still be able to log into any IACS administered applications for which
he has access rights. Users can unlock their account using self-service
features or by contacting the Help Desk to unlock the account.
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Term

Definition

Medicaid

A joint federal and state program that helps with medical costs for some
people with low incomes and limited resources. Medicaid programs vary
from state to state, but most health care costs are covered for those who
qualify for both Medicare and Medicaid.

Medicare

A Federal health insurance program enacted in 1965 that is financed by a
combination of payroll taxes, premium payments, and general Federal
revenues. This program provides health insurance to people age 65 and
over, those who have permanent kidney failure requiring dialysis or
transplant, and certain individuals under 65 with disabilities.

NPI

National Provider Identifier (NPI) — a unique identification number for use
in standard health care transactions. The NPI is issued to health care
providers and covered entities that transmit standard HIPAA electronic
transactions (e.g. electronic claims and claim status inquiries).

The NPI fulfills a requirement of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), and was required to be used by
health plans and health care clearinghouses in HIPAA standard electronic
transactions by May 23, 2007. The NPI contingency period allowed health
care providers and covered entities until May 23, 2008 to become fully
compliant with the NPI rule.

Partially
Disabled

A user status is shown as ‘Partially Disabled’ when the user has not
logged into the system for more than 180 days. A ‘Partially Disabled’ user
cannot log in to any application that he could previously access. A
‘Partially Disabled’ user can enable himself using the IACS self-service
function or by contacting the Helpdesk.

SSA

Social Security Administration — the government agency that administers
the social security program.

SSN

Social Security Number — a unigue identification number assigned to
individuals by the SSA.

Top of the
Chain of
Trust User

IACS uses a hierarchical system of approval for registration requests,
profile modification requests, and annual certification requests referred to
as the Chain of Trust. End User requests are approved by Approvers.
Approvers are approved by Authorizers. Authorizers are approved by the
Business Owner or their designee. Business Owners typically do not have
an IACS User ID. Thus, Authorizers are referred to as Top of the Chain
Users, since they are the last users in the chain who must have an IACS
User ID.

17.0 Acronyms

This section defines acronyms used or referenced in this document.
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Acronym Definition

AO Authorized Official

BAO Backup Authorized Official

BSO Back-up Security Official

CBA Competitive Bidding Area

CBIC Competitive Bidding Implementation Contractor

CcC Cost Contract

CCN CMS Certification Number

CHIP Children’s Health Insurance Program

CMS The Centers for Medicare & Medicaid Services

COB Coordination of Benefits

COBC Co-ordination of Benefits Contractor

CPC Comprehensive Primary Care

CspP Center for Strategic Planning

CSR Customer Service Representative

CWF Common Working File

DBIdS Durable MedipaI'Equipment, Prosthetics, Orthotics and Supplies
(DMEPOS) Bidding System

DOB Date of Birth

DME Durable Medical Equipment

DME MAC Durable Medical Equipment Medicare Administrative Contractor

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies

ECRS Electronic Correspondence Referral System

EDI Electronic Data Interchange

EHR Electronic Health Record

EPOC External Point of Contact, Organizational IACS Approver

ECRS Electronic Correspondence Referral System (ECRS)

EST Eastern Standard Time
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Acronym Definition
EUS External User Services
FCSO The SPOT — First Coast Service Options’ Internet portal
Fl/Carrier/MAC | Fiscal Intermediary/Carrier/Medicare Administration Contractor
GUI Graphical User Interface
HETS Ul HIPAA Eligibility Transaction System User Interface
HIE Health Information Exchange
HIPAA Health Insurance Portability and Accountability Act
HPG HIPAA Eligibility Transaction System Provider Graphical User Interface
HSTP Health System Tracking Project
IACS Individuals Authorized Access to the CMS Computer Services
ID Identification
IP Individual Practitioner
ISV Internet Server
IT Information Technology
IUI Integrated User Interface
IVR Interactive Voice Response
LSA Local Service Administrator
MA Medicare Advantage
MAC Medicare Administrative Contractor
MACPro Medicaid and CHIP Program System
MA/MA- Medicare Advantage/Medicare Advantage-Prescription
PD/PDP/CC Drug/Prescription Drug Plan/Cost Contracts
MA-PD Medicare Advantage — Prescription Drug
MARX Medicare Advantage and Prescription Drug
MARXx Ul Medicare Advantage and Prescription Drug User Interface
MCARE Medicare Customer Assistance Regarding Eligibility
MCSIS Medicaid and Children’s Health Insurance Program (CHIP) State

Information Sharing System
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Acronym Definition
MCO Managed Care Organization
MDR Medicaid Drug Rebate
MED Medicare Exclusion Database
MEIC The Medicare Eligibility Integration Contractor
MSP Medicare Secondary Payer
NIST National Institute of Standards and Technology
NPI National Provider Identifier
PDE Prescription Drug Event
PDP Prescription Drug Plan
PECOS Provider Enrollment, Chain and Ownership System
Pl Personally Identifiable Information
PTAN Provider Transaction Access Number
POSFE Point-of-Sale Facilitated Enrollment
PQRI Physician Quality Reporting Initiative
PQRS Physician Quality Reporting System
PORS/eRX Erggs:glr?]r; Quality Reporting System and E-Prescribing Incentive
PS&R/STAR Ere?%i(tj)ﬁrrssetr%t‘iasrﬂcal and Reimbursement / System Tracking for Audit and
RACF Resource Access Control Facility
RAPS Risk Adjustment Processing System
SO Security Official
SR Service Request
SSA Social Security Administration
SSN Social Security Number
SHIP State Health Insurance Plans
SPAP State Pharmacy Assistance Programs
TIN Taxpayer ldentification Number
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VMS ViPS Medicare System
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18.0 Appendices

Appendix A

COB Application

IACS Application Role Approval Matrix

Access to the Coordination of Benefits is restricted to the employees of the Coordination of
Benefit Contractor (COBC) only.

Role

Approved By

Additional Information

Authorizer

Top of the Chain

The user with this role is an employee of COB
and is trusted with approving requests for the
Approver and COB Helpdesk roles in IACS.

Approver

Authorizer

The user with this role is an employee of COB
and will have the approval authority for all
users of all COB organizations.

COB Helpdesk

Authorizer

The user with this role is an authorized
representative of CMS who will provide help
desk assistance to COB Application users.

User/Transmitter

Approver

The user with this role is trusted with
transmitting batch files containing membership
changes and health status corrections.
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Comprehensive Primary Care (CPC Initiative) Application

The Comprehensive Primary Care, CPC, web portal allows Select Practices to submit and
share data with participating Public and Private Health Care Payers.

Role

Approved By

Additional Information

CPC Support

Top of the Chain

The user with this role provides help desk
assistance to CPC Application users. The CPC
Support user functions as an Authorizer in
IACS.

CPC Basic User

CPC Support

Users with this role include practices that are
participating in the CPC Initiative. This role will
provide access to online functionality and
reports at the practice level.

CPC Market User

CPC Support

This role is limited to individuals at the
participating payers in the CPC initiative.

CPC CMMI User

CPC Support

This role is limited to CMS Innovation Center
staff.

CPC Contractor -
Operations
Support

CPC Support

This role is limited to CPC contractors providing
operational support to the CMS Innovation
Center.

CPC Contractor -
Learning and
Diffusion

CPC Support

This role is limited to the CPC contractor
providing education and outreach to practices
participating in the CPC initiative.

CPC Contractor -
Evaluation

CPC Support

This role is limited to the CPC contractor
providing an evaluation of the CPC Initiative to
the CMS Innovation Center.

CPC Contractor -

CPC Support

This role is limited to the CPC contractor who is
providing the payment to the practices
participating in the CPC Initiative. This role is

Payment not to be used by the payers in the various
markets.
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CSP-HSTP Application

The Health System Tracking Project (HSTP) application is a web portal for tracking and
monitoring of activities, milestones, and results from the implementation of Health Reform

legislation.

Role

Approved By

Additional Information

HSTP Helpdesk
User

Top of the Chain

The user with this role will provide help desk
assistance to CSP-HSTP Application users and
functions as an Authorizer in IACS.

HSTP End User

HSTP Helpdesk Users

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.

CSP-MCSIS Application

The Medicaid and Children’s Health Insurance Program, CHIP, State Information Sharing
System, MCSIS, is a web-based application that is a single source for collecting and sharing
Medicare, Medicaid and CHIP provider termination data.

Role

Approved By

Additional Information

MCSIS Helpdesk
User

Top of the Chain

The user with this role will provide help desk
assistance to CSP-MCSIS Application users
and functions as an Authorizer in IACS.

MCSIS End User

MCSIS Helpdesk User

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.

CSR Application

Community Based Organization/Customer Service Representative

Role Approved By Additional Information

Authorizer Top of the Chain The user with this role is trusted with approving
requests for the Approver role.

Approver Authorizer The user with this role is trusted with approving
requests for CSR users.
The user with this role is a customer service

User Approver representative or staff member who is trusted
to perform business for the organization.

Local Service

Administrator Approver The LSA role can only be requested by an

(LSA)

existing IACS user with the CSR Approver role.
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DMEPOS Bidding System (DBidS) Application

Durable Medical Equipment, Prosthetics, Orthotics, and Supplies (DMEPOS) Competitive
Bidding Program Community - The DMEPOS Competitive Bidding Program Community is for
suppliers submitting a bid for selected products in a particular Competitive Bidding Area (CBA).

Role Approved By Additional Information

DMEPOS Tob of the Chain The user with this role is trusted with approving
Authorizerl P requests for the DMEPOS IT Help Desk role.

The user with this role is trusted with approving
Top of the Chain requests for the CBIC Tier 1, CBIC Tier 2, or
CBIC Input roles.

DMEPOS
Authorizer2

The user with this role provides Tier 1 help
CBIC Tier 1 DMEPOS Authorizer2 desk assistance for the DMEPOS Application
users.

The user with this role provides Tier 2 help
desk assistance for the DMEPOS Application
users.

The CBIC Tier 2 user can modify DMEPOS
profiles for DMEPOS users within the scope of
the user's responsibility.

CBIC Tier 2 DMEPOS Authorizer2

The user with this role is an appointed official
to whom the organization has granted the legal
authority to enroll the organization in the
Medicare program.

Auto Approved To register for this role, the user must be listed
on the CMS 855S Medicare Enroliment
application as an Authorized Official.

The AO creates the organization. Each
organization can have only one AO.

Authorized
Official (AO)

The user with this role is an appointed official
to whom the organization has granted the legal
authority to enroll the organization in the
Backup Medicare program.

Authorized Authorized Official To register for this role, the user must be listed
Official (BAO) on the CMS 855S Medicare Enroliment as an
Authorized Official.

The BAO is not a required role for an
organization (PTAN).

The user with the End User role is trusted to
Authorized Official or input bid data. The End User cannot approve
End User Backup Authorized Form A or certify Form B.

Official An organization (PTAN) can have one or more
End Users.
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ECRS Application

Electronic Correspondence Referral System (ECRS) Web - This application allows authorized
users to fill out various online forms and electronically transmit requests for changes to existing
Common Working File (CWF) Medicare Secondary Payer (MSP) information, and inquiries
concerning possible MSP coverage.

Role

Approved By

Additional Information

ECRS HelpDesk

Top of the Chain

The user with this role will provide help desk
assistance for the ECRS Application users and
functions as an Authorizer in IACS.

The user with this role is trusted with approving

ECRS Approver | ECRS HelpDesk requests for the ECRS User role.
The user with this role is a staff member who is
ECRS User ECRS Approver trusted to perform Medicare business for the

application.

Gentran Application

Gentran only access. This registration link is for those users who have no association with any
other application, but need Gentran mailbox access. If users need access to an application that
requires Gentran, they must register for that application to get access to their Gentran mailbox.

Role Approved By Additional Information
Gentran The user with this role will provide help desk
Helodesk Top of the Chain assistance for the Gentran Application users

P and functions as an Authorizer in IACS.
Gentran Gentran Helpdesk The user with this role is trusted with approving
Approver requests for the Gentran User role.

Gentran User

Gentran Approver

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.
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HETS Ul Application

HIPAA Eligibility Transaction System User Interface - This is a pilot with registration restricted to
those organizations that are pre-approved.

Role Approved By Additional Information

The user with this role will provide help desk

MCARE Help . assistance for the HETS Ul and HPG
Top of the Chain . . .

Desk applications and functions as an Authorizer in
IACS.
The Security Official represents the

Security Official organization or facility in IACS. There can be

(SO) MCARE Help Desk two Security Officials at an organization or
facility.

The user with this role is trusted with approving

HETS Approver | Security Official requests for the HETS User.

HETS Apbrover or If a HETS Approver does not exist for an
HETS User MCAREpI—IIJeI Desk organization, the requests will be routed to the
P MCARE Help Desk.

HPG Application

HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)

Role Approved By Additional Information

The user with this role is a staff member who is
trusted to perform Medicare business for the
HPG User (*) MCARE Help Desk application.

HPG User with a Submitter ID other than P-type
is associated with a Gentran mailbox.

* Users with this role should not attempt to register for Gentran separately.
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Internet Server Application

Internet Server only access. This registration link is for those users who have no association
with any other application listed on the CMS portal web page, but need Internet Server access.
If you need access to an application that also requires Internet Server access, you must register
for that application to get access.

Role

Approved By

Additional Information

Internet Server
Help Desk

Top of the Chain

The user with this role will provide help desk
assistance for the Internet Server Application
users.

Internet Server
Approver

Internet Server Help

Desk

The user with this role is trusted with approving
requests for the Internet Server User.

Internet Server
User

Internet Server
Approver

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.

MA/MA-PD/PDP/CC Application

Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost
Contracts/ Medicaid State Agency

Role

Approved By

Additional Information

Authorizer

Top of the Chain

The user with this role is trusted with approving
requests for the EPOC role.

IUl Authorizer

Top of the Chain

The user with this role is trusted with approving
requests for the 1UI Helpdesk, MAPD
Helpdesk, and MAPD Helpdesk Admin roles.

State Authorizer

Top of the Chain

The user with this role is trusted with approving
requests for the MA State/Territory, State
Health Insurance Plans (SHIP), and State
Pharmacy Assistance Programs (SPAP)
approvers.

EPOC

Authorizer

The user with this role is trusted with approving
end user requests as noted in the table.

MA State/Territory

Approver

State Authorizer

The user with this role is trusted with approving
requests and will not have access to MA Part D
applications.

SHIP Approver

State Authorizer

The user with this role is trusted with approving
requests and will not have access to MA Part D
applications.

The user with this role is trusted with approving

SPAP Approver State Authorizer requests and will not have access to MA Part D
applications.
IACS.UG.1.2 A-7 November 2012



IACS User Guide

Version 1.2

Role Approved By Additional Information
The user with this role will be able to view all
IUI Helpdesk IUI Authorizer application screens and information, except for

the Report Order screens.

MAPD Helpdesk

IUI Authorizer

The user with this role provides help desk
assistance to MA/MA-PD/PDP/CC and CSR
Application users.

MAPD Helpdesk
Admin

IUI Authorizer

The user with this role provides administrative
help desk assistance to the MA/MA-
PD/PDP/CC and CSR Application users.

MA
Representative

EPOC

The user with this role will be able to view
application screens and all information for the
periods during which the beneficiary was
enrolled in the user's plan, except for the Batch
File Status and Report Order screens.

MA State/Territory
User

MA State/Territory
Approver

The user with this role will be able to view MA
Part D applications.

MA Submitter (*)

EPOC

The user with this role will be able to view
application screens and all information for the
periods during which the beneficiary was
enrolled in the user's plan, including the Batch
File Status and Report Order screens.

This role provides access to the Gentran
mailbox. The user must select the Report
Access Type of Financial or Non-Financial.

PDP
Representative

EPOC

The user with this role will be able to view only
Part D information on all application screens for
the periods during which the beneficiary was
enrolled in the user's plan, except for the Batch
File Status and Report Order screens.

PDP Submitter

EPOC

The user with this role will be able to view only
Part D information on all application screens for
the periods during which the beneficiary was
enrolled in the user's plan, including the Batch
File Status and Report Order screens.

NET
Representative

EPOC

The user with this role will be able to view plan
information.

NET Submitter (*)

EPOC

The user with this role will be able to send and
receive files on behalf of a plan.

This role provides access to the Gentran
mailbox. The user must select the Report
Access Type of Financial or Non-Financial.
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Role Approved By Additional Information
The user with this role will be able to enter and
MCO : e
. correct plan-responsible beneficiary enroliment
Representative EPOC ;
Update related data through the MARX online user
interface (MARx UlI).
This role provides access to the Gentran
Report View (*) EPOC mailbox. The user must select the Report
Access Type of Financial or Non-Financial.
Point-of-Sale Facilitated Enrollment (POSFE)
POSFE EPOC contractor cannot enter or select contracts.
Contractor IACS will assign the contract number as

'RO000' once the user is approved.

SHIP End User

SHIP Approver

The user with this role will be able to view SHIP
Part D applications.

SPAP End User

SPAP Approver

The user with this role will be able view MA
Part D applications.

IUI Administrator

IUI Authorizer

The user with this role will be able to view all
application screens and information, except for
the Report Order screens.

* Users with this role should not attempt to register for Gentran separately.
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MACPro Application

The purpose of the Medicaid and CHIP Program System (MACPro) is to support an efficient
automated business process for submitting, reviewing, and taking final action on all Medicaid
and CHIP actions.

Role Approved By Additional Information
MACPro Help : The user with this role provides first level
Desk Top of the Chain support for access to MACPro.
MACPro MACPro Help Desk The user with this role is responsible for
Approver approving MACPro users.
The user with this role is an authorized user of
MACPro User MACPro Approver the Medicaid and CHIP Program System
(MACPro0).
MACPro Report MACPIo Approver The user with this role is an authorized user of
User 1 PP the Medicaid and CHIP MicroStrategy reports.
MACPro Report MACPro Approver The user with this role is an authorized user of
User 2 PP the Medicaid and CHIP MicroStrategy reports.
MACPro Report MACPIo Approver The user with this role is an authorized user of
User 3 PP the Medicaid and CHIP MicroStrategy reports.

MDR Application

Medicaid Drug Rebate: Exchanges data between CMS and the States - Data exchanges include
guarterly drug rebate files to states; quarterly drug utilization to CMS; utilization discrepancy
reports to states; and quarterly rebate offset amounts to states.

Note: Users registering for the MDR Application will only get a User ID/Password granting
access to the Gentran mailbox associated with MDR. The User ID/Password will not
allow the user to authenticate (using Access Manager) to the MDR Application.

Role Approved By Additional Information

The user with this role will provide help desk

Helpdesk Top of the Chain assistance for the MDR Application users.

The user with this role is responsible for
Approver Helpdesk approving requests for the State Technical
Contact users.

The user with this role is a staff member who is
Approver trusted to perform Medicare business for the
application.

State Technical
Contact
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MED Application

The Medicare Exclusion Database, MED, is updated monthly with sanction and reinstatement

information on excluded providers, and is made available to approved entities only.

Role

Approved By

Additional Information

MED Help Desk
User

Top of the Chain

The user with this role will provide help desk
assistance to MED Application users.

MED Approver

MED Help Desk User

The user with this role is responsible for
approving requests for the MED End Users.

The user with this role is a staff member who is
trusted to perform Medicare business for the

MED User (*) MED Approver application.

This role is associated with a Gentran mailbox.
MED Power User MED Approver This is a designated role for internal CMS use.
*) PP This role is associated with a Gentran mailbox.
MED MED Approver This is a designated role for internal CMS use.

Administrator (*)

This role is associated with a Gentran mailbox.

* Users with this role should not attempt to register for Gentran separately.
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MyCGS Application

MyCGS Web application registration

Role

Approved By

Additional Information

CGS Helpdesk

Top of the Chain

The CGS Helpdesk role should only be
selected when the user is an employee of CGS
and a member of the CGS Security Team.

An Authorized Official must be an owner,
general partner, chairperson of the board, chief
financial officer, chief executive officer, or
president, OR must hold a position of similar

CGS Authorized status and authority within the supplier's
Official CGS Helpdesk organization. The authorized official has the
authority to sign the initial CMS 855S
application on behalf of the supplier and is
listed as the Authorized Official in the Supplier’s
PECOS file.
The Back-up Authorized Official is meant to
CGS Back-up perform the actions of the Authorized Official for
. a company when the Authorized Official is
Authorized CGS Helpdesk : : .
Official unavailable. Users should only select this role if

they have previously discussed it with their
Authorized Official.

CGS End User

CGS Authorized
Official/ CGS Back-up
Authorized Official

End users are members of the supplier/provider
community seeking to access information about
their beneficiaries in order to properly bill
Medicare.

CGS Customer

CGS Helpdesk

To register for this role, the user must be an
employee of CGS and a member of the

Service Rep Customer Service Department.
. To register for this role, the user is an employee
CGS Technical CGS Helpdesk of CGS and a member of the DME MAC Tech
Group
Team.
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Novitasphere Application

Internet Provider Portal for Novitas Solutions, Inc.

Role Approved By Additional Information

. The user with this role is a Novitas Solutions
Novitas Help . .
Desk User Top of the Chain employee that supports the Novitasphere Help

Desk.

Provider Office
Approver

Novitas Help Desk
User

The user with this role is an individual located
at the Provider's office and will be designated
as the Security Official to validate all End
Users' requests for their organization.

Provider Office
Back-up Approver

Novitas Help Desk
User

The user with this role performs many of the
same functions as the Provider Office
Approver.

The user with this role is located at the Billing

Billing Office Novitas Help Desk Office and will be designated as the Security

Approver User Official to validate all End Users' requests for
their organization.

Billing Office Novitas Help Desk The user with this role performs many of the

Back-up Approver

User

same functions as the Billing Office Approver.

Novitas Solutions
Approver

Novitas Help Desk
User

The user with this role is a Novitas Solutions,
Inc. employee and will be designated as the
Security Official to validate all End Users'
requests for their organization.

Novitas Solution
Back-up Approver

Novitas Help Desk
User

The user with this role performs many of the
same functions as the Novitas Solutions
Approver.

Novitasphere End
User

Approver role
associated with the
organization

This role should be requested by any
individual that wants to utilize the Novitasphere
portal.
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PQRS/eRx Application

Physician Quality Reporting System and E-Prescribing Incentive Programs - This registration
link is for users requesting access to the PQRS Portal to access their Feedback Reports and/or
submit data to the Physician Quality Reporting System and E-Prescribing Incentive Programs.

Role

Approved By

Additional Information

PQRI Helpdesk

Top of the Chain

The user with this role is an authorized
representative at the QualityNet Help Desk that
will provide help desk assistance for the
PQRS/eRx Application users.

Security Official
(SO) or
Security Official
2-Factor

PQRI Helpdesk

The user with this role must be the designated
Security Official for the organization and will
register the organization in IACS. There can be
only one Security Official for an organization.

The Security Official is the only individual that
can update the organization information in IACS.

Backup Security
Official (BSO)

Security Official of the

organization

The user with this role performs many of the
same functions as a Security Official in an
organization.

There can be one or more Backup Security
Officials in an organization.

Backup Security
Official 2-Factor

PQRI Helpdesk

The user with this role performs many of the
same functions as a Security Official and
requires 2-Factor Authentication.

The BSO must have a 2-Factor Authentication
Approver Role in any organization where users
can select the EHR Submitter or PQRS
Submitter (2-Factor Authentication role).

EHR Submitter

2-Factor Security

Official or 2-Factor

Backup Security
Official of the
organization

The EHR Submitter will be required to use 2-
Factor Authentication due to the sensitive nature
of the data.

The user with this role is a member of the EHR

EHR Vendor PQRI Helpdesk Organization and can request access to CMS
applications.
Security Official or The user with this role is a staff member who is
Backup Security trusted to perform Medicare business for the
End User s . . s
Official associated with | application.
the organization
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Role Approved By Additional Information

The user with this role is authorized to request a
Health PQRI feedback report on behalf of an HIE
Information organization.

Exchange (HIE)
User

PQRI Helpdesk

The HIE User will be required to use 2-Factor
Authentication due to the sensitive nature of the
data.

The user with this role is a solo practitioner

Individual enrolled in Medicare reporting with a single NPI

Practitioner PQRI Helpdesk and receives Medicare payment under his Social
Security Number.

Individual The Individual Practitioner has the option to

Practitioner with PORI Helpdesk select the Request EHR Submission (2-Factor)

2-Factor P role radio button, if the user needs to submit

Authentication

EHR/PII data.

PQRI Admin

PQRI Helpdesk

The user with this role performs administrative
functions within the PQRS/eRx Application.

PQRI Maintainer

PQRI Helpdesk

The user with this role performs maintenance
functions within the PQRS/eRx Application.

PQRS
Representative

Security Official or
Backup Security
Official associated with
the organization

PQRI Helpdesk if role
is not associated with
an organization

The user with this role is authorized to view and
retrieve PQRS Reports including PHI and patient
level reports.

PQRS Submitter

2-Factor Security
Official or 2-Factor
Backup Security
Official associated with
the organization

The user with this role is authorized to submit
PQRS Reports including PHI and patient level
reports.

Registry End
User

PQRI Helpdesk

The user with this role is a member of the
Registry organization.
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PS&R/STAR Application

This registration link is for users requesting access to Provider Statistical and Reimbursement /
System Tracking for Audit and Reimbursement Application (PS&R/STAR). During New User
Registration, users are required to select one of the following: FI/Carrier/MAC, Medicare
Provider, PS&R/STAR System Maintainer, or Helpdesk.

Role Approved By Additional Information
The user with this role provides help desk
PS&R/STAR Top of the Chain assistance to the PS&R and STAR application
Helpdesk
users.
The user with this role must be the designated
PS&R/STAR Security Official for the Fl/Carrier/MAC
: i PS&R/STAR Helpdesk | organization.
Security Official :
There can be only one PS&R/STAR Security
Official for the Fl/Carrier/MAC organization.
The user with this role will be able to back up
PS&R/STAR the PS&R/STAR Security Official and approve

Backup Security
Official

PS&R/STAR Security
Official

End Users and Admins requests for the
Fl/Carrier/MAC organization. There can be one
or more PS&R/STAR Backup Security Officials.

PS&R Security
Official

PS&R/STAR Helpdesk

The user with this role must be the designated
Security Official for the Medicare Provider
organization. There can be only one PS&R
Security Official for the Medicare Provider
organization.

PS&R Backup

PS&R/STAR Helpdesk

The user with this role will be able to back up
the Security Official and approve End Users
and Admins requests for the Medicare Provider

Security Official organization. There can be one or more PS&R
Backup Security Officials.
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Role

Approved By

Additional Information

PS&R Admin

User Type:
Fl/Carrier/MAC

PS&R/STAR Security
Official or

PS&R/STAR Backup
Security Official

User Type: Provider

PS&R Security Official
or PS&R Backup
Security Official

User Type: System
Maintainer

Business Owner

The user with this role performs administrative
functions within the application.

STAR User 1 —
STAR User 8

User Type:
Fl/Carrier/MAC

PS&R/STAR Security
Official or

PS&R/STAR Backup
Security Official

User Type: System
Maintainer

Business Owner

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.

PS&R User

User Type:
Fl/Carrier/MAC

PS&R/STAR Security
Official or

PS&R/STAR Backup
Security Official
User Type: Provide

PS&R Security Official
or PS&R Backup
Security Official

User Type: System
Maintainer

Business Owner

The user with this role is a staff member who is
trusted to perform Medicare business for the
application.
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The SPOT - First Coast Service Options’ Internet portal

The SPOT offers an array of self-service resources to furnish essential Medicare processing
information within a secure, online environment.

Role Approved By Additional Information
ECSO Hel The user with this role provides help desk
P Top of the Chain assistance for The SPOT- FCSO Internet portal
Desk User
users.
ECSO Portal The user with this role is a staff member who is
User FCSO Help Desk trusted to perform Medicare business for the
application.
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VMS Client Letter Application

VMS Client Letter Application is the Durable Medical Equipment Medicare Administrative
Contractor integrated correspondence system. Approvers and End Users of the system are
required to be an employee or agent of a Durable Medical Equipment Medicare Administrative
Contractor and must have a valid and active RACF ID to register for an approver and/or end

user.

Role

Approved By

Additional Information

VMS Helpdesk

Top of the Chain

The user with this role will provide help desk
assistance for the VMS Client Application
users.

JA Approver

VMS HelpDesk

The user with this role is trusted to approve
requests for Jurisdiction A end users.

JB Approver

VMS HelpDesk

The user with this role is trusted to approve
requests for Jurisdiction B end users.

The user with this role is trusted to approve

JC Approver VMS HelpDesk requests for Jurisdiction C end users.

The user with this role is trusted to approve
JD Approver VMS HelpDesk requests for Jurisdiction D end users.
JA LG User The user with these role are staff members who
JA History JA Approver are trusted to perform Medicare business for
JA ZPIC User Jurisdiction A.
JB LG User The user with these role are staff members who
JB History JA Approver are trusted to perform Medicare business for
JB ZPIC User Jurisdiction B.
JC LG User The user with these role are staff members who
JC History JA Approver are trusted to perform Medicare business for
JC ZPIC User Jurisdiction C.
JD LG User The user with these role are staff members who
JD History JB Approver are trusted to perform Medicare business for
JD ZPIC User Jurisdiction D.
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Appendix B Request Timeout Days

IACS allows Approvers sufficient time to process pending requests. IACS will expire the request
if no action is taken within the specified time. The table below shows the type of role and the
request timeout days after which the registration and modification requests will be cancelled if
the Approver had not taken any action.

Role Type Request Timeout (Number of
Calendar Days)

Authorizer 24
Help Desk User 24
Security Official 60
Backup Security Official, Backup Authorized Official, o4
Approver

End User (All roles without Approval authority) 12

PQRS/eRx Request Timeout days

The PQRS/eRx Application differs from the standard request timeout followed by most of the
applications. The table below shows the type of PQRS/eRx Application roles and the request
timeout days after which the registration and modification requests will be cancelled if the
Approver has not taken any action.

Role Type Request Timeout (Number of
Calendar Days)
PQRI Help Desk 60
Security Official 60
Backup Security Official 60
End User 60
EHR Submitter 60
Individual Practitioner 60
Registry End User 12
EHR Vendor 12
PQRI Admin 12
PQRI Maintainer 12
PQRS Submitter 12
PQRS Representative 12
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