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1.0 Introduction

Individuals Authorized Access to the CMS Computer Services (IACS) is an identity
management system that provides the means for users needing access to CMS applications

to:

Identify themselves

Apply for and receive login credentials in the form of a User Identifier (User ID) and
Password

Apply for and receive approval to access the required system(s).

This IACS User Guide for CMS Applications establishes the procedures for registering
and provisioning end-users, helpdesks, approvers, and authorizers for the following CMS
Applications:

Coordination of Benefits (COB)
Center for Strategic Planning — Health System Tracking Project (CSP - HSTP)

Center for Strategic Planning — Medicaid and Children’s Health Insurance
Program (CHIP) State Information Sharing System (CSP - MCSIS)

Customer Service Representatives (1-800-Medicare CSR)
Demonstrations Community

Durable Medical Equipment, Prosthetics, Orthotics & Supplies (DMEPQOS)
Bidding System (DBidS)

Electronic Correspondence Referral System (ECRS) Web

GENTRAN

HIPAA Eligibility Transaction System User Interface (HETS Ul)

HIPAA Eligibility Transaction System Provider Graphical User Interface (HPG)
Internet Server (ISV)

Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription Drug
Plan/Cost Contracts (MA/MA-PD/PDP/CC)

Medicaid Drug Rebate (MDR) State Exchange
Medicare Exclusion Database (MED)

Physician Quality Reporting System and E-Prescribing Incentive Programs
(PQRS/eRx)

Provider Statistical and Reimbursement / System Tracking for Audit and
Reimbursement (PS&R/STAR)

IACS.UG.5.0
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2.0 Referenced Documents

This IACS User Guide for CMS Applications and additional IACS User Guides include
information regarding new and/or modified IACS screens and functionalities.

The following IACS help documentation has been added to the CMS IACS website
(http://www.cms.qov/MAPDHelpDesk/07 IACS.asp#TopOfPage) to provide additional
information and instructions for IACS users:

e |ACS User Guide for CMS Applications — provides registration and account
maintenance information for CMS Applications Users.

e |ACS User Guide for Approvers — provides account maintenance information for
IACS Approvers.

o |ACS User Guide for the Help Desk — provides account maintenance information
for the Helpdesk staff supporting CMS applications integrated with IACS.

IACS.UG.5.0 2 November 2011


http://www.cms.gov/MAPDHelpDesk/07_IACS.asp#TopOfPage

IACS User Guide for CMS Applications Version 5.0

3.0 Overview

The sensitivity of CMS data and the improved ability to access data combines to create a
substantial risk to CMS and Beneficiaries. Legislations, like the Health Insurance Portability
and Accountability Act (HIPAA), Federal Standards published by the National Institute of
Standards and Technology (NIST), and CMS policies have been established to control that
risk. IACS is the application CMS uses to:

e Implement the security requirements of Federal legislation, Federal standards and
CMS policies

e Provide secure, high quality services to protect CMS systems and data

e Register users; control the distribution of User IDs and passwords used to access
CMS web-based applications

The IACS User Guide for CMS Applications provides procedural information and
representative screens that is common to most users and includes:

e Registering as a New User for one of the CMS Applications
¢ Modifying user registration information after the initial registration has been approved

¢ Modifying IACS account profile information such as adding or removing Contracts,
Call Centers, Organizations, and/or applications

e Certifying for IACS roles and resources annually

Procedural information that is particular to specific applications is noted for reference. 1ACS
procedures are designed to be user-friendly, and on-screen help and error messages help
guide users when completing procedures that are not illustrated in this User Guide.

3.1 Warnings and Reminder

Users of United States Government Computer Systems must be aware of warnings
regarding unauthorized access to those systems, computer usage and monitoring, and local
system requirements. This information is presented in the opening screen of the CMS
Applications Portal as illustrated in Figure 1.

IACS.UG.5.0 3 November 2011
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Figure 1. CMS Applications Portal WARNING/REMINDER Screen

All applicants to CMS Applications should read the important information on this screen and
indicate their agreement by selecting the Enter CMS Applications Portal button.

If the user does not want to proceed any further, the user should indicate this by selecting
the Leave button.

3.2 Terms and Conditions

In addition to the government warnings, there are specific CMS Computer Systems Security
Requirements Terms and Conditions that potential IACS users need to know. During their
registration process, the CMS Terms and Conditions screen will display as illustrated in
Figure 2.

This screen contains the Privacy Act Statement and the Rules of Behavior which present the
terms and conditions for accessing CMS computer systems.

IACS applicants must accept the terms and conditions to be authorized to access CMS
systems and applications.

IACS.UG.5.0 4 November 2011
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A
ﬂ U5, Department of Health & Human Services £ www.hhs.gov |
s

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Terms and Conditions

If you want to print the text on this screen, select the Print icon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, select the | Accept the above
Terms and Conditions box, and then the | Accept button at the bottom of this screen.

CMS Computer Systems Security Requirements
= e
PRIVACY ACT STATEMENT “lprint

The information on the web form iz collected and maintained under the authority
of Title 5 U.S. Code, Section 352a(e) (10) (The Privacy Act of 1874). This
information is used for assigning, contrelling, tracking, and reporting
authorized access to and use of CM5' computerized information and resources.
The Privacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on thisz web form will be maintained in the
Individuals Ruthorized Recess to the Centers for Medicare & Medicaid Services
(CMS} Data Center Systemz of Records and may be disclosed as a routine use
disclosure under the routine uses established for this system as published at
39 FED.REG.41329 (08-11-94) and as CMS may establish in the future by
publication in the Federal Register. :J

To continue, you must accept the terms and conditions. fyou decline, your registration will automatically be cancelled.

[ | Acceptthe above Terms and Conditions

IAcceptl | Decline |

: Effective date:
OMB: 0938-0989 5106

Figure 2: Terms and Conditions Screen

All of the Terms and Conditions on the screen should be read, including the Privacy Act
Statement and the Rules of Behavior. The user can select the Print icon to the right of the
text to print this information.

To accept, the user must select the | Accept the above Terms and Conditions check box
and indicate agreement by selecting the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If he confirms this, his IACS session is cancelled and
a screen indicating this is displayed.

3.3 Conventions

This User Guide will present typical account registration and management procedures.
When functions are similar, the more common functions will be illustrated with notes
indicating differences such as specific information users must provide for different
Applications. When appropriate, these notes will be illustrated with screen shots.

Every effort has been made to keep the screen shots and formatting conventions used in
this document up to date. There may be, however, minor differences between on-screen
text and what is shown in the figures in this User Guide. These differences should not affect
the user’s ability to request desired access or perform desired activities.

IACS.UG.5.0 5 November 2011
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3.3.1 Formatting Conventions

The following formatting conventions have been used in this User Guide.
1. Screen names are indicated in plain bold.
Example:

The CMS Applications Portal Introduction screen will display as
illustrated in Figure 6.

2. References to partial screens displayed or buttons to be acted upon are indicated in
bold italics.

Examples:

Available applications are listed in the New User Registration Menu for
CMS Applications area of the CMS Applications Menu screen

Or
Select the Next button to continue.
3. References to hyperlinks are indicated in blue, underlined text.
Example:

Select the Modify Account Profile hyperlink.

4. References to figures and sections will take the user to that figure or section when
selected.

Examples:

Go to Section 1.0 — The number is the link. The user will be brought to
that Section when the number is selected.

Or

As illustrated in Figure 1 - The combination of Figure and Number is the
link. The user will be brought to that Figure when he selects either.

5. When an action is required on the part of the reader, it is indicated by a line
beginning with the word Action:

Example:
Action: Select the OK button.
6. Explanatory notes will be indicated with the word Note:

Example:

IACS.UG.5.0 6 November 2011
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Note: The name of the MEIC Helpdesk has been changed to the MCARE
Helpdesk.

7. Input fields are indicated in plain italics.

Example:
Enter the last name in the Last Name field.

8. Required input fields are indicated by an asterisk to the right of the field. These
fields must be completed.

9. Some fields have help icons to their left if the user needs help on completing an input
field. This icon is displayed as a small blue letter i inside a white box.

Examples of specific screens are used in this User Guide to illustrate what users would see
during common registration and account modification procedures. The names and/or data
on these screens are meant to be representative and not to reflect actual IACS Users and/or

Accounts.

3.4 Cautions & Warnings

IACS provides on-screen cautions and warnings to help guide users through procedures
that require specific data formatting or are designed to alert the user before finalizing an
action.

Caution and Warning messages are presented in a variety of formats: as a text warning
message at the top of the active screen, as information text on the screen where an issue
has been identified, and as a caution message which will require the user’s action.

Additional examples of caution and warning messages are listed below.

ent of Health & Human Services

M5/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

@ Error

Please enter a valid Date of Birth in mm/dd/yyyy. m/dd/yyyy. mm/dlyyyy or m/dfyyyy format

New User Registration

New User Registration| Bl C e e
CMS is authorized to validate your personal information using your legal name. Date of Birth and Social Security Number

User Information

Title: [+] [l First Name: Morgan *  [ilLastName: Freemen ¥ osuffie ]
i Middile Initial: il Professional Credentials: Example: MD, RN, LN, MBA, PhD, etc. (Limit 12 characters)
Social Securlty 530007854 *  Valid SSN Format s XXX-XXX0OX  Date of Birth: jan 11985 *  Valid Date of Birth format is mmiddyyyy
[ E-mail: mfreeman@hmail.com % [ Confirm E-mail: mfreeman@hmail.com =
Valid E-mail address format is user@intemetprovidar domain_ List of allowed domains: vi com. gav, net org. us, mil biz, sdu, pro
* indicates a required fi
Next || Cancel |

OMB: 0938-0983 Effective date:

Figure 3: Warning Message

IACS.UG.5.0 7 November 2011
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The message shown in Figure 3 notifies the user that an incorrect format has been used for
Date of Birth (DOB) and also provides the correct format that the user should follow.

Professional Contact Information

[i]Office Telephone: 511400000 * et 3t Valid Tedephone Number Fomat i XO0LI00G000

(i Company Name: Hercy E [i! Company Telephone: 331-140-0000 et 30
Country: United States
(il Address 1: 1818 Riggs R ’ il Address -
[l City: Adelp * SttelTemitory: 10 zipCode: 35810 * - [ 3501
Access Request

(i Select Action: MadFy Demonsirations Profle '«

Type of User:  Demanstrations
Role:  EHRD User

There are no detais to modfy as part ofthe EHRD appication

Figure 4: Information Message

The message shown in Figure 4 notifies the user that the option selected cannot currently

be used.

CATs,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.
User Information

Title: =] (il Fiest Name: Morgan »

Access Request
User Type:  MAMA-PD/PDPICC

Role: =*

Justification for
tion:

 Next | | Cancel ||

‘OMB: 0935-0983

New oo i ] it vericaion NCETETEITED [irview e

il Last Name: Freeman *  Suffix:

il Middle Initial: il Professional Credentials: Example: MD. RN. LPN, MBA, PhD, etc. (Limit 12 characters)

hc""mg‘z 890-00-7854 ™ Valld SSN Formatis XOOX-XX-X0OCX  Date of Birth: 01011985  *  Valid Date of Birth format Is mm/dd/yyyy

1) E-mail: mfreeman@hmail com ” Message from webpage D>
Valid E-mail address format is user@intemetprovider domai | edu, pro
Professional Contact Information =) Selecting OK will cancel your request
Are you sure you want ta proceed?
il Office Telephone: 410-410-1234 * (3] Ext: Vall |
i’ Company Name: 1
i ‘ oK Cancel
il Address 1: |
il City: *  State/Territory: =" il Zip Code: * -0

* indicates a required fie

Figure 5: Caution Message

IACS.UG.5.0 8
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The message shown in Figure 5 cautions the user that the user’s action will cancel the
registration. The user selects the OK button to confirm the action or selects the Cancel
button to continue with the registration process.

4.0 Getting Started — New User Registration

To optimize access to the IACS screens, the user needs to ensure that the following criteria
are met:

1. Screen Resolution: CMS screens are designed to be best viewed at a screen
resolution of 800 x 600.

2. Internet Browser: Use Internet Explorer, version 6.0 or higher.
3. Plug-Ins: Verify that the latest version of JAVA and ActiveX are installed on the PC.

4. Pop-up Blockers: Disable pop-up blockers prior to attempting to access the CMS
Applications Portal.

The user should contact the Helpdesk if he has questions about any of the above criteria.
For Helpdesk contact information, see Section10.3.

4.1 Available Roles

IACS uses a hierarchical system of approvals, referred to as the Chain of Trust, for
registration requests, profile modification requests, and annual certification requests.
Typically, the requests are approved in the following manner:

¢ End User requests are approved by Approvers (for some applications, the Helpdesk
functions as the Approver)

e Approvers are approved by Authorizers (for some applications, the Helpdesk
functions as the Authorizer)

e Helpdesks that do not have approval authority are approved by Authorizers

e Authorizers are approved by the Business Owner or their designee. Business
Owners typically do not have an IACS User ID. Thus, Authorizers are referred to as
Top of the Chain Users, since they are the last users in the chain who must have an
IACS User ID.

Note: Acronyms in this section are defined in the Glossary at the end of this document.

COB Application:

Coordination of Benefits. Access to this application is restricted to the employees of the
Coordination of Benefits Contractor (COBC) only.

e Authorizer

IACS.UG.5.0 9 November 2011
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- The Authorizer is the top of the chain user trusted with approving requests for
New User Registration, modification of user profile, and re-certification for
Approver roles.

e Approver

- The Approver is trusted with approving new user creation requests, requests
for Modify user profile, and re-certification for COB User/Transmitters.

e User/Transmitter

- The User/Transmitter is trusted with transmitting batch files containing
membership changes and health status corrections.

e COB Helpdesk

- The COB Helpdesk user is an authorized representative of CMS who will
provide helpdesk assistance to COB Application Users. The COB Helpdesk
role is an end user role that does not have approval authority.

CSP - HSTP Application:

The Health System Tracking Project (HSTP) Application is a web portal for tracking and

monitoring of activities, milestones, and results from the implementation of Health Reform
legislation.

e HSTP Help Desk User

- The HSTP Help Desk User is the top of the chain user who will provide
helpdesk assistance to CSP - HSTP Application users. The HSTP Help Desk
User functions as an Authorizer in IACS and approves new user creation

requests, requests for Modify user profile, and re-certification for users with
the HSTP End User role.

e HSTP End User

- The HSTP End User is a staff member who is trusted to perform Medicare
business for the Application.

CSP - MCSIS Application:

The Medicaid and Children’s Health Insurance Program, CHIP, State Information
Sharing System, MCSIS, is a web-based application that is a single source for collecting
and sharing Medicare and Medicaid and CHIP provider termination data.

e MCSIS Help Desk User

- The MCSIS Help Desk User is the top of the chain user who will provide
helpdesk assistance to CSP - MCSIS Application Users. The MCSIS Help
Desk User functions as an Authorizer in IACS and approves new user
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creation requests, requests for Modify user profile, and re-certification for
users with the MCSIS End User role.
e MCSIS End User

- The MCSIS End User is a staff member who is trusted to perform Medicare
business for the Application.

CSR Application:

Community Based Organization/Customer Service Representative
o Authorizer
- The Authorizer is the top of the chain user trusted with approving requests for
new user registration, modification of user profile, and re-certification for
Approver roles.
e Approver
- The Approver is trusted with approving new user creation requests, requests
for Modify user profile, and re-certification for CSR Users.
e User
- The User is a customer service representative or staff member who is trusted
to perform business for the organization.
o Local Service Administrator (LSA)

- The LSA user is an authorized representative of CMS who will provide
helpdesk assistance to CSR Application Users. The LSA role is an end user
role that does not have approval authority.

Demonstrations Community:

Community supporting applications for CMS' Demonstrations. CMS business owners will
provide directions to access this link and register in IACS.

e Electronic Health Record Demonstration (EHRD) User

- An EHRD User is anyone who wishes to participate in the EHRD
demonstration.

DMEPOS Bidding System (DBidS) Application:

Durable Medical Equipment, Prosthetics, Orthotics and Supplies (DMEPOS) Competitive
Bidding Program Community - The DMEPOS Competitive Bidding Program Community

IACS.UG.5.0 11 November 2011



IACS User Guide for CMS Applications Version 5.0

is for suppliers submitting a bid for selected products in a particular Competitive Bidding
Area (CBA).

DMEPOS Authorizerl

The DMEPOS Authorizerl is the top of the chain user trusted with approving
requests for New User Registration, modification of user profile, and re-
certification for DMEPOS IT Help Desk and DMEPOS IT Administrator roles.

DMEPQOS Authorizer2

The DMEPOS Authorizer2 is the top of the chain user trusted with approving
requests for New User Registration, modification of user profile, and re-
certification for CBIC- Tierl or CBIC- Tier2 or CBIC- Input role.

Authorized Official (AO)

The AO is an appointed official to whom the organization has granted the
legal authority to enroll it in the Medicare program and to commit the
organization to fully abide by the statutes, regulations, and program
instructions of the Medicare program per the CMS 855S Medicare Enroliment
Application.

The AO must be listed on the CMS 855S application as an Authorized
Official.

The AO is trusted to approve the access requests of the Backup Authorized
Officials and End Users.

The AO is held accountable by CMS for the behavior of those they approve
within their organization.

Each organization can have only one AO.

Backup Authorized Official (BAO)

The BAO is an appointed official to whom the organization has granted the
legal authority to enroll it in the Medicare program and to commit the
organization to fully abide by the statutes, regulations and program
instructions of the Medicare program per the CMS 855S Medicare Enroliment
Application.

The BAO must be listed on the CMS 855S application as an Authorized
Official.

The BAO is trusted to approve the access request of End Users.

Each organization can have one or more BAOs if approved by the
organization’s AO.

The BAO is not a required role for an organization; however, it is highly
recommended that each organization establish this role to ensure adequate
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coverage for approval of End Users and to replace the organization’s AO, if
the need arises.
e CBICTierl
- The CBIC Tier-1 helpdesk user is an authorized representative to provide
Tier-1 helpdesk assistance for the DMEPOS Application Users.
e CBIC Tier 2
- The CBIC Tier-2 helpdesk user is an authorized representative to provide
Tier-2 helpdesk assistance for the DMEPOS Application Users.

- The CBIC Tier-2 helpdesk user can search and modify DMEPOS user
profiles within the scope of his responsibility.

e End User
- The End User is an individual entrusted by the organization to input bid data.
- The End User cannot approve Form A or certify Form B. The approval and

certification function is reserved for the Authorized Official, AO, and/or
Backup Authorized Official, BAO.

- Each organization can have one or more End Users if approved by the
organization’s AO or BAO.

ECRS Application:

Electronic Correspondence Referral System (ECRS) Web. This application allows
authorized users to fill out various online forms and electronically transmit requests for
changes to existing Common Working File (CWF) Medicare Secondary Payer (MSP)
information, and inquiries concerning possible MSP coverage.

e ECRS HelpDesk

- The ECRS HelpDesk is the top of the chain user who will provide helpdesk
assistance for the ECRS Application Users. The ECRS Help Desk user
functions as an Authorizer in IACS and approves new user creation requests,
requests for modify user profile, and re-certification for users with the ECRS
Approver role.

e ECRS Approver

- The ECRS Approver is trusted with approving new user creation requests,
requests for modify user profile, and re-certification for ECRS Users.

e ECRS User

- The ECRS User is a staff member who is trusted to perform Medicare
business for the Application.
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Gentran Application:

Gentran only access. This registration link is for those users who have no association
with any other application, but need Gentran mailbox access. If users need access to an
application that requires Gentran, they must register for that application to get access to
their Gentran mailbox.
e Gentran Helpdesk
- The Gentran Helpdesk is the top of the chain user who will provide helpdesk
assistance for the Gentran Application users.
e Gentran Approver
- The Gentran Approver is trusted with approving new user creation requests,
requests for Modify user profile, and re-certification for Gentran Users.
e Gentran User

- The Gentran User is a staff member who is trusted to perform Medicare
business for the Application.

HETS Ul Application:

HIPAA Eligibility Transaction System User Interface. This is a pilot with registration
restricted to those organizations that are pre-approved.

e MEIC Helpdesk

- The MEIC Helpdesk (now known as MCARE Helpdesk) is the top of the chain
user who will provide helpdesk assistance for the CMS Medicare Eligibility
Integration Contractor (MEIC) and approve HPG Users. If the User Approver
does not exist, the request is routed to the MEIC Helpdesk.

e Security Official(SO)

- The Security Official represents the organization or facility in IACS. There
can be two Security Officials at a facility or organization. The Security Official
is trusted with approving new user creation requests, requests for Modify user
profile, and re-certification for users with the role of User/Approver.

e User/Approver

- The User/Approver is trusted with approving new user creation requests,
requests for Modify user profile, and re-certification for users with the role of
User/Provider.

e User/Provider

- The User/Provider under HETS Ul is a health care provider that has access
to the HETS Ul system to verify the eligibility information of the beneficiaries.
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HPG Application:
HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)

e HPG User

- An HPG User is a staff member who is trusted to use the HPG to perform
business on behalf of the organization.

- This role is associated with a Gentran mailbox as long as a Submitter ID is
associated with their profile, except for users with P-type Submitter ID.

Note: Users with this role should not attempt to register for Gentran separately.
Internet Server:

Internet Server only access. This registration link is for those users who have no

association with any other application listed on this page, but need Internet Server

access. If you need access to an application that also requires Internet Server access,

you must register for that application to get access.

e Internet Server Help Desk

- The Internet Server Help Desk is the top of the chain user who will provide
helpdesk assistance for the Internet Server Application Users.

e Internet Server Approver
- The Internet Server Approver is trusted with approving new user creation
requests, requests for modify user profile, and re-certification for Internet
Server Users.
e Internet Server User
- The Internet Server User is a staff member who is trusted to perform
Medicare business for the Application.

MA/MA-PD/PDP/CC Application:

Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug
Plan/Cost Contracts/ Medicaid State Agency
e Authorizer

- The Authorizer is the top of the chain user trusted with approving requests for
new user registration, modification of user profile, and re-certification for
Approver role.

e |Ul Authorizer
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- The IUl Authorizer is the top of the chain user trusted with approving requests
for New User Registration, modification of user profile, and re-certification for
IUI Helpdesk, Ul Administrator, MAPD Helpdesk, and MAPD Helpdesk
Admin roles.
e State Authorizer

- The State Authorizer is the top of the chain user trusted with approving
requests for New User Registration, modification of user profile and re-
certification for MA State/Territory Approver, State Health Insurance Plans
(SHIP) Approver, and State Pharmacy Assistance Programs (SPAP)
Approver.

e Approver

- The Approver, also known as the EPOC, is trusted with approving new user
creation requests, requests for Modify user profile and re-certification for the
users with Submitter, Representative, and Contractor roles.

e MA State/Territory Approver

- The MA State/Territory Approver will be able to approve Medicare Advantage
State and Territory Users that require access to their applications through
IACS.

- This person will not have access to the MA Part D applications.

e SHIP Approver

- The SHIP Approver will be able to approve SHIP Users that require access to
their applications through IACS.

- This person will not have access to the MA Part D applications.

o SPAP Approver

- The SPAP Approver will be able to approve SPAP Users that require access
to their applications through IACS.

- This person will not have access to the MA Part D applications.

e |UIl Helpdesk

- The IUIl Helpdesk will be able to view all application screens and information,
except for the Report Order screens.

e |Ul Administrator

- The IUI Administrator will be able to view all application screens and
information, except for the Report Order screens.

e MA Representative
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- The MA Representative will be able to view all application screens and all
information for the periods during which the beneficiary was enrolled in the
user’s plan, except for the Batch File Status and Report Order screens.

e MA State/Territory User

- The MA State/Territory User will be able to view MA Part D applications
through the integrated user interface.

e MA Submitter

- The MA Submitter will be able to view all application screens and all
information for the periods during which the beneficiary was enrolled in the
user’s plan, including Batch File Status and Report Order screens.

- This role allows the user to send and receive files on behalf of a plan.

- This role is associated with Financial, Non-Financial Gentran mailboxes or
both depending on the user selection of the Report Access Type during
registration.

Note: Users with this role should not attempt to register for Gentran separately.

e MCO Representative Ul Update
- The MCO Representative Ul Update User will be able to enter and correct
plan-responsible beneficiary enroliment related data through the MARX online
user interface (MARXx Ul).
- This role will not have access to Gentran Mailbox.
e Report View
- This role is associated with Financial, Non-Financial Gentran mailboxes or
both depending on the user selection of the Report Access Type during
registration.

e NET Representative

- The NET Representative will be able to view plan information.

e NET Submitter
- The NET Submitter will be able to send and receive files on behalf of a plan.
- This role is associated with Financial, Non-Financial Gentran mailboxes or
both depending on the user selection of the Report Access Type during
registration.

Note: Users with this role should not attempt to register for Gentran separately.

e PDP Representative
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- The PDP Representative will be able to view only Part D information on all
application screens for the periods during which the beneficiary was enrolled
in the user’s plan, except for Batch File Status and Report Order screens.

e PDP Submitter

- The PDP Submitter will be able to view only Part D information on all
application screens for the periods during which the beneficiary was enrolled
in the user’s plan, including Batch File Status and Report Order screens.

- This role allows the user to send and receive files on behalf of a plan.

- This role is associated with Financial, Non-Financial Gentran mailboxes or
both depending on the user selection of the Report Access Type during
registration.

Note: Users with this role should not attempt to register for Gentran separately.

e POSFE Contractor

- A POSFE (Point-of-Sale Facilitated Enrollment) Contractor is a registered
user who cannot enter or select contracts. When the POSFE Contractor is
approved, the user is automatically assigned the ‘RO000’ Contract by the
system.

e SHIP End User

- The SHIP End User will be able to view SHIP Part D applications through the
integrated user interface.

e SPAP End User

- The SPAP End User will be able to view MA Part D applications through the
integrated user interface.

e MAPD Helpdesk

- The MAPD Helpdesk user is an authorized representative of CMS who will
provide helpdesk assistance to MA/MA-PD/PDP/CC Application Users.

e MAPD Helpdesk Admin

- The MAPD Helpdesk Admin user is an authorized representative of CMS who
will provide administrative helpdesk assistance to MA/MA-PD/PDP/CC
Application Users information.

MDR Application:

Medicaid Drug Rebate: Exchanges data between CMS and the States. Data exchanges
include quarterly drug rebate files to states; quarterly drug utilization to CMS; utilization
discrepancy reports to states; and quarterly rebate offset amounts to states.
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Note: Users registering for the MDR Application will only get a User ID/Password
granting access to the Gentran mailbox associated with MDR. The User
ID/Password will not allow the user to authenticate (using Access Manager) to
the MDR Application.

e Helpdesk

- The Helpdesk is the top of the chain user who will provide helpdesk
assistance for the MDR Application Users.

e Approver

- The Approver is trusted with approving new user creation requests, requests
for Modify user profile, and re-certification for State Technical Contact Users.

e State Technical Contact

- The State Technical Contact is a staff member who is trusted to perform
Medicare business for the Application.

Medicare Exclusion Database Application:

The Medicare Exclusion Database, MED, is updated monthly with sanction and
reinstatement information on excluded providers, and is made available to approved
entities only.

e MED Help Desk User

- The MED Help Desk User is the top of the chain user who will provide
helpdesk assistance to MED Application users.

e MED Approver

- The MED Approver is trusted with approving new user creation requests,
requests for Modify user profile, and re-certification for MED End Users.

e MED User

- The MED User is a staff member who is trusted to perform Medicare
business for the Application.

- This role is associated with a Gentran mailbox.
Note: Users with this role should not attempt to register for Gentran separately.

e MED Power User

- The MED Power User is a designated role for internal CMS use.
- This role is associated with a Gentran mailbox.

Note: Users with this role should not attempt to register for Gentran separately.
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e MED Administrator

- The MED Administrator is a designated role for internal CMS use.
- This role is associated with a Gentran mailbox.

Note: Users with this role should not attempt to register for Gentran separately.

Physician Quality Reporting System/eRx Application:

Physician Quality Reporting System and E-Prescribing Incentive Programs. This
registration link is for users requesting access to the PQRS Portal to access their
Feedback Reports and/or submit data to the Physician Quality Reporting System and
E-Prescribing Incentive Programs.

o PQORI Helpdesk

- The PQRI Helpdesk is the top of the chain user who is an authorized
representative at the QualityNet Help Desk that will provide helpdesk
assistance for the PQRS/eRx Application Users.

- The PQRI Help Desk functions as an Authorizer in IACS and approves new
user creation requests, requests for Modify user profile, and re-certification
for users with the Security Official (SO), Individual Practitioner (IP), Registry
End User, EHR Vendor, PQRI Maintainer, and PQRI Admin roles.

e Security Official

- The Security Official is the authorized representative of his organization and
registers the Organization in IACS.

- There can be only one Security Official in an Organization.

- The Security Official is trusted to approve the access requests of Backup
Security Officials.

- The Security Official can approve the access requests of End Users

- The Security Official is the only individual who can update the information in
the Organization profile in IACS.

- The Security Official can have a 2-Factor Authentication Approver Role.

- The Security Official must have a 2-Factor Authentication Approver Role in
any Organization where users can select the EHR Submitter or PQRS
Submitter (2-Factor Authentication role).

e Backup Security Official

- A Backup Security Official performs many of the same functions as a Security
Official (see above) in an Organization.
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There can be one or more Backup Security Officials in an Organization.

The Backup Security Official can approve the access requests of End Users
and may assist the Organization’s Security Official with other administrative
tasks.

The Backup Security Official can have a 2-Factor Authentication Approver
Role.

The Backup Security Official must have a 2-Factor Authentication Approver
Role in any Organization where users can select the EHR Submitter or PQRS
Submitter (2-Factor Authentication role).

EHR Submitter (2-Factor Authentication role)

The EHR Submitter is part of a healthcare organization and is authorized to
submit personally identifiable information (PII) to CMS applications.

The EHR Submitter will be required to use 2-Factor Authentication due to the
sensitive nature of the data. Additional information is required for the EHR
Submitter’s profile to support 2-Factor Authentication.

EHR Vendor

An EHR Vendor is part of the EHR Organization and can also request access
to CMS Applications.

EHR Vendors are allowed to select an organization from a pre-defined list of
EHR Vendor Organizations during New User Registration

End User

An End User is a staff member who is trusted to perform Medicare business
for the Organization.

An End User is part of an Organization.

Health Information Exchange (HIE) User

The HIE User is authorized to request a PQRI feedback report on behalf of
an HIE Organization.

The HIE User is required to use 2-Factor Authentication due to the sensitive
nature of the data. Additional information is required for the HIE User’s profile
to support 2-Factor Authentication.

The HIE User is required to select an organization from a pre-defined list of
HIE Organizations during New User Registration.

Individual Practitioner

An Individual Practitioner is a solo practitioner enrolled in Medicare reporting
with a single NPI and receives his Medicare payment under his Social
Security Number.
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Individual Practitioner with 2-FactorAuthentication

- An Individual Practitioner is a solo practitioner enrolled in Medicare reporting
with a single NPI and receives his Medicare payment under his Social
Security Number. If the Individual Practitioner would like to Submit EHR / PlII
data, he must select the Request EHR Submission (2 factor) role radio button
during registration.

PQRI Admin

- The PQRI Admin user is an authorized representative of CMS who is
responsible for performing Administrative functions within the PQRS/eRx
Application.

PQRI Maintainer

- The PQRI Maintainer user is the authorized representative of CMS who is
responsible for performing Maintenance functions on specific PQRS/eRx
Application(s).

Registry End User

- A Registry End User is part of the Registry Organization and can also request

access to CMS applications.

- Registry End Users are required to select an organization from a pre-defined
list of Registry Organizations during New Users Registration.
PQRS Submitter
- The PQRS Submitter is authorized to access the PQRS Portal to submit
PQRS Reports including PHI and patient level reports.

- The PQRS Submitter will ordinarily be associated with an Organization.

- Users seeking the PQRS Submitter role who do not belong to any
Organization may register without selecting an Organization.

- The PQRS Submitter will be required to use 2-Factor Authentication due to
the sensitive nature of the data. Additional information is required for the
PQRS Submitter’s profile to support 2-Factor Authentication.
PQRS Representative
- The PQRS Representative is authorized to access the PQRS Portal to view
and retrieve PQRS Reports including PHI and patient level reports.
- The PQRS Representative will ordinarily be associated with an Organization.

- Users seeking the PQRS Representative role who do not belong to any
Organization may register without selecting an Organization.
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Provider Statistical and Reimbursement / System Tracking for Audit and
Reimbursement Application:

This registration link is for users requesting access to PS&R and/or STAR application.
During New User Registration, users are required to select one of the following:
Fl/Carrier/MAC, Providers, PS&R/STAR System Maintainer, Helpdesk.

o PS&R/STAR Helpdesk

- The PS&R/STAR Helpdesk is the top of the chain user who is an authorized
representative that provides helpdesk assistance to the PS&R and STAR
application users.

-  The PS&R/STAR Helpdesk approves Security Officials (SOs) that work for
Fl/Carrier/MAC and Medicare Providers.

o PS&R/STAR Security Official

-  The PS&R/STAR Security Official is the authorized representative of his
Fl/Carrier/MAC Organization in IACS.

- There can be only one Security Official in an Fl/Carrier/MAC Organization.

- The Security Official is trusted to approve the access requests of Backup
Security Officials, End Users and Admins.

- The Security Official is the only individual who can update the information in
the Organization profile in IACS.

e PS&R/STAR Backup Security Official

- A PS&R/STAR Backup Security Official performs many of the same functions
as a PS&R/STAR Security Official in an Fl/Carrier/MAC Organization.

- There can be one or more Backup Security Officials in an Organization.
- The Backup Security Official can approve the access requests of End Users
and Admins. He may assist the Organization’s Security Official with other

administrative tasks.

e PS&R Security Official

- The PS&R Security Official is the authorized representative of his Medicare
Provider Organization in IACS.

- There can be only one Security Official in a Medicare Provider Organization.

- The Security Official is trusted to approve the access requests of Backup
Security Officials, End Users, and Admins.

- The Security Official is the only individual who can update the information in
the Organization profile in IACS.
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o PS&R Backup Security Official

- A PS&R Backup Security Official performs many of the same functions as a
PS&R Security Official in a Medicare Provider Organization.

- There can be one or more Backup Security Officials in an Organization.

- The Backup Security Official can approve the access requests of End Users
and Admins. He may assist the Organization’s Security Official with other
administrative tasks.

e PS&R Admin

- The PS&R Admin user is the authorized representative of CMS who is
responsible for performing administrative functions within the application.

e PS&R User

- A PS&R User is a staff member who is trusted to perform Medicare business.

e STAR User 1-STAR User 8

- A STAR User is a staff member who is trusted to perform Medicare business.

4.2 Basic Registration Steps

The following Section provides instructions for the most common registration steps using the
MA/MA-PD/PDP/CC Application, MA Submitter role as an example. Registration steps for
the other applications are not significantly different from those provided in this document.
Noteworthy differences for other roles will be identified in Section 4.3.

Prior to registering in IACS, the user should have received information on registration details
from their Organization or CMS point of contact. This information may include:

e The role the user will register for in IACS

e The user (if registering as SO for HETS Ul, PQRS/eRx and PS&R Provider
Organizations) will be asked to supply additional information during registration such
as Organization Legal Name, Taxpayer Identification Number, street address, etc.

Note: If the user has not received information on registering for IACS, the user needs to
check with his Organization prior to registering for IACS.

To register in IACS the user must first access the CMS website.

Action:  Navigate to https://applications.cms.hhs.gov.

The CMS Applications Portal WARNING/REMINDER screen will display as illustrated in
Figure 1.

If the user does not want to proceed any further and wants to exit, he needs to select the
Leave button.
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Action:  Read the important information on this screen and indicate your agreement by
selecting the Enter CMS Applications Portal button.

The CMS Applications Portal Introduction screen will display as illustrated in Figure 6.
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CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is 3 Federal agency within the U.S. Department of Health and Human Services. To learn more
about CMS, visit the CMS Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and other CMS programs. This
portal is in its initial implementation stage with new capabilities being added on a reqular basis.

I

To use the CMS Portal you must first register and then choose a role:

+ Account Management - Registration and user management services required to access applications within CMS' Applications Portal

= Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans
+ Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

« Data Services - Data Services for internal CMS users

Department of Health & Human Services | Medicare.qov | Firstgov.gov
Email Updates| Erivacy Policy |Freedom of Information Act
Centers for Medicare & Medicaid Services, 7500 Security Boulevard Baltimore, MD 21244
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Figure 6: CMS Applications Portal Introduction Screen

Action:  Select the Account Management hyperlink in either the white space in the center
of the screen or from the menu bar toward the top of the screen.

The Account Management screen will display as illustrated in Figure 7.

Hyperlinks on this screen will allow users to access IACS registration, login functions, and
the IACS Community Administration Interface.

The bottom area of the screen provides Help Resources with Helpdesk contact information
and E-mail hyperlinks.
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Account Management Important Messages

CMS has established a single system to provide user registration and wser account self- service capabilities. The links below will
launch the registration applicatzon for new users to request access to the applcations offered within the CMS Applications

Portal and the self-service application for registered users. Starting on November 13, 2010 all PQRT users should register
via the N Coer Regmranion and PORI Regtstn EHR Liks.
New User Registration - Apply for a CMS computer services account PQRI users should contact the Quality Net Helpdesk az 1-866-
288-3911 o quetsupport@edps.ong with queshons pertammg to
My Profile - Manage your CMS COmpULEr SErvices Bccount regsteaton, Securdy Offical, andior Recertification raquests

If vou are requesting the IACS Security Official (50) role,
please note, that vour request will expure if the requared [R5
docimremtation = nol subrmited withm 60 s of your request
Allow: tene for processng and if vou know that vour reguest

wil expire, piease contact EUS before the 80 dav deadiine.

rgot Your riD?
-5 Commuinity Admini ion f: - For assisted user accounts management funchions

Do not disclose or lend your User ID ANDVOR PASSWORD
to someane else, They are for your use only and ssrve a5 your
electronic signamre. This means that vou will be held

- for the of ired or Megal
Help Resources transactions. Sharing of accounts may kad to termanation of
system access peivileges and Jor adverse action up to

and mecludmg legal prosecution.

POQRI users should direct all questions or concerns 1o the Qroality Net Helpdeak ae 1-866-288-8012 (Monday ~ Friday 7:00 am_ - 7:00 p.m. CT) or viz email
gaetsepportllisdps org

Provider Commuity users should direct questions or cancerns to the External User Services (FUS) Help Desk at 1-866-484. 8040, TTY/TDD at 1866523
4730 (Monday - Friday Tam-Tpm EST) or via emad at EUSSuppontfless com

Medicare providers participating in the HETS UI piot should direct questions to the MCARE help desk at 1-866-+40-3803 (phone), 1-615-238-0822 (fax) or
via emadl meaze-ems hhs gov

Partscpants m the Post Acule Care Payment Reform Demonstrahon may derect questons and concerns refated fo the CARE apphcaton and the PAC-PRD
demonstration to the RTI helpdesk by emailing help@pacdemo i org or by caling 1-866-412-1510.

Health Plans should direct questions or concems to MMAHelp desk ar 1-800-927-8069 or via emad 3t mmaheip @ oms khs gov

Supers. for the Compentive Buddmg Program should deect queshons or concerns to the Competitive Biddmg Implementabon Contractor at 1.877.577.5331
(Phone) or via e-ma? CRIC admm #palmetiogha com

Partscpants m the Quabty bmprovement Orgamzations’ 9th Scope of Wark Care Transbons Theme may direct questions and concerns related to the CARE
appBcation and the QTO m the Quatry Improvement Crganization Suppont Contractor (QIOSC) helpdesk by caling 1-800-676- 0724 or emaiing
‘helpgincare@efme.org

| | | || & Intemet | Protected Mode: On

Figure 7: Account Management Screen

Action:  Select the New User Registration hyperlink.

The New User Registration Menu screen will display as illustrated in Figure 8.
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MA-FLIPDRICE

MDR State Exchange

Physician Quality Reparting
System/ek
FSBRISTAR

New User Menu for CHS

Avadabiity of CMS Apglications
Coordination of Benefits. Access to this application is restricted to the employees of Coordination of Benefits Contractor (COBC) only.

The Health System Tracking Project, HSTP, Application is a web portal for tracking and monitoring of activities, milestones, and results from the
imglementation of Health Reform legislation.

The Medicaid and Children?s Health Insurance Program, CHIP, State Information Shanng System, MCS:IS 15 web-based appbestion that i o
single source for collecting and sharing Medicare and Medicaid and CHIP provider termination dat.

Community Based Grganization/Custamer Service Representative

Community supporting apphications for the CMS° Demanstrations. CMS business owners will provide directions to access this link and register
in 1ACS,

5] Durable Medical Equipment, Prosthetics, Orthatics and Supplies (DMEPDS) Competitive Bidding Program Community - The DMEPDS Competitive

Bedding Program C 15 lor supphers a bnd for selected products in a partroular Competitive Bidding Area (CBA).
This application is not currently avalable for registration

This application allows authorized users to fill out varicus online forms and electronically transmit reguests for changes to existing Common
Working File (CWF) Medicare Secondary Payer (MSF) infermation, and inguiries concemning possible MSP coverage.

Gentran only access, Thes registration nk e for those users whe have ne asseaation with any other apphcation, but need Genbran mailbox
arcess. If you need accesa to an application that alsn requires Genbran, you must register for thar application to get access to your Gentran
mailbox,

HIPAA Eligibility Transaction System User Interface. This is a pilat with regi i d to thoge organizations that are pi d
HIEAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)
Meadicare advantage/Madicare advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/ Medicaid State Agency

Medicaid Drug Rebate: Exchanges data between CMS and the States. Data exchanges include quartery druo rebate files to states; quarterly
drug ubihzation to CMS; ublzation diserepancy reperts bo states; quartery rebate offset amounts to state

The Medicare Exclusion Dalabase, MED, s updated menthly with sancbion and renstatement mformabon on excuded providers, and is made
availahle to approved entities anly

Physician Quality ing System and E ibing Incentive i Eink is for users requesting access to the PORS
Partal to access their Feadback Reports and/or submit data to the Physician Quallty Reporting System and E-Prescribing Incentive Programs.

Provider Statistical and Reimbursement/System for Tracking Audit and Reimbursement

Figure 8: New User Registration Menu Screen

Note: When an application is not available for registration, the link will be “grayed out

and a message will be displayed in red stating that “The Application is
currently not available for registration.”

Action:  From the New User Registration Menu screen, select the CMS Applications

hyperlink for which you want to register.

The CMS Computer Systems Security Requirements Terms and Conditions screen will

display.

This screen contains the Privacy Act Statement and the Rules of Behavior, which presents
the terms and conditions for accessing CMS computer systems as illustrated in Figure 2.

Action:  Accept the terms and conditions to be authorized to access CMS systems and

applications, and select the | Accept button.

The New User Registration screen will display as illustrated in Figure 9.

In the User Information area of the screen, the user will enter information needed by the
system to identify the user and to allow the system to communicate with the user through E-
mail. These common fields must be filled in by all CMS Application requesters regardless of

the type of access requested.

Required fields are indicated by an asterisk (*) to the right of the field.
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( U.S. Department of Health & Human Services
D

£ www.hhs.gov |

€M/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number
User Information
Title: [+] [i First Name: Morgan * [ LastName: Freeman * suffic: | [+]
[i] middle Initial: i] Professional Credentials: Example: MD, RN, LPN, MBA, PhD, etc_ (Limit 12 characters)
Social Security 390.00.7856 | *  Valld SSN Format s OXXCXOX  Date of Birth: 001/1980  *  Valid Date of Binth format is mm/dyyyy
[T E-mail: mfreeman@ghmail.com = [i] Confirm E-mail: mfreeman@ghmail.com *
Valid E-mail address format is user@internatprovider. domain. List of allowed domains: vi.com, gov. net, org, us, mil, biz, edu. pro

* indicates a required field
Next | [ Cancel

OMB: 0938-0989 Effective date: 506

Figure 9: New User Registration Screen

Action:  Complete the required fields in the User Information area of the screen. The
optional fields may be completed as well.

e The First and Last Name must be those on file with the Social Security
Administration (SSA).

o The Social Security Number (SSN) must be the one on file with the SSA.
e The Date of Birth (DOB) must be the one on file with the SSA.
e A unique, work related E-mail address where the user may be contacted is required.

e The E-mail address should be entered a second time for verification. Values should
not be cut and pasted from one field to the other.

Note: The information must be entered in the fields in the formats specified on the
screen.

Action:  Select the Next button when all the required fields have been completed.

When the Next button is selected, the system validates the data that has been entered.

e The SSN is validated to verify that it does not already exist for another IACS account.

e The E-mail address is validated to verify that it does not already exist for another
IACS account.
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If the Cancel button is selected, the request will be cancelled and all information that was
entered will be lost. A screen indicating this will be displayed. The user must select the OK
button to confirm the action, exit that screen and close the browser window.

If the user information is successfully validated, the E-mail Address Verification screen will
display as illustrated in Figure 10.

WA Department of Health & Human Services £ www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

E-mail Address Verification

Hew User Registration JIEPTREVTFTLAE Contact information [l Authenticatson Uuestions m m

A g-mal has been sent 10 vou 3f MireemangZahmail.com v the B0t venfication code
Phestsee exntor ther codee in hie bere bedow fiom S o-mad and select Nt witin 30 mimdes. Failure to do so will resalin cancelition of your Registration Regues

Venhcation Code: 13400872 . Fe-sand vercation code

right of the Verification Codu field

el by reatied

" indicates & raqured field

OME: 0933-0989 Effective date: 505

Figure 10: E-mail Address Verification

The user will be sent an E-mail that confirms IACS has received the user’s request and
provides him with a Verification Code. The user must enter the Verification Code on the
E-mail Address Verification screen.

Action:  Leave the E-mail Address Verification screen open.

Note: The user will have 30 minutes to complete this step of the registration process. If
the user does not complete this step in 30 minutes or if the user closes the
E-mail Address Verification screen, his request will be cancelled and all
information that he had entered will be lost.

Action:  Proceed to the E-mail Inbox and open the message with the verification code.
The E-mail subject line will be: IACS: Email Address Verification. Record the
verification code which will be used in the next action.

If the user does not receive the verification E-mail, he may select the Re-send verification
code hyperlink to the right of the Verification Code field on the E-mail Address Verification
screen. The user may ask to have the verification code resent up to three times. The user
may also contact the Helpdesk if he needs assistance or does not receive the E-mail
Address Verification E-mail. If the user realizes that he may have entered an incorrect E-
mail address, then, he must cancel the registration process and start over.

If the Cancel button is selected, the application request will be cancelled and all information
that was entered will be lost. A screen indicating this will be displayed. The user must select
the OK button to confirm the action, exit that screen, and close the browser window.
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Once the user has his verification code, the user must return to the E-mail Address
Verification screen.

Action:  Enter the Verification Code in the Verification Code field on the E-mail Address
Verification screen as illustrated in Figure 10.

Note: The code must be entered exactly as it is displayed in the E-mail message
without any extra spaces or characters.

Action:  Select the Next button
Note: After three unsuccessful attempts to enter the verification code, the IACS
registration request will be cancelled.

When the user enters the correct verification code and selects the Next button on the
E-mail Address Verification screen, the screen will refresh and the New User
Registration screen will display as illustrated in Figure 11.

U5 Department of Health & Human Services 2 www.hhs.gov

ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

New User Registration

CMS s aulhorized o vabidale your personil information using your legal nasne, Dale of Birlh and Socil Sucurily Number
User Information
Title: x| [ First Mame: Morgen * [ Last Mame: Freeman * suffie: .
1] Micidin Initkal: 1l Pratoasional Crodentials: Exampia: MD. RN, LPN, MBA, PhD, eic. (Limit 12 characlers)
Soclal SeCUTN Ga0-00-7085 T ValdSSN Formalls XOWOGIOOX.  Date of Dinh: DUDTASID T Vil Date of Bth formatis mmieennyy

TIE-mall: miraomangghmall com 1 Conflrm E.mail: méreomanggnmal com

\alid E-mail address format iz useri@intemetprovider domain. List of allowed domains: vi.com, gov, net, og, us, mil, biz, edu, pro

| Contact Inf
i Office Teleghone:  410-123-1234  * [ Eak: Valid Prang Numbsr Fomal is X0X000000
Il Company Name: Freman group " 1l Company Telephona: 1 Ext:
ilnddress 1; 1 man st " il Address &
ilcity: bammers ¥ stateTerritery: MD[=]* i7ipcode: 21004 *

Access Request
User Type:  MAMA-POIPDPICC
Fote: =1*

Justification for
clion:

* ndicates & requined N

Next || Cances |

Figure 11: New User Registration Screen: Contact Information

This screen has additional sections that need to be completed. The top area of the New
User Registration screen labeled User Information as, illustrated in Figure 11 will be pre-
populated with the user information that the user completed prior to his E-mail address
verification. The user may modify the information that he wants except for the previously
entered E-mail address in the User Information section.

The center of the screen contains an area labeled Professional Contact Information. In
this area, the user is required to enter his professional contact information.

IACS.UG.5.0 30 November 2011



IACS User Guide for CMS Applications Version 5.0

Action: Enter the professional contact information in the fields provided in the

Professional Contact Information area of the New User Registration screen.

All required fields must be completed. Required fields are indicated by an asterisk (*) to the

right of the field.

Action:  Continue on to the Access Request area of the New User Registration screen.

The Access Request area of the New User Registration screen contains fields that are

specific to the CMS application that has been selected.

Note: The MA/MA-PD/PDP/CC Application will be used to illustrate common
registration procedures and techniques that apply to registering for access to
CMS Applications. Depending on the needs of the CMS Applications, there will
be some minor differences in the information collected and the way the user will

select/input this information.

The Access Request area, as illustrated in Figure 12, will display the User Type, Role field,

and Justification for Action fields. The Role field contains a drop-down list of Roles as
illustrated in Figure 12.

Individuals Authorized Access to the CMS Computer Services (JACS)

New User Registration

New User Registration i Email Verification [l ALTGTE (W I Authenticafion Questions [l Review Request il Acknowledgement

CNS is authorized to vaidate your personal information using your legal name, Date of 3irth and Social Security Number

User Information

Title: [] [ First Name: Morgan * [il Last Name: Freeman * osuffix: | [7]
[£] Middle Initial: YIS EH Example: MD, RN, LPN, MBA, PhD, efc. (Limi 12 characters)
PDP Submitter

Social Security |\iA Representative
Number: |5DP Representative
POSFE Contractor

rmat is XXH-X00KG00 Date of Birth: 01/01/1980 E Valid Date of Birth format is mm/ddfyyyy

[EE-mail: |\ET supmitter g [3] Confirm E-mail: mireeman@ghmail com %
NET Representative
vall ﬂnnfov; Bmetprovider.domain. List of allowed domains: vi.com, gov, net, org, us, mil, biz, adu, pro

Ul Helpdesk
Ul Administrator
WA State/Territory Approver

Professional Con

[3] Office Telephone: |\1a Siatarerritory User Valid Phone Number Format is XXX-XXX-XXXX
SPAP Approver
[flcompany Name: |SPAP End User & [i] company Telephone: [i] Ext:
SHIP Appiover
[il Adoress 1: |SHIP End User i [i] Address 2:
MCO Representative Ul Updale
[flcity: |MAPD Heladesk *  stateerritory: [mD[=]* [i zipCode: 21044 % - [i]

MAPD Heladesk Admin
Access Reguest |Report View

i Ul Authorizer

User Type: |Authorizer

State Authorizer

Role: | VA Submitter -] *

Additional Role: [=]

Select at least one Report Access Type for the chosen Role. ¥

[l Report ACT';i?_ [] Access to Non-Financial Report [] Access to Financial Report

For ihe User/S.bmitier Role, at least one ContractMallbex Number must be submitted. *

[Tl pian contract
Number:

Add | Ex: Hooor or Sxow of Exox

(PDE taitbox Add | Ex: Hooo: or Sxex or BEXox

Number:
il RAPS Wailbox "
Number: Ex: ook or Sxex of Exox

RACF ID:

Figure 12: New User Registration Screen: Access Request Area, Role Drop-down

Action: Inthe Role field, select your desired Role.
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Note: The MA/MA-PD/PDP/CC Application, MA Submitter role, will be used to illustrate
common registration procedures and techniques that apply to registering for
access to CMS Applications.

If the user selects the role of MA Submitter, the screen will refresh and the following fields
will display as illustrated in Figure 13.

o Additional role: The user may select an additional role during New User Registration.
Refer to Table 2 for all the possible combinations that are allowed.

o Report Access Type: The user is required to select at least one report access type
before continuing to add contract(s) by choosing one or both of the following
checkboxes as needed.

- Access to Non-Financial Report
- Access to Financial Report

e Contract: The user may enter a contract number in the following fields:

- Plan Contract Number field,
- Prescription Drug Event, PDE Mailbox Number field, and/or

- Risk Adjustment Processing System, RAPS Mailbox Number field.

The user can enter contract numbers in any, or all, of the Contract/Mailbox Number fields as
they apply to the user’s work.
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New User Registration il Email Venfication [contact intormation| R ] Uueshons il Review Hequest il Acknowledgement

©M$ s authonzed to validate your personal infamation using Your legal name. Date of Birth and Social Secunty Number
User Information
Titlo: (=] il First Name: Margan * lilLast Name: Frenman

i) Maddle Initial: i| Professional Credentials:

Social Securily TR e S ®
Numben, 90-00-7855 Valid SSN Fomat i JO0LI0CH00K Dt of Birth: 011011900

1 Eamail: - mlteemangghmsai com

* Sute =]

Exampie: MO, RN, LFN. MBA, PhD, eic. (Limit 12 characlers)

Vaild Date of Birsh format I3 mmiddivyyy

il Confinm Eanail: mlremangghmai com

akd F-mail adiress format |5 usan@inematprovider domain List of alowed domaing: vi com, gov, net, org. us, mil, blz, edu_pra

Professional Contact Inf

il OMfice Tulephone:  410-123-1234 © i Ext: Valid Phone Mumber Fommal is X0(X000000

i Company Name: Fresman group 1 Company Telaphone:

il Aadress 1: 1 man gt " il Address 2

Uciy:  baltimors Y StateTerritoy: MD[=]* U zip Conn: 21044

Access Reques

User Type:  MAMA-PLUPDPICC
Role: M4 Submittie ="

Additional Role: | MCO Representstne Ul Updste [+ ]
St al lisesd ore Roepart Acoess Type for e chosen Robke
L R‘:W'm'{.‘;“x 4 Accass to Mon-Financial Report Access to Financial Report

For the UsesSunmitier fole, &1 BAst ane ContractMaiibee Number must be sunmiten *

¥l Ptan Cantract 7 i
Contract. iy Add | Ex. Houon oe S on Exn
¥ PDE Mailbox o
 alog Add| Ex: Moo or Swox or Bxcoc
LiRAPS Maulthox A0 ] Ex Hioon or S0 or Exont
Number:
T RACE ID:

Justification for
tion:

i Ext:

* incicates a required ekl

Figure 13: New User Registration Screen: Access Request Area, MA Submitter

Action:  Enter valid contract numbers one at a time in the appropriate fields.
Action:  Select the Add button after each entry to record the contract number.

Note: Once a contract number has been added to the registration screen, it cannot be
changed or removed. The user needs to ensure that he is requesting a valid
contract for him to access on behalf of the company prior to selecting the Add
button. If the user enters an incorrect contract number, he must cancel the
registration request and start a new request.

Note:

‘E’, 'S’, and ‘9.

In this example, the MA Submitter user can only enter contracts starting with ‘H’,

After each contract number is entered, the screen will refresh and display the entered
contract numbers in separate, labeled fields under the Plan Contract Number, PDE Mailbox

Number, and RAPS Mailbox Number fields as illustrated in Figure 14.

Below the entered Contract Number fields is an additional field for the user to enter the

RACF ID if he has this ID number. If the user has forgotten the RACF ID, he needs to call
the Helpdesk to obtain his RACF ID information.

If the user does not have a RACF ID at the time he completes the IACS New User

Registration and the user’s role requires that he have one, the system will automatically
assign him a RACF ID once his request is approved.
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Access Request
User Type:  MAMA-PDPORICC
Rode:  MA Submitior [=]*

Additional Rode: | MO Representative Ul Update (=]

Salect at least one Repart Access Type for the chasen Rale

1 Report "\ﬁ_“""p‘"‘, ¥ Accass to Non-Financial Report Access to Financial Reporl

For the User/Submitter Role, ol least one ContraciMabos Mumber must be submitted.
il Plan Contract Ex: Mmoo o OF B
Nunber: Add B Hooon Of 300 of Excox

il FOE Mafibox
Humlbsr:

||||||
Contractis): ::J.(‘,

1 RACF 1D:

Justification for
ction:

* indicates a required fisld

Nexl | [ Cancel

OMB: (932.0989 Effiectivie daber 506

Figure 14: New User Registration Screen: Access Request Area, Contract Number &
RACF ID Field — MA Submitter

Action:  Enter your RACF ID, if you have one.

Action:  Enter a justification statement for your request in the Justification for Action field.
This field must include the reason you are requesting this action.

Action:  Select the Next button when you are done filling in all the required fields on the
New User Registration screen.

If the user selects the Cancel button, his application request will be cancelled and all
information that was entered will be lost. A screen indicating this will be displayed. The
user must select the OK button to confirm the action, exit that screen, and close the browser
window. The system will then return the user to the CMS Applications Portal Introduction
screen.

Once the data is validated, the system will display the Authentication Questions screen as
illustrated in Figure 15.

The user must answer a minimum of two authentication questions in order to complete his

registration. These answers will be used to validate the user’s identity should he attempt to
recover his User ID or password using IACS’ self-service Forgot your User ID? or Forgot
your password? features.
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OME: 0930-0963

“ 11,5 Department of Health & Human Services

Authentication Questions

Ploase arsses ol st 2 of e folawing guessions;, and then select Next” bo proceed with regestralion

#’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Answer

What is your grandmather's maiden nama?

Sue

What was the modal of your first car?

Taurus

What is the middla name of your cldest cousin?

What was the nama of your first pet?

What was your childhood phane rumber?

What was the first name of your first boyfriend?

Whal v s finsd rsarne af your fiesd gilirinnd?

Whal iss the rarme of your first dementary school?

Whal wers your childhood street name?

Wikl v s e of your Brst ernplayes?

Wil veaes your grandlfatler's profossion?

What was the nama of your first college roommate?

Whera was your wedding reception held?

| Back | | Next | | Cancel |

) www.hhs.gov

Action

Action

Figure 15: Authentication Questions Screen
Answer at least two of the Authentication Questions listed.

Select the Next button when you are done.

The system will display the Review Registration Details screen as illustrated in Figure 16.

Refer to Section 7.1 for further information on completing the Modify Account Profile
process.
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nent of Health & Human Services 3 www.hhs.goy

ﬁ,‘é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CM5 Computer Services (IACS)

Review Registration Details

[conct omasen o]

The foliowing i The information you entered on e New User Regairabon Form

Plegse review e Information below 1o verify comectness.

formation, click Edit’,
I the information & comed and you wish lo proceed, dick *Submit’.
First Name: Maorgan ™I Last Hame: Froeman
Tithes Suffix: Professional Credentials:
Social Security Number: 7856
Date of Birth: oun1/1520
E-mail: milteman@yhrai com
Uthice Telephone: 1231234
Company Name: Fronman group Company Telophone:
Address 1 1 main st Address 2
Ciny: balimore SwteTemitory: MDD Zip Code: 21044
User Type: MAMA-POPDPICC
Role: UserSubmiter, MCU Representative Ul Update
3 | Hi111
Contractis): H1050
Report Access Type: Access bo Non-Financial Report
Authenlication Queslivns
Question Answer

Whal b your grandmothers maiden name? | Swe
Wit was the model of your first car? Taurus

[ Submil | [[Edt | [Cancel

O D9E-0089 Effactive date: 505

Figure 16: Review Registration Details Screen
Action:  Review the information presented in the Review Registration Details screen.

If you need to make any madification to the registration information, use the Edit button.
The New User Registration screens will be redisplayed with all information populated in the
appropriate fields. The user may modify the information that he wants except for the
previously entered E-mail address, and, when finished, he should select the Next button.

He will again be presented with the Review Registration Details screen.

Note: The user will not be allowed to modify the E-mail and Confirm E-mail fields by
selecting the Edit button from the Review Registration Details screen.

If the user selects the Cancel button, the application request is cancelled and all information
he entered will be lost. A screen indicating this will be displayed. He must select the OK
button to exit that screen. The system will then return him to the CMS Applications Portal
Introduction screen.

Action:  Select the Submit button when you are satisfied that your registration
information is correct. A Registration Acknowledgement screen will display as
illustrated in the example in Figure 17.

The Registration Acknowledgement screen indicates that the registration request has
been successfully submitted and provides a tracking number for the request. This tracking
number should be recorded and used if the user has questions about the status of his
request.

Note: The user can print the information contained on the Registration
Acknowledgement screen by selecting the Print icon.
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£ www.hhs.gov

| [ [eiotimen]

Your IACS request has been successfully submitted it

Thes Iriscking mumbies o your sogquest s REQ-1 31845102926
PMease wie this number in all corespondancas conceming this request

ot will be contactad vin o.mall afine your requenst has hoen processad

Click. "0 o closs your browser window:

Figure 17: Registration Acknowledgement Screen
Action:  Select the OK button.

The Registration Acknowledgement screen will close and the system will return to the
Account Management screen.

Note: The registration will not be completed unless the OK button is selected.

After the user completes the IACS New User Registration, he will be sent an E-mail
confirming that IACS has received his request and providing him with a request number.
The user should use that request number if he needs to contact the Helpdesk regarding his
request.

Note: If the E-mail notification has not been received within 24 hours after the user
registers, he will need to contact his Helpdesk. See Section 10.3 for Helpdesk
contact information.

The user’s Approver or EPOC will be notified of his pending request via E-mail.

Once the Approver or EPOC has approved the request and the account has been created,
two separate E-mail messages will automatically be sent to the user.

1. The first (Subject: FYI: User Creation Completed — Account ID Enclosed) will contain
the IACS User ID.

2. The second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain the format of the initial password and instructions to change the initial
password. The user will be required to change his initial password the first time he
logs in.

If the user’s request for registration is denied, the user will receive an E-mail informing him
that his request has been denied. The E-mail will also provide the justification for the denial.

If the Approver or EPOC has not processed the registration request within 12 or 24 calendar
days (depending on the role) of submission, the request will be cancelled automatically and
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the user will receive an E-mail notification to this effect. The user will then have to go to the
New User Registration screen, re-enter the information, and resubmit the registration
request.

Note: Table 1 below shows the type of role and the request timeout days after which
the registration and modification requests will be cancelled if the Approver had
not taken any action.

Role Type Request Timeout
(N umber of Calendar
Days)

Authorizer 24
Help Desk User 24
Security O ficial il
Backup Security Official, Backup 24
Authorized Official, Approver

E nd Uszer (All roles without Approval 12

authority)

Table 1: Role Type and Request Timeout Days
4.3 Exceptions to Basic Registration Steps

4.3.1 Exceptions to COB Application Registration

o The User/Transmitter registering for COB Application will have to enter Organization
Number and select Organization ldentifier from a drop-down list.

e RACF ID is not required.

Note: A user who registers as an Approver for COB will have the approval authority for
all users of all organizations under COB.

4.3.2 Exceptions to CSR Application Registration

e The Approver and User registering for CSR Application will select a Call Center from
a list of existing call centers.

e RACF ID is not required.
e The LSA role is not available to be requested by users during the New User

Registration process. The LSA role can only be requested by existing IACS Users
with the CSR Approver role during profile modification.

IACS.UG.5.0 38 November 2011



IACS User Guide for CMS Applications Version 5.0

4.3.3

4.3.4

4.3.5

Exceptions to DMEPOS Registration
o All Users registering into the DMEPOS Application have to provide the Provider
Transaction Access Number (PTAN).

o A User who is registering as an Authorized Official should enter the Organization
Name.

e A User who is registering as an Authorized Official can be associated with more than
one PTAN.

o After selecting “DMEPOS Bidding System (DBidS)” from the New User Registration
Menu screen, users registering for the DMEPOS Application will have to select one
of two radio buttons to proceed. The text of the radio buttons is shown below:

e | want to register as a bidder with access to the DBidS Application.

¢ | want to register for the CBIC-Tierl, CBIC-Tierl, CBIC-Input, DMEPOS-IT
Administrator, DMEPOS-IT Help Desk, DMEPOS Authorizerl or DMEPOS
Authorizer2 role for the DBIidS Application.

Exceptions to Gentran Registration

e The Gentran registration link is for those users who only need access to a Gentran
mailbox that is not associated with any other IACS supported application.

e Users registering for the Gentran User role will be able to input one or more Gentran
mailbox numbers in a multi-text input box.

e Users registering through this (Gentran) link will also need to complete a CMS Form
20037, have the CMS Business Owner sign as “1st Approver” and fax it to IACS
Administration to gain access to the desired Gentran mailbox.

Note: If you are registering for COB, HPG or MA/MA-PD/PDP/CC Application, do not
register for Gentran through this link. The application registration process will
associate the new User ID with the appropriate Gentran mailbox.

Exceptions to HETS Ul Application Registration

e The user registering as a Security Official, Approver, and End User must enter NPI
and Select Provider Type.

o The user registering as a Security Official will have to complete the EDI Registration
Form to create an Organization.

Note: At least one Contractor Name and Associated Billing NPI are required.
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4.3.6 Exceptions to HPG Application Registration

e The user registering as an HPG User will not be required to enter the Submitter ID. If
the user has a valid Submitter ID, he may choose to enter it during registration.

Note:
- Submitter ID starting with ‘P’ will not have access to the Gentran mailbox.

- Users registering as an HPG User without entering the Submitter ID will not get
access to Gentran mailbox. The users will have to contact the MCARE Helpdesk
in order to have their profile updated with the Submitter ID for Gentran mailbox
access.

4.3.7 Exceptions to Internet Server Registration

e The user registering as an Internet Server User will be required to enter the Business
Application 3 Letter High Level Qualifier.

4.3.8 Exceptions to MA/MA-PD/PDP/CC Application Registration

Users registering for certain roles in the MA/MA-PD/PDP/CC Application will be allowed to
register for two roles at a time as illustrated in Figure 13 and Figure 14. The possible role
combinations are listed in Table 2 below.

Roles Additional role to request
MCO Representative Ul Update MA Submitter or PDP Submitter
MA Submitter MCDO Representative Ul Update
PDP Submitter MCO Representative Ul Update
Report View MA Representative or PDP Representative
MA Representative Report View
PDFP Representative Report View

Table 2: Possible Role Combinations for MAMA Application

MA Representative and MA Submitter:

e A user registering as an MA Submitter or MA Representative can only enter
Contracts starting with ‘H’, ‘E’, ‘S’, and ‘9’

e A user registering as an MA Submitter or MA Representative can add an additional
role using the Additional Role drop-down list that provides the available roles on the
New User Registration screen.

e A user registering as an MA Submitter must select the access to financial, non-
financial reports or both by selecting the appropriate Report Access Type check
box(es).
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MA State Territory Approver and User:

e A user registering as a MA State Territory Approver / User will have to select a State
from a list of all states.

MCO Representative Ul Update:

e A user registering as an MCO Representative Ul Update can only enter Contracts
starting with ‘H’, ‘E’, 'S’, and ‘'9’.

e A user registering as an MCO Representative Ul Update can add an additional role
using the Additional Role drop-down list that provides the available roles on the New
User Registration screen.

NET Submitter and NET Representative:
e A user registering as a NET Submitter cannot add a PDE / RAPs Mailbox.
e The user can only enter contracts starting with ‘X'.
e The user will have access to a Gentran mailbox.

e A user registering as a NET Submitter must select the access to financial, non-
financial reports or both by selecting the appropriate Report Access Type check

box(es).
PDP Submitter and PDP Representative:

e A user registering as a PDP Submitter can only enter contracts starting with ‘S’, ‘E’,
and ‘9.

e A user registering as a PDP Submitter or PDP Representative can add an additional
role using the Additional Role drop-down list that provides the available roles on the
New User Registration screen.

e A user registering as a PDP Submitter must select the access to financial, non-
financial reports or both by selecting the appropriate Report Access Type check

box(es).
Report View

e A user registering as a Report View can add an additional role using the Additional
Role drop-down list that provides the available roles on the New User Registration
screen.

e A user registering as a Report View must select the access to financial, non-financial
reports or both by selecting the appropriate Report Access Type check box(es).
POSFE Contractor:
e A user registering as a POSFE Contractor cannot enter contracts. The contract is

defaulted to ‘R0000".

SHIP Approver and User:
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o A user registering as a SHIP Approver / User will have to select a State from a list of
all states.

SPAP Approver and User:

e A user registering as a SPAP Approver / User will have to select a State from a list of
all states

4.3.9 Exceptions to PQRS/eRx Registration

Security Official:

e A user registering as a Security Official may either choose to create a new
organization or associate to an existing organization.

e A user registering as a Security Official will have the option to select the 2-Factor
Authentication Approver Role.

Backup Security Official:

e The user will be required to search and associate to an existing PQRI Organization
during the registration process.

e A user registering as a Backup Security Official will have the option to select the 2-
Factor Authentication Approver Role.

EHR Submitter:

e A user registering as an EHR Submitter will have the 2-Factor Authentication Role by
default.

e The user will not be able to proceed with the registration if there is no corresponding
Approver with 2-Factor Authentication Approver Role in that Organization selected
by the user.

e The user will be able to choose the preferred 2nd factor pass code natification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Passcode Notification
Method.

e The user will be required to enter the Mobile Phone Number.

e The user will be required to input the Interactive Voice Response Number if the IVR
Number was selected as the Preferred 2nd factor pass code notification method.

e The user will be required to search and associate to an existing PQRI Organization
during the self-registration process.

EHR Vendor:
e A user registering as an EHR Vendor will be able to select an organization from a
pre-defined list of EHR Vendor organizations.

End User:
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e A user registering as an End User will be required to search and associate to an
existing PQRI Organization during the self-registration process.

Health Information Exchange (HIE) User:

e A user registering as an HIE User will have the 2-Factor Authentication role by
default.

e A user registering as an HIE User will be able to select an organization from a pre-
defined list of HIE organizations.

o The user will be able to choose the preferred 2nd factor pass code notification
method by selecting the E-mail, SMS/Maobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Passcode Notification
Method.

e The user will be required to enter the Mobile Phone Number.

o The user will be required to input the Interactive Voice Response Number if the IVR
Number was selected as the Preferred 2nd factor pass code notification method.

Individual Practitioner:

e A user registering as an Individual Practitioner will have the option to select the 2-
Factor Authentication Role.

e The user will be required to acknowledge and confirm that registration as an eligible
Individual Practitioner is only for those who receive their Medicare payment under
their Social Security Number.

Registry End User:

e A user registering as a Registry End User will be able to select an organization from
a pre-defined list of Registry organizations.

PQRS Submitter User:

o A user who chooses to register as a PQRS Submitter without associating to an
organization must indicate this by selecting the appropriate radio button option.

e A user registering as a PQRS Submitter will have the 2-Factor Authentication role by
default.

e The user will be able to choose the preferred 2nd factor pass code notification
method by selecting the E-mail, SMS/Mobile or Interactive Voice Response Number
(IVR) from the drop-down labeled as Preferred 2nd Factor Passcode Notification
Method.

e The user will be required to enter the Mobile Phone Number if the SMS/Mobile was
selected as the Preferred 2nd factor pass code notification method.

e The user will be required to input the Interactive Voice Response Number if the IVR
Number was selected as the Preferred 2nd factor pass code notification method.
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o The user will be required to search and associate to an existing PQRI Organization if
he chooses to associate to an organization.

PQRS Representative User:

¢ A user who chooses to register as a PQRS Representative without associating to an
organization must indicate this to the system by selecting the appropriate radio
button option.

o The user will be required to search and associate to an existing PQRI Organization if
he chooses to associate to an organization.

PQRS/eRx Request timeout days:

IACS follows an application specific request timeout process for the PQRS/eRx Application
which differs from the standard request timeout followed by most of the applications as
illustrated in Table 1.

Table 3 shows the type of PQRS/eRx Application roles and the request timeout days after
which the registration and modification requests will be cancelled if the Approver had not
taken any action.

Role Type Request Timeout
[Humber of Calendar
Days)
PQRI Help Desk G days
e curity Official 6 days
Backup Security Official 60 days
End User &0 davs
EHR Submitter G0 days
Registry End User 12 days
EHR Wendor 12 days
PORI Admin 12 days
Individual Praditioner Gl days
PORI Maintainer 12 davs
PORS Submitter 12 davs
PORS Representative 12 davs

Table 3: PQRS/eRx Role Type and Request Timeout Days

4.3.10 Exceptions to PS&R/STAR User Registration

After selecting the PS&R/STAR hyperlink from the New User Registration Menu screen,
users registering for the PS&R and STAR Applications will have to select one of the
following four radio buttons to proceed:

e | work for an Fl/Carrier/MAC, and | want to register for PS&R and/or STAR.

e | work for a Medicare Provider, and | want to register for PS&R.

IACS.UG.5.0 44 November 2011



IACS User Guide for CMS Applications Version 5.0

e | work for CMS or the PS&R/STAR System Maintainer, and | want to register for
PS&R and/or STAR.

o | work for the IACS Help Desk, and | want to register for PS&R and/or STAR.

PS&R/STAR Security Official:

e A user registering as a PS&R/STAR Security Official will be required to associate to
an existing organization by selecting from a pre-defined list of FI/Carrier/MAC
organizations.

PS&R/STAR Backup Security Official:

e A user registering as a PS&R/STAR Backup Security Official will be required to
select an organization from a pre-defined list of FI/Carrier/MAC organizations during
the self-registration process.

PS&R Security Official:

o A user registering as a PS&R Security Official may either choose to create a new
organization or associate to an existing organization.

e If a user registering as a PS&R Security Official chooses to create a new
organization then he will be required to provide one or more CMS Certification
Numbers (CCN) during the self-registration process.

PS&R Backup Security Official:

o A user registering as a PS&R Backup Security Official will be required to search and
associate to an existing Fl/Carrier/MAC Organization during the self-registration
process.

PS&R Admin:

e A user registering as a PS&R Admin for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of Fl/Carrier/MAC
organizations.

e A user registering as a PS&R Admin for a Provider organization will be required to
search and associate to an existing Provider organization.

PS&R User:

e A user registering as a PS&R User for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of Fl/Carrier/MAC
organizations.

e A user registering as a PS&R User for a Provider organization will be required to
search and associate to an existing Provider organization.

STAR User:
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o A user registering as a STAR User for an Fl/Carrier/MAC organization will be
required to select an organization from a pre-defined list of Fl/Carrier/MAC
organizations.

4.3.11 Exceptions to Top of the Chain User Registration

IACS uses a chain of trust for approvals and authorizations. That is, End Users are
approved by Approvers; Approvers are approved by Authorizers (or by Helpdesk Users in
certain Applications). Thus, the top of the chain user is either the Authorizer or the Helpdesk
User. He is the last user in the chain that is expected to have an IACS User ID.

Registration, profile modification, and annual certification requests for top of the chain users
are routed and approved using E-mail. An E-mail is sent to the corresponding Business
Owner (or designee) with instructions to open a Service Request (SR) to IACS
Administrators indicating their approval or rejection of the requests, as shown below:

1. Please forward this E-mail to CMS IT Service Desk
(cms _it_service desk@cms.hhs.gov).

2. Request a Service Request (SR) be directed to IACS Administration.

3. IMPORTANT: Indicate that you either “Approve” or “Reject” the pending Registration.
Request for <UserName> for the <RoleName> role.

Refer to Section 4.1 Available Roles for the top of the chain roles in each application

5.0 Login

When the user logs into IACS, he needs to take the following actions:

Action:  Navigate to https://applications.cms.hhs.qov .

Action:  Read the contents of the CMS Applications Portal WARNING/REMINDER
screen, and agree by selecting the Enter CMS Applications Portal button.
Refer to Figure 1 for an illustration of this screen.

The CMS Applications Portal Introduction screen will display as illustrated in Figure 6.

Action:  Select the Account Management hyperlink in the menu bar toward the top of the
screen.

The screen will refresh and display the Account Management screen as illustrated in
Figure 7.

Action:  Select the My Profile hyperlink in the Account Management screen.
The Terms and Conditions screen will display as illustrated in Figure 2.
All the Terms and Conditions on the screen should be read. This includes the Privacy Act

Statement and the Rules of Behavior. The user can select the Print icon to the right of the
text if he wants to print this information.
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To accept the user must select the | Accept the above Terms and Conditions check box
followed by the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If the user confirms his decline, his IACS session will
be cancelled and a screen indicating this will be displayed.

After accepting the Terms and Conditions, the Login to IACS screen will be displayed as
illustrated in Figure 18.

1ment of Health & Human Services 3 www.hhs.gov

CATS;

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Login to IACS

The Federal Informalon Secunty Management Act (FISMA) of 2002 regures that the Io<al system wsed o access CMY Compuler Syslems has up to dalte cperabng system palches and I8 running ant-virus software.
You must hawve an LACS User ID and Password 10 iogin 1o the Communies and Appbcabons. I this s your first ime iogging , please use the User iU and the one-bme password that was emailed 1o you by IACS

Efective Seplemier 29, 2006, your password wil be set 1o expire every sidy (60) days. In the event your password dogs expire. you will be promphed 1o Change your password. If you cannct remesmiber your pasSHond, you My fecover & by using ihe “Forgol Your
Pazsword?” button. Belore selecting the “Forgol Your Password? bution, be sure to enber your User ID. I you cannol remember your User 1D, recover & frst by selecting the “Forgel Your User 107 bution.

To change your passwoed, firsl login and then sehec "Change Password”
User 10
Passsword

Login | Forgel Your User ID?  Forgal Your Password?

* Enter your User 1D bufore sutecling the Forgel Yoo! Pastwond?™ bulton

|
Figure 18: Login to IACS Screen

Action:  Enter your new User ID.
Action:  Enter your Password.
Action:  Select the Login button.
The system will display the My Profile screen as illustrated in Figure 19.
Note: If this is the first time that the user is logging into IACS, he will be prompted to

change his temporary, one time password. After the user has successfully
changed his temporary password, the system will display the My Profile screen.

-' 115, Department of Health & Human Services 3 www hhsgov
L,Z A?3/ Centers for Medicare & Medicaid Services | cosour | e ]

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Viehoome. JRXA451. Please sobect ene of ezt oplions

# Morify
b

oniAct infeemation
y AL fle

Authunticalion Cuwslivrs

» Changs Ar
» Change Password
Logout Logged In as: JXXA451

Figure 19: My Profile Screen: MA/MA-PD/PDP/CC Application Users

Action:  Select the hyperlink for the function you want or logout.
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6.0 Managing User IDs & Passwords
The IACS password must conform to the following CMS Password Policy:

e The password must be changed every 60 days.
e The password must be 8 characters long.
e Passwords may not begin with a number.

e The password must contain at least one letter and one number (no special
characters).

e Letters must be mixed case. The password must have at least one upper case and
one lower case letter.

e The password must not contain the User ID.

e The password must not contain 4 consecutive characters of any of the previous 6
passwords.

e The password must be different from the previous 6 passwords.

In addition:

¢ The password must not contain any of the following reserved words or number
combinations: 1234, PASSWORD, WELCOME, CMS, HCFA, SYSTEM,
MEDICARE, MEDICAID, TEMP, LETMEIN, GOD, SEX, MONEY, QUEST,
F20ASYA, RAVENS, REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND,
TERPS, DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY, FEBRUARY,
MARCH, APRIL, MAY, JUNE, JULY, AUGUST, SEPTEMBER, OCTOBER,
NOVEMBER, DECEMBER, SSA, FIREWALL, CITIC, ADMIN, UNISYS, PWD,
SECURITY, 76543210, 43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED

6.1 Password Expiration

The user’s password must be changed at least once every 60 days. When the user logs in
after the password expiration, IACS will prompt the user to change his password by
displaying the Change Password screen. Once the user changes the password
successfully, the My Profile screen will be displayed.

Note: Should the user login to any of the applications that he has access to with the
expired password; the user will be redirected to the CMS Portal Page allowing
him to change his password.

6.2 Disabled Accounts

CMS requires inactive accounts to be disabled. The account will be considered inactive if
the user has not logged in for 180 days. E-mails will be sent out to the user notifying him
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that his user account will be disabled due to 180 days of inactivity. When the user’s account
has been disabled, he will be unable to access any applications.

The user needs to follow the steps below to re-enable the user’s account:

Navigate to https://applications.cms.hhs.qov.

n

Select the Account Management hyperlink in either the white space in the center of
the screen or the menu bar toward the top of the screen.

Select the_My Profile hyperlink in the Account Management screen.
Accept the Terms and Conditions.
Login using the User ID and Password.

o 0 > w

When prompted, answer the Security Questions and Authentication Questions.
7. Change the Password.

If the user is not prompted to answer the Security Questions and Authentication Questions
then he must contact his Helpdesk.

6.3 E-mail Notifications

The following E-mail notifications are sent to all IACS users notifying them to change their
passwords prior to the 60 day password expiration policy:

o E-mail sent two weeks prior to 60 day password expiration
o E-mail sent one week prior to password expiration
o E-mail sent one day prior to password expiration

The following E-mail notifications are sent to IACS users notifying them that their accounts
will be disabled due to 180 days of account inactivity:

o E-mail sent two weeks prior to disabling user account
¢ E-mail sent one week prior to disabling user account
e E-mail sent one day prior to disabling user account

o E-mail sent on 180th day since last successful login, notifying the user that his
account has been disabled due to inactivity

6.4 Self Service Features
Self Service features can be used to retrieve the User ID and Password.

6.4.1 Retrieving User ID
The user needs to follow the steps below to retrieve his User ID from the Login Screen:

1. From the Login screen, select the Forgot Your User ID? button.
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2. When prompted, enter the First Name, Last Name, Date of Birth, SSN, and E-mail.
Note: For Login instructions, Section 5.0 should be reviewed.

Alternatively, the user can also use the Account Management screen to retrieve the User ID
as follows:

1. Navigate to https://applications.cms.hhs.qov.

2. Select the Account Management hyperlink in the menu bar toward the top of the
screen.

3. Select the Forgot your User ID? hyperlink.

4. When prompted, enter the First Name, Last Name, Date of Birth, SSN, and E-mail.

6.4.2 Retrieving Password
The user needs to follow the steps below to retrieve his Password from the Login Screen:

1. From the Login screen, select the Forgot Your Password? button.

2. When prompted, answer the Security Questions and Authentication Questions, and
Change the Password.

6.4.3 Unlocking User Account

A user who is locked after three consecutive incorrect login attempts needs to follow the
steps below to unlock his user account from the Login Screen:

1. From the Login screen, select the Forgot Your Password? button.

2. When prompted, answer the Security Questions and Authentication Questions, and
Change the Password.

Alternatively, the locked user could also contact the application Helpdesk to unlock his user
account. Refer to Section 10.3 for a list of Helpdesks and their contact details.

7.0 Using the System — Managing Profiles

The following section provides the most common steps to modify a user’s profile. These
actions are available only for an existing user. As part of managing a user profile, the user
can perform the following actions:

¢ Modify User and Professional Contact details pertaining to the user’'s IACS Access
Profile
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e View details pertaining to the user’s IACS Access Profile
o Request Access/Remove Access to CMS applications integrated with IACS

o Modify User’s profile to associate and/or disassociate with other Organizations
within an Application

Note:

¢ The user may only request and have one role for a CMS application. PQRS/eRx and
PS&R/STAR applications will be an exception to this by allowing end users to obtain
more than one end user role.

e The user cannot be an Approver and an End User for the same application.
PQRS/eRx and PS&R/STAR applications will be an exception to this by allowing
users to request an end user and approver role within the same application as long
as they are associated with different organizations.

7.1 Modify the User and Professional Contact Information

To modify the IACS account profile the user must first login to IACS using his IACS User ID
and password. The My Profile screen will display after successful login.

IACS provides the user with the option to modify the User Information and/or Professional
Contact Information he provided during his IACS registration or updated at a later time. If
the user changes the telephone number or moves to a different address, he can update that
information by selecting the Modify User/Contact Information hyperlink. These modifications
are basic Modify Profile changes.

Note: Users will not be able to update their First Name, Last Name and Date of Birth
information using Modify User/Contact Information. Users will have to contact
their helpdesk in order to get this information updated.

When the user selects the Modify User/Contact Information hyperlink, the Modify
User/Contact Information screen will display as illustrated in Figure 20.
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1t of Health & Human Services £ www.hhs.gov

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify User/Contact Information

User Information
Only E-mail address can be modified
User D DOGA451
Tithe: First Name: Maorgan Last Name: Freeman Suffix:
Middle Initial: Professional Credentials:
Date of Birth:  11/01/1530
il Cmail; mireemang@hmail com * il Confirm E-mail: méresmani@hmai com
Valid E-mail address format is usen@intemetprovidar domain. List of allowed domains: vi.cam. gov, net, oeg, us, mil, biz. edu, pro

1 Office Telephone:  410-1231234

i Company Name: Freeman group i Company Telaphone:
£l Address 1: 1 main st Address 2
Ciy:  baltimare Swe(Territory: MO Zip Code: 21044

Justification for
tinon:

* indicates a requied field

Logged in as: JXXA451

et carierl s B 5. Wil O 12 17 102 29 0111, Pann Procizang T - 1104 meke (iapormentl)

Figure 20: Modify User/Contact Information Screen
Action:  Modify the User Information and/or professional contact as needed.

Note: If the user makes changes to his E-mail address, the screen will refresh when he
leaves the E-mail field after making the changes and a Confirm E-mail Address
field will appear in which the user must confirm his new E-mail address.

Action:  Select the Next button after making changes.

When the Next button is selected, the system validates the data that has been entered.

The E-mail address is validated to verify that it does not already exist for another IACS
account.

If the user information is successfully validated, the E-mail Address Verification screen will
display as illustrated in Figure 10.

If the Cancel button is selected, the request is cancelled and all information that was
entered will be lost. A screen indicating this will be displayed. The user must select the OK
button to confirm the action.

The user must follow the instructions for E-mail Address verification as described in
Section 4.2.

When the user enters the correct verification code and selects the Next button on the
E-mail Address Verification screen, the system will display the Modify Request
Confirmation screen as illustrated in Figure 21.
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Note: If the user needs to make any changes to the modification request, he should
use the Edit button.

riment of Health & Human Services ) wiwwhihs.gov

ﬂ,‘é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Request Confirmation

ot enc e s vt RO scmewessene

‘fou made changes to your profile

To submil your nequest please dick Submmit bullen
I you wani 1o edit your changes please dick Edit Bution
W you want lo cancel I changes, which you rade please dick Cancel button

Logout
The current server tme is: Twe Oct 11 22:25:45 EDT 2011, Form Processing Time = 824 millsec (axpenmantal)

Logged i as: JXXAASY

Figure 21: Modify Request Confirmation Screen
Action:  Select the Submit button to submit the modification request.
Note: The modifications will not be completed unless the Submit button is selected.
If the user selects the Cancel button, his request will be cancelled and any modification that
was entered will be lost. A screen indicating this will be displayed. The user must select the

OK button to confirm the action, exit that screen and close the browser window.

When the user selects the Submit button, a Modification Request Acknowledgement
screen will display as illustrated in Figure 22.

He must select the OK button to complete the account profile modification.

J{¢ LS. Department of Health & Human Services £33 www.hhs, gov
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Individuals Authorized Access to the CMS Computer Services (IACS)

Modification Request Acknowledgement
[Rcknowiadgaren]

-
Thank you for your tedquis o modity registration print

The tracking number for your request is. REQ- 1310456097479

Plzase uza this number in all corespondences conceming this request
Vi will b roifeed vin el o o sequies! has Bien processid

Contact your Help Desk if you need further assistance.

Your Hedp Desk contact information i Ested In the “Help Resaurces™ porton
of tha Account Management page in the CMS Applications Portal

Logged In ms: JOUA451

[The current server time is: Wed Oct 12 18:02° 38 EDT 2011, Form Processing Time = 508 millsec {experimantal)

Figure 22: Modification Request Acknowledgement Screen

The Modification Request Acknowledgement screen indicates that the request has been
successfully submitted and provides a tracking number for the request. This tracking
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number should be recorded and used if there are any questions about the status of the
request.

The information contained on the screen can be printed by selecting the Print icon.
Action:  Select the OK button to complete the Modify Account Profile process.

The Modification Request Acknowledgement screen will close and the system will return
to the My Profile screen. This screen indicates that the change request has been
successfully submitted.

The user will be sent an E-mail confirming that IACS has received his request and providing
him with a Request Number. He should use that request number to contact the Helpdesk
regarding the request. The user should also have the request number from the
Modification Request Acknowledgement screen available for the Helpdesk.

If an E-mail notification is not received within 24 hours after the user modifies his profile, he
will need to contact the Helpdesk. For Helpdesk contact information, see Section10.3.

7.2 View User’s Access Profile

When the Modify Account Profile hyperlink is selected, the Modify Account Profile screen
will display and show the information in the user’s account profile that is specific to his
role(s) within the application(s).

At the top of the screen, the User Information and professional contact information are
displayed.

In the Access Request area of this screen, the approved access information will be
displayed in the View My Access Profile table as illustrated in Figure 23. If the user has a
role in more than one application, then each application will be displayed in a separate row
in the table.

The Select Action field provides a drop-down list from which the user can select the desired
action. These actions are illustrated in the example in Figure 23.
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sartment of Health & Human Services £ www.hhs.gov
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Individuals Authorized Access to the CM5 Computer Services (IACS)

Modify Account Profile

User Information

User ID: - JXXALEL
Title: First Name:  Morgan Last Name:  Freeman Sullix:
Middle Initial: Professional Credentials:

Date of Blreh: - 014171380
il Email:  nlvermangghgenai com

il Office Tetephone:  410-1231234

[l Compamy Mame: Freeman group i’ Company Telephone:
il Address 1: 1 main st Address 2:
City:  baitirmora StatelTerritory: MO Lip Code: 21044
Access Request
1] Select Action ;  View My Access Profie =]
Application : Role Profile Summary Possibla Actions
= A5 a MAMA user:
View My Actosy + AddRemeve Cantract(s)
Proflle:  MAMAPOPOPIC : UseetSubmittar - Disascociate fom the ols
+ Add Rolie
« AddRemove Repor Access Typa
[ Cancal

Figure 23: Modify Account Profile Screen: Access Request Area — Select Action
Drop-down

7.3 Adding CMS Applications

If the user selects the action, Add Application, the screen will refresh and he will be
presented with a screen where the Access Request portion is similar to the one shown in
Figure 24. The applications he will be able to add are those applications integrated with
IACS.

The following rules need to be followed when requesting access to roles in other
applications:

o Depending on the application being selected, the user may request to have one or
more roles for a CMS application.

¢ The user cannot be an Approver and a User for the same application.

The Select Application field contains a drop-down list of the CMS applications integrated
with IACS as illustrated in Figure 24.
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Individuals Authorized Access to the CM5 Computer Services (IACS)

Modify Account Profile
e cues]
User Information

User ID: - JIXA4S1
Tive: First Name: Morgan Last Name: Freeman Suffix:
Migdia indal: Professional Credentials:
Date of Rirth: 010171920
il E-mail:  mireeman@hamail com
il Office Telephone:  410-123-1234
il Company Mame: Frocman group i Company Telephone:
ilAddress 1: 1 main st Address Z:
City:  ballimars SaleToritory: MO Zip Code: 21044
Access Request

(¥ Subect Action : | Add Agplication =

Select Applicotion :  Jeiect Agplicaion [=]* Awatabine of CMS Appications
cop
C8P - HETP
Justification for CSP bt
Action: [CSHR
Demonsirations
Elechanic Gorspanden: Reffod Spsturn (ECRS) Wab
Gentran
HETS LI
HPG
MDR State Exchange
Medicare Exciusion Database

* indicates & requred field

PORI
PEARISTAR

Figure 24: Modify Account Profile Screen: Access Request Area — Select Application
Drop-down

Action:  Select the desired Application from the drop-down list.
7.4 Modify User’s Profile

7.4.1 Add and Remove Contracts

If the user selects the action, Modify Profile, then selects the option Add/Remove
Contracts, the screen will refresh and he will be presented with a screen in which the
Access Request area is similar to the one shown in Figure 25.
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Access Request

il Select Action ;| Modify MAMAPIVPOPICC Profie | = |

User Type:  MAMA-PDPDPICC
Role:  User'Submitter, MCO Representaiive Ul Update
Seluct Modily — =
Action: | A9/Remove Centracts -
4. Plan Conlract y
Number: Ak
i} PDE Mailbox Ak
Numbr: AN
i/ RAPS Mailbox A
Numbar: AN
Existing Contracts and Selected Contracts Confracts to Remove
H1050
H1111

Modily Plan
Contracts:

Exisling Conlracts and Selecied Conlracls Conbiacls b Remove

Modify POE
Mailboxes:

Existing Contracts and Selecind Contracts Contracts ta Rameve

Modily HAPS
Mailboxes:

Figure 25: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC
User/Submitter Add or Remove Contracts

If the user wants to add a Contract Number to his current list of contract numbers, then he
needs to do the following:

Action:  Enter the contract number in the appropriate Plan Contract Number, PDE
Mailbox, or RAPS Mailbox field.

Action:  Select the applicable Add button.

If the user wants to add another contract number, he needs to repeat the above actions.

If the user wants to remove a contract number from his current list of contract numbers, he
needs to do the following:

Action:  In the Modify Plan Contracts/Mailboxes fields, within the Existing Contracts and
Selected Contracts boxes, select the contract number that needs to be removed.

Action:  Select the box with the right facing arrow.

The system will move the selected contract number to the Contracts to Remove box to the
right. The user can move the contract number back to the Existing Contracts and Selected
Contracts box by selecting the box with the left facing arrow.

If the user wants to move all contract numbers in the Existing Contracts and Selected
Contracts box to the Contracts to Remove box, he needs to select the box with the double
right facing arrow.
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The user can move all the contract numbers back to the Existing Contracts and Selected
Contracts boxes by selecting the box with the double left facing arrow.

After making the modifications, the user should do the following:

Action:  Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action:  Select the Next button after entering the justification statement.

The system will display the Modify Request Confirmation screen as illustrated in Figure
21.

Refer to Section 7.1 for further information on completing the Modify Account Profile
process.

7.4.2 Disassociate from Current Role

If the user selects the action, Modify Profile, then selects the option Disassociate from
User/Submitter Role, the screen will refresh and a confirmation message and check box
will appear in the Access Request area as illustrated in Figure 26.

U5, Department of Health & Human Services D www.hhis.gov

ﬂ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Modify Account Profile

User Information
UseriD:  JXXAIN
Tithe:: First Hame: Morgan Last Mame: Fresman Suffix:
Middie initlal: Professional Credentials:
Date of Birth:  D101/1980
il E-mail: mireemanighgmail. com

[l Office Tedephone:  410-123-1234

il Company Name; Freeman group ilCompany Telephone:
il Address 1 1 man gt Address &
Cily:  beittimons StateTeritory: MO Zip Code: 21044

Access Request
il Subect Action : | Moify MAMA-PDPDPICC Profie [=]

User Type:  MAMAPOPOPICE
Rote:  UserSubmitter

Sulect Musdily — . »
Action: | DiSatsociate rom User3ubmitter Rote =

| confirm My &Cton to cksassociate from the role of Userr3ubmitierand | understand that the contracts will be removed from my profise

Justification for
Action:

Figure 26: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC
User/Submitter Disassociate from Role
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Note:
e The message text will read, “I confirm my action to disassociate from the role of
<here the role name will be inserted> and | understand that the <here contract
numbers will be inserted> will be removed from my profile.”

o If the user has two MA/MA-PD/PDP/CC Application roles in his profile, then, the
contracts in his profile will not be removed until he disassociates from both roles.

If the user decides to disassociate from his current role, then he should do the following:
Action: Select the Confirmation check box to confirm disassociation from the current role.

Action: Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action: Select the Next button after entering the justification statement.

The system will display the Modify Request Confirmation screen as illustrated in Figure 21.

Refer to Section 7.1 for further information on completing the Modify Account Profile process.

7.4.3 Add Role

If the user selects the action, Modify Profile, then selects the option Add Role, the screen
will refresh and the Access Request area will include the following items as illustrated in
Figure 27:

¢ Role drop-down: User can select a role from the role dropdown

¢ Report Access Type check boxes: User can modify the selection of Access to
Financial and Non-Financial report access

e Contract Selection fields: User can Add/Remove contracts.
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Access Request

[i] Select Action : |Modify MA/MA-PD/PDP/CC Profile [ ]

User Type: MA/MA-PD/PDP/ICC
Role:  User/Submitter

Select Modify

*
Action; |Add Role &2

Role: |MCO Representative Ul Update [~] "

Select at least one Report Access Type. ™
[1] Report Acces!
Type:

[i] Plan Contract
lumber:

[¥] Access to Non-Financial Report  [7] Access to Financial Report

[i] PDE Mailbox
Number:

E

[i] RAPS Mailbox
Number:

B

Existing Contracts and Selected Contracts Contracts to Remove
HITTT L

v

Modify Plan
Contracts:

1!

Existing Contracts and Selected Contracts Contracts to Remove

T
=
(]

Modify PDE
Mailboxes:

Existing Contracts and Selected Contracts Contracts to Remove

Figure 27: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC Add
Role

Action:  Select the available role from the Role drop-down.

Note: If the user has two roles existing in his profile then the Add Role option will not be
displayed in the Select Modify Action drop-down.

Action:  Modify the Report Access Type selection if needed.

Action:  Using the Contract Selection fields, Add or Remove a contract. Refer to Section
7.4.1 for adding or removing contracts.

After making the modifications, the user should do the following:

Action:  Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action:  Select the Next button.

The system will display the Modify Request Confirmation screen as illustrated in Figure 21.

Refer to Section 7.1 for further information on completing the Modify Account Profile process.
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7.4.4 Modify Report Access

If the user selects the action, Modify Profile, then selects the option Modify Report

Access, the screen will refresh and the Report Access Type check boxes will be displayed
as illustrated in Figure 28.

—EM75/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CM5 Computer Services (IACS)

Modify Account Profile

User Information
User 10 JXXA451
Tithe: First Name: Morgan Last Name: [reaman Sutfix:
Middle Initial: Professional Credentials:
Daee of Blreh: - 014171380
il Email; - mirecmani@hgmail com

il Office Tetephone: 4101231234

1l Company Name: Freeman group (¥ Company Telephone:
il Address 1: 1 main s Address 2:
City:  baltimore StatalTerritory: MO Zip Code: 21044

Access Request
1] Select Action :  Mudify MAMA-POPOPICE Profia [+ |

User Type:  MAMA-POIPDRICC
Role:  User'Submiter

Select Modity

Action: | Medlfy Repant Access [=]

Select at least one Report Access Typa, *

3 “ﬂw"“'ﬁﬁ? 4] Acersen 1o Mon Financial Report | Accoss ta Financial Report

Justification for
Action:

Figure 28: Modify Account Profile Screen, Access Request Area — MA/MA-PD/PDP/CC Modify
Report Access

Action:  Select the desired Report access type.

Note: User can modify his prior selection of the Report Access Type. At least one
Report Access Type should be selected.

After making the modifications, the user should do the following:

Action:  Enter a justification statement for the request in the Justification for Action field.
This field must include the reason for requesting this action.

Action:  Select the Next button

The system will display the Modify Request Confirmation screen as illustrated in Figure 21.

7.4.5 Exceptions to Modify User Profile
Exceptions to Modify User Profile for COB Application

e COB users will not be able to disassociate from their current role.
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e COB users will not be able to add additional COB Application roles.

Exceptions to Modify User Profile for CSR Application

e CSR users will not be able to disassociate from their current role.

Exceptions to Modify User Profile for MA/IMA-PD/PDP/CC Application

o MA State Territory Users, SHIP Users and SPAP Users will not be able to remove
the states that they have on their profile. They have to contact their approver to
remove the states from their profile.

e Only the roles listed in Table 2 can request additional role within the MA/MA-
PD/PDP/CC Application.

e Modify Report Access Type function will not be applicable for users who do not have
access to Gentran mailbox(es).

Exceptions to Modify User Profile for HETS Ul Application

o A user registered as a Security Official cannot modify the Billing Provider NPI and
Provider Type for his Organization.

e HETS Ul users will not be able to disassociate from their current role.

e HETS Ul users will not be able to add additional HETS Ul application roles.

Exceptions to Modify User Profile for HPG Application
e HPG users will not be able to disassociate from their current role.

o HPG Users will not be able to modify their account profile to change the Submitter
ID. The HPG User will have to contact the MCARE Helpdesk with their request to
make changes to the Submitter ID.

Note: Submitter ID can only be modified by the IACS Administrators using the IACS
Admin Console. The MCARE Helpdesk will have to open an IACS Trouble Ticket
requesting the IACS Administrators to modify the HPG User’s Submitter ID.

Exceptions to Modify User Profile for PQRS/eRx Application

o A user registered as a Security Official may modify his organization details except for
the Organization TIN and the Legal Business Name.

e A user registered for the following roles will be able to modify his current selection of
preferred 2nd factor pass code notification method using the drop-down labeled as
Preferred 2nd Factor Passcode Notification Method:

- EHR Submitter
- HIE User
- PQRS Submitter User

e A user registered as a Security Official or a Backup Security Official will be able to
modify his current selection of 2-Factor Authentication Approver role.
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o A user registered as an Individual Practitioner will have the option to modify his
current selection of 2-Factor Authentication role.

o Al PQRS/eRx Users will be able to request a new role under the PQRS/eRx
application for an Organization that is different from their current Organization.

e A user will be able to request one or more of the following roles within an
organization and get the roles assigned upon appropriate approval.

- EHR Submitter

- End User

- PQRS Submitter

- PQRS Representative

Exceptions to Modify User Profile for PS&R/STAR Application

e A user will be able to request one or more of the following roles within an
Fl/Carrier/MAC organization and get the roles assigned upon appropriate approval.

- PS&R User
- PS&R Admin
- STAR User 1 - STAR User 8

o A user will be able to request one or more of the following roles within a Provider
organization and get the roles assigned upon appropriate approval.

-  PS&R User
- PS&R Admin

o A userregistered as a PS&R/STAR System Maintainer will be able to request one or
more roles and get the roles assigned upon appropriate approval.

- PS&R User
- PS&R Admin
- STAR User1-STAR User 8

e A userregistered as a PS&R Security Official or PS&R/STAR Security Official may
modify his organization details except for the Organization TIN and the Legal
Business Name.

e A userregistered as a PS&R Security Official may modify CMS Certification
Numbers (CCN) associated with his organization.

8.0 Annual Certification

Users registered through IACS for CMS Applications are required to certify annually their
continued need for access to CMS systems. Starting from November 15, 2010 IACS has
been enforcing the Annual Certification requirement for all Applications supported by IACS.

The certification due date corresponds to the anniversary of User’s IACS User ID creation
date. The certification process is initiated with an E-mail notification to the user providing him
with instructions for completing the certification.
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8.1 E-mail Notifications
User E-mail Notifications

A user will receive an advisory E-mail 45 days prior to his Annual Certification due date. The
user will continue to receive E-mails once a week from the initial 45 day E-mail until 15 days
prior to his Certification Date. Then, beginning 15 days before his Certification Date, the
user will receive an E-mail every day informing him of how many days he has remaining to
complete the Certification Request. The user will have until midnight on his Certification
Date to submit the Certification Request.

If the user does not submit the Certification Request prior to midnight on the Certification
Date, his IACS account will be archived. An E-mail will be sent advising the user his
account has been archived. Should he attempt to login to IACS after being archived a
message will appear that the account cannot be found.

Note: Once the user’'s account has been archived he will be required to go through
New User Registration to establish a new account.

Approver E-mail Notifications

An Approver will receive an E-mail informing him that a user under his authority has
submitted a request for certification and that the request is waiting for his review and
approval or rejection. This E-mail will be sent to the approver as soon as the user (under the
Approver’s authority) has submitted the request for re-certification.

The approver will receive a reminder E-mail 5 days after the submission of the request for
re-certification and then every day thereafter until the day the certification request is
approved / rejected by the Approver or until the certification request expires. Approvers will
always have at least 30 days to approve or reject a certification request.

Another type of E-mail that an Approver may receive is one that notifies him that a user
under his authority hasn’t submitted certification yet. An Approver is any user who has
dependent users underneath him. For example, it can be an SO, EPOC, AO, their backups,
a Helpdesk or in some cases a Business Owner. When a user has taken no action to submit
certification, an E-mail will be sent to the Approver advising him that the annual certification
of a user directly under their authority is due. This E-mail will be sent to the Approvers 14
days, 7 days, and one day before the certification due date unless the user submits
certification. This E-mail is not sent to users who do not have any dependent users under
their authority.

8.2 Certifying

The My Profile screen will have a Certify Account Profile hyperlink as shown in Figure 29.
When the user selects this hyperlink, he will be presented with the Terms and Conditions.
After accepting the Terms and Conditions, the user will be presented with a screen showing
his current access privileges.
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U5, Department of Health & Human Services
ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile
Welcome, AIPU257. Please select one of these options:
» Modify Account Profile

» Change Answers to Authentication Quastions
» Change Password

» Certify Account Profile (Certification due on: 08/25/2010]
» Manage users under my approval authority

Logout Logged in as: AIPU25]
The current server time is: Wed Jul 28 12:32:38 EDT 2010

€ Local intranet | Protected Mode: Off G v R105% v

Figure 29: My Profile Screen: Certify Account Profile Hyperlink

When the user selects the Certify Account Profile hyperlink, the Annual Certification —
Stepl: Review Account Profile Information screen will display showing the user profile as

illustrated in Figure 30.

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
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mite: [vr 2] st wame: o Last Hams: [0 sutnc: [ 5
Wiomsintat: |5 Protessiona Crecentuss:
/2 Guidance - Windows Internet Explorer iy I ] 5 |

Datsoteutn: fS2e200
Emai: [gm@iacoti oo
orfes Teisgnons: [foz-izo00eqes
Gompenyname: feyn Gompany Tesspnons: [702-120-0003K705
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Figure 30: Annual Certification: Review Account Profile Screen

Action:  Select the Next button to certify.

When the user selects the Next button, the system will display the Annual Certification -
Step 2: Submit Certification Request screen.
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Note:

¢ When the user selects the Next button, the system will display the Annual
Certification - Step 2: Submit Certification Request screen.

e For users with no roles or resources assigned to their account, there is no Approver
to whom the system can route the certification request, and such users will not be
allowed to submit their certification. These users will be alerted by a message at the
top of the page advising them to modify their profile and get a role assigned prior to
their certification due date. These users will not be able to select the Next button to
proceed with their certification request, but will have the sole option to select the
Cancel button to cancel the certification process. If no action is taken by their
certification due date, then the users’ accounts will be archived.

Action:  Select the Submit button on the Annual Certification - Step 2: Submit
Certification Request screen to submit the request for re-certification.

The system will display the Annual Certification - Step 3: Certification Request
Acknowledgement screen.

The Annual Certification - Step 3: Certification Request Acknowledgement screen
indicates that the certification request has been successfully submitted and provides a
request number to use for tracking the certification request.

Action:  Select the OK button on the Annual Certification — Step 3: Certification
Request Acknowledgement screen.

The Annual Certification — Step 3: Certification Request Acknowledgement screen will
close and the system will return to the My Profile screen. The user will be sent an E-mail
confirming that IACS has received his certification request.

When the user submits the Certification Request, it is routed to the appropriate Approver(s)
or EPOC(s), or all of them if his request requires multiple approvers. The user’'s Approver(s)
will have a minimum of 30 days to approve his request for Annual Certification. During that
time, the user’s Approver will receive reminder E-mails as describe above. If the user’'s
Annual Certification date is reached (or a minimum of 30 days after submission, whichever
is later), and the Approver has taken no action, it will be treated the same as a rejected
request and the user’s account will be archived.

9.0 Archiving Accounts

Archiving is the process of removing a user’s account information from the IACS system. If the
user attempts to login to IACS after his account has been archived, a message will appear on
screen that his account cannot be found. A user’s IACS account will be archived for the
following reasons:

9.1 Archiving due to Certification Failure

A user’s IACS account will be archived for failing Annual Certification. If the user is not re-
certified for any role or system resource by his Annual Certification due date, then the user’'s
account will be archived.
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Note:

e The user’s account will only be archived if there are no approved resources assigned
to the account. For a user with multiple resources, if even one resource is approved,
rejected resources will be removed from the user’s profile, but the user’s account will
not be archived.

¢ Once the user’'s account has been archived he will be required to go through New
User Registration to establish a new account.

9.2 Archiving of certain MA/MA-PD/PDP/CC Application Users due to not having
contracts in their profile for 120 days.

Users with the following MA/MA-PD/PDP/CC Application roles will have their IACS user
account archived if they have no contracts associated with their profile for 120 days or
longer and they do not have any other IACS roles:

e MA Submitter

e PDP Submitter

e MA Representative

e PDP Representative

e Approver

e POSFE Contractor

e NET Submitter

e NET Representative

e Report View

e MCO Representative Ul Update.

Note: If the user has any other IACS roles apart from the MA/MA-PD/PDP/CC
Application roles in his profile and has no associated contracts for 120 days or
longer, the MA/MA-PD/PDP/CC Application role will be removed, but his IACS
user account will not be archived.

10.0 Troubleshooting & Support

10.1 Error Messages

IACS provides a variety of on-screen error messages. These messages are self-
explanatory and assist the user in resolving the error.

The following section illustrates one type of error message and instructions to the user. The
examples are of the error messages and instructions that will appear for validation failures.
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10.1.1 Validation Failure

If the User Information data fails validation, the New User Registration screen will refresh
and display an error message above the User Information section as illustrated in Figure 31.

If more than one user information data fails validation, the system will display all the
corresponding error messages at the same time. The user should fix all errors prior to
proceeding to the next step.

U Department of Health & Human Services £ www.hhs.gov
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Figure 31: New User Registration Screen: Validation Failure Message
Action:  Review the User Information you have entered for correctness.
Action:  Make any needed changes to your User Information.
Action:  Select the Next button when you are done.

When the user selects the Next button the system will attempt to validate the user entered
data again. If a problem is encountered again, the appropriate error messages will appear
on the screen as shown in the example above.

If the information entered is successfully validated, the E-mail Address Verification screen
will display.
10.2 Frequently Asked Questions

1. I registered and got approved in IACS as a PQRS Submitter for the PQRS/eRx
application without associating to an organization. How can | change my role to
associate to an organization?

You will need to modify your profile to disassociate from your current PQRS Submitter
role. After you disassociate from your role, you may request the PQRS Submitter role

IACS.UG.5.0 68 November 2011



IACS User Guide for CMS Applications Version 5.0

with the option to associate to an organization by selecting the radio button option “I
want to associate to an Organization”.

2. When | submit a request for the annual certification, | am alerted by a message stating
that my request cannot be processed. Since IACS prevents me from submitting my
request, how can | ensure that my roles get certified?

You are seeing a warning message because, you have one or more role(s) in
PQRS/eRx or PS&R/STAR Applications in your user profile and there are no approvers
defined in the system for one or more of those role(s). Therefore, IACS will not have a
way to route your certification request for approval. Please contact your IACS Helpdesk
for further instructions. Refer to Section 10.3 of this document for the list of Helpdesks
and their contact details.

Note: Inthe case of a user having multiple roles in PQRS/eRx or PS&R/STAR
Applications and only one of the roles does not have an Approver; the
certification request will remain unprocessed for all the roles.

3. My password was reset by the Helpdesk; I'm still unable to login. What password should
| use?

Once your password is reset, you will receive an email with the one-time temporary
password. You should use your IACS User ID and the password received in the E-mall
to login. After successful login, you will be prompted to change the password in
accordance with the password policy.

4. How can | register to an existing Organization as a Security Official?

You could register to an existing organization for PS&R/STAR and PQRS/eRx
Applications. Choose the role as “Security Official” from the Role drop-down list. You
would see the following options display on the screen.

e Create an Organization
e Associate to an existing Organization

Select the “Associate to an existing Organization” option. Once selected, you should
search and associate to the organization you desire. Organizations can only have one
Security Official. If the organization you have chosen already has a Security Official,
then you will be prompted with a message indicating the same. After you confirm that
this is your intent, your request will be subject to approval and once approved, you will
be the Security Official for the selected organization.

5. As a HPG user how can | change my Submitter ID?

You have the ability to supply a Submitter ID during New User Registration. As a HPG
user, you will not be allowed to modify the Submitter ID using the Modify Account Profile
hyperlink. You will need to contact the MCARE Helpdesk with your request, who in turn,
should open a Service Request directed to the IACS Administrators to modify the
Submitter ID. Refer to Section 10.3 for a list of Helpdesks and their contact details.
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6.

10.

| need to change my First Name, Last nhame, and/or Date of Birth. I'm unable to modify
this information using the Modify User/Contact Information hyperlink. How can | modify
my personal information?

Legitimate changes to the First Name, Last Name, and/or Date of Birth will require a
Service Request. You should contact your Application Helpdesk, who in turn, will submit
the Service Request directed to the IACS Administrator to modify your personal
information. Refer to Section 10.3 for a list of Helpdesks and their contact details.

My IACS user account is locked and I'm not able to log in. How do | unlock my user
account?

IACS locks the user account after three consecutive incorrect login attempts. You could
unlock your account by following the steps below:

1. From the Login screen, select the Forgot Your Password? button.
2. When prompted, answer the Security Questions and Authentication Questions.

3. The Change Password screen will display requiring you to create a new password
in accordance with the password policy.

Alternatively, you could also contact your application Helpdesk to unlock your user
account. Refer to Section 10.3 for a list of Helpdesks and their contact details.

I modified my profile recently and added an additional role. Now, I'm being required to
re-certify for this role. Why is this happening so soon?

The date for Annual Certification is driven by the date when you were issued an IACS ID
and not by the date when you modified your profile to add the new role. Therefore,
getting a new role assigned any time before your Annual Certification due date will still
require you to certify for all roles in your profile as of the certification date. For example,
if your IACS ID was created on July 1%, your Annual Certification will be due on July 2™
of the following year, if a new role was added to your profile prior to July 2™ then all the
roles in your profile, including the new role, will be subject to certification.

| have a MA Submitter role. Why am | not able to log in to IACS using my IACS User ID
/Password?

Certain MA/MA-PD/PDP/CC Application users who do not have any contracts
associated with their profile for 120 days and do not have any other application role(s) in
IACS will be archived by the system by the 121* day. Since you are a MA Submitter, you
could have been archived for not having contracts associated with your profile and no
other IACS application roles for 120 days. Once archived, you will have to go through
New User Registration to establish a new IACS account. Refer to Section 9.2 for more
details on archival of MA/MA-PD/PDP/CC Application users.

I have a MA Submitter role and an ECRS User role. Why am | not able to see my MA
Submitter role displayed on my View Profile screen?

Certain MA/MA-PD/PDP/CC Application users who do not have any contracts
associated with their profile for 120 days and have other application role(s) in IACS, will
have their MA/MA-PD/PDP/CC Application role removed by the system on the 121 day.
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Since you are a MA Submitter, your role could have been removed for not having
contracts associated with your role for 120 days. You will have to request the MA
Submitter role again using the Modify Account Profile function. Refer to Section 9.2 for
more details on archival of MA/MA-PD/PDP/CC Application users.

11. As a PS&R Security Official, how do | modify the CCNs that are associated with my
organization?

PS&R Security Official can modify CMS Certification Number(s) (CCN) associated with
his organization as part of profile modification. To modify the CCN you should follow the
below steps:

1. From the Modify Account Profile screen, select the Modify PS&R/STAR Profile
option from the Select Action drop-down.

2. From the My Current Access Profile table select the View/Edit Organization details
option from the Action drop-down.

The Organization Information with the CMS Certification Number field will display.

Modify the CMS Certification Number field entry as desired. Input a justification
reason and select the Next button to continue with completing the profile
modification.

Note: The modified list of CMS Certification Numbers in the CMS Certification Number
field will replace the previous list of CMS Certification Numbers associated with
that organization once approved by the PS&R/STAR Helpdesk.

10.3 Support

There are multiple Application Helpdesks who support IACS Users. This section provides
the contact information for the corresponding Helpdesks.

Note: For a most recent list of Helpdesks and their contact information, refer to the
Help Resources area of the Account Management screen on the CMS
website.

The Helpdesk associated with COB is the MAPD Helpdesk. The phone number is 1-800-
927-8069. They can be contacted at mapdhelp@cms.hhs.gov.Their hours of operation are
Monday-Friday 6am to 9pm Eastern Standard Time, EST.

The Helpdesk associated with CSR is the MAPD Helpdesk. The phone number is 1-800-
927-8069. They can be contacted at mapdhelp@cms.hhs.gov. Their hours of operation are
Monday-Friday 6am to 9pm Eastern Standard Time, EST.

The Helpdesk associated with CSP-HSTP is the HSTP Help Desk. The phone number is 1-
410-786-0166. They can be contacted at HSTP Application Support@cms.hhs.gov.

The Helpdesk associated with CSP-MCSIS is the MCSIS Help Desk. The phone number is
1-410-786-6693. They can be contacted at MCSIS Application Support@cms.hhs.gov.

For Electronic Health Record Demonstration System (EHRDS) questions and concerns,
direct questions to the EHRDS mailbox at EHR Demo_Application Support@cms.hhs.gov
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The Helpdesk associated with ECRS is the EDI Helpdesk. The phone number is 1-646-458-
6740. They can be contacted at ecrshelp@hmedicare.com.

The Helpdesk associated with the DMEPOS Bidding System is the Competitive Bid
Implementation Contractor (CBIC) Helpdesk. The phone number is 1-877-577-5331. They
can be contacted at CBIC.admin@palmettogba.com.

For Gentran login issues, IACS Administrators can be contacted at
iacs _admin@cms.hhs.gov.

The Helpdesk associated with HETS Ul is the MCARE Helpdesk. The phone number is 1-
866-440-3805. The Fax number is 1-615-238-0822. They can be contacted at
mcare@cms.hhs.gov.

The Helpdesk associated with HPG is the MCARE Helpdesk. The phone number is 1-866-
440-3805. The Fax number is 1-615-238-0822. They can be contacted at
mcare@cms.hhs.gov.

Internet Server users with login issues may contact IACS Administration at
iacs admin@cms.hhs.gov.

The Helpdesk associated with Medicare Advantage/Prescription Drug Plans is the MAPD
Helpdesk. The phone number is 1-800-927-8069. They can be contacted at
mapdhelp@cms.hhs.gov. Their hours of operation are Monday-Friday 6am to 9pm Eastern
Standard Time, EST.

The Helpdesk associated with Medicaid Drug Rebate is the MDR Help Desk. The phone
number is 1-800-927-8069. They can be contacted at mapdhelp@cms.hhs.gov.

The Helpdesk associated with Medicare Exclusion Database is the MED Help Desk. The
phone number is 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their E-mall
address is EUSSupport@cgi.com. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time, EST.

The Helpdesk associated with the PQRS/eRx Application is the Quality Net Helpdesk. The
phone number is 1-866-288-8912. They can be contacted at gnetsupport@sdps.org.

The Helpdesk associated with the PS&R/STAR Application is the External User Services
(EUS) Helpdesk. The phone number is 1-866-484-8049. The TTY/TDD number is 1-866-
523-4759. Their E-mail address is EUSSupport@cgi.com. Their hours of operation are
Monday-Friday 7am to 7pm Eastern Standard Time, EST.

11.0 Glossary

The following definitions are provided for terms used or implied in this User Guide as well as
relevant cross references to additional terms that are used within those definitions.

Term Definition

CMS The Centers for Medicare & Medicaid Services — the Health and Human
Services agency responsible for Medicare and parts of Medicaid.

IACS.UG.5.0 72 November 2011


mailto:ecrshelp@hmedicare.com
mailto:CBIC.admin@palmettogba.com
mailto:iacs_admin@cms.hhs.gov
mailto:mcare@cms.hhs.gov
mailto:mcare@cms.hhs.gov
mailto:iacs_admin@cms.hhs.gov
mailto:mapdhelp@cms.hhs.gov
mailto:mapdhelp@cms.hhs.gov
mailto:qnetsupport@sdps.org

IACS User Guide for CMS Applications Version 5.0

Term

Definition

COB

Coordination of Benefits - Access to this application is restricted to the
employees of Coordination of Benefits Contractor (COBC) only.

DMEPOS

Durable Medical Equipment, Prosthetics, Orthotics & Supplies

ECRS

Electronic Correspondence Referral System - This application allows
authorized users to fill out various online forms and electronically transmit
requests for changes to existing Common Working File (CWF) Medicare
Secondary Payer (MSP) information, and inquiries concerning possible
MSP coverage.

EDI

Electronic Data Interchange — refers to the exchange of routine business
transactions from one computer to another in a standard format, using
standard communications protocols.

HHS

The Department of Health and Human Services — a government agency
that administers many of the “social” programs at the federal level dealing
with the health and welfare of the citizens of the United States. HHS is
the “parent” of CMS.

HIPAA

Health Insurance Portability And Accountability Act Of 1996 — a Federal
law that allows persons to qualify immediately for comparable health
insurance coverage when they change their employment relationships.
Title Il, Subtitle F, of HIPAA gives HHS the authority to mandate the use of
standards for the electronic exchange of health care data; to specify what
medical and administrative code sets should be used within those
standards; to require the use of national identification systems for health
care patients, providers, payers (or plans), and employers (or sponsors);
and to specify the types of measures required to protect the security and
privacy of personally identifiable health care information. Also known as
the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill, K2, or Public
Law 104-191.

Locked

The user status is set to ‘Locked’ when the user failed to provide the
correct User ID and / or Password after three consecutive login attempts.
A ‘Locked’ user will not be able to access IACS unless he is unlocked, but
will still be able to log into any IACS administered applications for which
he has access rights. Users can unlock their account using self-service
features or contact the Helpdesk to unlock the account.

Medicaid

A joint federal and state program that helps with medical costs for some
people with low incomes and limited resources. Medicaid programs vary
from state to state, but most health care costs are covered for those who
qualify for both Medicare and Medicaid.
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Term

Definition

Medicare

A Federal health insurance program enacted in 1965 that is financed by a
combination of payroll taxes, premium payments, and general Federal
revenues. This program provides health insurance to people age 65 and
over, those who have permanent kidney failure requiring dialysis or
transplant, and certain individuals under 65 with disabilities.

NPI

National Provider Identifier (NPI) — a unique identification number for use
in standard health care transactions. The NPI is issued to health care
providers and covered entities that transmit standard HIPAA electronic
transactions (e.g. electronic claims and claim status inquiries).

The NPI fulfills a requirement of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), and was required to be used by
health plans and health care clearinghouses in HIPAA standard electronic
transactions by May 23, 2007. The NPI contingency period allowed health
care providers and covered entities until May 23, 2008 to become fully
compliant with the NPI rule.

SSA

Social Security Administration — the government agency that administers
the social security program.

SSN

Social Security Number — a unique identification number assigned to
individuals by the SSA.

Top of the
Chain of
Trust User

IACS uses a hierarchical system of approval for registration requests,
profile modification requests, and annual certification requests referred to
as the Chain of Trust. End User requests are approved by Approvers.
Approvers are approved by Authorizers. Authorizers are approved by the
Business Owner or their designee. Business Owners typically do not have
an IACS User ID. Thus, Authorizers are referred to as Top of the Chain
Users, since they are the last users in the chain who must have an IACS
User ID.

12.0 Acronyms

This section defines acronyms used or referenced in this document.

Acronym Definition
AO Authorized Official
BAO Backup Authorized Official
CBIC Competitive Bidding Implementation Contractor
CcC Cost Contract
CCN CMS Certification Number
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Acronym Definition

CHIP Children’s Health Insurance Program

CMS The Centers for Medicare & Medicaid Services

COB Coordination of Benefits

COBC Co-ordination of Benefits Contractor

CsP Center for Strategic Planning

CSR Customer Service Representative

CWF Common Working File

DBIdS Durable MedipaI'Equipment, Prosthetics, Orthotics and Supplies
(DMEPOS) Bidding System

DOB Date of Birth

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies

EDI Electronic Data Interchange

EHR Electronic Health Record

EHRD Electronic Health Record Demonstration

EPOC External Point of Contact, Organizational IACS Approver

ECRS Electronic Correspondence Referral System (ECRS)

EST Eastern Standard Time

EUS External User Services

Fl/Carrier/MAC | Fiscal Intermediary/Carrier/Medicare Administration Contract

GUI Graphical User Interface

HETS Ul HIPAA Eligibility Transaction System User Interface

HIE Health Information Exchange

HIPAA Health Insurance Portability and Accountability Act

HPG HIPAA Eligibility Transaction System Provider Graphical User Interface
HSTP Health System Tracking Project

IACS Individuals Authorized Access to the CMS Computer Services

ID Identification
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Acronym Definition

P Individual Practitioner

ISV Internet Server

IT Information Technology

Ul Integrated User Interface

IVR Interactive Voice Response

LSA Local Service Administrator

MA Medicare Advantage

MA-PD Medicare Advantage — Prescription Drug

MCARE Medicare Customer Assistance Regarding Eligibility

MCSIS Medicaiql and Ch_ildren’s Health Insurance Program (CHIP) State
Information Sharing System

MCO Managed Care Organization

MDR Medicaid Drug Rebate

MED Medicare Exclusion Database

MEIC The Medicare Eligibility Integration Contractor

NIST National Institute of Standards and Technology

NPI National Provider Identifier

PDE Prescription Drug Event

PDP Prescription Drug Plan

Pl Personally Identifiable Information

PTAN Provider Transaction Access Number

POSFE Point-of-Sale Facilitated Enrollment

PQRI Physician Quality Reporting Initiative

PQRS/eRX Erg;g;r; Quality Reporting System and E-Prescribing Incentive

PS&R/STAR ;L?r\ﬂ%irrsset%t;srﬂcal and Reimbursement / System Tracking for Audit and

RACF Resource Access Control Facility

RAPS Risk Adjustment Processing System
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Acronym Definition
SO Security Official
SR Service Request
SSA Social Security Administration
SSN Social Security Number
SHIP State Health Insurance Plans
SPAP State Pharmacy Assistance Programs
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