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Purpose

This document establishes the procedures for registering and provisioning users and
approvers using the Individuals Authorized Access to CMS Computer Services
(IACS) application within the Centers for Medicare & Medicaid Services (CMS).

Background

One of CMS’ strategic goals is to streamline our information technology
environment so that existing and new systems can work more effectively by sharing
information, and so that CMS can be more responsive to the demands of changing
business needs and the promises of emerging technology. CMS plans to make our
data more readily accessible to our beneficiaries, partners, and stakeholders in a
secure, efficient, and carefully planned manner.

In striving to meet these goals, CMS has established a target enterprise architecture
and modernization strategy that is based upon several key design principles:

An established, secure Internet architecture for the CMS enterprise
Defined products for the target enterprise architecture
Defined security classifications and controls for CMS applications
Defined security services that support the architecture and implement the

controls
Prescriptive application development standards and guidelines for the target

environment

Registering and provisioning users for the IACS system is fundamental to the design
and implementation of business applications/systems planned for the CMS target
enterprise architecture.
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Roles and Responsibilities

The following entities have responsibilities related to the implementation of this user
guide:

User - A user is a Medicare Advantage/Medicare Advantage–Prescription
Drug/Prescription Drug Plan/Cost Contract (MA/MA-PD/PDP/CC)
submitter/representative, or a Customer Service Representative (CSR). A user
may only be put into a user role; a user may not be put into an approver role.

Approver - An approver is an external point of contact (EPOC), or a call center
supervisor. Approvers are responsible for approving end users requesting access
to CMS systems, which includes employees within their organization as well as
subcontractor end users. They may not also be a user of the system. Because
approvers are the sole points of contact for authorizing their end users, it is
strongly recommended that this approver be in a position of authority within
your organization, e.g., management official, compliance officer, etc.
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Procedures

CSR User Registration

1. Browse to https://applications.cms.hhs.gov

2. Read the government computer system WARNING, then agree by clicking
Enter

3. Click Registration on the left sidebar



IACS User Guide
________________________________________________________________________

6

4. Click Register to access CMS applications in the main window

5. Click Self Registration
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6. Fill in fields in the User Information section

Note:

The SSN must be unique
Enter your email address twice for verification. Please do not cut and

past from one field to the other. A unique, corporate email address is
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

Enter same
Email Address

in each box
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7. In the Required Access section, choose CSR for User Type

Note: The appearance of the form will change depending on the User Type
selected.

8. The Call Center list will appear; pick your Call Center from the drop down
list, then click Add

Select Call
Center

Then click Add
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9. From the drop down list select User as your Role

10. Enter a brief statement for the Justification

11. Click Next

12. Read the Privacy Act Statement, and agree by clicking I Accept

Select Role
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13. Click OK

14. Click Logout on the lower left of your screen
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Note: Submission of registration form and agreement of terms will constitute an
electronic signature

After Registration

Your approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. The first (Subject: FYI: User
Creation Completed–Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed–Password Enclosed) will
contain your onetime password.  You’ll be required to change your onetime 
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-8069.

1. Using the Account ID and onetime password provided, login to the IACS
system at https://applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter
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3. Click Registration on the left sidebar

4. Click Register to access CMS applications in the main window
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5. Click Registered User Login

6. Enter your User ID and onetime Password and click Login



IACS User Guide
________________________________________________________________________

14

7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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8. Scroll down and click Change password
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Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Password: and Password: do not match
Must have at least 1 alpha characters
Must have at least 1 numeric characters
Maximum length is 8
Minimum length is 6
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Note: IACS passwords must be changed at least every 60 days. In addition:

The password must be from 6 to 8 characters in length
The password must be a mixture of letters and numbers (no special

characters)
The password must be lower case letters only. Do not use mixed cased

letters.
The password must not contain a user's User ID
The password must not begin with a number
The password must not contain 4 consecutive characters from the previous

password
The password must be different from the previous 6 passwords
The password must not contain a reserved word: PASSWORD,

WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed,you’ll be asked to answer 
at least four (4) authentication questions. Your answers will be used in the
future in the event you forget your password. Click Change Answers to
Authentication Questions

10. Answer at least four (4) of the ten (10) Authentication Questions
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11. Click OK
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Note: After the initial login, the Change Password and Change Answers to
Authentication Questions options only need to be selected if you want to change
those values
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CSR Approver Registration

1. Browse to https://applications.cms.hhs.gov

2. Read the government computer system WARNING, then agree by clicking
Enter
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3. Click Registration on the left sidebar

4. Click Register to access CMS applications in the main window

5. Click Self Registration
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6. Fill in fields in the User Information section

Note:

The SSN must be unique.

Enter same
Email Address

in each box
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Enter your email address twice for verification. Please do not cut and
past from one field to the other. A unique, corporate email address is
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. In the Required Access section, choose CSR for User Type

Note: The appearance of the form will change depending on the User Type
selected.

8. The Call Center list will appear; pick your Call Center from the drop down
list and click Add

Select Call
Center

Then click Add
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9. Select Approver as your Role

10. Enter a brief statement for the Justification

11. Click Next

12. Read the Privacy Act Statement, and agree by clicking I Accept
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13. Click OK

14. Click Logout on the lower left of your screen
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Note:

Submission of registration form and agreement of terms will constitute an
electronic signature

After Registration

Your approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. The first (Subject: FYI: User
Creation Completed–Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed–Password Enclosed) will
contain your onetime password.  You’ll be required to change your onetime 
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-8069.

1. Using the Account ID and onetime password provided, login to the IACS
system at https://applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter
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3. Click Registration on the left sidebar

4. Click Register to access CMS applications in the main window
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5. Click Registered User Login

6. Enter your User ID and onetime Password and click Login
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7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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8. Scroll down and click Change password
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Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Password: and Password: do not match
Must have at least 1 alpha characters
Must have at least 1 numeric characters
Maximum length is 8
Minimum length is 6
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Note: IACS passwords must be changed at least every 60 days. In addition:

The password must be from 6 to 8 characters in length
The password must be a mixture of letters and numbers (no special

characters)
The password must be lower case letters only. Do not use mixed cased

letters.
The password must not contain a user's User ID
The password must not begin with a number
The password must not contain 4 consecutive characters from the previous

password
The password must be different from the previous 6 passwords
The password must not contain a reserved word: PASSWORD,

WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer 
at least four (4) authentication questions. Your answers will be used in the
future in the event you forget your password. Click Change Answers to
Authentication Questions

10. Answer at least four (4) of the ten (10) Authentication Questions
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11. Click OK
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Note: After the initial login, the Change Password and Change Answers to
Authentication Questions options only need to be selected if you want to change
those values
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Approving CSR Users

To approve CSR users, login into the IACS system at
https://applications.cms.hhs.gov. Choose Pending Approvals. You will see a list
of requests to approve. Select a request,and verify the CSR’s information. Take 
care to ensure that the correct Call Center and email address have been entered.

If there any errors on the form, enter a Justification and Reject the request.
The CSR will receive an email notification (if the email address is correct)
of the rejection, and will have to re-register.

If you need to verify information on the form at a later time, Defer the
request; it will remain in the queue.

Otherwise, enter a Justification and Approve the request. The CSR will
receive email notification of the username and initial password; he/she must
login into the IACS system to change their initial password, and answer
authentication questions before accessing applications.
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MA/MA-PD/PDP/CC User Registration

1. Browse to https://applications.cms.hhs.gov

2. Read the government computer system WARNING, then agree by clicking
Enter

3. Click Registration on the left sidebar
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4. Click Register to access CMS applications in the main window

5. Click Self Registration
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6. Fill in fields in the User Information section

Note:

The SSN must be unique.
Enter your email address twice for verification. Please do not cut and

past from one field to the other. A unique, corporate email address is
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. In the Required Access section, choose MA/MA-PD/PDP/CC for User Type

Enter same
Email Address

in each box
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8. Enter Contract Numbers (Hxxxx or Sxxxx) one at a time, and click Add

Note:

Contract numbers must be entered one at a time. Click Add after each
entry.

Contract numbers will appear after the Contract Number(s) field. The
form will reset to the top after each contract is added, so you must
scroll down to the Contract Number (s) field after each entry.

9. Select User/Submitter (sends and receives data files) or User/Representative
(looks up data using the MARx/MBD user interface; does not send/receive
data files) as your Role. Approver approves User/Submitter and
User/Representative access.

Enter Contract
Number

Click Add after
each number
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10. Enter a RACF ID, if you have one

Note: You will only be prompted to add a RACF ID if your Role is
User/Submitter or User/Representative. The RACF ID should be entered in all
UPPER case. If your RACF ID is not known, STOP and call the Help Desk (1-
800-927-8069) to obtain RACF ID information.

Attention Existing CMS System Users: If you have already been assigned a
RACF ID to access CMS systems (e.g. HPMS), you must enter this ID when you
register for IACS. The IACS system enforces this rule based on your SSN. Once
you’ve been approved as an IACS user, your RACF and IACS passwords will
automatically synchronize, as long as you use IACS for all future password
changes. Changing your RACF password via EUA will NOT cause
synchronization with IACS to occur.

11. Enter a brief statement for the Justification. This justification field must
include a valid reason for access.

12. Click Next
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13. Read the Privacy Act Statement, and agree by clicking I Accept

14. Click OK
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15. Click Logout on the lower left of your screen

Note:

Submission of registration form and agreement of terms will constitute an
electronic signature

After Registration

Your approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. The first (Subject: FYI: User
Creation Completed–Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed–Password Enclosed) will
contain your onetime password.  You’ll be required to changeyour onetime
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-8069.
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1. Using the Account ID and onetime password provided, login to the IACS
system at https://applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter

3. Click Registration on the left sidebar

4. Click Register to access CMS applications in the main window
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5. Click Registered User Login

6. Enter your User ID and onetime Password and click Login
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7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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8. Scroll down and click Change password
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Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Password: and Password: do not match
Must have at least 1 alpha characters
Must have at least 1 numeric characters
Maximum length is 8
Minimum length is 6
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Note: IACS passwords must be changed at least every 60 days. In addition:

The password must be from 6 to 8 characters in length
The password must be a mixture of letters and numbers (no special

characters)
The password must be lower case letters only. Do not use mixed cased

letters.
The password must not contain a user's User ID
The password must not begin with a number
The password must not contain 4 consecutive characters from the previous

password
The password must be different from the previous 6 passwords
The password must not contain a reserved word: PASSWORD,

WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer 
at least four (4) authentication questions. Your answers will be used in the
future in the event you forget your password. Click Change Answers to
Authentication Questions

10. Answer at least four (4) of the ten (10) Authentication Questions
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11. Click OK
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Note: After the initial login, the Change Password and Change Answers to
Authentication Questions options only need to be selected if you want to change
those values
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MA/MA-PD/PDP/CC Approver Registration

1. Browse to https://applications.cms.hhs.gov

2. Read the government computer system WARNING, then agree by clicking
Enter

3. Click Registration on the left sidebar
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4. Click Register to access CMS applications in the main window

5. Click Self Registration
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6. Fill in fields in the User Information section

Note:

The SSN must be unique.
Enter your email address twice for verification. Please do not cut and

past from one field to the other. A unique, corporate email address is
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. Choose MA/MA-PD/PDP/CC for User Type

Enter same
Email Address

in each box
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8. Enter Contract Numbers (Hxxxx or Sxxxx) one at a time, and click Add

Note:

Contract numbers must be entered one at a time. Click Add after each
entry.

Contract numbers will appear after the Contract Number(s) field. The
form will reset to the top after each contract is added, so you must
scroll down to the Contract Number (s) field after each entry.

9. Select Approver as your Role

10. Enter a brief statement for the Justification

Enter Contract
Number

Click Add after
each number
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11. Click Next

12. Read the Privacy Act Statement, and agree by clicking I Accept
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13. Click OK

14. Click Logout on the lower left of your screen
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NOTE:

Submission of registration form and agreement of terms will constitute an
electronic signature

After Registration

Your approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. The first (Subject: FYI: User
Creation Completed–Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed–Password Enclosed) will
contain your onetime password.  You’ll be required to change your onetime 
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-8069.

1. Using the Account ID and onetime password provided, login to the IACS
system at https://applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter
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3. Click Registration on the left sidebar

4. Click Register to access CMS applications in the main window
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5. Click Registered User Login

6. Enter your User ID and onetime Password and click Login
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7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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8. Scroll down and click Change password
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Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Password: and Password: do not match
Must have at least 1 alpha characters
Must have at least 1 numeric characters
Maximum length is 8
Minimum length is 6
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Note: IACS passwords must be changed at least every 60 days. In addition:

The password must be from 6 to 8 characters in length
The password must be a mixture of letters and numbers (no special

characters)
The password must be lower case letters only. Do not use mixed cased

letters.
The password must not contain a user's User ID
The password must not begin with a number
The password must not contain 4 consecutive characters from the previous

password
The password must be different from the previous 6 passwords
The password must not contain a reserved word: PASSWORD,

WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASYA, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer 
at least four (4) authentication questions. Your answers will be used in the
future in the event you forget your password. Click Change Answers to
Authentication Questions

10. Answer at least four (4) of the ten (10) Authentication Questions
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11. Click OK
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Note: After the initial login, the Change Password and Change Answers to
Authentication Questions options only need to be selected if you want to change
those values
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Approving MA/MA-PD/PDP/CC Users

To approve submitters/representatives, login into the IACS system at
https://applications.cms.hhs.gov. Choose Pending Approvals. You will see a list
of requests to approve. Select a request, and verify the
submitter’s/representative’s information. Take care to ensure that the correct
contract numbers and email address have been entered.

If there any errors on the form, enter a Justification and Reject the request.
The submitter/representative will receive an email notification (if the email
address is correct) of the rejection, and will have to re-register.

If you need to verify information on the form at a later time, Defer the
request; it will remain in the queue.

Otherwise, enter a Justification and Approve the request. The
submitter/representative will receive email notification of the username and
initial password; he/she must login into the IACS system to change their
initial password, and answer authentication questions before accessing
applications.



IACS User Guide
________________________________________________________________________

72

Questions and Troubleshooting

Help

For questions regarding the IACS system, please read the FAQ page at:
http://mmahelp.cms.hhs.gov/identity/iacs_uguide.htm

Answers to many commonly asked questions can be found on this web site. If you
have further questions, please call the CSMM Technical Support Help Desk at 1-
800-927-8069, M-F 6 a.m. - 9 p.m. EST.

Being Proactive

A large majority of the problems users of the IACS system face occur due to human
error. Most of these can be avoided if greater care is exercised during the registration
and approval process. Please double-check information on the registration form prior
to submission. If you are an approver, double-check the information that your users
have entered, before approving or rejecting the request. These two quick and simple
steps will help get users into the IACS system as quickly as possible.
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Helpful Hints

Helpful hints for successfully registering in IACS

1. When entering your email address, please be very careful to type the correct
email address. If your email address is entered incorrectly, you will not
receive your new User ID and Password. This email address should be a
corporate email address. Do not use publicly available email services such as
yahoo or hotmail.

2. When entering contract numbers, you need to hit the add button after each
and every contract number is entered. Do not enter all contracts on one line.

3. When entering contract numbers include the initial character (i.e. S/H/R/9);
contract numbers should be 5 characters.

4. If you have a RACF-ID already assigned (this is the same as your HPMS
User ID, if you have one), you need to enter that into your registration when
prompted. This User ID must be entered in all UPPERCASE letters.

5. Once a user completes their registration in IACS, the EPOC will receive an
email prompting them to approve the user. Follow up with your plan’s 
EPOC(s) to ensure this step is completed.

6. User IDs will not be issued until approvals/rejections are completed for all
contracts entered–and there may be separate approvers for different contract
numbers.

7. Only one set of additional contract numbers can be pending at one time; that
is, if you register, then go back into the system and enter additional contract
numbers, wait until all of the approvals/rejections are processed for the
original set and the additional contracts before adding more contract
numbers.

8. If you have not received an email with your GUID and password within 24
hours of registration and you are sure that your EPOC(s) has completed the
approval process, please call the MMA Help Desk for assistance: 1-800-927-
8069.

9. Do not respond to the email for any notifications you receive regarding
IACS. Call the Help Desk. Responding to the email will delay any required
assistance.

After registration is complete and the user logs in for the first time

The user must change his/her password
The user must answer at least four (4) of the authentication questions

(until that is done, s/he will not see any additional links - such as waiting
approvals)

The change password and change authentication links that appear after
the first login and authentication question setup provide the user with the
option of changing those values–they are not mandatory
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For all calls to the MMA Help Desk, please provide the following information to
expedite handling of the call:

Your name
Your email address
Your phone number
Your company name including the name of the servicing company if you

are a subcontractor.
Your contract numbers
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Legal

Privacy Act Statement

The information on the web form is collected and maintained under the authority of
Title 5 U.S.C., §552(e)(10). This information is used for assigning, controlling,
tracking,and reporting authorized access to and use of CMS’s computerized 
information and resources. The Privacy Act prohibits disclosure of information from
records protected by the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
Computer Services (IACS) Systems of Records and may be disclosed as a routine
use disclosure under the routine uses established for this system as published at 09-
70-0064 (08-11-94) and as CMS may establish in the future by publication in the
Federal Register.

The Social Security Number (SSN) is used as an identifier in the Federal Service
because of the large number of present and former Federal employees and applicants
whose identity can only be distinguished by use of the SSN is authorized by
Executive Order 9397. Furnishing the information on this form, including your
Social Security Number, is voluntary. However, if you do not provide this
information, you will not be granted access to CMS computer systems.

Rules of Behavior

CMS computer systems that you are requesting to use contain sensitive information.
Sensitive information is any information which the loss, misuse, unauthorized access
to, or modification of could adversely affect the national interest, or the conduct of
Federal programs, or the privacy to which individuals are entitled under the Privacy
Act. To ensure the security and privacy of sensitive information in Federal computer
systems, the Computer Security Act of 1987 requires agencies to identify sensitive
computer systems, conduct computer security training, and develop computer
security plans. CMS maintains a system of records for use in assigning, controlling,
tracking, and reportingauthorized access to and use of CMS’s computerized 
information and resources. CMS records all access to its computer systems and
conducts routine review for unauthorized access to and/or illegal activity.

Anyone with access to CMS Computer Systems containing sensitive information
must abide by the following:

Do not disclose or lend your IDENTIFICATION NUMBER AND/OR
PASSWORD to someone else. They are for your use only and serve as your
electronic signature. This means that you may be held responsible for the
consequences of authorized or illegal transactions.

Do not browse or use CMS data files for unauthorized or illegal purposes.
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Do not use CMS data files for private gain or to misrepresent yourself or CMS.
Do not make any disclosure of CMS data that is not specifically authorized.
Do not duplicate CMS data files, create sub-files of such records, remove or

transmit data unless you have been specifically authorized to do so.
Do not change, delete, or otherwise alter CMS data files unless you have been

specifically authorized to do so.
Do not make copies of data files, with identifiable data, or data that would allow

individual identities to be deduced unless you have been specifically authorized to
do so.

Do not intentionally cause corruption or disruption of CMS data files.

A violation of these security requirements could result in termination of systems
access privileges and/or disciplinary/adverse action up to and including legal
prosecution. Federal, State, and/or local laws may provide criminal penalties for any
person illegally accessing or using a Government-owned or operated computer
system. If you become aware of any violation of these security requirements or
suspect that your identification number or password may have been used by someone
else, immediately report that information to your component’sInformation Systems
Security Officer or your organization approving official for CMS access.


