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Purpose

This document establishes the procedures for registering and provisioning users and
approvers using the Individuals Authorized Access to CMS Computer Services
(IACYS) application within the Centers for Medicare & Medicaid Services (CMS).

Background

One of CMS’ strategic goalsisto streamline our information technol ogy
environment so that existing and new systems can work more effectively by sharing
information, and so that CM S can be more responsive to the demands of changing
business needs and the promises of emerging technology. CM S plans to make our
data more readily accessible to our beneficiaries, partners, and stakeholdersin a
secure, efficient, and carefully planned manner.

In striving to meet these goals, CM S has established atarget enterprise architecture
and modernization strategy that is based upon several key design principles:

An established, secure Internet architecture for the CM S enterprise
Defined products for the target enterprise architecture

Defined security classifications and controls for CM S applications
Defined security services that support the architecture and implement the
controls

e Prescriptive application development standards and guidelines for the target
environment

Registering and provisioning users for the IACS system is fundamental to the design
and implementation of business applications/systems planned for the CM S target
enterprise architecture.
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Roles and Responsibilities

The following entities have responsibilities related to the implementation of this user
guide:

User - A user isaMedicare Advantage/M edicare Advantage — Prescription
Drug/Prescription Drug Plan/Cost Contract (MA/MA-PD/PDP/CC)
submitter/representative, or a Customer Service Representative (CSR). A user
may only be put into a user role; auser may not be put into an approver role.

Approver - An approver is an external point of contact (EPOC), or acall center
supervisor. Approvers are responsible for approving end users requesting access
to CM S systems, which includes employees within their organization as well as
subcontractor end users. They may not aso be a user of the system. Because
approvers are the sole points of contact for authorizing their end users, it is
strongly recommended that this approver be in a position of authority within
your organization, e.g., management official, compliance officer, etc.
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Procedures

CSR User Registration

1. Browseto https://applications.cms.hhs.gov

2. Read the government computer system WARNING, then agree by clicking
Enter

Address IE https:/{applications. cms. hhs. gow

HAKHR K UNAUTHORIZED AGCES SRk W ARNIN GOk

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers.

HAAAKCOMPUTER USAGERH AW ARNINGHH oK

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use d
government property, including computers, for other the authorized purposes.

HaAHAHFENSITIVE INFORMATION REMINDER:

Do not file sensitive information {e.q., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

FHAFAKRETENTION OF RECORDSH##4K+ REMINDER # 4k
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule,

Enter | Leawe |

AN

Address IE https://applications.cms. hhs.gov/portallndex.da j
—

Centers for Medicare & Medicaid Services
Portal Home | cMS | FAQs | Feedback &

3. Click Registration on the left sidebar

CMS Applications

Portal Links: CMS Applications Portal
A Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services {CMS), CMS is a Federal agency
& Ragistration within the U.S, Department of Health and Human Services, To learn more about CMS, visit the CMS Website,
LeqIStration
/ A plans The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related t
K providers

Medicare Advantage and Prescription Drug and other CM3 programs. This portal is in its initial implementation stage with n
capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a raole:

Registration - Registration and user management services required to access applications within CMS' Applications
Portal

. Plans - Health plans participating in the Medicare program such as the Medicare advantage Plans and the Medicarg
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue,
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4. Click Register to access CMS applications in the main window

Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
Registration ] Plans Providers
HIntroduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
*plans will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
& providers

Register to access CMS applications

AN

5. Click Self Registration

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS
Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Security Handbook. The Handbook ineorporates Article 25 of the 2004 CIWEAFGE Master Labor Agreernent {June 9, 2004),
governing hargaining unit ermployess. Syetem secunty personnel may give to law enforcement officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE
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6. Fill infiddsinthe User Information section

Address I@J https:fidm. cms.hhs. gov/fidm user fanonWorklkemEdit, jsp?id="2310% 2369 26F 7E7 7TA0DB4ES ¥ 34 10BF6BF % 3A 1 07ELF 1 CC47% 3A35C2

18

Enter same _> Etriall Address |

Email Address

in each box ’ Email Address [

C.M.f Individuals Authorized Access to

the CMS Computer Services (IACS)

LENTERS for MEDYCARE & MEDICAID SERVICES

Application for Access to CMS Computer Systems
{)-YWarning: Selected value for field ‘State:' does not match any of the allowed values.

User Information

First Mame |

Last Mame |

Middle Initial
Social Security Ii z
Humber.

Walid BEM Format ig )b

*

Flease make sure to use your businessioficial email address while registering. Do not use a personal email account.

Cffice Telephone | * Extn:

Walid Phaone Mumber Farmat is s 00

CompanyiOrganization/Cepartment |
Mame

*

Note:

The SSN must be unique

Enter your email address twice for verification. Please do not cut and
past from onefield to the other. A unique, corporate email addressis
required. Non-corporate email addresses are prohibited (e.g.

ssmith@yahoo.com, mjordan@hotmail.com).
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7. Inthe Required Access section, choose CSR for User Type

Note: The appearance of the form will change depending on the User Type
selected.

Required Access

MAMA-

o *
PDIPDPICC IEER @ 6L

User Type:

NOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts

Call Center: |28th Avenue, Phoenix, A7 j Addl

Please enter one call center at a time and click the button: Add.

Rale: I vl*

=
Justification: *
[
* indicates a required field
MNext| Cancel |
8. TheCall Center list will appear; pick your Call Center from the drop down
list, then click Add
Required Access
. MAMA- . .
User Type: [ad PORDRICE * CSR T COB Select Call
MNOTE: MAMA-PD/POPICC is Medicare Advantage/Medicare Advantage - Prescription Dr iption Drug Plan/Cost Contracts Center
Call Center: 28th Avenue, Phoenix, AF ﬂ Add H
Flease enter one call centerat ati Then click Add
ck Canyan, AL
Role: Blue Cross/Blue Shield, Little Rock, AR
Columbia, Broad River, SC
Colurnbia, 5C — j
Corvergys, Tucson, A7
Justification: Corvergys, Dernver, CO -
Corwvergys, Tamarac, FL
Coralville, 14 =
Cothin, KY —I
First Coast Service Option, Jacksonwille, FL hd|
* indicates a required field
Neml Cancel |
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9. From the drop down list select User as your Role

Required Access

r MAMA-

o =
POIFDRICC TEHR @O0

User Type

MOTE: MAMA-POIPDPICT is Medicare Advantage/Medicare Advantage - Prescription DrugfPrescription Drug PlaniCost Caontracts

Call Center. |28th Avenue, Phoenix, AZ j Addl

Please enter one call center at a time and click the button: Add.

Role [User =" 4——— Select Role

=l
Justification *
* indicates a required field
Nextl Cancel |
10. Enter a brief statement for the Justification
Required Access
hATMA- .
User Type POFDRICE @& CSR O COB
MOTE: MAMMA-PDIPDPICT is Medicare Advantage/Medicare Advantage - Prescription DrugiPrescription Drug Plan/Cost Contracts
Call Center. |28th Awvenue, Phoenix, A7 j Addl
Flease enter ane call center at atime and click the hutton: Add.
Role User 'I*
CSN for Z8th Avenue is Phoenix AZ ;I
Justification ‘ -
[ ]

* indicates a required field

11. Click Next

12. Read the Privacy Act Statement, and agree by clicking | Accept
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Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and I _a] x|

File. Edit ‘iew Favorites Tools  Help | ::'

Address |§} https:,l',l'idm.cms.hhs.gov,l'idm,l'user,l'anonWorkItemEdit.jsp?id=°.-’o23ID°a"02389C26F?E??6DB4E5%3A1F4BEIDC%3A106F13ED?8j Go | Links **

C-MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Heln
SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER
SYSTEMS

PRIVACY ACT STATEMENT =

The information on the web form is collected and maintained under the suthority
of Title 5 U.3. Code, Section 552a(e) (10) (The Priwvacy Lot of 1974). This
information is used for assigning, controlling, tracking, and reporting
guthorized access to and use of CM3's computerized information and resources.
The Privacy Aot prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information wyvou furnished on this web form will be maintained in the

Individuals Luthorized Access to the centers for Medicare & Medicaid Serwvices

[CM3) Data Center Svystems of Becords and may be disclosed as a routine use

disclosure under the routine uses established for this system a3 published at

58 FED.REG.41329 (08-11-94) and a=s CM2S may establish in the future by

publication in the Federal Begister. _:J —_—

IAcceptl | Decline =
4 | >

13. Click OK

File Edit ‘Yiew  Favori

. = n
@Back > B |ﬂ @ 7.‘] | - ! Search \;J/ Favotites {fZ | ; ,;

Address I-é‘f https:Uidm.cms.hhs.guvfidm.l’userfanunWUrldtemEdit.]'su?i\:I=%231D%2339C26F?E7?6054E5%3A1F4BUDC%3AIDI§F13EDTBj ia0 | Links **

CMS Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

You must click on OK to complete your request.

The request processing will start only after you click on the Ok button

Thank you for yout regquest to register.
‘rouwill be notified via email once request processing is complete

Forany gquestions please contactthe Customer Support Help Desk
Fhohe: 1-800-827-8069, Monday through Friday Gam-apm EST

O_KI Cancel

Logged in as: New User

14. Click Logout on the lower left of your screen

10
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Note: Submission of registration form and agreement of terms will constitute an
electronic signature

After Registration

Y our approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. Thefirst (Subject: FYI: User
Creation Completed — Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain your onetime password. You’ll be required to change your onetime
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-80609.

1. Using the Account ID and onetime password provided, login to the IACS
system at https:.//applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter

11
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Address IE https:/{applications. cms. hhs. gow

MS Portal Home | CM

HAKHR K UNAUTHORIZED AGCES SRk W ARNIN GOk

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers.

HAAAKCOMPUTER USAGERH AW ARNINGHH oK

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use d
government property, including computers, for other the authorized purposes.

HaAHAHFENSITIVE INFORMATION REMINDER:

Do not file sensitive information {e.q., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

FHAFAKRETENTION OF RECORDSH##4K+ REMINDER # 4k
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule,

Enter | Leawe |

AN

Address https‘,l’fapplications cms. hhs,gov/portallndes. do
Centers for Medicare & Medicaid Services

3. Click Registration on the left sidebar

CMS Portal Home | cMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
A Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS), CMS is a Federal agency
& Ragistration within the U.S. Department of Health and Human Services, To learn more about CMS, visit the CMS \Website.
LEegISTration
/ Kplans The CMS Applications Portal is a gateway being offered to our Business Partners to access a3 number of systems related t
Providers edicare vantage and Prescription Drug and other programs. is portal is inits initial implementation stage with r
# Med Ad t d P t D d other CM3 Th tal t tial | tat t th

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a raole:

Registration - Registration and user management services required to access applications within CMS' Applications
Portal

. Plans - Health plans participating in the Medicare program such as the Medicare advantage Plans and the Medicarg
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue,

4. Click Register to access CM S applications in the main window

12
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Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
U Registration ] Plans Providers
Introduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
*plans will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
& providers

Register to access CMS applications

AN

5. Click Registered User Login

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

\ Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS

Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Secunty Handbook. The Handbhook ineorporates Article 35 of the 2004 CIMEAFGE Master Labor Agreeraent {June 9, 2004),
gwemmg hargaining urit emplovees. Systern security personnel may give to law enforcerment officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE

6. Enter your User I D and onetime Password and click Login

13
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and _ _18| x|
File. Edit iew Favorites Tools  Help | o

N
. - n -
@Back - @ - lﬂ lELI _I\J P ! Search “;J/ Favarites @Media {»‘j ==

Address I-ELE httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥

=
C'Mj Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Log Into IACS

Your GUID must be used to lagin into IACS (Example:ABCD123) Ifyou have already registered and have heen
approved you would have been sent an email with your own personal GUID and password.

Usger|D |

<4
Fassward | l

\ Ladin | Fargot Your Password? |

=

2] Dore T ] i [%J Local intranet

7. Enter your new password in the password fields. Make sure the box next to
Change | dentity system user and all resource accountsis checked

Note: This screen also appears when the Help Desk processes a user-requested
password reset

14
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||',""
0Nz e e . )| 1
@ Back u\_‘; |ﬂ @ ;;\] | P ! Search WFavorltes eMedla {::‘3 (=
Address I@ httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
=

C'M-y Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Change Password

four password has expired for account NUUR3ST on resource Lighthouse (Lighthouse). Please change it now:

Pagswaord I-------- <—
\ Confittn Passwaord I........ <—

W Change |dentity system user and all resource accounts

Account ID Resource Name | Resource Type | E

¥ MUUR3ST Lighthouse Lighthouse e

Gl Resource
accounts whose
password will he

changed if selected. -
4l | 1D

|@ Done: l_ l_ l_ |H Lacal intranet

8. Scroll down and click Change password

15
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and : _18| x|
File. Edit iew Favorites Tools  Help | :f
@ Back = > B Iﬂ IELI ! ) j'- ! Search .J/.H Favarites @ Media {:‘} =
Address i-g"[ http:ff1558.73. 179,72 idmjuser/login. jsp?lang=enfcntry=13 j Go | Links
T L ;l
Confirm Password I........
¥ Change Identity systerm user and all resource accounts
| Account ID Resource Name | Resource Type E
. W NUUR357 Lighthouse Lighthouse ki
il Resource
accounts whose
password will be |
changed if selected.
W uid=NUUR3ST ou=people de=cms,de=hhs, de=goy| LDAP LDAR ki

Change Password | Cancel |

-
{ | a2

2] Dore T ] i [%J Local intranet

Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Passwor d: and Password: do not match

Must have at |least 1 alpha characters

Must have at least 1 numeric characters

Maximum lengthis 8

Minimum length is 6

16
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medn:argand-l i: o el |

File. Edit iew Favorites Tools  Help

3,
| &

@Back Ll > B Iﬂ IELI _;\J | j_-:Search IJ;IH Favarites @Media {:‘}

4

Address i-ELf httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
-

C-M-f Individuals Authorized Access fo

05 for MEDICARE & MEDICAID SERVICES

\ Change Password

the CMS Computer Services (IACS)

Policy Violation (Password on Lighthouse Usear): New password cannot match any of the B previous passwards for this account.

FPassword |o........
Canfirm Password |--------- |

¥ Change ldentity system user and all resource accounts

|M.count D Resource Name | Resource Type | Exists | [

¥ MUURZAT Lighthouse Lighthouse Yes I
il Resource

accounts whose B
| 3

|.§] Done

Note:

|_ |_ |_ |h._! Lacal intranet
IACS passwords must be changed at |east every 60 days. In addition:

The password must be from 6 to 8 characters in length

The password must be a mixture of letters and numbers (no specia
characters)

The password must be lower case letters only. Do not use mixed cased
letters.

The password must not contain a user's User ID

The password must not begin with a number

The password must not contain 4 consecutive characters from the previous
password

The password must be different from the previous 6 passwords

The password must not contain areserved word: PASSWORD,
WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASY A, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED

17
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9. Once your password has been successfully changed, you’ll be asked to answer
at least four (4) authentication questions. Y our answerswill be used in the
future in the event you forget your password. Click Change Answersto
Authentication Questions

/2 Identity Managet - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid o =l |
File. Edit Wiew Favorites Tools  Help | a'

@ Back = & - lﬂ lg ! ;‘J /'_ | Search \::J/ Favorites @ Media {“’: 2=

Address I-@j htkpe 158, 73,179, 72 fidmiuser /main. jsplang=encntey =15 j Go | Links >
=

C-M-f Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDYCARE & MEDICAID SERVICES
Help | Logout

\Welcome, MUUR357. Flease selectone ofthese options:

* Change Answers to Authentication Questions

Logout Logged in as: NUUR357

|

|.€i Done l_ l_ l_ |‘-_J Local intranet

10. Answer at least four (4) of the ten (10) Authentication Questions

18
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|@ Done

11. Click OK

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||','r
@ Back - \J r |ﬂ @ ;;\] | /__‘l Search ‘i:{ Favorites @ Media @ L\.‘.’\..—
Address I@ http: 158,73, 179,72 fidmjuser /changeAnswers.jsp j Go | Links
CM; Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout
Change Answers to Authentication Questions
Ifyou forget your passwoard, the system will prompt you far the answers to all authentication guestions associated with
your account.
Enter new answers tafour ar mare of the following questions, and then click Save.
Authentication Questions |
Please answer at least 4 of the following questions. /
What city were you I
harr in
What year did you /
graduate from high I
schoal
What is the make of | A/
your first car
Whatis the color of I /
your first car ;'

l_ l_ l_ |§d Lacal intranet

19
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Meditarﬁ-mﬂ-wﬁﬁ _18| x|
File. Edit iew Favorites Tools  Help | l?;.
e . — n =
- ] ~ by ) ~ i ja: €3 |
@ Back J |ﬂ @ ‘gl | e Search ":./\J/ Favorites @ IMedia £ (==
Address I@ httpeff1558.73.179. 72 idmfuser )changednswersResults jspHlang=rullzcntry=rullilang=enfcntry=U3 j Ga | Links ™

C—MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Help | Logout
Change Answers Results

NUUR357 on Lighthouse
What city were yau barn in? =
e e What vear did yvau graduate from high schaol? *=

What is the make of your first car? =
What is the colorof your first car? =

yd
oK

- |
2] Dore l_ l_ l_ [%J Local intranet

Note: After theinitial login, the Change Password and Change Answersto
Authentication Questions options only need to be selected if you want to change
those values
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3 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medi d e IE |£|
File Edit Wiew Favorites Tools Help | :;'
— = = = = =
e Back - Ed - |ﬂ @ .'_l.] | P ! Search '\ll,;:/ Favarites e Media @ L,‘;,_
Address |s§i http: {158, 73,179, 72fidmjuser/main. jsp | B o | Links **
=l

CMJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

\Malcome, MNUUR357. Please select one ofthese options:

= Change Answers to Authentication Questions

= Change Password
» Modify Registration

Help | Logout

Logout Logged in as: NUUR357

|@°| Cione |_|_|_|\-j Local intranet
CSR Approver Registration

1. Browseto https://applications.cms.hhs.qgov

2. Read the government computer system WARNING, then agree by clicking
Enter

Address @ hittps: /fapplications. crms. hhs. gov j a 1
Centers for Medicare & Medicaid Service

CMS Portal Home | CMS | FAQs | Feedback 1=

HHAFFEYNAUTHORIZED ACCESSH AR W ARMNIN Gt

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers,

HAAKHK GOMPUTER UISAGE KKk ARNINGHORH koK

The Standards of Ethical Conduct for the Employees of the Executive Branch (& CFR 2635.704) do not permit the use d
government property, including camputers, for other the authorized purposes.

HAAFAAGENSITIVE INFORMATIONA 44K REMINDE R A 4

Do not file sensitive information {e.g., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

#HAKAKRETENTION OF RECORDS REMINDER
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule.

Enterl ‘ Leawve |
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3. Click Registration on the | eft sidebar

Address IT@ https:{fapplications.cms. bhs. gov/portalindsx.do

JE: Centers for Medicare & Medicaid Ser

CMS Portal Home | cMS | FAQs | Feedback &

CMS Applications
Portal Links:

CMS Applications Portal

* Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services {(CMS). CMS is a Federal agency
A Ragistration within the U.S. Department of Health and Human Services. To learn more about CMS, wisit the CMS Website.

*plans The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related t
& providers

Medicare Advantage and Prescription Drug and aother CMS programs. This portal is in its initial implementation stage with n
capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a rols:

Registration - Registration and user management services required to access applications within CMS' Applications
Portal

Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicarg|
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue.

4. Click Register to access CM S applications in the main window

Address IT@ https:{fapplications.cms . hhs, gov/registration.do

Centers for Medicare & Medicaid Services

CMS Portal Home | cMS | FAQs | Feedback 1=

CrMS Applications

Portal Links:
Registration ] Plans I Providers
& Introduction . -
* pegistration CMS has established a single system to provide user registration services. The link below will launch the application whi
will walk you through the process of registering to use the applications offered within the CMS Applications Partal:
Kplans
K providers Register to access CMS applications

o\

5. Click Self Registration
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7 Hi
Address ISE] https:J‘,l’ldm.cms‘hhs.goxjngrg'"w?:éer,fwelcome.]sp

>

C.MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS
Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Security Handbook. The Handbook ineorporates Article 25 of the 2004 CIWEAFGE Master Labor Agreernent {June 9, 2004),
governing hargaining unit ermployess. Syetem secunty personnel may give to law enforcement officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE

6. Fill infieldsinthe User Information section

Address I%‘} https: ) fidm.cms.hhs. gow/fidmjuser fanoniworkItemEdit. jspFid=%2310%2 39 26F 7EF TEDR4E S %54 1 8BFEEF %341 07E L F 1 CC47%3A35C2

18

C-Mj Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Application for Access to CMS Computer Systems
{y-Warning: Selected value for field State:' does not match any of the allowed values

User Information

First Marmne [ *

LastName [ *

middle Initial
Social Security l— o
Number

Walid B8N Format g xe- e

Enter same —> Etrail Addregs [ *

Email Address

Flease make sure to use your husinessiofiicial email address while registering. Do not use 8 personal email account.

in each box
—> Email Address | x

Office Telephone | * Butn:

Walid Phane Number Format is s

Company/Organization/Department | %
Mame

Note:

The SSN must be unique.
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e Enter your email address twice for verification. Please do not cut and
past from one field to the other. A unique, corporate email addressis
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. Inthe Required Access section, choose CSR for User Type

Note: The appearance of the form will change depending on the User Type
selected.

Required Access

MAMA-

o *
PDIPDPICC IEER @ 6L

User Type:
NOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts

Call Center: |28th Avenue, Phoenix, A7 j Addl

Please enter one call center at a time and click the button: Add.

Rale: I vl*

Justification:

* indicates a required field

ﬂl cancel |

8. The Call Center list will appear; pick your Call Center from the drop down
list and click Add

Required Access

AMEA-

. - *
User Type: [ad PORDRICE * CSR T COB Select Call
MOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription D tian Drug PlaniCost Contracts Center

Call Center: Add <
Then click Add

Flease enter one call center at a i Black Canyan, Phaenix, AZ

Role: Blue Cross/Blue Shield, Little Rock, AR
Columbia, Broad River, SC

Colurnbia, 5C — j
Corvergys, Tucson, A7
Corvergys, Dernver, CO -
Corwvergys, Tamarac, FL

Coralville, 14 =
Cothin, KY —I
First Coast Service Option, Jacksonwille, FL hd|

Justification:

* indicates a required field

M Cancel |
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9. Select Approver as your Role

Required Access

A A

FOIPDRICC @ CSR O CoR

User Type:

MOTE: MAIMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugfPrescription Drug PlaniCost Caontracts

Call Center |28th Avenue, Phoenix, AT | Add

Flease enter one call center at a time and click the buttan: Add.

Role: Approver 'l* '

Justification: *
[
* indicates a required field
10. Enter a brief statement for the Justification
Required Access
) MAMA- .
User Type: PDIPDPICE * CSR T COB
MOTE: MAMA-PDIPDPICC is Medicare Advantage/Medicare Advantage - Prescription DrugfPrescription Drug PlaniCost Caontracts
Call Center |28th Avenue, Phoenix, AT | Add
Flease enter one call center at a time and click the buttan: Add.
Role: Approver 'l*
L2k for 258th Avenue iz Phoenix AZ ;I

Justification:

* indicates a required field

11. Click Next

12. Read the Privacy Act Statement, and agree by clicking | Accept
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dentity Manager - Microsoft Internet Explorer provided by Centers for Medicar: 5 = |ﬁ' |£!

File  Edit Wiew Favorites Tools  Help :;"

Address |»§E https:,l’fidm.cms.hhs.gov,l’idm,l’user,l’anonWorkltemEdit.jsp?id=°.-"o231D°.-"o2389C26F?E??6DB4E5°.-"03A1F4BDDC°.-"03A106F13EU?8j Go | Links **

C.M-f Individuals Authorized Access to

the CMS Computer Services (IACS)

-

CENTERS for MEDICARE & MEDVCAID SERVICES

Help

SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER
SYSTEMS

PRIVALCY ACT STATEMENT =

The information on the web form is collected and waintained under the authority
of Title 5 U.2. Code, Section 552a(e) (10) (The Priwvacy Act of 1974) . This
information is used for assigning, controlling, tracking, and reporting
suthorized access to and use of CHM3's computerized information and resources.
The Privacy Act prohibits disclosure of inforwation from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the centers for Medicare & HMedicaid Services
(CM3) Data Center 3ystems of Records and may he disclosed as a routine use
disclosure under the routine uses established for this system as published at

559 FED.REG.4153E% (05-11-94) and as CHMS may establish in the future by

publication in the Federal Register. j

| Accept | | Decline | _ILI
| »

13. Click OK

=lEi ]

Fils Edit  Yiew Favorites Toals  Help | I

@Back'._J' |ﬂ @ _;\J

Address I-E‘I https:,l’f\dm.cms.hhs.gow’idm,l’usen’anonWorkItemEdit.jsp?id=°f’02310°.fu2359C26F7E776DB4E5°./‘93A1F4EDDC%3A106F13EU78j G0 | Links ¥

C.MS Individuals Authorized Access to

the CMS Computer Services (IACS)

~ n
} = i £
P Search :‘r{ Favorites { 3

=

CENTERS for MEDICARE & MEDICAID SERVICES

You must click on OK to complete your request.

The request processing will start only after you click on the OK hutton,

Thank you far your requestto register
“fou will be notified via email once request processing is complete

Foram guestions please contact the Customer Support Help Desk
Phone: 1-800-827-8065, Monday through Friday am-9pm EST

O_KI Cancel

Logged in as: New User

14. Click Logout on the lower left of your screen
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Note:

e Submission of registration form and agreement of termswill constitute an
electronic signature

After Registration

Y our approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. Thefirst (Subject: FYI: User
Creation Completed — Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain your onetime password. You’ll be required to change your onetime
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-80609.

1. Usingthe Account ID and onetime password provided, login to the IACS
system at https.//applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter
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Address IE https:/{applications. cms. hhs. gow

MS Portal Home | CM

HAKHR K UNAUTHORIZED AGCES SRk W ARNIN GOk

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers.

HAAAKCOMPUTER USAGERH AW ARNINGHH oK

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use d
government property, including computers, for other the authorized purposes.

HaAHAHFENSITIVE INFORMATION REMINDER:

Do not file sensitive information {e.q., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

FHAFAKRETENTION OF RECORDSH##4K+ REMINDER # 4k
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule,

Enter | Leawe |

AN

Address https‘,l’fapplications cms. hhs,gov/portallndes. do
Centers for Medicare & Medicaid Services

3. Click Registration on the left sidebar

CMS Portal Home | cMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
A Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS), CMS is a Federal agency
& Ragistration within the U.S. Department of Health and Human Services, To learn more about CMS, visit the CMS \Website.
LEegISTration
/ Kplans The CMS Applications Portal is a gateway being offered to our Business Partners to access a3 number of systems related t
Providers edicare vantage and Prescription Drug and other programs. is portal is inits initial implementation stage with r
# Med Ad t d P t D d other CM3 Th tal t tial | tat t th

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a raole:

Registration - Registration and user management services required to access applications within CMS' Applications
Portal

. Plans - Health plans participating in the Medicare program such as the Medicare advantage Plans and the Medicarg
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue,

4. Click Register to access CM S applications in the main window
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Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
U Registration ] Plans Providers
Introduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
*plans will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
& providers

Register to access CMS applications

AN

5. Click Registered User Login

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

\ Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS

Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Secunty Handbook. The Handbhook ineorporates Article 35 of the 2004 CIMEAFGE Master Labor Agreeraent {June 9, 2004),
gwemmg hargaining urit emplovees. Systern security personnel may give to law enforcerment officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE

6. Enter your User I D and onetime Password and click Login
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and _ _18| x|
File. Edit iew Favorites Tools  Help | o

N
. - n -
@Back - @ - lﬂ lELI _I\J P ! Search “;J/ Favarites @Media {»‘j ==

Address I-ELE httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥

=
C'Mj Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Log Into IACS

Your GUID must be used to lagin into IACS (Example:ABCD123) Ifyou have already registered and have heen
approved you would have been sent an email with your own personal GUID and password.

Usger|D |

<4
Fassward | l

\ Ladin | Fargot Your Password? |

=

2] Dore T ] i [%J Local intranet

7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||',""
0Nz e e . )| 1
@ Back u\_‘; |ﬂ @ ;;\] | P ! Search WFavorltes eMedla {::‘3 (=
Address I@ httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
=

C'M-y Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Change Password

four password has expired for account NUUR3ST on resource Lighthouse (Lighthouse). Please change it now:

Pagswaord I-------- <—
\ Confittn Passwaord I........ <—

W Change |dentity system user and all resource accounts

Account ID Resource Name | Resource Type | E

¥ MUUR3ST Lighthouse Lighthouse e

Gl Resource
accounts whose
password will he

changed if selected. -
4l | 1D

|@ Done: l_ l_ l_ |H Lacal intranet

8. Scroll down and click Change password
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and : _18| x|
File. Edit iew Favorites Tools  Help | :f
@ Back = > B Iﬂ IELI ! ) j'- ! Search .J/.H Favarites @ Media {:‘} =
Address i-g"[ http:ff1558.73. 179,72 idmjuser/login. jsp?lang=enfcntry=13 j Go | Links
T L ;l
Confirm Password I........
¥ Change Identity systerm user and all resource accounts
| Account ID Resource Name | Resource Type E
. W NUUR357 Lighthouse Lighthouse ki
il Resource
accounts whose
password will be |
changed if selected.
W uid=NUUR3ST ou=people de=cms,de=hhs, de=goy| LDAP LDAR ki

Change Password | Cancel |

-
{ | a2

2] Dore T ] i [%J Local intranet

Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Passwor d: and Password: do not match

Must have at |least 1 alpha characters

Must have at least 1 numeric characters

Maximum lengthis 8

Minimum length is 6

32



|ACS User Guide

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medn:argand-l i: o el |

File. Edit iew Favorites Tools  Help

3,
| &

@Back Ll > B Iﬂ IELI _;\J | j_-:Search IJ;IH Favarites @Media {:‘}

4

Address i-ELf httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
-

C-M-f Individuals Authorized Access fo

05 for MEDICARE & MEDICAID SERVICES

\ Change Password

the CMS Computer Services (IACS)

Policy Violation (Password on Lighthouse Usear): New password cannot match any of the B previous passwards for this account.

FPassword |o........
Canfirm Password |--------- |

¥ Change ldentity system user and all resource accounts

|M.count D Resource Name | Resource Type | Exists | [

¥ MUURZAT Lighthouse Lighthouse Yes I
il Resource

accounts whose B
| 3

|.§] Done

Note:

|_ |_ |_ |h._! Lacal intranet
IACS passwords must be changed at |east every 60 days. In addition:

The password must be from 6 to 8 characters in length

The password must be a mixture of letters and numbers (no specia
characters)

The password must be lower case letters only. Do not use mixed cased
letters.

The password must not contain auser's User ID

The password must not begin with a number

The password must not contain 4 consecutive characters from the previous
password

The password must be different from the previous 6 passwords

The password must not contain areserved word: PASSWORD,
WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASY A, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer
at least four (4) authentication questions. Y our answerswill be used in the
future in the event you forget your password. Click Change Answersto
Authentication Questions

/2 Identity Managet - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid =]=| x|
File. Edit Wiew Favorites Tools  Help | a'
@ Back = & - lﬂ lg ! ;‘J /'_ | Search \::J/ Favorites @ Media {“’: 2=
Address I-@j htkpe 158, 73,179, 72 fidmiuser /main. jsplang=encntey =15 j Go | Links >
C-M-f Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDYCARE & MEDICAID SERVICES
Help | Logout
\Welcome, MUUR357. Flease selectone ofthese options:
* Change Answers to Authentication Questions
Logout Logged in as: NUUR357

|.€i Done l_ l_ l_ |‘-_J Local intranet

10. Answer at least four (4) of the ten (10) Authentication Questions
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|@ Done

11. Click OK

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||','r
@ Back - \J r |ﬂ @ ;;\] | /__‘l Search ‘i:{ Favorites @ Media @ L\.‘.’\..—
Address I@ http: 158,73, 179,72 fidmjuser /changeAnswers.jsp j Go | Links
CM; Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout
Change Answers to Authentication Questions
Ifyou forget your passwoard, the system will prompt you far the answers to all authentication guestions associated with
your account.
Enter new answers tafour ar mare of the following questions, and then click Save.
Authentication Questions |
Please answer at least 4 of the following questions. /
What city were you I
harr in
What year did you /
graduate from high I
schoal
What is the make of | /
your first car
Whatis the color of I /
your first car ;'

l_ l_ l_ |§d Lacal intranet

35



|ACS User Guide

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Meditarﬁ-mﬂ-wﬁﬁ _18| x|
File. Edit iew Favorites Tools  Help | l?;.
e . — n =
- ] ~ by ) ~ i ja: €3 |
@ Back J |ﬂ @ ‘gl | e Search ":./\J/ Favorites @ IMedia £ (==
Address I@ httpeff1558.73.179. 72 idmfuser )changednswersResults jspHlang=rullzcntry=rullilang=enfcntry=U3 j Ga | Links ™

C—MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Help | Logout
Change Answers Results

NUUR357 on Lighthouse
What city were yau barn in? =
e e What vear did yvau graduate from high schaol? *=

What is the make of your first car? =
What is the colorof your first car? =

yd
oK

- |
2] Dore l_ l_ l_ [%J Local intranet

Note: After theinitial login, the Change Password and Change Answersto
Authentication Questions options only need to be selected if you want to change
those values
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare ai _a] x|
Eile. Edit iew Favorites Tools  Help | i’
@ Back = ed - \ﬂ ﬁ _;\| | /_- ! Search .:—.) Favarites @ Media 6;‘} =
Address |&] http://158.73.179, 72fidm{user(main. jsp =] &0 |Links »

=
C-Mj Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout

y\relcome, NUUR357. Please select ane of these options:

\ o Change Answers to Authentication Questions
e Change Passwoard

& Modify Registration

Logout Logged in as: NUUR357

=]

[ 1 | [sdLocalintranet

|.E| Daone
Approving CSR Users

To approve CSR users, login into the IACS system at
https://applications.cms.hhs.gov. Choose Pending Approvals. You will seealist
of requests to approve. Select arequest, and verify the CSR’s information. Take
care to ensure that the correct Call Center and email address have been entered.

¢ If there any errors on the form, enter a Justification and Reject the request.
The CSR will receive an email notification (if the email addressis correct)
of the rgjection, and will have to re-register.

e If you need to verify information on the form at alater time, Defer the
request; it will remain in the queue.

e Otherwise, enter a Justification and Approve the request. The CSR will
receive email notification of the username and initial password; he/she must
login into the IACS system to change their initial password, and answer
authentication questions before accessing applications.

37



|ACS User Guide

MA/MA-PD/PDP/CC User Registration

1. Browseto https://applications.cms.hhs.qgov

2. Read the government computer system WARNING, then agree by clicking
Enter

Address IE https:/{applications. cms. hhs, gov

Centers for Medicare & Medicaid Servic

CMS Portai Home | CMS | FAQs | Feed (=

HHAFFEYNAUTHORIZED ACCESSH AR W ARMNIN Gt

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers,

HAAKHK GOMPUTER UISAGE KKk ARNINGHORH koK

The Standards of Ethical Conduct for the Employees of the Executive Branch (& CFR 2635.704) do not permit the use d
government property, including camputers, for other the authorized purposes.

HAAFAAGENSITIVE INFORMATIONA 44K REMINDE R A 4

Do not file sensitive information {e.g., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

HAAAFRETENTION OF RECORDS REMINDER

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title
United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule.

Enter | Leawve |
w

3. Click Registration on the | eft sidebar

Address IE https:i}applications.cms. hhs, gov/portalindex.do d
Centers for Medicare

-
CMS Portal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
H Introduction The CMS applications Partal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency
K e : within the U.S. Department of Health and Human Services. To learn more about CMS, visit the CMS Website.
Reqgistration
/ Kplans The CMS Applications Portal is 3 gateway being offered to our Business Partners to access 3 number of systems related t
* providers Medicare Advantage and Prescription Drug and ather CMS programs. This portal is in its initial implementation stage with n

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:
. Registration - Registration and user management services required to access applications within CMS' Applications
Portal

+ Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicarg]
Prescription Drug Plans

Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue.
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4. Click Register to access CMS applications in the main window

Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
Registration ] Plans Providers
HIntroduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
Kplans ¥ 9 p 9 q PP jalel
Hproviders Register to access CMS applications

5. Click Self Registration

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS
Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Security Handbook. The Handbook ineorporates Article 25 of the 2004 CIWEAFGE Master Labor Agreernent {June 9, 2004),
governing hargaining unit ermployess. Syetem secunty personnel may give to law enforcement officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE
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6. Fill infiddsinthe User Information section

Address Iﬁf_{[ https:fidm. cms.hhs. gov/fidm user fanonWorklkemEdit, jsp?id="2310% 2369 26F 7E7 7TA0DB4ES ¥ 34 10BF6BF % 3A 1 07ELF 1 CC47% 3A35C2

18

C.M.f Individuals Authorized Access to

the CMS Computer Services (IACS)
LENTERS for MEDICARE & MEDICAID SERVICES

Application for Access to CMS Computer Systems
{)-YWarning: Selected value for field ‘State:' does not match any of the allowed values.

User Information

First Mame

Last Mame |

Middle Initial

Social Security Ii z
Humber.

Walid BEM Format ig )b

Enter same _> Email Address [ #
Ema|I Address Flease make sure to uge your businessioficial email address whila registering. Do not use a personal email account.
in each box —> Email Address | =
Cffice Telephone | * Extn:

Walid Phaone Mumber Farmat is s 00

CompanyiOrganization/Cepartment |
Mame

Note:

e The SSN must be unique.

e Enter your email address twice for verification. Please do not cut and
past from onefield to the other. A unique, corporate email addressis
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. Inthe Required Access section, choose MA/MA-PD/PDP/CC for User Type

Required Access

MAMA-

Lzer Type: * PDIPDPICT

¢ CSR O coB*

NOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts

Caontract Mumber(s): | Add

Flease enter one contract at a time and click the button: Add. Ex: Hxoe: or ExSies

Rale: I | *

Justification:

= indicates a reguired field
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8. Enter Contract Numbers (Hxxxx or Sxxxx) one at atime, and click Add

Justification

Required Access Enter Contract
MAMA- .
UserType & e © C8R € COB Number
MOTE: MAMA-POIFDPICC 2 Medicare Advantage/Medicare Advantage - Pregeripti tugfPrescription Drug PlaniCost Caontracts .
Click Add after
Contract Murmber(s) ISX}OOd ‘/ Add ‘ each number
Flease enter one contract at a time and click the button: Add. Ex Hiseor or Ex Sioost
Cantract{s) Hid
Role I vl *
=

=
* indicates a required field

Note:

e Contract numbers must be entered one at atime. Click Add after each
entry.

e Contract numberswill appear after the Contract Number(s) field. The
form will reset to the top after each contract is added, so you must
scroll down to the Contract Number (s) field after each entry.

9. Select User/Submitter (sends and receives datafiles) or User/Representative
(looks up data using the MARx/MBD user interface; does not send/receive
datafiles) as your Role. Approver approves User/Submitter and
User/Representative access.

Required Access
User Type: & ggmgproo CCSR O GOBT
MOTE: MAIMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription Drug/Prescription Drug PlaniCost Contracts
Contract Nurmber(s); 500 Add
Flease enter one cantract at a time and click the buttan: Add. Ex: Hioo ar Ex: S
Contract(s): HA0
Role: | 'l*
!
o User/Representative
Justification: Anprover *
=

= indicates a reguired field
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10. Enter aRACF ID, if you have one

Required Access

MAMA-

@ POFDFICE ¢ CER ¢ COB

User Type:

MOTE: MAMA-PD/IFDRICC is Medicare Advantage/Medicare Advantage - Prescription DrugiPrescription Drug PlaniCost Contracts

Contract Mumber(s): SO0 Add
Flease enter one contract at a time and click the button: Add. Ex: Hiseos: or Ex:Gieoent
Contract(s): H0
Role: W *
Current RACF ID: | H
=l
Justification: *
=

* indicates a required field

Note: You will only be prompted to add a RACF ID if your Roleis
User/Submitter or User/Representative. The RACF ID should be entered in all
UPPER case. If your RACF ID is not known, STOP and call the Help Desk (1-
800-927-8069) to obtain RACF ID information.

Attention Existing CM S System Users: If you have aready been assigned a
RACF ID to access CMS systems (e.g. HPMS), you must enter this ID when you
register for IACS. The IACS system enforces this rule based on your SSN. Once
you’ve been approved as an IACS user, your RACF and IACS passwords will
automatically synchronize, aslong as you use IACS for al future password
changes. Changing your RACF password viaEUA will NOT cause
synchronization with IACS to occur.

11. Enter a brief statement for the Justification. Thisjustification field must
include avalid reason for access.

12. Click Next
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Required Access

& MATMA-

n *
PDIPDRICC ©CER C CoB

User Type:

MOTE: MAMA-PDIPDRICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts

Contract Mumberis): I Add

Flease enter one contract at a time and click the button: Add. Ex: Hxoe: or ExSies

Contracts): Hio

Role: IUserISubmitter il -

Gurrent RACF 1D |

Submitter for Contract MNunbers HEXE and 3EXE.

Justification:

\ * indicates a reguired field

Ml Cancel |

13. Read the Privacy Act Statement, and agree by clicking | Accept

Manager - Microsoft Internet Explorer provided by Centers for Medic 5 = |ﬁ' |£!

File  Edit Wiew Favorites Tools  Help | ::'

Address |-§E https:,l’fidm.cms.hhs.gov,l’idm,l’user,l’anonWorkltemEdit.jsp?id=°.-"o231D°.-"o2389C26F?E??6DB4E5°.-"03A1F4BDDC°.-"03A106F13EU?8j Go | Links **

-

C.M-f Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDVCAID SERVICES

Help
SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER
SYSTEMS

PRIVALCY ACT STATEMENT =

The information on the web form is collected and waintained under the authority
of Title 5 U.2. Code, Section 552a(e) (10) (The Priwvacy Act of 1974) . This
information is used for assigning, controlling, tracking, and reporting
suthorized access to and use of CHM3's computerized information and resources.
The Privacy Act prohibits disclosure of inforwation from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the

Individuals Authorized Access to the centers for Medicare & HMedicaid Services

(CM3) Data Center 3ystems of Records and may he disclosed as a routine use

disclosure under the routine uses established for this system as published at

559 FED.REG.4153E% (05-11-94) and as CHMS may establish in the future by

publication in the Federal Register. j —

| Accept | | Decline | _ILI
| »

14. Click OK
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===

e]
I

_l\‘ ‘ P ! Search :’ Favorites 6“7 | =

=

Address i-i}} https:,l’p’\dm.cms.hhs.guvp’idm,l’userp’anunWUrkltemE\:lit.jsp?id=%23ID%2359C26F7E?76DB4E5%3A1F4EDDC%3A106F13E078j Go | Links #

C-MS Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

You must click on OK to complete your request.

The request processing will start only after you click on the OK button

Thank you for your reguest to register.
You will be notified via email once request processing is complete

For any questions please contact the Customer Support Help Desk
Phone: 1-800-827-8069, Monday through Friday Barm-9pm EST

(oK| _cancel

Logged in as: New User

15. Click Logout on the lower left of your screen

Note:

e Submission of registration form and agreement of termswill constitute an
electronic signature

After Registration

Y our approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. Thefirst (Subject: FYI: User
Creation Completed — Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain your onetime password. You’ll be required to change your onetime
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-80609.
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1. Using the Account ID and onetime password provided, login to the IACS
system at https.//applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter

Address @https:J‘,l’applicatinns.cms.hhs.gnv j
Centers for Medicare & Medicaid Servi

CMS Portal Home | CMS | FAQs | Feedback &

HAKHR K UNAUTHORIZED AGCES SRk W ARNIN GOk

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers.

HAAAKCOMPUTER USAGERH AW ARNINGHH oK

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use d
government property, including computers, for other the authorized purposes.

HaAHAHFENSITIVE INFORMATION REMINDER:

Do not file sensitive information {e.q., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

FHAFAKRETENTION OF RECORDSH##4K+ REMINDER # 4k
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule,

Enter | Leawe |

AN

Address @ https:}applications.cms. hhs. gov/portalindex.do j
Centers for Medicare & Medicaid Services

3. Click Registration on the left sidebar

CMS Portal Home | cMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
A Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS), CMS is a Federal agency
& Ragistration within the U.S. Department of Health and Human Services, To learn more about CMS, visit the CMS \Website.
LEegISTration
/ Kplans The CMS Applications Portal is a gateway being offered to our Business Partners to access a3 number of systems related t
Providers edicare vantage and Prescription Drug and other programs. is portal is inits initial implementation stage with r
# Med Ad t d P t D d other CM3 Th tal t tial | tat t th

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a raole:
. Registration - Registration and user management services required to access applications within CMS' Applications
Portal

. Plans - Health plans participating in the Medicare program such as the Medicare advantage Plans and the Medicarg
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue,

4. Click Register to access CM S applications in the main window

45



|ACS User Guide

Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
U Registration ] Plans Providers
Introduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
*plans will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
& providers

Register to access CMS applications

AN

5. Click Registered User Login

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

\ Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS

Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Secunty Handbook. The Handbhook ineorporates Article 35 of the 2004 CIMEAFGE Master Labor Agreeraent {June 9, 2004),
gwemmg hargaining urit emplovees. Systern security personnel may give to law enforcerment officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE

6. Enter your User I D and onetime Password and click Login
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and _ _18| x|
File. Edit iew Favorites Tools  Help | o

N
. - n -
@Back - @ - lﬂ lELI _I\J P ! Search “;J/ Favarites @Media {»‘j ==

Address I-ELE httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥

=
C'Mj Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Log Into IACS

Your GUID must be used to lagin into IACS (Example:ABCD123) Ifyou have already registered and have heen
approved you would have been sent an email with your own personal GUID and password.

Usger|D |

<4
Fassward | l

\ Ladin | Fargot Your Password? |

=

2] Dore T ] i [%J Local intranet

7. Enter your new password in the password fields. Make sure the box next to
Change | dentity system user and all resource accountsis checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset

47



|ACS User Guide

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||',""
0Nz e e . )| 1
@ Back u\_‘; |ﬂ @ ;;\] | P ! Search WFavorltes eMedla {::‘3 (=
Address I@ httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
=

C'M-y Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Change Password

four password has expired for account NUUR3ST on resource Lighthouse (Lighthouse). Please change it now:

Pagswaord I-------- <—
\ Confittn Passwaord I........ <—

W Change |dentity system user and all resource accounts

Account ID Resource Name | Resource Type | E

¥ MUUR3ST Lighthouse Lighthouse e

Gl Resource
accounts whose
password will he

changed if selected. -
4l | 1D

|@ Done: l_ l_ l_ |H Lacal intranet

8. Scroll down and click Change password
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and : _18| x|
File. Edit iew Favorites Tools  Help | :f
@ Back = > B Iﬂ IELI ! ) j'- ! Search .J/.H Favarites @ Media {:‘} =
Address i-g"[ http:ff1558.73. 179,72 idmjuser/login. jsp?lang=enfcntry=13 j Go | Links
T L ;l
Confirm Password I........
¥ Change Identity systerm user and all resource accounts
| Account ID Resource Name | Resource Type E
. W NUUR357 Lighthouse Lighthouse ki
il Resource
accounts whose
password will be |
changed if selected.
W uid=NUUR3ST ou=people de=cms,de=hhs, de=goy| LDAP LDAR ki

Change Password | Cancel |

-
{ | a2

2] Dore T ] i [%J Local intranet

Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Passwor d: and Password: do not match

Must have at |least 1 alpha characters

Must have at least 1 numeric characters

Maximum lengthis 8

Minimum length is 6

49



|ACS User Guide

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medn:argand-l i: o el |

File. Edit iew Favorites Tools  Help

3,
| &

@Back Ll > B Iﬂ IELI _;\J | j_-:Search IJ;IH Favarites @Media {:‘}

4

Address i-ELf httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
-

C-M-f Individuals Authorized Access fo

05 for MEDICARE & MEDICAID SERVICES

\ Change Password

the CMS Computer Services (IACS)

Policy Violation (Password on Lighthouse Usear): New password cannot match any of the B previous passwards for this account.

FPassword |o........
Canfirm Password |--------- |

¥ Change ldentity system user and all resource accounts

|M.count D Resource Name | Resource Type | Exists | [

¥ MUURZAT Lighthouse Lighthouse Yes I
il Resource

accounts whose B
| 3

|.§] Done

Note:

|_ |_ |_ |h._! Lacal intranet
IACS passwords must be changed at |east every 60 days. In addition:

The password must be from 6 to 8 characters in length

The password must be a mixture of letters and numbers (no specia
characters)

The password must be lower case letters only. Do not use mixed cased
letters.

The password must not contain auser's User ID

The password must not begin with a number

The password must not contain 4 consecutive characters from the previous
password

The password must be different from the previous 6 passwords

The password must not contain areserved word: PASSWORD,
WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASY A, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer
at least four (4) authentication questions. Y our answerswill be used in the
future in the event you forget your password. Click Change Answersto
Authentication Questions

/2 Identity Managet - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid =]=| x|
File. Edit Wiew Favorites Tools  Help | a'
@ Back = & - lﬂ lg ! ;‘J /'_ | Search \::J/ Favorites @ Media {“’: 2=
Address I-@j htkpe 158, 73,179, 72 fidmiuser /main. jsplang=encntey =15 j Go | Links >
C-M-f Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDYCARE & MEDICAID SERVICES
Help | Logout
\Welcome, MUUR357. Flease selectone ofthese options:
* Change Answers to Authentication Questions
Logout Logged in as: NUUR357

|.€i Done l_ l_ l_ |‘-_J Local intranet

10. Answer at least four (4) of the ten (10) Authentication Questions
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|@ Done

11. Click OK

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||','r
@ Back - \J r |ﬂ @ ;;\] | /__‘l Search ‘i:{ Favorites @ Media @ L\.‘.’\..—
Address I@ http: 158,73, 179,72 fidmjuser /changeAnswers.jsp j Go | Links
CM; Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout
Change Answers to Authentication Questions
Ifyou forget your passwoard, the system will prompt you far the answers to all authentication guestions associated with
your account.
Enter new answers tafour ar mare of the following questions, and then click Save.
Authentication Questions |
Please answer at least 4 of the following questions. /
What city were you I
harr in
What year did you /
graduate from high I
schoal
What is the make of | A/
your first car
Whatis the color of I /
your first car ;'

l_ l_ l_ |§d Lacal intranet
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Meditarﬁ-mﬂ-wﬁﬁ _18| x|
File. Edit iew Favorites Tools  Help | l?;.
e . — n =
- ] ~ by ) ~ i ja: €3 |
@ Back J |ﬂ @ ‘gl | e Search ":./\J/ Favorites @ IMedia £ (==
Address I@ httpeff1558.73.179. 72 idmfuser )changednswersResults jspHlang=rullzcntry=rullilang=enfcntry=U3 j Ga | Links ™

C—MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Help | Logout
Change Answers Results

NUUR357 on Lighthouse
What city were yau barn in? =
e e What vear did yvau graduate from high schaol? *=

What is the make of your first car? =
What is the colorof your first car? =

yd
oK

- |
2] Dore l_ l_ l_ [%J Local intranet

Note: After theinitial login, the Change Password and Change Answersto
Authentication Questions options only need to be selected if you want to change
those values
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and ] _18| x|
File. Edit iew Favorites Tools  Help | :,'
@ Back - J - |ﬂ @ _."J | /_- ) search ‘;J/ Favorites @ Media {»‘j =
Address |§‘] http:/i156. 73,179, 7 2 fidmfuser main. jsp = e |Links »
C-M-f Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout
\Welcome, NUUR35T. Please select one of these options:
\ » Change Answers to Authentication Questions
e Change Password
= hlodify Redistration
Logout Logged in as: NUUR357

2] Dore l_ l_ l_ [%J Local intranet
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MA/MA-PD/PDP/CC Approver Registration

1. Browseto https://applications.cms.hhs.qgov

2. Read the government computer system WARNING, then agree by clicking
Enter

Address IE https:/{applications. cms. hhs, gov

Centers for Medicare & Medicaid Servic

CMS Portai Home | CMS | FAQs | Feed (=

HHAFFEYNAUTHORIZED ACCESSH AR W ARMNIN Gt

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers,

HAAKHK GOMPUTER UISAGE KKk ARNINGHORH koK

The Standards of Ethical Conduct for the Employees of the Executive Branch (& CFR 2635.704) do not permit the use d
government property, including camputers, for other the authorized purposes.

HAAFAAGENSITIVE INFORMATIONA 44K REMINDE R A 4

Do not file sensitive information {e.g., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

HAAAFRETENTION OF RECORDS REMINDER

Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title
United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule.

Enter | Leawve |
A &

3. Click Registration on the | eft sidebar

Address IE https:i}applications.cms. hhs, gov/portalindex.do d
Centers for Medicare

-
CMS Portal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
H Introduction The CMS applications Partal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency
K e : within the U.S. Department of Health and Human Services. To learn more about CMS, visit the CMS Website.
Reqgistration
/ A plans The CMS Applications Portal is 3 gateway being offered to our Business Partners to access 3 number of systems related t
* providers Medicare Advantage and Prescription Drug and ather CMS programs. This portal is in its initial implementation stage with n

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:
. Registration - Registration and user management services required to access applications within CMS' Applications
Portal

+ Plans - Health plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicarg]
Prescription Drug Plans

Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue.
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4. Click Register to access CMS applications in the main window

Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
Registration ] Plans Providers
HIntroduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
Kplans ¥ 9 p 9 q PP jalel
Hproviders Register to access CMS applications

5. Click Self Registration

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

\ Request Access

Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS
Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Security Handbook. The Handbook ineorporates Article 25 of the 2004 CIWEAFGE Master Labor Agreernent {June 9, 2004),
governing hargaining unit ermployess. Syetem secunty personnel may give to law enforcement officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE
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6. Fill infiddsinthe User Information section

Address I@J https:fidm. cms.hhs. gov/fidm user fanonWorklkemEdit, jsp?id="2310% 2369 26F 7E7 7TA0DB4ES ¥ 34 10BF6BF % 3A 1 07ELF 1 CC47% 3A35C2

18

C.M.f Individuals Authorized Access to

the CMS Computer Services (IACS)
LENTERS for MEDICARE & MEDICAID SERVICES

Application for Access to CMS Computer Systems
{)-YWarning: Selected value for field ‘State:' does not match any of the allowed values.

User Information

First Mame

Last Mame |

Middle Initial

Social Security Ii z
Humber.

Walid BEM Format ig )b

Enter same ’ Email Address [ #
Email Address _ _ _ - .
Flease make sure to use your businessioficial email address while registering. Do not use a personal email account.

in each box
—> Email Address | *

Cffice Telephone | * Extn:

Walid Phaone Mumber Farmat is s 00

CompanyiOrganization/Cepartment |
Mame

Note:

e The SSN must be unique.

e Enter your email address twice for verification. Please do not cut and
past from onefield to the other. A unique, corporate email addressis
required. Non-corporate email addresses are prohibited (e.g.
ssmith@yahoo.com, mjordan@hotmail.com).

7. Choose MA/MA-PD/PDP/CC for User Type

Required Access \

User Type: MAMA-

n *
FPDIPDRICC ©CSR C coB

NOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts

Caontract Mumber(s): | Add

Flease enter one contract at a time and click the button: Add. Ex: Hxoe: or ExSies

Rale: I | *

Justification:

= indicates a reguired field
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8. Enter Contract Numbers (Hxxxx or Sxxxx) one at atime, and click Add

Required Access

MAMA- .
User Type  popopice ¢ C5R € 008 ﬁ/ Enter Contract
NOTE: MAMA-POIPDPICC is Medicare Advantage/Medicare Advantage - Prescription Drug/Presceipti tug Plan/Caost Contrd Number

& Click Add after

M €——  each number

Contract Mumber(s) ISX}OOd

Flease enter one contract at a time and click the button: Add. Ex Hises: or B Sioes

Cantract{s) Hid

Role I Vl *

=
Justification *
E
* indicates a required field
Note:
e Contract numbers must be entered one at atime. Click Add after each
entry.
e Contract numberswill appear after the Contract Number(s) field. The
form will reset to the top after each contract is added, so you must
scroll down to the Contract Number (s) field after each entry.
9. Select Approver as your Role
Required Access
User Type: I {;"g}";gmo CSR C coB*
NOTE: MAMA-PDIPDPICC is Medicare AdvantageiMedicare Advantage - Prescription DrugiPrescription Drug PlanfCost Contracts
Caontract Mumber(s): | Add
Flease enter one cantract at a time and click the button: Add. Ex: Hieost or ExSieo
Rale: | *
Uszer/Submitter ;l
Uszer/Representative
Justification: H .
=
* indicates a required field

10. Enter a brief statement for the Justification
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Required Access

User Type

Contract Mumber(s)

13

MAMA-
POIFDRICC

¢ CSR O COB*

Please enter one contract at a time and click the hutton: Add. Ex Hisoeo: or Ex S

MNOTE: MAMA-PDIPDPICC is Medicare Advantage/edicare Advantage - Prescription DrugfPreseription Drug PlanfCost Contracts

Add

Contract(s)
Role IApprU\rer 'I*
=l
Justification *<
[
* indicates a required field
11. Click Next
Role IApprU\rer 'I*
=l
Justification *
[E

M Cancel |

* indicates a required field

12. Read the Privacy Act Statement, and agree by clicking | Accept

59



|ACS User Guide

dentity Manager - Microsoft Internet Explorer provided by Centers for Medicar: 5 = |ﬁ' |£!

File  Edit Wiew Favorites Tools  Help :;"

Address |»§E https:,l’fidm.cms.hhs.gov,l’idm,l’user,l’anonWorkltemEdit.jsp?id=°.-"o231D°.-"o2389C26F?E??6DB4E5°.-"03A1F4BDDC°.-"03A106F13EU?8j Go | Links **

C.M-f Individuals Authorized Access to

the CMS Computer Services (IACS)

-

CENTERS for MEDICARE & MEDVCAID SERVICES

Help

SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER
SYSTEMS

PRIVALCY ACT STATEMENT =

The information on the web form is collected and waintained under the authority
of Title 5 U.2. Code, Section 552a(e) (10) (The Priwvacy Act of 1974) . This
information is used for assigning, controlling, tracking, and reporting
suthorized access to and use of CHM3's computerized information and resources.
The Privacy Act prohibits disclosure of inforwation from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the centers for Medicare & HMedicaid Services
(CM3) Data Center 3ystems of Records and may he disclosed as a routine use
disclosure under the routine uses established for this system as published at

559 FED.REG.4153E% (05-11-94) and as CHMS may establish in the future by

publication in the Federal Register. j

| Accept | | Decline | _ILI
| »

13. Click OK

=lEi ]

Fils Edit  Yiew Favorites Toals  Help | I

@Back'._J' |ﬂ @ _;\J

Address I-E‘I https:,l’f\dm.cms.hhs.gow’idm,l’usen’anonWorkItemEdit.jsp?id=°f’02310°.fu2359C26F7E776DB4E5°./‘93A1F4EDDC%3A106F13EU78j G0 | Links ¥

C.MS Individuals Authorized Access to

the CMS Computer Services (IACS)

~ n
} = i £
P Search :‘r{ Favorites { 3

=

CENTERS for MEDICARE & MEDICAID SERVICES

You must click on OK to complete your request.

The request processing will start only after you click on the OK hutton,

Thank you far your requestto register
“fou will be notified via email once request processing is complete

Foram guestions please contact the Customer Support Help Desk
Phone: 1-800-827-8065, Monday through Friday am-9pm EST

O_KI Cancel

Logged in as: New User

14. Click Logout on the lower left of your screen
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NOTE:

e Submission of registration form and agreement of termswill constitute an
electronic signature

After Registration

Y our approver will be notified of your pending request via email. Once your
request has been approved and your account has been created, two separate email
messages will be automatically sent to you. Thefirst (Subject: FYI: User
Creation Completed — Account ID Enclosed) will contain your User ID. The
second (Subject: FYI: User Creation Completed — Password Enclosed) will
contain your onetime password. You’ll be required to change your onetime
password the first time you login.

Note: If an email notification is not received within 24 hours after you register,
please contact the Help Desk at 1-800-927-80609.

1. Using the Account ID and onetime password provided, login to the IACS
system at https:.//applications.cms.hhs.gov to change your password

2. Read the government computer system WARNING, then agree by clicking
Enter
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Address IE https:/{applications. cms. hhs. gow

MS Portal Home | CM

HAKHR K UNAUTHORIZED AGCES SRk W ARNIN GOk

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United St
Code, Section 1030, fraud and related activity in connection with computers.

HAAAKCOMPUTER USAGERH AW ARNINGHH oK

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use d
government property, including computers, for other the authorized purposes.

HaAHAHFENSITIVE INFORMATION REMINDER:

Do not file sensitive information {e.q., information concerning and individual) in electronic files in a way that allows
unauthorized persons to access the information.

FHAFAKRETENTION OF RECORDSH##4K+ REMINDER # 4k
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title

United States Code 3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the 4
except pursuant to an approved records disposition schedule,

Enter | Leawe |

AN

Address https‘,l’fapplications cms. hhs,gov/portallndes. do
Centers for Medicare & Medicaid Services

3. Click Registration on the left sidebar

CMS Portal Home | cMS | FAQs | Feedback &

CMS Applications

Portal Links: CMS Applications Portal
A Introduction The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS), CMS is a Federal agency
& Ragistration within the U.S. Department of Health and Human Services, To learn more about CMS, visit the CMS \Website.
LEegISTration
/ Kplans The CMS Applications Portal is a gateway being offered to our Business Partners to access a3 number of systems related t
Providers edicare vantage and Prescription Drug and other programs. is portal is inits initial implementation stage with r
# Med Ad t d P t D d other CM3 Th tal t tial | tat t th

capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a raole:

Registration - Registration and user management services required to access applications within CMS' Applications
Portal

. Plans - Health plans participating in the Medicare program such as the Medicare advantage Plans and the Medicarg
Prescription Drug Plans

. Providers - Providers that participate in the Medicare program such as Hospitals and Physicians

Please refer to the links on the left panel and select a service to continue,

4. Click Register to access CM S applications in the main window
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Address IE https:i}applications.cms, hhs, govw registration.do j

Centers for Medicare & Medicaid Ser

CMS Partal Home | CMS | FAQs | Feedback &

CMS Applications

Portal Links: )
U Registration ] Plans Providers
Introduction -
K Registration CMS has established a single system to provide user registration services, The link below will launch the application whi
*plans will walk you through the process of registering to use the applications offered within the CMS Applications Portal:
& providers

Register to access CMS applications

AN

5. Click Registered User Login

Rddress.@ https:J‘,ru:lm.cms‘hhs.goxj%er,fwelcome.]sp j

CM.’. Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDYCAID SERVICES

Pleasge select one of these options:

Reguest Access

\ Self Registration - Select this link to register in IACS
Begistered User Login - Select this link to logon to use IACS

Click here for the Customer Support Help Dlesk

Phone: 1-800-927 2069 , Mondsy through Fridsy far Opra EST

Warning Warming Waming UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM I3 PROHIBITED BY LAW
(REFERENCE TITLE 18 11.5.C SECTION 1030) This is a Centers for Medicare & Medicaid Services (CIMS) comprter syster.
This coraputer syster is provided for the processing of Cifficial 1.5, Government information. 411 data contained on this system
is owned by CWE and, for the purpose of protecting the rights and property of CHE, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by anthorized personnel. If wou are not authorized access to this
aystem you st imeeedistely exit. Federal, State, andfor local laws may provide criminal penalties for any person dlegally
arcessing or using a CGroverrement owned or operated computer syster. THERE [5 MO RIGHT OF FRIVACY IN THIS
SVETEM If yom are authorized to access this syeter, you are subject to the requireraents of the Office of Information Services’
Secunty Handbook. The Handbhook ineorporates Article 35 of the 2004 CIMEAFGE Master Labor Agreeraent {June 9, 2004),
gwemmg hargaining urit emplovees. Systern security personnel may give to law enforcerment officials any potential evidence of
crime found on this systemn. USE OF THIS SYETEM BY ANY USER, AUTHORIZED OF. UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READING, COPYING, OR
CAPTURING &WD DISCLOSURE

6. Enter your User I D and onetime Password and click Login
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and _ _18| x|
File. Edit iew Favorites Tools  Help | o

N
. - n -
@Back - @ - lﬂ lELI _I\J P ! Search “;J/ Favarites @Media {»‘j ==

Address I-ELE httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥

=
C'Mj Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Log Into IACS

Your GUID must be used to lagin into IACS (Example:ABCD123) Ifyou have already registered and have heen
approved you would have been sent an email with your own personal GUID and password.

Usger|D |

<4
Fassward | l

\ Ladin | Fargot Your Password? |

=

2] Dore T ] i [%J Local intranet

7. Enter your new password in the password fields. Make sure the box next to
Change Identity system user and all resource accounts is checked.

Note: This screen also appears when the Help Desk processes a user-requested
password reset
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||',""
0Nz e e . )| 1
@ Back u\_‘; |ﬂ @ ;;\] | P ! Search WFavorltes eMedla {::‘3 (=
Address I@ httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
=

C'M-y Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

Change Password

four password has expired for account NUUR3ST on resource Lighthouse (Lighthouse). Please change it now:

Pagswaord I-------- <—
\ Confittn Passwaord I........ <—

W Change |dentity system user and all resource accounts

Account ID Resource Name | Resource Type | E

¥ MUUR3ST Lighthouse Lighthouse e

Gl Resource
accounts whose
password will he

changed if selected. -
4l | 1D

|@ Done: l_ l_ l_ |H Lacal intranet

8. Scroll down and click Change password
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and : _18| x|
File. Edit iew Favorites Tools  Help | :f
@ Back = > B Iﬂ IELI ! ) j'- ! Search .J/.H Favarites @ Media {:‘} =
Address i-g"[ http:ff1558.73. 179,72 idmjuser/login. jsp?lang=enfcntry=13 j Go | Links
T L ;l
Confirm Password I........
¥ Change Identity systerm user and all resource accounts
| Account ID Resource Name | Resource Type E
. W NUUR357 Lighthouse Lighthouse ki
il Resource
accounts whose
password will be |
changed if selected.
W uid=NUUR3ST ou=people de=cms,de=hhs, de=goy| LDAP LDAR ki

Change Password | Cancel |

-
{ | a2

2] Dore T ] i [%J Local intranet

Note: If the Change Password screen reappears, a password policy violation has
occurred. Check the message that appears below the Change Password label and
process accordingly.

Possible messages:

New password cannot match any of the 6 previous passwords for this account
Fields Confirm Passwor d: and Password: do not match

Must have at |least 1 alpha characters

Must have at least 1 numeric characters

Maximum lengthis 8

Minimum length is 6
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medn:argand-l i: o el |

File. Edit iew Favorites Tools  Help

3,
| &

@Back Ll > B Iﬂ IELI _;\J | j_-:Search IJ;IH Favarites @Media {:‘}

4

Address i-ELf httpeff1558.73.179.72fidmfuser flagin. jspFlang=enfcntry=13 j Ga | Lirks ¥
-

C-M-f Individuals Authorized Access fo

05 for MEDICARE & MEDICAID SERVICES

\ Change Password

the CMS Computer Services (IACS)

Policy Violation (Password on Lighthouse Usear): New password cannot match any of the B previous passwards for this account.

FPassword |o........
Canfirm Password |--------- |

¥ Change ldentity system user and all resource accounts

|M.count D Resource Name | Resource Type | Exists | [

¥ MUURZAT Lighthouse Lighthouse Yes I
il Resource

accounts whose B
| 3

|.§] Done

Note:

|_ |_ |_ |h._! Lacal intranet
IACS passwords must be changed at |east every 60 days. In addition:

The password must be from 6 to 8 characters in length

The password must be a mixture of letters and numbers (no specia
characters)

The password must be lower case letters only. Do not use mixed cased
letters.

The password must not contain auser's User ID

The password must not begin with a number

The password must not contain 4 consecutive characters from the previous
password

The password must be different from the previous 6 passwords

The password must not contain areserved word: PASSWORD,
WELCOME, CMS, HCFA, SYSTEM, MEDICARE, MEDICAID, TEMP,
LETMEIN, GOD, SEX, MONEY, QUEST, 1234, F20ASY A, RAVENS,
REDSKIN, ORIOLES, BULLETS, CAPITOL, MARYLAND, TERPS,
DOCTOR, 567890, 12345678, ROOT, BOSSMAN, JANUARY,
FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER, SSA,
FIREWALL, CITIC, ADMIN, UNISYS, PWD, SECURITY, 76543210,
43210, 098765, IRAQ, OIS, TMG, INTERNET, INTRANET,
EXTRANET, ATT, LOCKHEED
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9. Once your password has been successfully changed, you’ll be asked to answer
at least four (4) authentication questions. Y our answerswill be used in the
future in the event you forget your password. Click Change Answersto
Authentication Questions

/2 Identity Managet - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid =]=| x|
File. Edit Wiew Favorites Tools  Help | a'
@ Back = & - lﬂ lg ! ;‘J /'_ | Search \::J/ Favorites @ Media {“’: 2=
Address I-@j htkpe 158, 73,179, 72 fidmiuser /main. jsplang=encntey =15 j Go | Links >
C-M-f Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDYCARE & MEDICAID SERVICES
Help | Logout
\Welcome, MUUR357. Flease selectone ofthese options:
* Change Answers to Authentication Questions
Logout Logged in as: NUUR357

|.€i Done l_ l_ l_ |‘-_J Local intranet

10. Answer at least four (4) of the ten (10) Authentication Questions
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|@ Done

11. Click OK

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and Medicaid A, IE | x1
File Edt Wiew Favortes  Tools  Help | ||','r
@ Back - \J r |ﬂ @ ;;\] | /__‘l Search ‘i:{ Favorites @ Media @ L\.‘.’\..—
Address I@ http: 158,73, 179,72 fidmjuser /changeAnswers.jsp j Go | Links
CM; Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help | Logout
Change Answers to Authentication Questions
Ifyou forget your passwoard, the system will prompt you far the answers to all authentication guestions associated with
your account.
Enter new answers tafour ar mare of the following questions, and then click Save.
Authentication Questions |
Please answer at least 4 of the following questions. /
What city were you I
harr in
What year did you /
graduate from high I
schoal
What is the make of | A/
your first car
Whatis the color of I /
your first car ;'

l_ l_ l_ |§d Lacal intranet
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/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Meditarﬁ-mﬂ-wﬁﬁ _18| x|
File. Edit iew Favorites Tools  Help | l?;.
e . — n =
- ] ~ by ) ~ i ja: €3 |
@ Back J |ﬂ @ ‘gl | e Search ":./\J/ Favorites @ IMedia £ (==
Address I@ httpeff1558.73.179. 72 idmfuser )changednswersResults jspHlang=rullzcntry=rullilang=enfcntry=U3 j Ga | Links ™

C—MJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDYCARE & MEDICAID SERVICES

Help | Logout
Change Answers Results

NUUR357 on Lighthouse
What city were yau barn in? =
e e What vear did yvau graduate from high schaol? *=

What is the make of your first car? =
What is the colorof your first car? =

yd
oK

- |
2] Dore l_ l_ l_ [%J Local intranet

Note: After theinitial login, the Change Password and Change Answersto
Authentication Questions options only need to be selected if you want to change
those values
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=181

3,
| !('

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare:

File. Edit iew Favorites Tools  Help

@Back Ll > B |£| ﬁ _;\I | /.- ! Search .Jr.) Favorites wMedia 6;‘}

Address ] http:/158.73.179.72fidmfuser/main. jsp = e |Links »

=
CMJ Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

\Welcome, NUUR357. Please select one ofthese options:

\ » Change Answers to Authentication Questions
= Change Password

= hodify Registration

Logout Logged in as: NUUR357

Help | Logout

=

2] Dore [ [ | [S3iocalintranet

Approving MA/MA-PD/PDP/CC Users

To approve submitters/representatives, login into the IACS system at
https://applications.cms.hhs.gov. Choose Pending Approvals. You will seealist
of requests to approve. Select arequest, and verify the
submitter’s/representative’s information. Take careto ensure that the correct
contract numbers and email address have been entered.

e If there any errors on the form, enter a Justification and Reject the request.
The submitter/representative will receive an email notification (if the email
addressis correct) of the rgection, and will have to re-register.

e |f you need to verify information on the form at alater time, Defer the
request; it will remain in the queue.

e Otherwise, enter aJustification and Approve the request. The
submitter/representative will receive email notification of the username and
initial password; he/she must login into the IACS system to change their
initial password, and answer authentication questions before accessing
applications.
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Questions and Troubleshooting
Help

For questions regarding the IACS system, please read the FAQ page at:
http://mmahel p.cms.hhs.gov/identity/iacs uguide.htm

Answers to many commonly asked questions can be found on thisweb site. If you
have further questions, please call the CSMM Technical Support Help Desk at 1-
800-927-8069, M-F 6 am. - 9 p.m. EST.

Being Proactive

A large majority of the problems users of the IACS system face occur due to human
error. Most of these can be avoided if greater care is exercised during the registration
and approval process. Please double-check information on the registration form prior
to submission. If you are an approver, double-check the information that your users
have entered, before approving or rejecting the request. These two quick and simple
steps will help get usersinto the IACS system as quickly as possible.
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Helpful Hints

Helpful hintsfor successfully registeringin IACS

1.

When entering your email address, please be very careful to type the correct
email address. If your email addressis entered incorrectly, you will not
receive your new User ID and Password. This email address should be a
corporate email address. Do not use publicly available email services such as
yahoo or hotmail.

When entering contract numbers, you need to hit the add button after each
and every contract number is entered. Do not enter al contracts on one line.
When entering contract numbers include theinitia character (i.e. S'H/R/9);
contract numbers should be 5 characters.

If you have aRACF-ID aready assigned (thisis the same as your HPM S
User ID, if you have one), you need to enter that into your registration when
prompted. ThisUser ID must be entered in all UPPERCASE letters.

Once auser completes their registration in IACS, the EPOC will receive an
email prompting them to approve the user. Follow up with your plan’s
EPOC(s) to ensure this step is compl eted.

User IDs will not be issued until approval /rejections are completed for all
contracts entered — and there may be separate approvers for different contract
numbers.

Only one set of additional contract numbers can be pending at one time; that
is, if you register, then go back into the system and enter additional contract
numbers, wait until all of the approvals/rejections are processed for the
original set and the additional contracts before adding more contract
numbers.

If you have not received an email with your GUID and password within 24
hours of registration and you are sure that your EPOC(s) has completed the
approval process, please call the MMA Help Desk for assistance: 1-800-927-
80609.

Do not respond to the email for any notifications you receive regarding
IACS. Cal the Help Desk. Responding to the email will delay any required
assistance.

After registration iscomplete and the user logsin for thefirst time

e Theuser must change hig/her password

e Theuser must answer at least four (4) of the authentication questions
(until that is done, ’he will not see any additional links - such as waiting
approvals)

e The change password and change authentication links that appear after
thefirst login and authentication question setup provide the user with the
option of changing those values — they are not mandatory

73



|ACS User Guide

For all callstothe MMA Help Desk, please provide the following infor mation to
expedite handling of the call:

Y our name

Y our email address

Y our phone number

Y our company name including the name of the servicing company if you
are a subcontractor.

e Your contract numbers
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Lega
Privacy Act Statement

The information on the web form is collected and maintained under the authority of
Title5 U.S.C., 8552(€)(10). Thisinformation is used for assigning, controlling,
tracking, and reporting authorized access to and use of CMS’s computerized
information and resources. The Privacy Act prohibits disclosure of information from
records protected by the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
Computer Services (IACS) Systems of Records and may be disclosed as a routine
use disclosure under the routine uses established for this system as published at 09-
70-0064 (08-11-94) and as CM S may establish in the future by publication in the
Federal Register.

The Socia Security Number (SSN) is used as an identifier in the Federal Service
because of the large number of present and former Federal employees and applicants
whose identity can only be distinguished by use of the SSN is authorized by
Executive Order 9397. Furnishing the information on this form, including your
Social Security Number, is voluntary. However, if you do not provide this
information, you will not be granted access to CM S computer systems.

Rules of Behavior

CMS computer systems that you are requesting to use contain sensitive information.
Sensitive information is any information which the loss, misuse, unauthorized access
to, or modification of could adversely affect the national interest, or the conduct of
Federal programs, or the privacy to which individuals are entitled under the Privacy
Act. To ensure the security and privacy of sensitiveinformation in Federal computer
systems, the Computer Security Act of 1987 requires agencies to identify sensitive
computer systems, conduct computer security training, and develop computer
security plans. CMS maintains a system of records for use in assigning, controlling,
tracking, and reporting authorized access to and use of CMS’s computerized
information and resources. CM S records all access to its computer systems and
conducts routine review for unauthorized access to and/or illegal activity.

Anyone with accessto CMS Computer Systems containing sensitive information
must abide by the following:

e Do not disclose or lend your IDENTIFICATION NUMBER AND/OR
PASSWORD to someone else. They are for your use only and serve as your
electronic signature. This means that you may be held responsible for the
consequences of authorized or illegal transactions.

e Do not browse or use CM S data files for unauthorized or illegal purposes.
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Do not use CM S datafilesfor private gain or to misrepresent yourself or CMS.
Do not make any disclosure of CMS data that is not specifically authorized.

Do not duplicate CM S data files, create sub-files of such records, remove or
transmit data unless you have been specifically authorized to do so.

Do not change, delete, or otherwise alter CM S data files unless you have been
specifically authorized to do so.

Do not make copies of datafiles, with identifiable data, or data that would allow
individual identities to be deduced unless you have been specifically authorized to
do so.

Do not intentionally cause corruption or disruption of CMS data files.

A violation of these security requirements could result in termination of systems
access privileges and/or disciplinary/adverse action up to and including legal
prosecution. Federal, State, and/or local laws may provide criminal penalties for any
person illegally accessing or using a Government-owned or operated computer
system. If you become aware of any violation of these security requirements or
suspect that your identification number or password may have been used by someone
else, immediately report that information to your component’s Information Systems
Security Officer or your organization approving official for CMS access.
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