Self Registration Procedures

e Connect to the CMS URL for IACS: https://applications.cms.hhs.qov/

e Read the warning banner, then select Enter

enters for Medicare & Medicaid Setvices - Microsoft Ir y i ers far Medi

File Edit Wiew Favortes Tools  Help

Addrass I@I https:/fapplications.cms. bhs. gov)

Centers for Medicare & Medicaid Services

Portal Home | CMS | FAQs | Feedback )

AHHHAAKINAUTHORIZED ACCESSH## Ak ARN TN GHok Ak

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18 United States Code, Section 1030, fraud and related activity in
connection with computers,

HHAAAK COMPUTER LIS AGEHHRIKHR Y ARNINGHHR KK

The Standards of Ethical Conduct for the Employees of the Executive Branch {5 CFR
2635.704) do not permit the use of government property, including computers, for other the
autharized purposes.

#HKAHKSENSITIVE INFORMATIOMN K AHKREMINDE R 4ok

Do not file sensitive information (e.g., information concerning and individual) in electronic files
in'a way that allows unauthorized persons to access the information.

HHHAHHFRETENTION OF RECORDS## 44 REMINDE R # 4ok

Documents that you create electronically, including electronic mail, may be governed by the
Federal Records Act (Title 44 United States Code 3314) just as hard-copy records can be.
Do not destroy electronic records that are subject to the Act excepts pursuant to an
approved records disposition schedule.

Enter | Leawve |

Click Enter
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e SdectIACS

Centers for Medicare & Medicaid Seryices —-Mlnushltihte:rnél: 1 1 | Medica -|ﬂ|ﬁ|
| File Edit View Favotltes Todls  Help

Address I% https:{fapplications.cms,bhs.gov/bep.jsp
Centers for Medicare & Medicaid Services

Beneficiary

Click
IACS

Eligibility Links Beneficiary Eligibility Portal
1AC5
/W*PI e The Beneficiary Eligibility Portal is property of the Centers for Medicare & Medicaid Services
= : {CMS), CMS is a Federal agency within the U.S. Department of Health and Human Services,
* providers To learn more about CMS, wisit CMS.

The CMS Beneficiary Eligibility Portal is the gateway to the new initiatives being offered to

the Medicare Advantage Plans and Provider communities to access beneficiary information.

45 3 partner and client of the CMS Beneficiary Portal, there is one service and two roles
awailable for your choosing:

+ IACS - Provides user management services required to access the application
available within the portal

* Plans -Provides access to the applications to the Medicare Advantage Plans
community

+ Providers - Provides access to the applications to the Provider community, such as
Hospitals and Physicians

Please refer to the Beneficiary Eligibility Links on the left panel and select a service to
caontinue, =

Privacy & Security | Accessihility | FOIA | Help | Email Updates | CMS Careers

Health and Human Services | Medicare.gowv | FirstGow
Egual Employment Opportunity Data Posted Pursuant to the No Fear Act _'J
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e Select Individuals Authorized Accessto the CM S Computer Services (IACS)

/3 Centers for Medicare & Medicaid Services -

File Edit View Favorikes  Todls  Help

Address I% https:/fapplications. cms,hhs. govfiacs/ind:

/;—-_’—ﬂ Centers f

Portal Home | C

Beneficiary

Eligibility Links

 Introduction

*iacs ]

% The primary purpe
Plans (IACS) is to estat

K Providers variety of users r.

The limle lmalas il

ck here
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o Select Self Registration

I W Tl \ﬂ \gl ll | 'e

& A)

CENTERS for MEDICARE & MEDICAID SERVICES

Please select one of thes:

Reguest becess

e

Click here

Page 4 of 14



Complete the Form

0 Social Security Number must be unique and real

o Email address must be your official business Email address. Enter this
Email address twice for verification. Please DO NOT cut and paste.

2 https:/ fidm.cms.hhs.gov - Identity Manager - Microsoft Internet Explorer provi _ 8| x|

J File Edit Wiew Favatites Tools  Help | %’ |

CM 5 Individuals Authorized Access to

the CMS Computer Services (IACS)

| »

CENTERS for MEDICARE & MEDICAID SERVICES

Application for Access to CMS Computer Systems

User Information —

First Mame:

Last Mame:

|
|
tdiddle Initial: I

Social Security l—*
Mumber:

Enter same Email
Walid SSM FOrmat is Mo / Address in each box

Ernail Address: | *

Please make sure to use your businessiofficial email address while registering. Da not use a persan ail account.

Email Address: I *

Office Telephone: I * Exn; I =
4 | |
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Compl ete the Form (continued)

0 Under the Required Access section, the appearance of the form will
change depending on the User Type selected.

m.cms.hhs.gov - Identity Manager - Microsoft Internet Explorer provided by Centers ant | Med = IE’ Iil
J File: Edit  “iew Favorites  Tools  Help | a" |
Walid Phone Mumber Format is s ;I

Company/Crganization/Department I
MNarne:

Company Telephane .
Murmberf different): I Extn:
Yalid Phone Mumber Format is o000
Mail Stap: |
Address 1; | %
Address 2 |
City: | "
{1 -Wiarning: Selected value for field State:' does not match any ofthe allowed values.
State: () =
Select the
Zip Code [ appropriate User
: Type
Required Access
User Type: Ih;'ﬂg;hggPICC T CSRC COB*
MOTE: MAMA-POIPDRICT is Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Cor—

Justification:

=
4 | »
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Compl ete the Form (continued)

0 |If selected User Typeis MA/MA-PDP/PD, your screen will appear asit
doesin the below screen shot. (If selected User Typeis CSR, skip to Page

11)
o Contract numbers must be entered one at atime; after each entry select
Add
| A 1dentity Manager - Microsoft orer pr . 1=
J @Back vigd - \ﬂ @ .;\l pa ! search ‘-E':'E-‘ Favorites @3‘| ?_ ‘ ;'f
J.ﬂ.ddress |.§j https:fidm.cms.hhs.gov/fidmfuser fanoni orkIbemEdit . jsp j % Go
I File Edit Miew Favoribes  Tools  Help
ipn Code | szl :l

Required Access

o MAMA: e pep e cop

2 ikl * POIPDRICC
MOTE: MAMA-POIPDRICC is Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription aniCost Cor
Add

Contract Murmber(s): |

Please enter one contract at a time and click the button: Add. Ex: Hios or Ex Siooe \

Role: | :l i

Enter first
Contract
number

Then click
Add

Justification:

* indicates a required field

M Cancel |

!

Ll
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Compl ete the Form (continued)

o0 Contract numbers will appear after the Contract Number(s) field. The
form will reset to the top after each contract is added so you must scroll
down to the Contract Number(s) field after each entry.

ovi ters for Medicar I8l x]

3 Identity Manager - Microsof it
) e ’ Iy
J S o2 <Y

Search A Faworites {? | = h

| Qs - - (%] [B) 40| S

Jnddress |.-§j https:,l',l'idm.cms.hhs.gov,l'idm,l'user,l'anonWorkItemEdit.jsp?id=°fo231D°.f02389C26F?E??SDB4E5%3A1F4BDDC%3P.1DSFISED?SF%SASQEj GO

| File Edit View Favorkes  Tooks  Help

Required Access B

T A A-

* pomppioe © O8R € C0B

User Type:

HOTE: MAMA-POIPDRICT 15 Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Cor

Contract Number(s): Add

Flease enter ane contract at a time and click the button: Add. Ex Ho or Ex Sioss

Caontract{s): H1111 < Contract Numbers
: =T . appear here after
el = entered above

Justification:

* indicates a reguired fleld

M Cancel |

4| | »

<]
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Compl ete the Form (continued)

o Click on drop down arrow to select Role.
User/Submitter - sends and receives datafiles.

User/Representative - |ooks up data using the MARx/MBD user
interface; does not send/receive datafiles.

Approver — Approves User/Submitter and User/Representative access.

’3 Identity Manager - Microsoft Internet Explorer provided by Centers for Medﬁ:ar_‘g.;_é\__fﬂ T _;!_ﬁilﬁl
File: Edit ‘Wiew Favorites  Tools  Help | ::l
@ Back - ‘_/] - lﬂ lELI ! I\J | j'- ! Search “;J/ Favarites @7 | \ _;,_
Address I_El'j https:/fidm.cms. hhs. gow fidm/user fanonWorkItemEdit. jsp# wariables user . user Type j LETa] | Links
Required Access B
User Type: FAsdlias CCER ¢ COB*

POIPDPICC

MOTE: MAMA-POIPDRICC is Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Cor

Contract Mumber{s): | Add

Flease enter ane contract at a time and click the button: Add. Ex Hoos or Ex Sioss

Rale: [ r < Select Role
[User/Submitter
User/Representative
Justification: Approver

* indicates a reguired field

M Cancel |

=
4 | i

|'§| Dore l_ l_ l_ l_ ré_ |4 Tternet
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Compl ete the Form (continued)

0 Enter your RACF ID, if known. If your RACF ID is not known, STOP
and call the Help Desk (1-800-927-8069) to obtain RACF ID information.

NOTE: You will only be prompted to add aRACF ID if your Roleis
User/Submitter or User/Representative. The RACF ID should be entered
in all UPPER case.

0 Enter Justification. The Justification field must include avalid reason for
access.

0 Click Next (skip to Page 13)

/2 Identity Manager - Microsoft Internet Explorer provided by Centers for Meditarl.’.-and-hﬁﬂig ¢ 18| x|
File Edit Wiew Favorites Tools  Help | a’
@ Back = J v |ﬂ @ 1) | /._" Zearch \:__"J/ Favarites QE | \,;__
Address I@ https:)fidm.cms.hhs.gov fidmjuserfanonWorkItemEdit. jsp#+variables .user . role j G0 | Links >
Required Access =l

hAAA-

¥ popppice O C8R € COB

User Type:

MOTE: MAMA-POIFDRICT is Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Cor

Contract Mumber(s): Add

Flease enter ane contract at a time and click the button: Add. Ex: Hiooo or Ex Siese

Contract(s): H1111 Enter RACF ID
Rale: |Usen‘8uhmitter =l /
Enter Justification

Current RACF ID: [

Justification:

* indicates a required field

Mewt| cancel | _
4 A | L|_I
2] Dore [T T | 5 remet

Click Next
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Compl ete the Form (continued)

0 If selected User Typeis CSR, your screen will appear as it doesin the
below screen shot.

0 Using drop down arrow, select Call Center

o Click Add
’3 Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare ai e = IE’ Ii!
File: Edit Wiew Favorites Tools  Help | :f
@ Back = > B lﬂ lELI ! ) | j'- ! Search “;J/ Favarites @7 | i _;,_
Address I_El'j https:/fidm.cms. hhs. gow fidm/user fanonWorkItemEdit. jsp# wariables user . user Type j LETa] | Links
Required Access
MATMA- Select Call
: [ @ ol @ *
User Type: POEDRICE CER T COB Center
MOTE: MamiA-POIPDPICE is Medicare Advantageiiedicare Advantage - Prescription CrugiPrescription )
Then click
Call Center: Add
Please enter one call center atati

lack anyon, F'oenu(, AL

Role: Blue Cross/Blue Shield, Little Rock, AR
Columbia, Broad River, SC
Colurnbia, SC Lo

Convergys, Tucson, A7

Convergys, Denver, CO

Convergys, Tamarac, FL

Coralville, 1A

Carbin, KY

First Coast Service Option, Jacksanville, FL >

Justification:

* indicates a reguired field

M Cancel |

| |

|
|'§| Dore l_ l_ l_ l_ ré_ |4 Tternet
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Compl ete the Form (continued)

0 Using drop down arrow, select Role.

o Enter Justification. The Justification field must include a valid reason for

ACCESS.
0 Click Next
’a Identity Manager - Microsoft Internet Explorer provided by Centers for Medftal_‘t-,arlﬂ;-_ 3 ,;Lﬁﬂi!
File: Edit ‘Wiew Favorites  Tools  Help | :;'
@Back - J - |ﬂ @ _."J | /_--! Search ‘;J/ Favarites {_‘3 | ‘ _;__
Address Iaé‘] https: /fidm.cms. hhs. goy fidm/user fanoniWorkItemEdit. jsp# wariables .user.role j LETa] | Links
Zip Cade 21244 7 - | =

Required Access

: MAA- - =
User Type: [ @ POPDRICE * CSR " COB

MOTE: MAMA-POIPDRICE is Medicare AdvantageMedicare Advantage - Prescription Drug/Prescription Drug PlaniCost Cor

Call Center: |281h Ayenue, Phoenix, AZ j Addl

Flease enter ane call center at a time and click the button: Add.

Rale: User vl < Select Role

]

AEErover

Justification: <«4—— Enter Justification

* indicates a reguired field

Next| Cancel |

Q;‘Startl || & 5 Internet Explorer  ~ 8] Documenitl - Microsoft ... « W [f] om0am

Click Next
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Read Privacy Act Statement

Click I Accept

Identity Manager - Microsoft Internet Explorer provided by Centers for Medicare and

File  Edit

Wiew

== x]

Faworites  Tools  Help

Ll
&

Address I,é"! https:,l',l'idrn.cms.hhs.gov,l'ide’user,l'anonWorkItemEdit.jsp?id=%23ID%2389C26F?E??6DB4E5°€03A1F4BDDC%3AIDSFISED?Bj G0 | Links **

|

CM; Individuals Authorized Access to

the CMS Computer Services (IACS)

CENTERS for MEDICARE & MEDICAID SERVICES

SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER
SYSTEMS

El

Help

FPRIVLCY ACT STATEMENT

The information on the web form is collected and maintained under the authority
of Title 5 T.3. Code, Section 55Zaie) (10) (The Priwvacy Act of 1974). This
information is used for assigning, controlling, tracking, and reporting
authorized access to and use of CH3's computerized information and resources.
The Priwvacy Act prohibits disclosure of information frow records protected by
the statute, except in limited circumstances.

The information you furnished on this webh form will be maintained in the
Individuals Luthorized Access to the centers for Medicare £ Medicaid Services
[CH3) Data Center 3ystems of Records and may be disclosed as a routine use
di=sclosure under the routine uses established for this system as published at
53 FED.REZ.41329 (05-11-94) and as CM3 may establish in the future hy
pubrlication in the Federal Register.

IAcceptl | Decline |

Click here
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e Click OK to complete request

|
File Edit VYiew Favorites  Tocls  Help | :?
@ Back = &d -~ Iﬂl Iﬂ ;\| | /.- ! Search J’ Favorites 6-‘7 | _-,__
Address igj https:,l',l'idm.cms.hhs.go\r,l'idm,l'user,l'anonWorkItemEdit.jsp?id=%23ID%2389C26F?E??6DB4E5%3A1F4BDDC°I°3A106F13ED?8ﬂ LETa] | Links ™
CMJ Individuals Authorized Access to
the CMS Computer Services (IACS)
CENTERS for MEDICARE & MEDICAID SERVICES
Help
You must click on OK to complete your request.
The request processing will start anly after you click an the OK button.
Thank you far your requestta register.
You will he notified via email once request processing is complete
Far any questions please contactthe Customer Support Help Desk
Phone: 1-800-327-8069, Manday through Friday Bam-9pm EST
Ok| Cancel |
Logged in as: New User
Click here
| -]

Upon being approved, two separate Email messages will be automatically sent to you.
Thefirst (Subject: FYI: User Creation Completed - Account ID Enclosed) will contain
your User ID. The second (Subject: FYI: User Creation Completed - Password
Enclosed) will contain your onetime password.

NOTE: If Email notification is not received within 24 hours after you register, please
contact the Help Desk at (1-800-927-8069).

Y ou may now log into the Enterprise Security Systems (ESS/IDM) using the Account 1D
and Password provided by accessing https.//applications.cms.hhs.gov. Simply read the
Privacy Statement, select Enter and follow the links to the main IACS page. Select
Registered User L ogin and change your onetime password.

Congratulations! Y ou are now an authorized user.
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