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1.0 Introduction

Individuals Authorized Access to the CMS Computer Services (IACS) is an identity
management system that provides the means for users needing access to CMS
applications to:

. Identify themselves

. Apply for and receive login credentials in the form of a User Identifier (User ID)
and Password

. Apply for and receive approval to access the required system(s).

This IACS User Guide for CMS Approvers establishes the procedures for providing
instructions to Approvers to manage the requests for new registration, modification to user
profile and re-certification for users under the Approver’s authority for the following CMS
Applications integrated with IACS:

e Coordination of Benefits (COB)

e Center for Strategic Planning — Health System Tracking Project (CSP - HSTP)

e Center for Strategic Planning — Medicaid and Children’s Health Insurance
Program (CHIP) State Information Sharing System (CSP - MCSIS)

e Customer Service Representatives (CSR) (1-800- Medicare CSR)
e Demonstrations Community

e Durable Medical Equipment, Prosthetics, Orthotics & Supplies (DMEPQOS)
Bidding System (DBidS)

e Electronic Correspondence Referral System (ECRS) Web

e GENTRAN

e HIPAA Eligibility Transaction System User Interface (HETS Ul)

o HIPAA Eligibility Transaction System Provider Graphical User Interface (HPG)
e Internet Server (ISV)

e Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription
Drug Plan/Cost Contracts (MA/MA-PD/PDP/CC)

e Medicaid Drug Rebate (MDR) State Exchange
e Medicare Exclusion Database (MED)

o Physician Quality Reporting System and E-Prescribing Incentive Programs
(PQRS/eRx)

e Provider Statistical and Reimbursement / System for Tracking Audit and
Reimbursement (PS&R/ STAR)

In this guide the term, “Approver(s)” is used generically to refer to any user with the role of
Approver, Security Official, Authorized Official, Backup Security Official, Backup Authorized
Official, Helpdesks with approval capability, and External Point of Contact (EPOC) where
these roles have approval authority in their respective Organization(s) or for specific
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Applications. This term is sometimes used to refer to Business Owners who are trusted to
approve requests from top of the chain users within the applications.

2.0 Referenced Documents

This IACS User Guide for CMS Approvers and additional IACS User Guides include
information regarding new and/or modified IACS screens and functionalities.

The following IACS help documentation has been added to the CMS IACS website
(http://www.cms.qov/MAPDHelpDesk/07 1ACS.asp#TopOfPage) to provide additional
information and instructions for IACS users:

e |ACS User Guide for CMS Applications — provides registration and account
maintenance information for CMS Applications Users.

o |ACS User Guide for Approvers — provides account maintenance information for
IACS Approvers.

e |ACS User Guide for the Help Desk — provides account maintenance information
for the Help Desk staff supporting CMS applications integrated with IACS.

3.0 Overview

The sensitivity of CMS data and the improved ability to access data combines to create a
substantial risk to CMS and Beneficiaries. Legislations, like the Health Insurance Portability
and Accountability Act (HIPAA), Federal Standards published by the National Institute of
Standards and Technology (NIST), and CMS policies have been established to control that
risk. IACS is the application CMS uses to:

e Implement the security requirements of Federal legislation, Federal standards and
CMS policies.

e Provide secure, high quality services to protect CMS systems and data.

e Register users; control the distribution of User IDs and passwords used to access
CMS web-based applications.

The IACS User Guide for CMS Approvers provides information, representative screens,
or appropriate references to procedural information that is common for IACS CMS
Applications Approvers and includes:

e Processing (approving, denying, or deferring) access requests for new user
registration, certifications, or profile modifications for IACS users.

e Using IACS to manage requests and users under individual Approver’s authority.

Note: Whenever possible, Approvers will be directed to the appropriate IACS User
Guide for procedural information that is particular to registrations and profile
modifications for specific CMS Applications rather than repeating that
information in this User Guide.
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Procedural information that is particular to specific applications is noted for reference.
IACS procedures are designed to be user-friendly, and on-screen help and error messages
help guide users when completing procedures that are not illustrated in this User Guide.

3.1 Warnings and Reminder

Users of United States Government Computer Systems must be aware of warnings
regarding unauthorized access to those systems, computer usage and monitoring, and
local system requirements. This information is presented in the opening screen of the CMS
Applications Portal, as illustrated in Figure 1.

D www.hhsgov

Portal Home CMS FAQs Feedback  Help Email < Print

Wesssasssesssnssentt WARNING *Frrrrsrnssnnssansans

Unauthorized Access

Unauthorired access to this United States Government Computer System and saftware is prohibited by Title 18 United States Code, Chapter 47
Section 1030, fraud and related activity in connection with computers. Knowingly accessing a Federal mformation systemn inappropriately is a
punishable offense subject to fines and up to 20 years impriscnmant

Do not disclose or lend your IDENTIFICATION NUMBER AND/OR PASSWORD to someone else. They are for your use only and serve as your
electromc signature. This means that you will be held responsible for the consequences of unauthonzed or degal transacbons.

Computer Usage
The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use of government property,
including computers, for other than authorized purposes. In addition, users must adhere to CMS Information Secunty Polces, Standards, and
Procedures.

Monitoring

Users usage may be manitored, recorded, and audited. The use of the infarmation system establishes their consent to any and all manitaring
and recording of their activities.

Local System Requirements

The Federal Information Sacunty Management Act (FISMA) of 2002 requires that the local system used to access CMS Computar Systems has
up to date operating system patches and is running anti-virus software,

wemrerer REMINDER "*rersrrnsesnannnnnns

Sensitive Information
Do not fle sensitive infformation (e.q., information concemng an individual) in electronic files in a way that alows unauthorized persons to access
the information.

Retention Of Records
Documents that you create electronically, inchding electronic mail, may be govemed by the Federal Records Act (Title 44 United States Code |
3314) just as hard-copy records can be. Do not destroy electronic records that are subject to the Act except purscant to an approved records
disposition schedube.

[Erier CMS Apphcators Fosel | Lewww |

| Done g Internet | Protected Mode: On v [Hoesm v

Figure 1: CMS Applications Portal WARNING/REMINDER Screen

All applicants to CMS Applications should read the important information on this screen and
indicate their agreement by selecting the Enter CMS Applications Portal button.

If the user does not want to proceed any further, the user should indicate this by selecting
the Leave button.

3.2 Terms and Conditions

In addition to the government warnings, there are specific CMS Computer Systems
Security Requirements Terms and Conditions that potential IACS users need to know.
During their registration process, the CMS Terms and Conditions screen will display, as
illustrated in Figure 2.

This screen contains the Privacy Act Statement and the Rules of Behavior which present
the terms and conditions for accessing CMS computer systems.

IACS applicants must accept the terms and conditions to be authorized to access CMS
systems and applications.
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A
ﬂ U5, Department of Health & Human Services &) wwwi.hhs.gov. |
(¢

C7s,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Terms and Conditions

If you want to print the text on this screen, select the Printicon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, selectthe | Accept the above
Terms and Conditions box, and then the | Accept button at the bottomn of this screen.

CMS Computer Systems Security Requirements
- -
PRIVACY ACT STATEMENT Lprint

The information on the web form is collected and maintained under the authority
of Title 5 U.5. Code, Section 352a(e) (10) {The Privacy Act of 1974). This
information is used for assigning, controlling, tracking, and reporting
authorized access to and use of CMS' computerized information and resources.
The Privacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
(CMS) Data Center Systems of Records and may be disclosed as a routine use
disclosure under the routine uses established for this system as published at
539 FED.REG.41329 (08-11-94) and as CM5 may establish in the future by
publication in the Federal Register. :J

To continue, you must accept the terms and conditions. If you decline, your registration will automatically be cancelled.

[~ I Acceptthe above Terms and Conditions

| Accept | | Decline |

Effective date:
OMB: 0938-0989 5106

Figure 2: Terms and Conditions Screen

All of the Terms and Conditions on the screen should be read including the Privacy Act
Statement and the Rules of Behavior. The user can select the Print icon to the right of the
text to print this information.

To accept, the user must select the | Accept the above Terms and Conditions check box
and indicate agreement by selecting the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If he confirms this, his IACS session is cancelled and
a screen indicating this is displayed.

3.3 Conventions

This User Guide will present typical approval and management procedures. When
functions are similar, the more common functions will be illustrated with notes indicating
differences such as specific information users must provide in different Applications. When
appropriate, these notes will be illustrated with screen shots.

Every effort has been made to keep the screen shots and formatting conventions used in
this document up to date. There may be, however, minor differences between on-screen
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text and what is shown in the figures in this User Guide. These differences should not affect
the user’s ability to approve requests or manage user accounts.

3.3.1 Formatting Conventions

The following formatting conventions have been used in this User Guide.
1. Screen names are indicated in plain bold.

Example:

The CMS Applications Portal Introduction screen will display as illustrated
in Figure 1.

2. References to partial screens displayed or buttons to be acted upon are indicated in
bold italics.

Examples:

Available applications are listed in the New User Registration Menu for
CMS Applications area of the CMS Applications Menu screen.

Or
Select the Next button to continue.
3. References to hyperlinks are indicated in blue, underlined text.
Example:

Select the Modify Account Profile hyperlink.

4. References to figures and sections will take the user to that figure or section when
selected.

Examples:

Go to Section 1.0 — The number is the link. The user will be brought to that
Section when the number is selected.

Or

As illustrated in Figure 1 — The combination of Figure and Number is the
link. The user will be brought to that Figure when he selects either.

5. When an action is required on the part of the reader, it is indicated by a line beginning
with the word Action:

Example:

Action: Select the OK button.
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6. Explanatory notes will be indicated with the word Note:

Example:

Note: The name of the MEIC Helpdesk has been changed to the MCARE
Helpdesk.

7. Input fields are indicated in plain italics.

Example:
Enter the last name in the Last Name field.

8. Required input fields are indicated by an asterisk to the right of the field. These fields
must be completed.

9. Some fields have help icons to their left if the user needs help on completing an input
field. This icon is displayed as a small blue letter i inside a white box.

Examples of specific screens are used in this User Guide to illustrate what users would see
during the approval and account management procedures. The names and/or data on
these screens are meant to be representative and not to reflect actual IACS Users and/or

Accounts.

3.4 Cautions & Warnings

IACS provides on-screen cautions and warnings to help guide users through procedures
that require specific data formatting or are designed to alert the user before finalizing an

action.

Caution and Warning messages are presented in a variety of formats: as a text warning
message at the top of the active screen, as information text on screen where an issue has
been identified, and as a caution message which will require the user’s action.

Additional examples of caution and warning messages are listed below.
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tment of Health & Human Services E2 www.hhs.gov

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

@Error

Please enter a vaid Date of Birth in mmidd/yyyy, middiyyyy, mmdiyyyy or midiyyyy format

New User Registration

sesmowdgemen
CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number
User Information

Title: (=] 3 First Name: Morgan * [ LastName: Freeman ¥ Suffic | []
(3] Middle Initial: &) Professional Credentials: Example: MD, RN, LPN, MBA. PhD, efc. (Limit 12 characters)
Social Security

Number, 590-00-7854 *  Valid SSN Format is JOOG-XX-X000( Date of Birth: jan 11985 * Valid Date of Birth format is mm/ddyyyy

[ E-mail: mireeman@hmail com ’ [il Confirm E-mail: mireeman@hmail com
Vaiid E-mail address format is user@intemetprovider.domain. List of allowed domains: vi.com. gov. net. org, us, mil, biz. edu. pro

* indicates a required field

([t [Canca ]

Figure 3: Warning Message

The message shown in Figure 3 notifies the user that an incorrect format has been used for
Date of Birth (DOB) and also provides the correct format that the user should follow.

Professional Contact Information

"

i offce Telephone:  351-140-0000 et %t Vald Telephone Number Format s XXX

mCompanyName: Wercy mCompanyTeIephnne: 351-140-0000 et 21

Country: Unted States

(i Address 1818 RiggsRd ! i ddress 2
ety Ageh " StelTertory 4D * [zpCode a0 " - [ 281
Access Request

[l SelectAeion: Hocy Demonsiraions Profi\em

Type of User:  Demanstrains

Role:  EHRD User

There are no details to oy as part of the EHRD application.

Figure 4: Information Message

The message in Figure 4 notifies the user that the option selected cannot currently be
used.
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ﬂ/— Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.
User Information
Title: [=] (i FirstName: Morgan ~ * [ilLastName: Freeman * Suffix: -
[i] Middle Initial: il Professional Credentials: Example: MD, RN, LPN, MBA_ PhD, etc. (Limit 12 characters)

Social Security 590.00-7854  *  Valid SSN Fomatis OO0 Date of Birth: 01011985 *  Valid Date of Birth format is mmddiyyyy

(il E-mail: miresman@hmai com * {Memgem*w =
Valid E-mail address format is user@intemetprovider domaif |z edu, pro
Professional Contact ion ‘ By Selecting OK will cancel your request
Are you sure you want to proceed?
il Office Telephone: 4104101234 * il Ext: vall
HE ' ‘ oK \' Cancel |
[i] Address 1: *
il City: *  StatefTerritory: =1* il Zip Code: * -

Access Request
User Type:  MAMA-PD/PDPICC

Role: [=]*

Justification for
Action:

* indicates a required field

Net | [ Cancel

OMB: 0938-0989 Effective date: 506 -

Figure 5: Caution Message

The message shown in Figure 5 cautions the user that the user's action will cancel the
registration. The user selects the OK button to confirm the action or selects the Cancel
button to continue with the registration process.

4.0 Using the System — Managing Profiles
This section explains how an Approver reviews and takes action on IACS requests
requiring the Approver’s attention. The following are the actions that an Approver takes:

e Search Pending Requests for New User Registration, Modify Profile, and/or Annual
Certification.

o Approve/Reject/Defer requests for New User Registration and/or modifying existing
user profiles.

e Manage Users under the Approver’s authority.

o Approve/Reject/Defer requests for Annual Certification.

4.1 Search Pending Requests for New user creation, Modifying existing user
profiles and/or Certification Requests

To use this search function, the Approver must first login to IACS using his IACS User ID
and password. The My Profile screen will be displayed after a successful login, as
illustrated in Figure 6.
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Note: There is no significant difference in the actions taken by the various types of
Approvers in IACS. The MA/MA-PD/PDP/CC Application screens will be used to
illustrate this search function and other Approver functions throughout this
guide.

U.5. Department of Health & Human Services £ www.hhs.gov

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, AEBW567. Please select one of these options:

> Maodify UseriContact Information
» Modify Account Profile

» Change Answers to Authentication Questions
» Change Password

» Pending Approvals

» Pending Certifications

» Manag users under my authority

Logout Logged in as: AEBWS67
[ The current server time is: Thu Oct 06 14:47:50 EDT 2011

Figure 6: My Profile Screen: CMS Applications

Action:  Select the Pending Approvals hyperlink.

The Approver Inbox screen will display as illustrated in Figure 7. The Inbox screen allows
the user to search for a pending request by selecting the Search Request(s) hyperlink or
the Approver could scroll through the pending approvals in the Inbox screen and select the
request for which he needs to take an action.

This section details the Search Request(s) function to search for a specific request by
providing the search criteria.

" U5 Department of Health & Human Services £ wwwhhs.gov

M5/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Inbox

Chick a name to edit an Inbax em

Search Request(s)

¥ Process Description Ruquest DateTime

2011 03 TaskDieinition CMS CreateUser - MAMA Approval Morgan Freeman REQH 1317923360666 201110 06 14:43

20711_03 TaskDefinition-UMS-ModityUser - SIS AR Approval - for Uiser Info - enqofy Smith-REGHI31FNMIG038 | 2M1-10-06 1258 bipot
Reelurn Lo Main Mes

| e i s AFFIWSET

[The comrent sever fime i Tha Ocd 16 14 43 34 FOT 2011

Figure 7: Approver Inbox Screen: Search Request(s) Hyperlink

Action:  Select the Search Request(s) hyperlink.

The Search criteria for pending request(s) screen with multiple search criteria options
will display as illustrated in Figure 8.
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Note: This function is currently only available for the MA/MA-PD/PDP/CC, CSP-HSTP,
CSP-MCSIS, ECRS, Gentran, Internet Server, MDR, MED, and PS&R/STAR
Applications.

U5, Department of Health & Human Services i3 wwwhhs.gov

ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending request(s)

4] First Name :  starts with | = | i/ Last Name : | stans with[=]
| Hequest Number : Valid format is REG- 000000000000
& Request
Explration Date: @
Application;  MAMA-PDPDRICC
4] Role: | AN I=]

i Results per page: | 20 [=]

Logged in as: YIBO138

Figure 8: Search Criteria for Pending Request(s) Screen

Action:  Select the desired search criteria by entering the appropriate data in the search
fields or selecting from the available drop-down lists.

Note:

e Approvers can search pending requests by First Name, Last Name, Request
Number, Request Expiration Date, and Role.

¢ In addition to the search criteria mentioned above, PS&R/STAR Helpdesk users can
search the pending registration request(s) by TIN/SSN and/or Legal Business Name
of the organization. The Legal Business Name field will accept a partial entry of the
organization name. The TIN/SSN field requires the data to be entered in full.

Action:  Select the Search button when you have finished selecting your search criteria.

The screen will refresh and the search results will display at the bottom of the screen as
illustrated in Figure 9.
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q U.S. Department of Health & Human Services
i

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending request(s)

[ilFirstName : | starts with [ | [i]Last Name : |starts with [ |
[i] Request Number : Valid format is REQ-}0CO0CO000COM
[iRequest Expiration =
e

Application: MAMA-PD/PDPICC
i Role: |All [=]

[i] Results per page : |20 [=]

(5 resuilts) [il Sort By : | Request Number [] [Ascending [+]

Reguest Number First Name LastName RequestType Role Requested ltems Request Date Request Expiration Date 7‘7 Print

REQ-1218514742028 | VGQLFA SMITH MODIFY POSFE Contractor R0OO000 10M3/2011 10:09:11 10/25/2011 10:09:04
REQ-1318602151272 | ORLLBY SMITH MODIFY User/Representative Report View | H1111 1014/2011 10:26:55 10/26/2011 10:26:39 "‘Expul‘[
REQ-1318604668350 | ALEX SMITH MODIFY User/Submitter Email 10M14/2011 11:08:46 10/26/2011 11:08:43
REQ-1318606958590 | REEITF SMITH CREATE Usen/Submitier H1111 10M14/2011 11:45:49 10i26/2011 11:45:34
REQ-1318607739168 | MPKZSL SMITH CREATE User/Representative H1111 10M14/2011 11:58:57 10/26/2011 11:58:42

Figure 9: Search Criteria for Pending Request(s) Screen: Search Results

Action:  Select the hyperlink of the pending approval request you want to work on from
the Request Number column.

When the Approver has selected a Pending Approval request to work on, the Approve /
Reject Request screen will display which will allow the Approver to make a decision on the
pending request. The approval process is explained in detail in Section 4.2.

Note: The Approvers of MA/IMA-PD/PDP/CC, CSP-HSTP, CSP-MCSIS, ECRS,
Gentran, Internet Server, MDR, MED, and PS&R/STAR Applications can also
search for Pending Certification Requests by selecting the Pending
Cetrtifications hyperlink from the My Profile screen and selecting the Search
Request(s) hyperlink from the Approver Inbox screen as explained above.

4.2 Approve/Reject/Defer requests for new user creation and/or modifying existing
user profiles

To take an action on pending access requests the user must first log in to IACS using his

IACS User ID and password. The My Profile screen will display after a successful login as
illustrated in Figure 6.

Action:  Select the Pending Approvals hyperlink.

The Approver’s Inbox screen will display as illustrated in Figure 7. The pending approval
requests will be displayed as hyperlinks in a table.

Action:  Select the hyperlink of the pending approval request you want to work on from
the Process column.

When the Approver has selected a Pending Approval request to work on, the Approve /
Reject Request screen will display as illustrated in Figure 10.
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The User Information and Required Access areas of the screen will display information
specific to the user and his access request. At the bottom of the screen, the type of request
is identified and the contracts to be approved for access are displayed. The Action column
will be defaulted to the Defer radio button for all individual items in the request.

U.S. Department of Health & Human Services E2 www.hhs.gov

%ﬁ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Approve / Reject Request

User Information
Title: First Name: Morgan Last Name: Freeman Suffix:
Middle Initial: Professional Credentials:
Date of Birth: 01/01/1380
il E-mail: mfreeman@gmail com

[il Office Telephone: 4104204578

il Company Name: Freeman group il Company Telephone:
[il Address 1: 1 main st Address 2:
City: cityville State/Territory: MD Zip Code: 21040

Required Access
Type of Request  New User
User Justification:  Need for role
User Type:  MAMA-PDIPDPICC
Role:  User/Submitter. MCO Representative Ul Update
Report Access Type:  Access to Non-Financial Report

il Selectthe [ I] button for i ion on ions for p ing pending user’s requests.
Name Status Effective Date Action Justification
Contracts: E5088  Active 01/01/2007 Approve O Reject @ Defer
Process | | Cancel
‘OMB: 09380389 Effeciive date: 5/06
Logout Logged in as: YIBO138

The current server time is- Thu Oct 06 16:37°57 EDT 2011

Figure 10: Approve/Reject Request Screen: Required Access Area — Grouped
Pending Items

Action:  Review the requestor’s user and required access information.
Action:  Determine, by individual item (Contracts), the action you will take.

Note: The Approver’s action (Approve / Reject / Defer) taken on the individual item
(Contracts), will be applicable to all the MA/MA-PD/PDP/CC Application roles in
the user’s profile.

Action:  Select the appropriate Action radio button for each item.
e If you select Approve, the system will assign the default text ‘Approved’ as the

justification. You may overwrite this if necessary.

e If you select Reject, you must provide a justification reason. The justification you
enter will be forwarded to the user in a rejection E-mail notification.

e If you select Defer, no justification is required and the request will remain in
pending status until it is approved or rejected by an authorized Approver or until
it expires.

Note: The Approver has 12 days from the request date, to approve / reject the
request. After 12 days, the request will expire and the user will be required to re-
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Action:

submit his request. The timeout frame for the requests differs from one
Application to another; refer to the Role Type and Request Timeout Days Tables
in the IACS User Guide for CMS Application for time frames by Role Type.

Select the Process button at the bottom of the screen when you are done.

If the user selects the Cancel button at any point during the approval process, a
confirmation screen will display to confirm the action. If the OK button is selected to confirm
the cancellation, any action taken will be lost and the user will be returned to the Inbox

screen
not be

. If the Cancel button is selected from the confirmation screen, any action taken will
lost and the user will be returned to the Approve / Reject Request screen.

When the user selects the Process button, the system will verify the action that has been

taken f

If the u

or the items in the pending request.

ser approves or rejects all items, IACS will;

1. Return to the Inbox screen if the user has additional pending approvals awaiting his
action, or
2. Return to the My Profile screen if the user has no more pending approvals awaiting
his action.
3. Return to the Search criteria for pending request(s) screen if the pending request
was selected from the Search criteria for pending request(s) screen.
If the user defers one or more items while approving or rejecting the other items in the
request, IACS will display the message illustrated in Figure 11.
[ilEe-mail: pdissi@kwhchw.com
|1|DfﬁceTeIepl|one: 126-140-0000X124
[il company Name: |dzvtw F e —— o |
[il Address 1:  fqwyrs
City: fomvde State/Territon ' ~ || Changes will be saved and the request will remain in Pending status. Do

UserJu

Required Access

Type of Request:

User Type:

Report Access Type:

"Y' youwant to exit this request 7 Select OK to exit, or Cancel to continue
acting on the users request(s).

MNew User

stification:  Requestinitiated on 10/14/2011 04:36:19 PM 0K l I Cancel

MAMA-PDIFDPICC

Role:  Report View, UserRepresentative

Access to Mon-Financial Report

[i selectthe [ 1] button for information on conventions for processing pending user's requests.
Name
H1111

HO150

Status
Active

Effective Date
07/01/2005
03/30/2008

Action
Reject) Defer
Reject @ Defer

Justification

Contracts : @ Approve

Contracts : Active Approve

Cancel |

Action

Figure 11: Confirm Action Dialogue box with Deferred ltems

When this message appears, read the text in the dialogue box and determine
the correct action.
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Action:  Select the OK button to confirm your action.
Action:  Select the Cancel button to remain on the Approve / Reject Request screen.
When the user selects the OK button, IACS will:

1. Return to the Inbox screen if the user has additional pending approvals awaiting his
action, or

2. Return to the My Profile screen if the user has no more pending approvals awaiting
his action.

Note: If there is more than one Approver associated with the request, then the
pending request will be routed to all corresponding Approvers.

4.3 E-mail Notifications

An Approver will receive an E-mail informing him that a user has submitted a registration or
profile modification request and the request is pending his review for approval or rejection.
The Approver will receive a reminder E-mail 4 days after the submission of the request and
every 4 days thereafter until the request is approved or rejected by the Approver or until the
request expires. The request timeout frame differs from one Application to another; refer to
the Role Type and Request Timeout Days Tables in the IACS User Guide for CMS
Application for time frames by Role Type.

Another E-mail notification that an Approver may receive is to inform the Approver that one
of the other corresponding Approvers rejected the request from a user under his authority.
This E-mail will be sent when one individual item (contract) on the request to add a role or
modify the report access type was rejected by one of the corresponding Approvers. At this
point, the request is considered rejected. If any Approvers did not take an action, then the
request will be removed from his pending approvals queue. In addition, any previously
approved items (contracts) associated with this request will not update the user’s profile.

4.4 Managing Users under the Approver’s Authority

In IACS, Approvers can manage the users under their approval authority by viewing and/or
removing selected user values from the users’ IACS profile(s). Only the following
application specific information can be removed: Organization Number, Contract Number,
State, Call Center, and Submitter ID.

Note: Approvers will only be able to remove certain types of access. For example, an
Approver for the MA/MA-PD/PDP/CC Application will be able to disassociate a
user for one or more contracts. The Approver will not be able to associate new
contracts to a user under his authority.

The Manage users under my authority function is available to all CMS Application
Approvers as follows:
e CSP-HSTP
- HSTP Help Desk User can view all users in the CSP-HSTP Application.
e CSP-MCSIS
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- MCSIS Help Desk User can view all users in the CSP-MCSIS Application.
CcOB
- COB Approver can remove Organizations.
CSR
- CSR Approver can remove Call Centers.
- CSR Authorizer can remove Call Centers.
DMEPOS
- Authorized Officials can view Backup Authorized Officials and End Users.
- Authorizerl can view IT Administrators and IT Helpdesk Users.
- Authorizer2 can view CBIC Helpdesk Users.
ECRS
- ECRS HelpDesk can view all users in the ECRS Application Users.
- ECRS Approvers can view ECRS End Users.
Gentran
- Gentran Helpdesk can view all users in the Gentran Application.
- Gentran Approvers can view Gentran End Users.
HETS Ul

- MEIC Helpdesk (now known as MCARE Help Desk) can view all users in the
HETS Ul Application.

- Security Official can view users with the role of User/Approver.
- User/Approver can view users with the role of User/Provider.
HPG

- HPG MEIC Helpdesk (now known as MCARE Help Desk) can remove
Submitter IDs.

Internet Server

- Internet Server Help Desk can view all users in the Internet Server
Application.

- Internet Server Approvers can view Internet Server Users.
MA/MA-PD/PDP/CC

- Approver/EPOC can remove Contract Numbers.

- MA State/Territory Approvers can remove State/Territory.

- State Health Insurance Plans (SHIP) and State Pharmacy Assistance
Programs (SPAP) Approvers can remove State/Territory.

- Authorizers can remove Contract Numbers.
- State Authorizers can remove State/Territory.
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MDR
- MDR Helpdesk can view all users in the MDR Application.
- MDR Approvers can view MDR End Users.

- MED Help Desk can view all users in the MED Application.
- MED Approvers can view MED End Users.
PQRS/eRx
- PQRI Help Desk users can view all users in PQRS/eRx Application.

- Security Officials can view Backup Security Officials, End Users, EHR
Submitters, PQRS Submitter, and PQRS Representative.

- Backup Security Officials can view End Users, EHR Submitters, PQRS
Submitter, and PQRS Representative.

PS&R/STAR

- PS&R/STAR Helpdesk can view all the users in the PS&R/STAR
Application.

- PS&R/STAR Security Official can view PS&R/STAR Backup Security
Officials, PS&R Users, PS&R Admins and STAR Users 1- 8 who belong to
the Fl/Carrier/MAC Organizations.

- PS&R/STAR Backup Security Official can view PS&R Users, PS&R Admins
and STAR Users 1- 8 who belong to the FI/Carrier/MAC Organizations.

- PS&R Security Official can view PS&R Backup Security Official, PS&R
Admin and PS&R Users who belong to the Provider Organizations.

- PS&R Backup Security Official can view PS&R Admin and PS&R Users who
belong to the Provider Organizations.

To manage users under the Approver’s authorization, the Approver must first log in to IACS
using his IACS User ID and password. The My Profile screen will display after a successful
login as illustrated in Figure 6.

The MA/MA-PD/PDP/CC Application screens will be used to illustrate the Manage users
under my authority function.

Action:

Select the Manage users under my authority hyperlink.

The Manage users under my authority screen will display as illustrated in Figure 12.

Search

criteria appropriate to the Approver’s approval authority in the Application will be

displayed for the Approver’s selection.
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—
1 5. Department of Health & Human Services
i

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search Criteria

related contract{s):

[i] Contract{s):

[il Results per page:

[iluserld(s):
(il First Name: | starts with [
[i] Last Name: |starts with [ =]
Application: MA/MA-PD/PDPICC
&[5 Role: |Allroles ]
[il Application Al E

Contract(s) available to search

@anage users under my a@

Multiple User Id(s) should be comma separated

Contraci(s) selected o search

HO150
HO151
RO0DO
85584
55617
5884
X111

| X8841

H1111

The maximum number of contracts that
can be selectedis 1000.

£ www.hhs.gov

LosouT | HELF

Action:

Action:

Figure 12: Manage users under my authority Screen — Search Criteria

Select the desired Search Criteria by entering the appropriate data in the

search fields or selecting from the available drop-down lists.

Select the Search button when you have finished selecting your search criteria.

The screen will refresh and the search results will display in a table under the Search
Criteria area as illustrated in Figure 13.
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[il Last Name:

Application:

[ilRole:

[l Application related
contract(s):

starts with [
MAMA-PDIPDPICC

Allroles

All

Contract{s) available to search

[+]
[=]

Contract{s) selected to search

HO150 - H1111
HO151 .
RO000
|I|Contracl:s}: 55584 = < The maximum number of contracts that
35617 = can be selected is 1000.
55884
K111 <=
Xag41 il
[i] Results per page: |10 [+]
Search Cancel
Search Results (150 resutts)
<< J[= ] Page 5 ot15 [=][==] Flemm
User ld First Name Last Name Role Contracts N
OWAB486 | ikgofu smith User/Submitier T T [FEREE gEbor
IXTUB03 iknrtk Smith MCO Representative Ul Update, PDP User/Submitter MAMAPDP Contracts:  H1111
ULGY315 isbbrz Smith PDP User/Representative MAMAPDP Contracts: H1111
VPGZ355 jiqwdw Mikhaylenko User/Submitter MAMAPDP Contracts  H1111
1AHJ114 jkinlk Smith User/Submitter WMAMAPDP Contracts: H1111
KDLD291 Johnny Smith User/Representative, Report View MAMAPDP Contracts: H1111
OKLB750 jppyeh Smith MCO Representative Ul Update, PDP User/Submitter MAMA/PDP Contracts:  H1111
Figure 13: Manage users under my authority Screen — Search Results Area
Action:  Depending on the number of results, you may need to scroll through the screens
of the Search Results table until you find the appropriate user(s).
o If the Approver wants to print the search results, he should select the Print icon to

the right of the Search Results table.

If the Approver wants to export the search results into an Excel file format, he

should select the Export icon to the right of the Search Results table.

Note: Manage users under my authority function has a limitation in the number of
records that could be displayed as search results. If the given search critieria for
the search qualifies for 1000 or more records, then the search results are not
displayed; rather, a warning message stating that the search qualified for more
than the allowable limit will be displayed. The Approver should narrow the
search criteria and execute the search again.

IACS.UG.5.0

18

November 2011



IACS User Guide for CMS Approvers

Version 5.0

User Id
OWAB486

IXTUS03

ULGY315

VPGZ355

IAHJ114

KDLD291

OKLB750

VIVIMSE05

LMIYas0

UNGF168

; Edit )

Search Results (150 results)

First Name | Last Name

ikgofu

iknrtk

isbbrz

ffawdw

JkInlk

Johnny

Jppyeh

vamlw

NZXbb

jzhrt

Smith

Smith

Smith

Mikhaylenko

Smith

Smith

Smith

Smith

Smith

Mikhaylenko

BF’age 5

Role

User/Submitter

MCO Representative Ul Update, PDP User/Submitter

PDP User/Representative

User/Submitter

User/Submitter

User/Representative, Report View

MCO Representative Ul Update, PDP User/Submitter

Report View

User/Representative

User/Submitter

Contracts

MAMAPDP Confracts:

MAMA/PDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

MAMAPDP Confracts:

or1s (= ][=2]

H1111

H1111

H1111

H1111

H1111

H1111

H1111

H1111

H1111

H1111

).
~~Print

-
4 Export

Figure 14: Manage users under my authority Screen Search Results Area — Edit Button

Action:

Selection

If you want to edit the search results select the Edit button at the bottom of the
screen as illustrated in Figure 14.

The Search Results table will be converted into an editable format as illustrated in
Figure 15.
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U.S. Department of Health & Human Services

CATS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Results (150 results)

Use this form to edit the users below.

[==][=]Page 5 of 15

User Id First Hame = Last Name Role Contracts
OWAB486 | ikgofu Smith User/Submitter WAMAIPDP Contracts Contracts to be removed
H1111 =
<
>
<=
IXTUB03 iknrk Smith MCO Representative Ul Update, PDP User/Submitter | pamAPDP Contracts Contracts to be removed
H1111 =
<
.
<=
ULGY315 | isbbrz Smith PDP UserRepresentative WMAMAFDP Contracts Contracts to be removed
-
<
.
<<

£ www.hhs.gov |

LocouT | HELP

Figure 15: Manage users under my authority Screen: Search Results Area — Editable

Search Results

Action: Edit the search results as desired.

Contracts to be removed

H1111

User Id First Name Last Name Role Contracts
ULGY315 isbbrz Smith PDF UserReprasentative | 1amaPDP Contracts
Contracts no longer needed. ’

Search ][ Mext H Cancel ]

Same justification reason will be applicable to all
[i] Justification for Action: * users and will also be used in the email notifying
these users about the removal of Contract(s).

Figure 16: Manage users under my authority Screen: Search Results Area — Single

Justification for Action

Action:  Enter a single justification for your edits in the Justification for Action field, as

illustrated in Figure 16.

Action:  Select the Next button when you are done.
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The screen will refresh and the Review Details screen will be displayed as illustrated in
Figure 17.

If the Approver wants to discard these search results and conduct a new search, he should
select the Search button and the system will return him to the Manage users under my
authority - Search Criteria screen, as illustrated in Figure 12.

If the Approver wants to cancel his edits, he should select the Cancel button and the

system will discard his edits and return him to the My Profile screen as illustrated in
Figure 6.

g US, Department of Health & Human Services
:

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Review Details

Flease review the contraci(s) that will be removed from each of the following user(s).

User Id First Name LastName Role Current Contracts
ULGY315 | isbbrz Smith

)
Contracts to be remaoved “print

PDP UserlRepresentative  yamapDP Contracts: H1111 | MAMAPDP Contracts: H1111
PDE Contracts:
RAPS Contracts:

Justification for Action: no con

Figure 17: Review Details Screen

Action:  Select the Submit button when you have reviewed your edits and are ready to

finalize them. The screen will refresh and return you to the My Profile screen as
illustrated in Figure 6.

If the Approver wants to make changes to his edits, he should select the Edit button and

the system will return him to the editable Search Results section as illustrated in
Figure 15.

If the Approver wants to cancel his edits, he should select the Cancel button and the
system will discard his edits and return him to the My Profile screen as illustrated in
Figure 6.

5.0 Annual Certification

Users registered through IACS for CMS Applications are required to certify annually their
continued need for access to CMS systems. Starting from November 15, 2010 IACS has
been enforcing the Annual Certification requirement for all Applications supported by IACS.

The certification due date corresponds to the anniversary of User's IACS User ID creation

date. The certification process is initiated with an E-mail notification to the user providing
him with instructions for completing the certification.
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5.1 E-mail Notifications
User E-mail Notifications

A user will receive an advisory E-mail 45 days prior to his Annual Certification due date.
The user will continue to receive E-mails once a week from the initial 45 day E-mail until 15
days prior to his Certification Date. Then, beginning 15 days before his Certification Date,
the user will receive an E-mail every day informing him of how many days he has remaining
to complete the Certification Request. The user will have until midnight on his Certification
Date to submit the Certification Request.

If the user does not submit the Certification Request prior to midnight on the Certification
Date, his IACS account will be archived. An E-mail will be sent advising the user that his
account has been archived. Should he attempt to login to IACS after being archived, a
message will appear that the account could not be found.

Note: Once the user’s account has been archived, he will be required to go through
New User Registration to establish a new account.

Approver E-mail Notifications

An Approver will receive an E-mail informing him that a user under his authority has
submitted a request for certification and that the request is waiting for his review and
approval or rejection. This E-mail will be sent to the Approver as soon as the user (under
the Approver’s authority) has submitted the request for re-certification.

The Approver will receive a reminder E-mail 5 days after the submission of the request for
re-certification and then every day thereafter until the day the certification request is
approved / rejected by the Approver or until the certification request expires. Approvers will
always have at least 30 days to approve or reject a certification request.

Another type of E-mail that an Approver may receive is one that notifies him that a user
under his authority has not submitted certification yet. An Approver is any user who has
dependent users underneath him. For example, it can be an SO, EPOC, AO, their backups,
a Helpdesk or in some cases a Business Owner. When a user has taken no action to
submit certification, an E-mail will be sent to the Approver advising him that the annual
certification of a user directly under their authority is due. This E-mail will be sent to the
Approvers 14 days, 7 days, and one day before the certification due date unless the user
submits certification. This E-mail is not sent to users who do not have any dependent users
under their authority.

5.2 Certifying

Users will be able to certify their continued need for access to the CMS system by selecting
the Certify Account Profile hyperlink on his My Profile screen. For more information about
the steps involved in certifying, refer to IACS User Guide for CMS User Applications.

5.3 Approve/Reject/Defer Requests for Annual Certification

The Approver will be able to approve, reject or defer a pending request for IACS annual
certification.
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When the user submits the Certification Request, it is routed to the appropriate Approver(s)
or EPOC(s), or all of them if his request requires multiple Approvers. The user’'s
Approver(s) will have a minimum of 30 days to approve his request for Annual Certification.
During that time, the user's Approver will receive reminder E-mails as described above.

The certification request from top of the chain users will be sent to the corresponding
Business Owners who will open a Service Request (SR) with an IACS Administrator
advising their approval/rejection decision on top of the chain users’ certification request.

To take action on pending Certification Requests the Approver must first login to IACS
using his IACS User ID and password. After a successful login, the My Profile screen will
be displayed as illustrated in Figure 6.

Action: Select the Pending Certifications hyperlink.

The Approver Inbox screen will display. The Approver’s pending certification items will be
displayed as hyperlinks in a table as illustrated in Figure 18.

7

.5, Cepartment of Heal th & Human Services £ wwwv.hhs.gov
%’Z Centers for Medicare & Medicaid Services
Individuals Authorized Access to the CMS Computer Services (IACS)
Inbox
Click a name to editan nkoxitem.
Search Requesi(s)
‘ v Process Description Request Date-Time
2011_0" Tas«Definition-CMS-CerifyUser Cerify-ManuallyFrovis ored Approval-sirs-me c-moguds pellzams-REQ-1296488315825  2011-01-3110:4) f':xpon

Logged in as: AEBW567

[he current server time is: Mon Jzn 31 11:46:42 EST 2011

Figure 18: Inbox listing Pending Certification

Action: Select the hyperlink of the pending certification item you want to work on, as
listed in the Process column.

The Approve / Reject Request screen will display as shown below in Figure 19.
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Individuals Authorized Access to the CMS Computer Services (IACS) =

Approve / Reject Request

User Information
UseriD: CNZU231
Title: | 1r. First Name: mfuiuk Last Name: Smith Suffix: | Jr
Middle Initial: n Professional Credentials: |spinz.
Date of Birth: 0214/2010
[i]e-mait:  archived_nfiwk@iuved.com

[il Office Telephone: 269-120-0000X268

[ilcompany Name: kekupx [il company Telephone: 269-120-0000X268
[i] Address 1: egmaov Address 2 gefxek
City: fggzar State/Territory: AZ Zip Code: 26763-2681

Required Access
Type of Request  Cerlification Request
User Justification: ~ sfdsfs
UserType:  MAMA-PD/IPDPICC
Role.  User/Representative

[il Selectthe [1] button for on for pending user's requests.

Hame Status Effective Date Action Justification
Contracts: H1111  Active 07/01/2005 @ Approve () Reject ) Defer Approved

[OWMB: 0938-0989 Effective date: 5/06
Logout Logged in as: FOCO787

[he current server time is: Wed Jul 14 18:07:20 EDT 2010 — Y,

Done €D Intemet | Protected Mode: On v H105% v

Figure 19: Approve / Reject Request Screen: Certification Request
Action:  Review the requestor’s information.

Action:  Select from the Action column (Approve / Reject or Defer) and enter a
justification statement in the Justification field.

Action:  Select the Process button at the bottom of the screen when you are done.

Note: If the user's Annual Certification date is reached (or a minimum of 30 days after
submission, whichever is later), and the Approver has taken no action, it will be
treated as a rejected request.

6.0 Archiving Accounts

Archiving is the process of removing a user’s account information from the IACS system. If
the user attempts to log in to IACS after his account has been archived, a message will
appear on the screen that his account cannot be found. A user’'s IACS account will be
archived for the following reasons:

6.1 Archiving due to Certification Failure

A user’s IACS account will be archived for failing Annual Certification. If the user is not re-
certified for any role or system resource by his Annual Certification due date, then the
user’s account will be archived.

Note:

e The user’s account will only be archived if there are no approved resources
assigned to the account. For a user with multiple resources, if even one
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6.2

resource is approved, rejected resources will be removed from the user’s profile,
but the user’s account will not be archived.

¢ Once the user's account has been archived, he will be required to go through
New User Registration to establish a new account.

Archiving of certain MA/MA-PD/PDP/CC Application Users due to not having
contracts in their profile for 120 days.

Users with the following MA/MA-PD/PDP/CC Application roles will have their IACS user
account archived if they have no contracts associated to their profile for 120 days or longer
and they do not have any other IACS roles:

7.0

7.1

e MA Submitter
e PDP Submitter
¢ MA Representative
e PDP Representative
e Approver
e POSFE Contractor
e NET Submitter
e NET Representative
e Report View
e MCO Representative Ul Update
Note: If the user has any other IACS roles apart from the
MA/MA-PD/PDP/CC Application roles in his profile and has no associated

contracts for 120 days or longer, the MA/MA-PD/PDP/CC Application role will be
removed, but his IACS user account will not be archived.

Troubleshooting & Support

Frequently Asked Questions

| am a registered EPOC/ Approver for the MA/MA-PD/PDP/CC Application. The request
that | planned on approving is no longer in my Inbox. Why am | unable to see the
pending request?

When an existing MA/MA-PD/PDP/CC Application user requests an additional MAMA
role or a report access type modification, the request needs to be approved by all the
approvers of the corresponding contracts in the user’s profile in addition to any
contracts the user might request as part of the Add Role function.

If one of the contracts was rejected by one of the corresponding approvers, then all the
contracts associated with the request will be considered rejected. Therefore, the
request will be removed from your Inbox. You will receive an E-mail notification that the
request has been rejected by one of the EPOCs / Approvers and no further action is

IACS.UG.5.0 25 November 2011



IACS User Guide for CMS Approvers

required. This request has not modified the user’s profile. The user will retain his
existing role(s) and contract(s).

2. As a MCARE Helpdesk how can | get the HPG User’s Submitter ID modified since the
user cannot do that using self-service?

As a MCARE helpdesk, you are not authorized to modify a user’'s Submitter 1D using
the IACS Administrative Console; only the IACS Administrators have the capability to
add or modify the Submitter ID. You should open a Service Request directed to the
IACS Administrators with the Submitter ID information. If your intention is to remove the
Submitter ID from a HPG User’s profile, then you could do that by using the Manage
users under my authority function.

3. As a PS&R/STAR Helpdesk, how can | view the CMS Certification Number (CCN) of
the user’s associated organization?

The organization’s CCN information can be found in the Other Info tab on the View
Profile screen using the Manage users under my authority function. From the Manage
users under my authority screen search the user for who you want to view the CCN
information. After execution of the search, you should select the user from the search
results and select the View button to view the details of the user’s account. The View
Profile screen — Identity tab will display. From the View Profile screen, select the
Other Info tab to view the user's CCN(s) information.

8.0 Glossary

The following definitions are provided for terms used or implied in this User Guide as well
as relevant cross references to additional terms that are used in those definitions.

Version 5.0

Term Definition

CMS The Centers for Medicare & Medicaid Services — the Health and Human
Services agency responsible for Medicare and parts of Medicaid.

COB Coordination of Benefits. Access to this application is restricted to the
employees of Coordination of Benefits Contractor (COBC) only.

HHS The Department of Health and Human Services — a government agency
that administers many of the “social” programs at the federal level dealing
with the health and welfare of the citizens of the United States. HHS is
the “parent” of CMS.
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Term

Definition

HIPAA

Health Insurance Portability And Accountability Act Of 1996 — a Federal
law that allows persons to qualify immediately for comparable health
insurance coverage when they change their employment relationships.
Title Il, Subtitle F, of HIPAA gives HHS the authority to mandate the use of
standards for the electronic exchange of health care data; to specify what
medical and administrative code sets should be used within those
standards; to require the use of national identification systems for health
care patients, providers, payers (or plans), and employers (or sponsors);
and to specify the types of measures required to protect the security and
privacy of personally identifiable health care information. Also known as
the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill, K2, or Public
Law 104-191.

Medicaid

A joint federal and state program that helps with medical costs for some
people with low incomes and limited resources. Medicaid programs vary
from state to state, but most health care costs are covered for those who
qualify for both Medicare and Medicaid.

Medicare

A Federal health insurance program enacted in 1965 that is financed by a
combination of payroll taxes, premium payments, and general Federal
revenues. This program provides health insurance to people age 65 and
over, those who have permanent kidney failure requiring dialysis or
transplant, and certain individuals under 65 with disabilities.

SSA

Social Security Administration — the government agency that administers
the social security program.

SSN

Social Security Number — a unigue identification number assigned to
individuals by the SSA.

Top of the
Chain of
Trust User

IACS uses a hierarchical system of approval for registration requests,
profile modification requests, and annual certification requests referred to
as the Chain of Trust. End User requests are approved by Approvers.
Approvers are approved by Authorizers. Authorizers are approved by the
Business Owner or their designee. Business Owners typically do not have
an IACS User ID. Thus, Authorizers are referred to as Top of the Chain
Users, since they are the last users in the chain who must have an IACS
User ID.

9.0 Acronyms

This section defines acronyms used or referenced in this Appendix.

Acronym Definition
AO Authorized Official
CBIC Competitive Bid Implementation Contractor

IACS.UG.5.0
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Acronym Definition
CcC Cost Contracts
CHIP Children’s Health Insurance Program
CMS The Centers for Medicare & Medicaid Services
COB Coordination of Benefits
COBC Co-ordination of Benefits Contractor
CspP Center for Strategic Planning
CSR Customer Service Representative

Durable Medical Equipment, Prosthetics, Orthotics and Supplies

DBids (DMEPOS) Bidding System

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies

DOB Date of Birth

ECRS Electronic Correspondence Referral System

EHR Electronic Health Record

EPOC External Point of Contact, Organizational IACS Approver

HETS Ul HIPAA Eligibility Transaction System User Interface

HIPAA Health Insurance Portability and Accountability Act

HPG HIPAA Eligibility Transaction System Provider Graphical User Interface
HSTP Health System Tracking Project

IACS Individuals Authorized Access to the CMS Computer Services
ID Identification

ISV Internet Server

MA Medicare Advantage

MAC Medicare Administrative Contract

MA-PD Medicare Advantage — Prescription Drug

MCARE Medicare Customer Assistance Regarding Eligibility

MCSIS Medicaid and Children’s Health Insurance Program (CHIP) State

Information Sharing System

MCO Managed Care Organization
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Acronym Definition
MDR Medicaid Drug Rebate
MED Medicare Exclusion Database
MEIC Medicare Eligibility Integration Contractor
NIST National Institute of Standards and Technology
PDP Prescription Drug Plan
POSFE Point-of-Sale Facilitated Enrollment
PQRI Physician Quality Reporting Initiative
PORS/eRX Erggsgr?]r; Quality Reporting System and E-Prescribing Incentive
PS&R/STAR Ere?mgﬁrrsse}r?qt‘iasrﬂcal and Reimbursement / System Tracking for Audit and
SHIP State Health Insurance Plans
SO Security Official
SPAP State Pharmacy Assistance Programs
SSN Social Security Number
SR Service Request
TIN Tax Identification Number
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