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1.0 Introduction

Individuals Authorized Access to the CMS Computer Services (IACS) is an identity
management system that provides the means for users needing access to CMS applications
to:

¢ Identify themselves

e Apply for and receive login credentials in the form of a User Identifier (User ID) and
Password

o Apply for and receive approval to access the required system(s).

This IACS User Guide for the Help Desk establishes the procedures for Helpdesk Users for
the following CMS Applications integrated with IACS:

e Coordination of Benefits (COB)
o Center for Strategic Planning — Health System Tracking Project (CSP - HSTP)

o Center for Strategic Planning — Medicaid and Children’s Health Insurance
Program (CHIP) State Information Sharing System (CSP - MCSIS)

e Customer Service Representatives (1-800-Medicare CSR)
e Demonstrations Community

e Durable Medical Equipment, Prosthetics, Orthotics & Supplies (DMEPQOS)
Bidding System (DBidS)

e Electronic Correspondence Referral System (ECRS) Web

¢ GENTRAN

e HIPAA Eligibility Transaction System User Interface (HETS Ul)

¢ HIPAA Eligibility Transaction System Provider Graphical User Interface (HPG)
e Internet Server (ISV)

¢ Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription Drug
Plan/Cost Contracts (MA/MA-PD/PDP/CC)

e Medicaid Drug Rebate (MDR) State Exchange
e Medicare Exclusion Database (MED)

o Physician Quality Reporting System and E-Prescribing Incentive Programs
(PQRS/eRx)
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e Provider Statistical and Reimbursement / System for Tracking Audit and
Reimbursement (PS&R/STAR)

2.0 Referenced Documents

This IACS User Guide for the Help Desk and additional IACS User Guides include
information regarding new and/or modified IACS screens and functionalities.

The following IACS help documentation has been added to the CMS IACS website
(http://www.cms.qgov/MAPDHelpDesk/07 1ACS.asp#TopOfPage) to provide additional
information and instructions for IACS users:

e |ACS User Guide for CMS Applications — provides registration and account
maintenance information for CMS Applications users.

o |ACS User Guide for Approvers — provides account maintenance information for
IACS Approvers.

e |ACS User Guide for the Help Desk — provides account maintenance information
for the Helpdesk staff supporting CMS applications integrated with IACS.

3.0 Overview

The sensitivity of CMS data and the improved ability to access data combines to create a
substantial risk to CMS and Beneficiaries. Legislations, like the Health Insurance Portability
and Accountability Act (HIPAA), Federal Standards published by the National Institute of
Standards and Technology (NIST), and CMS policies have been established to control that
risk. IACS is the application that CMS uses to:

e Implement the security requirements of Federal legislation, Federal standards and
CMS policies

e Provide secure, high quality services to protect CMS systems and data

e Register users; control the distribution of User IDs and passwords used to access
CMS web-based applications

The IACS User Guide for the Help Desk provides procedural information and
representative screens that are common to supported Helpdesks and includes:

e Searching and Viewing a user’'s IACS account
e Unlocking and Disabling a user’s IACS account
e Resetting a user’'s IACS password

3.1 Warnings and Reminder

Users of United States Government Computer Systems must be aware of warnings
regarding unauthorized access to those systems, computer usage and monitoring, and local
system requirements. This information is presented in the opening screen of the CMS
Applications Portal, as illustrated in Figure 1.
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£ www.hhs.gov.

CC U.5. Department of Health & Human Services

M Centers for Medicare & Medicaid Services

T
Portal Home |CMS | FAQs | Feedback | Help EdEmail @Print

WARNING

Unauthorized Access

Unauthorized access to this United States Government Computer System and software is prohibited by Titdle 18 United States Code, Chapter 47 Section
1030, fraud and related activity in connection with computers. Knowingly accessing a Federal infarmation system inappropriately is a punishable
offense subject to fines and up to 20 years imprisonment.

Do not disclose or lend your IDENTIFICATION NUMBER AND/OR PASSWORD to someone else. They are far your use anly and serve as your electronic
signature. This means that you will he held responsible for the conseguences of unauthorized or illegal transactions.,

Computer Usage
The Standards of Ethical Conduct for the Employees of the Executive Branch {5 CFR 2635.704) do not permit the use of government property, including
computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security Policies, Standards, and Procedures.

Monitoring
Users usage may be monitored, recorded, and audited. The use of the information system establishes their consent to any and all monitoring and
recording of their achivities,

Local System Requirements
The Federal Information Security Management Act (FISMa) of 2002 requires that the local system used to access CMS Computer Systems has up to
date operating system patches and is running anti-virus software,

REMINDER

Sensitive Information
Do not file sensitive information (e.g., information concerning an individual) in electronic files in a way that allows unauthorized persons to access the
information.

Retention Of Records
Documents that you create electranically, including electronic mail, may be governed by the Federal Recards Act (Title 44 United States Code 3314) just
as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an approved records disposition schedule,

[ Enter ChE Applications Poral ] [ Leawve ]

Figure 1. CMS Applications Portal WARNING/REMINDER Screen

All applicants to CMS Applications should read the important information on this screen and
indicate their agreement by selecting the Enter CMS Applications Portal button.

If the user does not want to proceed any further, the user should indicate this by selecting
the Leave button.

3.2 Terms and Conditions

In addition to the government warnings, there are specific CMS Computer Systems Security
Requirements Terms and Conditions that potential IACS users need to know. During their
registration process, the CMS Terms and Conditions screen will display as illustrated in
Figure 2.

This screen contains the Privacy Act Statement and the Rules of Behavior which present the
terms and conditions for accessing CMS computer systems.

IACS applicants must accept the terms and conditions to access CMS systems and
applications.

IACS.UG.5.0 3 November 2011
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ealth & Human Services 2 www.hhs.gov

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
Terms and Conditions

If you want to print the text on this screen, select the Printicon to the right of the
text before taking any other action on the screen

To skip printing and centinue with your registration, read the text, select the | Accept the above
Terms and Conditions box, and then the | Accept button at the bottom of this screen.

CMS Computer Systems Security Requirements
FY -
PRIVACY ACT STATEMENT L print

The information on the web form is collected and maintained under the authority
of Title 5 U.5. Code, Sectiom 552a(e} (10) (The Privacy Act of 1874). Thi=s
information is used for assigning, controlling, tracking, and reporting
authorized access to and use of CMS' computerized information and resources.
The Privacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
(CMS) Data Center Systems of Records and may be disclosed as a routine use
disclosure under the routine uses established for this system as published at
50 FED.REG.41329 (08-11-94) and as CMS may establish in the future by
publication in the Federal Register. j
To continue, you must accept the terms and conditions. If you decline, your registration will automatically be cancelled.

[T 1Acceptthe above Terms and Conditions

IAcceptl | Decline |

Figure 2: Terms and Conditions Screen

All of the Terms and Conditions on the screen should be read including the Privacy Act
Statement and the Rules of Behavior. The user can select the Print icon to the right of the
text to print this information.

To accept, the user must select the | Accept the above Terms and Conditions box and
indicate agreement by selecting the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If he confirms this, his IACS session is cancelled and
a screen indicating this is displayed.

3.3 Conventions

This User Guide will present typical help desk support functions and management
procedures. When functions are similar, the more common functions will be illustrated with
notes indicating differences, such as specific information users must provide for different
Applications. When appropriate, these notes will be illustrated with screen shots.

Every effort has been made to keep the screen shots and formatting conventions used in
this document up to date. There may be, however, minor differences between on-screen
text and what is shown in the figures in this User Guide. These differences should not affect
the user’s ability to assist application users and perform desired activities.
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3.3.1 Formatting Conventions

The following formatting conventions have been used in this User Guide.
1. Screen names are indicated in plain bold.
Example:
The My Profile screen will display as illustrated in Figure 6.

2. References to partial screens displayed or items to be acted upon are indicated in
bold italics.

Examples:

Available applications are listed in the New User Registration Menu for
CMS Applications area of the CMS Applications Menu screen

Or
Select the Next button to continue.
3. References to hyperlinks are indicated in blue, underlined text.
Example:

Select the Modify Account Profile hyperlink.

4. References to figures and sections will take the user to that figure or section when
selected.

Examples:

Go to Section 1.0 — The number is the link. The user will be brought to
that Section when the number is selected.

Or

As illustrated in Figure 1 — The combination of Figure and Number is the
link. The user will be brought to that Figure when he selects either.

5. When an action is required on the part of the reader, it is indicated by a line
beginning with the word Action:

Example:
Action: Select the OK button.
6. Explanatory notes will be indicated with the word Note:

Example:
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Note: The name of the MEIC Helpdesk has been changed to the MCARE
Helpdesk.

7. Input fields are indicated in plain italics.
Example:
Enter your last name in the Last Name field.

8. Required input fields are indicated by an asterisk to the right of the field. These
fields must be completed.

9. Some fields have help icons to their left if the user needs help on completing an input
field. This icon is displayed as a small blue letter i inside a white box.

Examples of specific screens are used in this User Guide to illustrate what users would see
during common helpdesk and management procedures. The names and/or data on these
screens are meant to be representative and not to reflect actual IACS Users and/or
Accounts.

3.4 Cautions & Warnings

IACS provides on-screen cautions and warnings to help guide users through procedures
that require specific data formatting or are designed to alert the user before finalizing an
action.

Caution and Warning messages are presented in a variety of formats: as a text warning
message at the top of the active screen, as information text on the screen where an issue
has been identified, and as a caution message which will require the user’s action.

Additional examples of caution and warning messages are listed below.

ﬂ U.S. Department of Health & Human Services £ www.hhs.gov
2

—(4’_’71 Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

e Error

Please enter a valid Date of Birth in mm/ddlyyyy, middyyyy, mmidiyyyy or midlyyyy format

New User Registration

CMS s authorized to validate your personal informatien using your legal name, Date of Birth and Social Security Number

User Information

Title: [=] [il First Name: Morgan * [ilLastName: Freeman ¥ sufi: | [7]
(il Middle Initial: [il Professional Credentials: BExample: MD, RN, LPN, MBA, PhD, etc_ (Limit 12 characters)
S"C""mﬂ"\{ 890-00-7854 *  Valid SSN Formatis XOG-XX-XXXX  Date of Birth: jan 11985  *  Valid Date of Birth format is mm/dd/yyyy
il E-mail: mfreeman@hmail com o il Confirm E-mail: mfreeman@hmail com .
Valid E-mail address format is user@internetprovider.domain. List of allowed domains: vi.com. gov. net, org, us, mil, biz, edu. pro
* indicates a required field
Next Cancel
‘OMB: 0938-0989 Effective date: 5/06

Figure 3: Warning Message

IACS.UG.5.0 6 November 2011



IACS User Guide for the Help Desk

Version 5.0

The message shown in Figure 3 notifies the user that an incorrect format has been used for
Date of Birth (DOB) and also provides the correct format that the user should follow.

Professional Contact Information

Access Request

[i] Select Action:  Modify Demonstrations Profile |T|
Type of User:  Demonstrations
Role:  EHRD User

There are no details to modify as part of the EHRD application.

[il Office Telephone: 351-140-0000 *  [ilExt 251 Valid Telephane Number Format is J00-XXX-X0K
mCumpanyName: Mercy i mCumpanyTeIephone: 351-140-0000 [ilExt: 251
Country: United States
[i] Address 1: 1818 Riggs Rd t [i] Address 2
[l city: Adelphi ' State(Territory: MD i [zipCode: 35810 " - [i] 3881

Figure 4: Information Message

The message shown in Figure 4 notifies the user that the option selected cannot currently

be used.

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

New User Registration il Email Verification J{eWiETed W GIUEIT Ll Authentication Questions [l Review Request i Acknowledgement
CMS is authorized to validate your personal infermation using your legal name, Date of Birth and Social Security Number. | Enter Random Tesi-dala

User Information

Title: [=] 5] First Name: Morgan *  [il Last Name: Freeman

* s | [7]

[3] Middle Initial: TR

[Z] Professional Credentials:
Message from webpage

Social Securlty go0-00-7858  *  Valid SSN Format is XOOGIX KX rth format is mmiddiyyyy

RIE maill [meemanghmaiicom * @) Se'ecting OK will cancel your request. w
&' 2re you sure you want to proceed?
Valid E-mail address format is user@intemetprovider. domain. L pro
Professional Contact Information
i oK Cancel

[il Office Telephone:  410-123-1234 [l Ext: Valid Pt

[il company Name: o [i] Company Telephene: GlExt:

[T Address 1: ¥ [l Address 2:
il city: *  State/Meitory: =* [] Zip Code: o E

Access Request
User Type:  MA/MA-PDIPDPICC

e

Role: ="
Justification for
Action:
* indicates a required field
Figure 5: Caution Message
IACS.UG.5.0 7 November 2011
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The message shown in Figure 5 cautions the user that the user’s action will cancel the
registration. The user selects the OK button to confirm the action or selects the Cancel
button to continue with the registration process.

4.0 Using the System — Managing Profiles

The following sections provide instructions for the most common help desk functions using
the ECRS Help Desk as an example. Help desk functions for the other helpdesk roles are
not significantly different from those provided. Noteworthy differences for other roles will be
identified in Section 4.4.

In this release IACS will continue to support help desk functions for all Helpdesks through
the IACS Administration Page (Section 4.1). Also in this release IACS will provide the
equivalent help desk functions for selected Helpdesks through the Manage users under my
authority hyperlink (Section 4.2).

Table 1 shows all Helpdesk roles and the corresponding applications they support.

Application Help Desk Role Supporting Help Desk
COB COB Helpdesk N/A
CSP - MCSIS MCSIS Help Desk User  |MCSIS Help Desk
CSP — H5TP HSTP Help Desk User HSTP Help Desk
CSR LSA N/A
DMEPOS Bidding System |CBIC-Tier1
(DBidS) CBIC Tier2 e
ECES ECES HelpDesk ECRES Help Desk
GENTRAM Gentran Helpdesk IACS Administration
HETS UI MEIC Helpdesk MCARE Help Desk
HPG MEIC Helpdesk MCARE Help Desk

Internet Server

Internet Server Help Desk

JACS Administration

MAMA-PD/PDP/CC

Ul Helpdesk

MAPD Helpdesk

MAFPD Helpdesk Admin

MAPD Help Desk

MDR Helpdesk MAFD Help Desk
MED MED Help Desk User EUS Help Desk
PQRS/eRx PQRI Helpdesk QMNet Help Desk
PS&RISTAR PS&R/STAR Helpdesk EUS Help Desk

Table 1: Applications and the Corresponding Helpdesk Roles

4.1

All Helpdesks can perform the following standard help desk functions from the IACS
Administration Page:

Help Desk Functions using the IACS Administration Page

e Search for User Accounts
e List the User Accounts
e Disable User Account

IACS.UG.5.0 8 November 2011
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e Reset User Password
e Unlock User Accounts
e View User Account Information
- View Answers to Authentication Questions
- View Date of Birth and Last 5 digits of the Social Security Number

To use the help desk functions, the Helpdesk user must first log into IACS using his IACS
User ID and password. The My Profile screen will display after a successful login. Figure 6
illustrates the My Profile screen after a successful login by an ECRS Help Desk user.

—
q UiS. Department of Health & Human Services £ www.hhs.gov
¢

#’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

‘Welcome, FRMEG614. Please select one of these options:

» Modify User/Contact Information

» Modify Account Profile

» Change Answers to Authentication Questions
» Change Password

» ority
B> |ACS Administration Page

Logout Logged in as: FRMEG14
[The current server time is: Tue Jun 21 10:47:51 EDT 2011

Figure 6: My Profile Screen

Action:  Select the IACS Administration Page hyperlink.

The IACS Home screen will display as illustrated in Figure 7.
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LS, Depar tment of Health & Human Services E3 www.hhs.gov

ﬂ,’é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Mmlmlﬂ__l | Workmems | Servar Taaka
IACS Horme

Salect an itam fram the navgation bar to work with |ACS. For information aboutl iow i use the system. click Help
» EndUser Page

For Development environmen:
e IAC: o'

@ (Ratieations Rml)
rTrace ta)

ol 0g% (FacsLogbl)
Hotifications / Lags

Ticker Enabied

0, Undating BOQFI5

The current sener ime is: Fn Mar 04 11:40:06 EST 2011

Figure 7: IACS Home Screen

4.1.1 Searching for User Accounts

The Helpdesk user must log in to IACS and navigate to the IACS Home screen, as shown in
Figure 7.

Action:  Select the Accounts tab.

The IACS Accounts screen with tabs List Accounts and Find Users will display as
illustrated in Figure 8.

ment of Health & Human Services 3 www.hhe.goy

ﬂ,’[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

| Home . Accounts Passwords Work ftems. Server Tasks |

Key: I aomnmtrator [ ocked samnistrater ) user ) iockea user | (O organizanan [ arectory uncton | ) desbied (3 pamasy amabied B update nesdes

| ResetView | — new mcwons — w - Uner Actuns - - Organizalon Actans — - | Search | Users

+  Sterts WiKh:
Mame = | Last Name
» (05 | ECRS
P (3 Enduser

First Name | Manager

[ Reseiviawe | —New fetons — = ——Useractons — = — Organization Actions — = || Sesrch | Users R

0,/ Updating BAGF 359

[The current server Bre i3, Fri Mar 04 114142 E3T 2011

Figure 8: IACS Accounts Screen — Find Users

Action: Select the Find Users tab.

The Find Users screen will display as illustrated in Figure 9.
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£ www.hhs.gov

Individuals Authorized Access to the CMS Computer Services (JACS)

Homs | ucsounts | Pesswords | orkHsms | Ssrver Tesss |
o pcors | Frovses |

Find Users

Sean =)

1, Updating BOQF 53|

[The cumrent server time is: Fri Mar 04 11:43:08 EST 2011

Done €D Intemet | Protected Mode: On 4 v ®I5Em -

Figure 9: Find Users Screen

Action:  Select the first check box to set the Search Type, Match Criteria, and Attribute
Value.

Action:  Select the desired criteria for the Search Type input field from the drop-down list.
Available criteria are: Name (the IACS User ID), First Name, Last Name, or E-
mail Address.

Action:  Select the Search Match Criteria (starts with, contains, etc.) from the middle
drop-down list.

Action:  Enter the desired Attribute Value in the input field to the right of the Search Match
Criteria input field. The information you will enter here will depend on the Search
Type and Search Match Criteria you have selected.

Action:  Select the Search button at the bottom of the screen.

In this case, “Name” was used as the Search Type, “starts with” as Match Criteria, and “DM”
as the Attribute Value.

The screen will refresh and the User Account Search Results screen will display as
illustrated in Figure 10.
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Health & Human Services 2 www.hhs.gov

o
% Centers for Medicare & Medicaid Services P

Individuals Authorized Access to the CMS Computer Services (IACS)

voms | sccounts | paseworss | wondms | sarvrTass |
[cmtncooms | o v |
User Account Search Results

Click 3 name in the search results list to view or edit acoount informabion. To sort the list, click  column titke.

Winere: Name starts with FUZVZTS

Matohes found:

o IEl First Name Last Mame Email Address Manager Resources Assigned Roles | Member Organization(s) Call Center(s)
LDAF
O Brmen e sme | g DA ESRBU | Guccns Py ——

(o) (50 () (S ) () () () (i) () () () () (o] (i o) [P ) (1)

(g~ Upasing BOGF228

[The cument server time is: F1i Mar 04 11:43:58 EST 2011

Done € Internet | Protected Mode: On fa~ HI5% -

Figure 10: User Account Search Results Screen

4.1.2 Listing the User Accounts

Helpdesks can use the List Accounts tab to list and search users within their scope of
responsibility, as illustrated in Figure 11.

U5, Department of Health & Human Services £ www.hhs.gov

CATS,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

I

Accounts | Passwords ‘ Work ltems ‘ Server Tasks. |

(Uist Accouns) Fing Users

Key: {Y administrator {§ locked agministrator € user §% locksd user | (1 organization (g irectory junction | D disabled (2) partialy disabled /b update needed

!

User List
— MNew Actions — v — User Acions —  » — Organization Actions — Users - Starts With:
| Name - | Last Hame | First Hame. | Manager
Y [ ECRS

IDD

@ End User

—HNew Acions — v — User Acions — = — Organizaion Actions — + Users ~  Starts With

(& Upoating BCOF350

[The current server time is: Fri Mar 04 11:41:42 EST 2011

€ Intemet | Protected Mode: On 3 v ®100% ~

Figure 11: IACS Accounts — List Accounts Screen
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Action:  Select the List Accounts tab.
Action:  Select the Application folder.

The User List will display as illustrated in Figure 12.

U.5. Department of Health & Human Services £3 www.hhs.gov.
e

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

‘ Home | Accounts | Passwords ‘ Work ltems ‘ Server Tasks |

List Acoounts | Find Users

Key: ¥ administrator 9 locked administrator §F user §F locked user | (1 organization [s] directory junction | @D disabled (2 partialy disabled A} update needed

User List
[ ReselView | —New Actions — v — User Actions — v — Organizaton Actions — v Organizations > Starts With:
\_\ Name 2 | Last Name | First Name. | Manager
EERS
D GAVZ2T0 Smith apuwt
=) NPXET1 Smith hxpomw
[} XDWZ! Smith xkzdqa
[ ResetView | —New Actions— + — User Actions — ~ — Organization Actions — Organizations = Starts With:

The current server time is: Tue Mar 29 14:26:48 EDT 2011

Figure 12: User List Screen

4.1.3 Disable User Account

Helpdesks can disable the user accounts within their scope of responsibility using the
Disable User Account functionality from the User Actions drop-down list.

Action:  From the IACS Accounts screen, select the List Accounts tab, as illustrated in
Figure 11.

Action:  Select the Disable option from User Actions drop-down list as illustrated in Figure
13.
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U.S. Department of Health & Human Services.
i

£ www.hhs.gov
M Centers for Medicare & Medicaid Services

LOGOUT | HELP

Individuals Authorized Access to the CMS Computer Services (IACS)

Home | Accounts | Passwords  Workitems  Server Tasks |

List Accounts | Find Users

Key: £ aamiistrator §F locked aoministrator €F user §¥ lockeduser | [ organization (g directory junction | @ disabled () partialy disabled /i, update needed

User List
— New Actions — v | — User Actions — ¥ | — Organization Actions — ¥ Organizations ~  Starts With

| Name Gelf‘"““m"s_ ~ | Last Name | First Hame: | Manager
] - 1 EcRs Password

Resct Password -

[} [ BT D Smith qpuwxt
=] D wplneck | smith hxpomw
€ xowzs13 Smith wedga
— New Actions — = — User Actions — = — Organization Actions — ~ Organizations ~  Starts With

The current server time is: Tue Mar 29 14:26:48 EDT 2011

Figure 13: List Accounts — Disable

The Disable <User ID will appear here> Resource Accounts screen will display as
illustrated in Figure 14.

y

U's. Department of Health & Human Services.

2

£ www.hhs.gov: | 1
C 7S,

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)
| Home Accounts ‘ Passwords | Work ltems ‘ Server Tasks |

List Accounts | Find Users ‘
Disable XDWZ513's Resource Accounts

To disable all current resource accounts, select Disable All resource accounts, and then click OK. To disable individual resource accounts, select one or more accounts, and then click OK.

Current Resource Accounts

Disable All resource accounts

m

Account ID Resource Name Resource Type Exists Disabled
SEEE XDWZ513 1ACS ACs Yes Mo
resource
accounts XDWZ513 ECRS Scripted JDBC | Yes No
to disable
UId=XDWZ513,0u=peaple, dc=cms dc=hhs,dc=qov| LDAP LDAP Yes NO
Disable this user. -
Justification
for Action:
- |
* indicates a required field

Figure 14: Disable User Resource Accounts

Action: Select the check box to the left of the Disable All resource accounts label at the

top of the Disable <User ID will appear here> Resource Accounts screen.

Action:  Select the OK button at the bottom of the screen.
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The disable process will initiate and the Disable Resource Account Results screen will
display, demonstrating the process flow involved in disabling the user account.

Action:  Check to make sure that all of the Workflow Status, Process Diagram boxes
are green, indicating that the Disable User Account action was successful.

Action: Select the OK button at the bottom of the screen to return to the IACS Account
screen.

Note: The user will be disabled when the process completes and the status will be
reflected. The IACS Account — List Accounts screen will display a red icon to
the left of the IACS User ID, as illustrated in Figure 15.

U.S. Department of Health & Human Services. £ www.hhs.gov:

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

__l Home | Accounts ‘ Passwords | Work ltems ‘ Server Tasks |

Key: {3 administrator §F locked administrator 3 user §3 locked user | [ organization (s directory junction | W disabled (@) partially disabled A\ update needed

— New Actions — ¥ —UserActons— +  — Organization Actions — + Organizations +  Staris With
[ [ name - | Last Name First Nlame Manager
] ~ @ Ecrs
] [ <] GAVZZT0 Smith qpuwit
] b} NPXIB71 Smith hxpomw
(=] < !EII XDWZ513 > Smith xkzdga
— New Actions — ¥  — User Actions — ¥  — Organization Actions — ¥ Organizations ¥  Starts With

The current server time is: Tue Mar 29 14:32:17 EDT 2011

Figure 15: List Accounts — User Disabled

4.1.4 Reset User Password

For users under their scope of responsibility, Helpdesks can reset the users’ IACS
password. Once the password is reset, the user will receive an E-mail notification with a

one-time temporary password. IACS requires the user to change the temporary password at
the time of login.

Action: From the IACS Accounts screen, select the List Accounts tab as shown in
Figure 11.
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epartment of Health & Human Services £ www.hhs.gov.

CATS/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JIACS)

7| Home | Accounts | Passwords ‘ Work items ‘ Server Tasks |

List Accounts | Find USESJ

Key: ¥ administrator {§ lecked administrator ¥3 user % locked user | (1 organization [u&] directory junction | @ disabled (@ partially disabled A\ update needed

User List
— New Actions — '—Drgamzalmnﬁu:tmns— - Organizations ~  Starts With

Name 2 | Last Name First Hame Manager
] - (@ Ecrs Password

Reset Password

e - .
(=] ] Unlock Smith hxpomw
] €0 xDwz513 Smith xkzdqa
—MNew Actions — v —User Actions — +  — Organization Actions — ¥ Orgenizations ~  Starts With

The current server time is: Tue Mar 29 14:32:17 EDT 2011

Figure 16: List Accounts — Reset Password

Action: Select the Reset Password option from the User Actions drop-down list as
illustrated in Figure 16.

The Reset User Password screen will display as illustrated in Figure 17.

Individuals Authorized Access to the CMS Computer Services (IACS)
| Home ‘ Accounts Passwords | Work Items ‘ Server Tasks !

| Change My Password | Change My Answers ‘ Reset User Password ‘

Reset User Password

Selectthe resource accounts on which to resetthe password

(Select Reset All resource accounts to reset the password on all accounts.) When finished, click Reset Password.

UserlD  GAVZ270

leset All resource accounts

Account ID Resource Name Resource Type Exists Disabled Password Policy
Maximum Length: &
Winimum Alpha: 1
Minimum Length: &

m

GAVZ270 IACS IACS Yes No Minimum Number of Character Type Rules That Must Pass: All
Select Winimum MNumeric: 1
resource Must Not Contain Attribute Values: accountld
accounts Wust Mot Contain Words: 1234
ﬂ? whiﬂht GAVZ270 ECRS Scripled JDBG | Yes Mo Mone
0 resel
password, Maximum Length: 8

Minimum Alpha: 1
Minimum Length: 6
uid=GAVZ270,0u=people dc=cms,dc=hhs dc=gov| LDAP LDAP Yes No Minimum Mumber of Character Type Rules That Must Pass: All
Minimum Numeric: 1
Must Not Contain Attribute Values: accountld
Wust Not Contain Words: 1234

Reset Password

Figure 17: Reset User Password Screen

Action:  Select the check box to the left of the Reset All resource accounts label at the top
of the Reset User Password screen.

Action:  Select the Reset Password button at the bottom of the screen.
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The password reset process will initiate and the Reset User Password Results screen will
display, demonstrating the process flow involved in the reset password.

Action:  Check to make sure that all of the Workflow Status, Process Diagram boxes
are green, indicating that the Reset Password action was successful.

Action: Select the OK button at the bottom of the screen to return to the IACS Account
screen.

Note: An E-mail will be sent to the user with a one-time temporary password.

The screen will refresh and the user will be returned to the IACS Account — List Accounts
screen, as illustrated in Figure 11.

415 Unlock User Accounts

In order to unlock a user account, the Helpdesk needs to first verify that the user’s account
is ‘Locked’. The IACS Account — List Accounts screen will display a yellow lock to the left
of the IACS User ID shown in the Name column. Figure 18 demonstrates the User Actions
drop-down screen with an ECRS Help Desk User logged in.

=

M Centers for Medicare & Medicaid Services

U5, Department of Health & Human Services. £ www.hhs.gov'

Individuals Authorized Access to the CMS Computer Services (IACS)

__l Home | Accounts ‘ Passwords | Work ltems ‘ Server Tasks |

Key: {3 administrator §F locked administrator @3 user G locked user | (I organization [ directory junction | @ disabled (@) partiall disabled /) update needed

User List

— New Actions — v — UserActions — ¥ — Organization Actions — v Organizations v Starts With:

| Name 2 | Last Name First Name

Manager

] - TRS

</ GAVZZTO Smith apuwit
= il Smith hxpomw
] fO  xowzs3 Smith sizdaa

— New Actions — v — User Actions — = — Organization Actions — + Organizations ~  Staris With
. — User Actions —

View

Password

Reset Password

Disable

Unlock
The current server ime is: Tue hiar 29 14:33:42 EDT 2011

Figure 18: List Accounts —Unlock User Account
Action:  Select the check box to the left of the user account(s) you want to unlock.

Action:  Select the Unlock button.

An Unlock<User ID will appear here> Resource Accounts confirmation screen will display
listing the account name and resources to be unlocked, as illustrated in Figure 19.
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ﬂ JiS. Department of Health & Human Services £ www.hhs.gov:
[

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Home Accounts Passwords Work Items. Server Tasks

List Accounts | Find Users

@nlock GAVZ270's Besource Accounts

To unlock the resource account, click OK.

Current Resource Accounts

Resource
accountto | AccountiD | Resource Name | Resource Type | Exists | Disabled

be | gavza7o IACS IACS Yes Mo
unlocked

The current server time is: Tue Mar 29 14:41:25 EDT 2011

Figure 19: Unlock User Account — Unlock Confirmation Screen
Action:  Select the OK button to confirm the IACS account that is required to be unlocked.

The unlock process will initiate and the Unlock Resource Account Results screen will
display, demonstrating the process flow involved in unlocking the user account.

Action:  Check to make sure that all of the Workflow Status, Process Diagram boxes
are green, indicating that the Unlock User Account action was successful.

Action: Select the OK button at the bottom of the screen to return to the IACS Account
screen.

The screen will refresh and the user will be returned to the IACS Account — List Accounts
screen, as illustrated in Figure 11. The user account will no longer display as ‘Locked’.

4.1.6 View User Account Information

As part of the View capability, Helpdesks can view the account information of the users
under their scope of responsibility for the purpose of identifying the users for any account

maintenance activity. At any point, Helpdesks can only view the user account information
including:

e User Authentication Questions and Answers

e User’s last 5 digits of SSN and Date of Birth

Action: From the List Accounts tab, select the check box to the left of the user
account(s) you want to view.

Action:  Select the View option as illustrated in Figure 20.
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U.5. Department of Health & Human Services £ www.hhs.gov

EAZ3/ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Home | Accounts ‘ Passwords | Workltems  ServerTasks |

List Accounts | Find Users

Key: {Y administrator §F locked administrator § user 3 locked user | (] organizstion (] directory junction | W disabled (@) partially disabled A\ update necded

User List
—New Actions — ~ _Lisambebonem—a_y | — Organization Actions — ~ Organizations ~  Starts With:
| Name o bsscactns J 2 | Last Name | First lame | Manager
] - 3 Ecrs P oo —
Ea——] o e Smith apuwid
] ] Unlock Smith hxpomw
=] €GO xDwzs13 Smith xizdga
— New Actions — v — UserActons— ~ — Organization Actions — Organizations ¥ Staris With:

The current server time is: Tue Mar 29 14:36:26 EDT 2011

Figure 20: List Accounts — View User Account
The View User screen will display.
Action:  Select the Security tab.

The user’s authentication questions and answers will display as illustrated in Figure 21.

e

Home  Accounts | Passwords | Workliems | ServerTasks B
List Accounts | Find Users

View User
| Identity ‘ Assignments | Security Attributes Certification
Account ID GAVZ2T0

Authentication Questions

Question Answer
What is your grandmother's maiden name? SMITH

What was the model of your first car? ACCORD
What city were you born? |
What year did you graduate from high school? @

What was the make of your first car? @

What was the color of your first car? @

What is your mather's maiden name?

What size shoe do you wear? @

What is your favorite sport? @

What is your favorite season of the year? @

What is your favorite movie?

What is the name of the strest on which 'you grew up? _.
|What is the middle name of your oldest cousin?

What was the name of your first pet?

What was your childhood phone number?

What was the first name of your first boyfriend?

What was the first name of your first girfriend? -

Figure 21: View User — User's Authentication Questions and Answers

Helpdesks can view the user’s Last 5 digits of SSN and the Date of Birth by selecting the
Attributes tab.
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Action: Select the Attributes tab on the View User screen.

The user’s last 5 digits of SSN and the date of birth will display in Attributes tab, as
illustrated in Figure 22.

ﬂ/é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Home Accounts Passwords Work Items Server Tasks

i

List Accounts | Find Users.

View User

Identity Assignments Security Adtributes Certification

Account D GAVZ270
Last 5 Digits of SSN 87604
Date of Bith ~ 01/12/1970

ECRS, LDAP

middlelnitial

LDAP

(D]

callCenter
cmsRoles  ecrs-approver
companyPhone  800-333-9989X777

currentRacfid

Figure 22: View User — User's SSN and Date of Birth

Action:  Select the Cancel button at the bottom of the screen from any of the tabs to
return to your search results.

The screen will refresh and the user will be returned to the IACS Account — List Accounts
screen, as illustrated in Figure 11.

Action:  If you want to exit the IACS Administrative Interface, select the Home tab at the
top of the screen.

The IACS Home screen will display as illustrated in Figure 7.

Action:  Select the End User Page hyperlink to return to your My Profile screen.

The My Profile screen will display as illustrated in Figure 6.

4.2 Help Desk Functions using the Manage users under my authority

In this release, selected Helpdesks can perform the following standard help desk functions
from the Manage users under my authority screen:

Search and List User Accounts
View User Accounts

Disable User Account

Reset User Password
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e Unlock User Account

Application Help Desk Role Supporting Help Desk

CSP - MCSIS MCSIS Help Desk User  |MCSIS Help Desk
CSP - HSTP HSTP Help Desk User HSTP Help Desk
ECRS ECRS HelpDesk ECRS Help Desk
GENTRAN (Gentran Helpdesk IACS Administration
HETS UI MEIC Helpdesk MCARE Help Desk
HPG MEIC Helpdesk MCARE Help Desk
Internet Server Internet Server Help Desk |IACS Administration
MDR Helpdesk MAFD Help Desk
MED MED Help Desk User EUS Help Desk
PQRS/eRx PQRI Helpdesk (QMNet Help Desk
PS&R/STAR PS&R/STAR Helpdesk EUS Help Desk

Table 2: Applications and Helpdesk Roles using Manage Users Under My Authority for
Help Desk Functions

To use the Manage users under my authority function, the Helpdesk user must first log in to
IACS using his IACS User ID and password. The My Profile screen will display after a
successful login. Figure 23 illustrates the My Profile screen after a successful login by an
ECRS Help Desk user.

( U.5, Department of Health & Human Services

#’Z Centers for Medicare & Medicaid Services

£ www.hhs.gov

| Locour | HeLe |

Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile

Welcome, UBWOB23. Please select one of these options.

» Modify User/Contact Information
»

Logged in as: UBWO623
[The current server time is Wed Oct 12 19.16 43 EDT 2011, Form Processing Time = 499 millsec (experimental)

@ Intemnet | Protected Mode: On i~ Risk -

Figure 23: My Profile Screen
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Action:  Select the Manage users under my authority hyperlink.

The Manage users under my authority screen with multiple Search Criteria options will
display as illustrated in Figure 24.

-/ U.5. Department of Health & Human Services
L4

ﬂ,‘z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

ﬁ-na’gefusers under my authority

Search Criteria

il User ld(s): Multiple User Id(s) should be comma separated
[i] First Name:  starts with [ = |
[i]Last Name: | starts with [~ ]
Application:  Electranic Correspondence Referral System (ECRS) Web
Email: | starts with [~ |

Search for Archived
Users ONLY

[i] User Status Al =l
Role: Al roles [~]
il Results per page: 20 -]
| Search || Cancel
OMB: 0938-0989 Effective date:

Logout Logged in as: UBWO62
['he current server time is: Wed Oct 12 19:28:37 EDT 2011, Form Processing Time = 1608 millsec (expenimental).

Figure 24: Manage Users Under My Authority Screen
4.2.1 Searching for User Accounts

Helpdesks can view the users of their corresponding application(s) using the Manage users
under my authority function, as illustrated in Figure 24.

Action:  Select the desired Search Criteria by entering the appropriate data in the search
fields or selecting from the available drop-down lists.

Note:

o Helpdesks can search users by User ID(s), First Name, Last Name, E-mail, User
Status, and Role.

e Search by User Status and E-mail is only applicable for the Application Helpdesk
roles mentioned in Table 2.

e If a Helpdesk supports multiple CMS Applications, then an application should be
selected from the application drop-down list in order to continue with the search.

Action:  Select the Search button when you have finished selecting your search criteria.

The screen will refresh and the Search Results will display in a table under the Search
Criteria area, as illustrated in Figure 25.

IACS.UG.5.0 22 November 2011



IACS User Guide for the Help Desk Version 5.0

Individuals Authorized Access to the CMS Computer Services (IACS) i

Manage users under my authority

Search Criteria

il User (s}

Search for Archived
Users ONLY

[Tuser status A

3| Results per page: | 10

| Searcn || cancal

il First Hame:  starts with [<]
€] Last Hame: | starts with =
Application:  Elecironic Carrespondence Referral System (ECRS) Wed

Emait: | stans with =]

Role:  ECRS Appraver =]

Search Results (22 resuits)

< |Page 2 o3 [ = ][ = print
lect wUserid First Name Last Name = Email Role User Status -
ozZTIMazl | isprny Smith atydpx@chuov.com ECRS Approver | Acive S
QZXX674 Indewt Smith SANJ_ECRS_SA@YAHOO.COM ECRS Approver Partially Disabled
RGKVATA | ikiqug Smith Approver@testorg ECRS Approver  Partially Dissbled
TALAB15 vaimet Smith dbacys@jngbwv.com ECRS Approver Partially Disabled
TBGEO | xifsvo Smith siraj231@gmail.com ECRS Approver | Adive
THRIOT3 xpiplg Smith soaosy@njbibg com ECRS Approver  Fully Disabled, Locked
UMLB294 | Bob Smith bob@hotmail.com ECRS Approver  Adiive
VBXK131 | leuawo Smith rdigsv@pvmhak com ECRS Approver | Aciive
WEW437 | wmkyii Smith viewp@wazast.com ECRS Approver  Partially Diszbled
XLZA300 | WimiMAApprover | Smith MimilAApprover@test org ECRS Approver  Partially Disabled

Muttiple User |d{s) should be comma separated

=

OMB: 0938-0989

Logout

[The current server time is: Thu Oct 13 10:12:28 EDT 2011, Form Processing Time = 3147 millsec (experimental)

=l

Eflective date: 5/06
Logged in as: UBWO623

@ Internet | Protected Mode: On A~ Ri0x ~

Figure 25: Manage Users Under My Authority Screen — Search Results

The Search Results will include a radio button to the left of each row of the user record and
the following help desk function buttons will display at the bottom of the page, as illustrated
in Figure 25:

View

Fully Disable
Unlock

Reset Password

Note:

The help desk function buttons will be inactive until the Helpdesk selects a user
record. Once the radio button is selected, the help desk function buttons are enabled
based on the user’s status.

The standard help desk functions using the Manage users under my authority are
only available to the Helpdesks listed in Table 2.

The Helpdesks that are not listed in Table 2 will not see the radio buttons or the help
desk function buttons in the Manage users under my authority-Search Results
screen.

Helpdesks can view Archived Users of their corresponding application(s) using the Manage
users under my authority function, as illustrated in Figure 26.
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Action: Select the Search for Archived Users ONLY check box in the Manage users
under my authority screen.

( U.S. Department of Health & Human Services 3 www.hhs.gov.

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
il user ld(s): Multiple User Id(s) should be comma separated
il First Name: | starts with[ ]
1l Last Name: | starts with[ 7]

e FCRS

Search for Archived
Users ONLY =

mail: | starts with [~ ]
il Archived Date To

ilRole: ECRSUser [v]

[i] Results per page: | 10 [+]
[ Search | [ Cancel |
Search Results)? results)
User Id FirstName LastName | Role Email Archival Status = Archived Date Archival Justification B

XLDV708  ownnz Smith ECRSUser  hiiny@iwsrpy.com Archived 06/14/2011 11:41:46  ecrs user archived one

-
YQCHO70 ~ xnqedu Smith ECRSUser  gkyvea@eolbxicom  Archived 06/14/2011 11:44:48  ecrs user two archive Export
OMB: 0938-0989 Effective date: 5/06

Logout Logged in as: FRMEG14

The current server time is: Wed Jun 15 11:41:23 EDT 2011

Figure 26: Manage Users Under My Authority Screen — Search Results (Archived Users)

Action:  Select the desired Search Criteria by entering the appropriate data in the search
fields or selecting from the available drop-down lists.

Note: Helpdesks can search Archived users using User ID(s), First Name, Last Name,
E-mail, Archived Date, and Role.

Action:  Select the Search button when you have finished selecting your search criteria.
The screen will refresh and the Search Results will display in a table under the Search

Criteria area, as illustrated in Figure 26.

Note:

o [f the Search button is selected with no search criteria, then the search results will
include all users under the Helpdesk's scope of responsibility.

e The help desk function buttons are not shown when searching for Archived users.
4.2.2 View User Account Information
As part of the View capability, the Helpdesk can view the account information of the users

under their scope of responsibility for the purpose of identifying the users for any account
maintenance activity.
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Action:  Select the radio button shown to the left of a user record, as illustrated in
Figure 27.

The Search Results area of the Manage users under my authority screen will refresh and
the appropriate help desk function buttons will be enabled depending on the user’s status.

Individuals Authorized Access to the CMS Computer Services (IACS) -

Manage users under my authority

Search Criteria
iluser ld(s) Multiple User ld(s) should be comma separated
TFirst Name: | starts with [~
ilLastMame: |starts with =] smith
Appiication:  Elecironic Correspondence Referral System ([ECRS) Web
Email: | starts with [+

Search for Archived
Users ONLY

Tl User Status ANl ]
Role: |ECRS Approver =]
1] Results per page: |10

| search || cancel

Search Results (22 results)

< |Page 2 o3 [ (2] Clerint
Select | vUserld | First Hame LastName | Email Role User Status B
07TM21 | ispny Smith atydpr@cfuo.com ECRS Approver  Adtive e
QZXX6T4 Ihdewt Smith SANJ_ECRS_SA@YAHOO.COM ECRS Approver Partially Disabled
RCKVAT4 | ikjqug smith Approver@lestorg ECRS Approver  Partially Disabled
TALABIS | imit Smith dbdcys@ingbwy.com ECRS Approver  Parlialy Disabled
TBGE9I  xfsvo Smith siraj231@gmall.com ECRS Approver  Active
THRIOTS  xpipta Smith $0308¥@NINibG com ECRSApprover  Fully Disabled, Locked
@ UMLB294  Bob Seith bob@hatmail cam ECRS Approver  Active
VBXK131 | leuawo Smith rdfgsv@pumhak com ECRS Approver  Adtive
WEIY437  wmiyij Smith Weap@wzast com ECRS Approver  Partially Disabled
XLZA00  MimiMAApprover | Smith MimilAApprover@test org ECRS Approver  Partially Disabled
(View | | FullyDisable | | ResetPassword
omeh Paz5-0930 Effeclive date: 5106
Logout Logged in as: UBWOG23
[The current server ime is. Thu Oct 13 10:04:43 EDT 2011, Form Processing Time = 1315 millsec (experimental) -
Done @ Internet | Protected Mode: On a v~ R0k -

Figure 27: Manage Users Under My Authority Screen — Help desk Function Buttons Enabled

Action:  Select the View button.

The View Profile screen will display which includes the navigation tabs as illustrated in
Figure 28.

The tabs on the View Profile screen are as follows:
Identity

Professional Contact

Certification

Security

Other Info

The Helpdesk will be able to choose any tab from the View Profile screen to view the
appropriate user information. In addition, the View Profile screen provides the Helpdesk the
ability to perform the standard help desk functions in every tab.

Once the View button is selected, the Identity tab will be the first tab displayed and this tab
will include the user account information, as illustrated in Figure 28.
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The illustrations below show how the Helpdesk could navigate through the various tabs on
the View Profile screen and view the relevant account information in each tab.”

US. Department of Health & Human Services. £2 www.hhs.gov

ﬂ/é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

iew Profile
PROFESSIONAL OTHER

Account Information:

UseriD:  UNMLB294
Title: Mr. FirstName: Bob Middie inftial  LastName: Smith
E-mail:  bob@notmail.com
Roles:  ECRS Approver
User Status:  Acive
Disabled Reason:

Password Expiration .
Date: 121972011

RACF ID:

2 Factor Information:

2Factor

A o
Autnenticaon; |\ APPlicable

Preferred 2 Factor
Notification Method:

Resource Information:

Resource Name  Disabled

ECRS No
Resources:
11CS e
LDAP No
| Back | | Fully Disadie | ResetPassword | | Cancel |
OMB 0938-0089. Effective dzle: 5106
Logout Logged in as: UBWO623

Figure 28: View Profile Screen — Identity Tab
Action:  Select the Professional Contact tab.

The Professional Credentials and Company information will display as illustrated in
Figure 29.

(_ U.S, Department of Health & Human Services £ www.hhs.gov

ﬂ/‘é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

View Profile

PROFESSIONAL OTHER
IDENTITY EORTRLT CERTIFICATION  SECURITY 5

UseriD: UMLE294
Professional

Credential:

Office Telephone:
Company Hame:
Company Telephone:

WBA

800-140-0000  Ext: 796
Haiima

800-140-0000  Ext 796

Company Address
1045
et 1046 Riggs Ra
Company Address
Line Z:
Company City.  Adelphi  Company State: ND Company Zip: 20743 -
Back | [ Fully Disable | ResetPassword | [ Cancel

Figure 29: View Profile Screen — Professional Contact Tab

Action: Select the Certification tab.

Logged in as: UBWOG2:|
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The user’s Certification information will display as illustrated in Figure 30.

(/ US. Department of Health & Human Services £2) www.hhs.gov

M/ﬁ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

View Profile

PROFESSIONAL OTHER
1ENTITY okdiersire securry | QT

UseriD: UMLB294

Cetification Due .
101061201

o 10062012

Revocation Date: 100712012

Certification Status: N (Mot in certification timeline)

| Back Fully Disable | Reset Password Cancel

Effective date: 5/0
Logged in as: UBWO623

Figure 30: View Profile Screen — Certification Tab

Action:  Select the Security tab.

The user’s security information, authentication questions, and answers will display as
illustrated in Figure 31.

ﬂ,’z Centers for Medicare & Medicai i

Ind|

uals Authorized Access to the CMS Computer Services (IACS)

View Profile

PROFESSIONAL OTHER
IDENTITY CONTACT :Enrllc.lrm iy

UseriD:  UMLE294
Date of Birth:  10/05/1976

Last 5 Digits of SSN:  "*00221

Authentication Questions:

Question Answer
What s your grandmetners maiden name? Ly
What was the model of your first car? NISSAN

What city wers you bom?
Wnatyear did you graduata from high school?
Whatwas the make of your first car?

Whatwas the coler of your first car?

What s your molher's maiden name?

What size shoe 0o you wear?

What s your favorite sport?

What s your favorite season of he year?
What s your favorite movie?

What s the nama of ihe strest on which you graw up?
What s the middie nama of your oldest cousin?
Whatwas the name of your first pet?

Whatwas your chilghood phane number?
Whatwas the first name of your frst boyfriend?
Whatwas the first name of your first girfriend?
What s the name of your first elementary school?
Whatwas your chilahood street name?

What was the name of your frst employer?
Whatwas your grandfather's profession?
\Whatwas the name of your first college roommate?
Where was your wedding reception hela?

| Back | | Fully Disable | ResetPassword | | Cancel |
OME: 0933-0989 Eflective date: 5106
Logout Logged in as: UBWO623

[The current server time is: Wed Oct 12 21:19:50 EDT 2011, Form Processing Time = 193 millsec (experimental). >
Done @ Internet | Protected Mode: On fa v R100% -

Figure 31: View Profile Screen — Security Tab

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.
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The Other Info tab on the View Profile screen will display the application specific user
information, for example, Organization Information. Application specific information will not
be applicable to all applications or to some roles within an application. ECRS Application
does not have any application specific user information to be displayed. PS&R/STAR
Helpdesk will be able to view the Organization information and CMS Certification Number
(CCN), or Medicare Contractor ID as appropriate.

4.2.3 Disable User Account

Helpdesks can disable user accounts within their scope of responsibility using the Fully
Disable button from the Manage users under my authority — Search Results screen.

Action:  From the Manage users under my authority screen, select the user you want
to fully disable by selecting the radio button to the left of the user account, as
illustrated in Figure 32.

Individuals Authorized Access to the CMS Computer Services (JACS) i

Manage users under my authority

Search Criteria
il Userld(s): Multiple User 1d(s) should be comma separated
ilFirst Hame:  stants with[= ]
ilLast Name: |starts with [=] smith
Application:  Electronic Correspondence Referral System (ECRS) Web
Emait:  starts with [=]

Search for Archived

Users ONLY
Tl User Status Al [+
Role: | ECRS Approver|=]
il Results per page: 10 =

Search || Cancel

Search Results (22 resuns)

[<]Pege 2 a3 [Z)[z] Geimt
Select wUserid First Name LastName Email Role User Status ~
ozrz1 | ispnny smith atyapn@chuov.com ECRS Approver | Active e
QzoG74 | ndewt smitn SANJ ECRS_SAGYAHOO.COM | ECRS Approver | Parlially Disadied
RGKVATS | IKQuQ smith Approver@test org ECRS Approver  Paially Disabled
TALASIS | imit Smitn dbdcys@jngbws com ECRS Approver | Parlially Disabled
TBGBI3D | xjisvo Smitn siraj231@gmail.com ECRS Approver | Adive
THRIOT3 xpiptq Smith s030sy@nibibg.com ECRS Approver Fully Disabled, Locked
@ Bob Smith beb@hotmail.com ECRSApprover | Adie ===
VBKK131 | leuawo smitn Tefgsv@pvmhar.com ECRS Approver | Active
WENAZ? | wmi Smitn viep@nzzast com ECRS Approver | Parially Disabled
XLZA30O0 | MimiMAApprover | Smith MimiliAApprover@test org ECRSApprover | Paniall Disabled
view | Reset Password
OMB. 0938-0989 Effective date: 506
Logout Logged in as: UBWO623

[The current server time is: Thu Oct 13 10:04:43 EDT 2011, Form Processing Time = 1315 millsec (experimental).
Done @ Internet | Protected Mode: On a v ®i0% ~

Figure 32: Manage Users Under My Authority Screen — Fully Disable Option
Action:  Select the Fully Disable button.
The Disable Account screen will display as illustrated in Figure 33.

Note: The Fully Disable button will not be active when the user status is ‘Fully
Disabled'.
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M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Disable Account

UseriD:  UMLE294

U5, Department of Health & Human Services £ www.hhs.gor

Applications:  Electronic Comespondence Referral System (ECRS) Web
Roles:  ECRS Approver
Resources: IACS, ECRS, LDAP
Termination

Justification for

*indicates a required fiel

(e (o) (o)

OMB: 0938-0989 Effective date. 5

Logged in as: UBWOG3

Figure 33: Disable Account Screen

Action:  Enter a justification statement in the Justification for Action field. This field must
include the reason for disabling the user.

Action:  Select the Submit button at the bottom of the screen.
The Disable Account Acknowledgement screen will display as illustrated in Figure 34.

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

U5, Department of Health & Human Services £ www.hhs.gov

ﬂl Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

(Disable Account Acknowledgement

The user account UMLB294 was successfully disabled.

Effective date: 510
Logout Logged in as: UBWO623

Figure 34: Disable Account Acknowledgement Screen

The Disable Account Acknowledgement screen will display a message that the account
was disabled successfully.

Action:  Select the OK button at the bottom of the screen.
The Helpdesk will be returned to the Search Results on the Manage users under my

authority screen. The Search Results will display the user’s status as ‘Fully Disabled’ under
the User Status column, as illustrated in Figure 35.
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Individuals Authorized Access to the CMS Computer Services (IACS) i

Manage users under my authority

Search Criteria

1] First Name: | starts with [ =]
1] Last Name: | starts with [=] smith
Application:  Eleckonic Correspondence Referral System (ECRS) Web
Email: | starts with [»

Search for Archived
Users ONLY

[ user Status | A

i ]

Role: |ECRS Approver [« |

1l User ld(s) Multiple Us o Id(s) should be comma separated

[The current server ime is: Thu Oct 13 10:34:26 EDT 2011, Form Processing Time = 4456 millsec (experimental).

Dene

il Results per page: |10 =
Search || Cancel |
Search Results (22 results)
[« Page 2 o3 (3] (2] lennt
Select | ¥ User ld First Name Last Name  Email Role. User Status -
0zTI421 ispnny Smith atydpu@chtuov.com ECRS Approver Active S
OPOGT4 | hdewt smith SANJ_ECRS_SA@YAHOOCOM | ECRS Approver | Partilly Disatled
RGKVAT4 | ikjqug Smith Approver@test org ECRSApprover |~ Partially Disabled
TALABIS | waimit smith abdcys@ingwy.com ECRS Approver  Partially Disabled
TBCBO30 | xifsvo Smith siraj231@gmail com ECRS Approver | Active
THRI973 piptq Smith 50308Y@n|bibg com ECRS Approver Fully Disablea, Locked
& umBzos | Bob smith bob@notmail com ECRSApprover | FulyDisabled =
VBKK131 | levawo Smith rdfgsv@pvmhak com ECRS Approver  Active
W37 wmi smitn Viexp@wazastcom ECRS Approver  Parially Disabled
XLZA300 MimiMAApprover Smith MimiMAApprover @test.org ECRS Approver Fartially Disabled

@ Intemet | Protected Mode: On

Eflective date 5106
Logged in as: UBWO623

Figure 35: Manage Users Under My Authority Screen — Shows User (Fully Disabled)

4.2.4 Reset User Password

Helpdesks can reset the password for user accounts within their scope of responsibility
using the Reset Password button from the Manage users under my authority — Search
Results screen. Once the password is reset, the user will receive an E-mail notification with
a one-time password. IACS requires the user to change the temporary password at the time

of login.
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U.5. Department of Health & Human Services £ www.hhs.gov

%’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
[ user ldis): Muttiple User Id{s) should be comma separated
i First Name:  starts with = |
[d]Last Name: |starts with [ =]
Application:  Electronic Correspandence Referral System (ECRS) Web
Email: | starts with [ |

Search for Archived
Users ONLY

[iuser Status Al =]
Role: ECRSUser [=]

0 [=]

3] Results per page:

searcn | [ Cancel

Search Results (14 resutts)

[=]Page 2 oz Pprint
Select vUserid First Name Last Name Email Role User Status ~
® REEECTR | mgmm smin yohhoo@wsykimcom | ECRSUser | Actve B
< W | wh Smin | Jlogromalcom | ECRSUser | A T
ZWPO814 | PDPSUBECRS | Smih PDPSUDECRS@lestorg | ECRSUser | Partally Disabled
ZRKI01 | humip) Smith joigns @dakarm com ECRSUser | Adive

view | [ Fully Disavie ( Resetpasswora ,

OMB: 0938-0989 Effective date: 5/06
Logout Logged in as: UBWOS23
The current servertime Is: Thu Oct 13 10:46:55 EDT 2011, Form Processing Time = 1287 millsec (expenimental)

@ Internet | Protected Mode: On v R100% ~

Figure 36: Manage Users Under My Authority Screen — Reset Password Option

Action:  From the Manage users under my authority screen, select the radio button to
the left of the user account to reset the password, as illustrated in Figure 36.

Action:  Select the Reset Password button.
The Reset Account Password screen will display as illustrated in Figure 37.

Note: The Reset Password button will not be active when the user status is ‘Fully
Disabled'.

U.5, Department of Health & Human Services. £ www.hhs.gov
L,L ATS/ Centers for Medicare & Medicaid Services | Locour | see]

Individuals Authorized Access to the CMS Computer Services (IACS)

Reset Account Password

UserlD: WDOAS40
Applications:  Electronic Comrespondence Referral System (ECRS) Web
Roles: ECRSUser

Resources: IACS, ECRS, LDAP

Back | Submit | [ Cance |
OWB: 0933-0989 Effective date 51
Logout Logged in as: UBWO62:

Figure 37: Reset User Password Screen

Action: Select the Submit button at the bottom of the screen.
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If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.

If the user selects the Cancel button, the user will be returned to the My Profile screen.

”_US, Department of Health & Human Services

ﬂ,[ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

WlP d Acknowledg 1t

The password for the user account WDOAS40 was successfully reset

ok

oms: 0938-0989 Effective date:
Logged in as: UBWOS

Figure 38: Reset Account Password Acknowledgement Screen

The Reset Account Password Acknowledgement screen will display a message that the
password was reset successfully.

Action: Select the OK button at the bottom of the screen.

Note: An E-mail will be sent to the user with a random one-time password once the
password reset process completes.

The Helpdesk will be returned to the search results on the Manage users under my
authority screen, as illustrated in Figure 25.

4.2.5 Unlock User Account

Helpdesks can unlock a user’s account within their scope of responsibility using the Unlock
button from the Manage users under my authority — Search Results screen. The
helpdesk needs to first verify that the user's account status is shown as ‘Locked’, as
illustrated in Figure 39.
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U.5. Department of Health & Human Services £ www.hhs.gov

%’Z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Manage users under my authority

Search Criteria
il User ld(s): Multiple User Id(s) should be comma separated
i First Name:  starts with [
[i]Last Hame: |starts with [+] smith
Application:  Electronic Comrespandence Referal System (ECRS) Web
Email: | starts with =]

Search for Archived
Users ONLY

[Tuser Status Al =]
Role: ECRSUser ||

0 [=]

(3] Results per page:

searcn | [ cancel |

Search Results (14 results)

Elreez a2 B
Select | ¥ Userid First Hame LastName  Email Role User Status 5,
Export
REEE073 | mgmm Smith yghhbg@wsykimoom | ECRSUser | Aciive
° ‘WDOAS40 Jojo Smith Jojo@hotmail.com ECRS User Active, Locked
ZWPOB14 | PDPSUDECRS | S T EeTos SUser | Paitially Disadled
ZRKI01 | humip) smith joigns@dakarm.com ECRSUser  Active
view | [ Fully Disavle Resel Password
OMB. 0938-0988 Efecive dale. 5105

Logged in as: UBWO623

The current servertime is: Thu Oct 13 10:56:27 EDT 2011, Form Processing Time = 1157 millsec (experimental).

Done @ Intemet | Protected Mode: On G~ Rex -

Figure 39: Manage Users Under My Authority Screen — Unlock Option
Action:  Select the radio button to the left of the user record you want to unlock.
Action:  Select the Unlock button.
An Unlock Account screen will display as illustrated in Figure 40.

Note: The Unlock button will not be active when the user status is not ‘Locked’ or ‘Fully
Disabled'.

U5, Dapartment of Health & Human Services

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

UseriD: WDOA540
Applications: Electronic Correspondence Referral System ([ECRS) Web
Roles:  ECRS User
Resources: IACS, ECRS, LDAP

[ Back || submt ][ cancel |

OMB: 0938-0989 Effective date:
Logout Logged in as: UBWOG62

Figure 40: Unlock Account Screen
Action: Select the Submit button at the bottom of the screen.

If the user selects the Back button, the user will be returned to the Manage users under
my authority — Search Results screen.
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If the user selects the Cancel button, the user will be returned to the My Profile screen.

artment of Health & Human Services.

o

ﬂ,[ Centers for Medicare & Medicaid Services | Locou | newe]

£3 www.hhs.gov

Individuals Authorized Access to the CMS Computer Services (IACS)

(Unlock Account Acknowledgement

The user account WDOAS40 was successhully uniocked.

ok

Effective date: 5/
Logged in as: UBWOG2:|

Figure 41: Unlock Account Acknowledgement Screen

The Unlock Account Acknowledgement screen will display a message that the account
was unlocked successfully, as illustrated in Figure 41.

Action:  Select the OK button at the bottom of the screen.
The helpdesk will be returned to the Search Results on the Manage users under my

authority screen. The search results will display the user’s status as ‘Active’ under the User
Status column, as illustrated in Figure 42.

of Health & Human Services 3 www.hhs.gov

ﬂ,ﬁ Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my authority

Search Criteria
[l useriasy: Muttiple User ld(s) should be comma separated
[T First Name: | starts with ]
[l Last Name: |starts witn =]
Application:  Elecironic Correspondence Referral System (ECRS) Web
Email: | starts with [=]

search for Archived
Users ONLY

Tluser Stats | Al =
Role: [ECRSUser  |[+]
(| Results per page: |10 =

Search || Cancel |

Search Results (14 resulis)

[ = |Page 2 of2 lenint
Select [vUserld | First ame Lasthame Email Role user Status 5
REEE073 | mgmm Smith yghhbg@wsykjm com ECRSUser  Actve et
&0 WDOASH0 | Jojo Smith Jojo@hotmail.com ECRSUser  Active D
ZUPOB14 | PDPSUDECRS  Smith PDPSUDECRS@lestorg  ECRSUser  Paially Disabled
ZZRKINT | wmipj Smith ioigns@dakarm.com ECRSUser  Actve

OMB: 0938-0989 Effeciive date: 5/06

Logout Logged in as: UBWO623
The cument server time is: Thu Oct 13 11:02:34 EDT 2011, Form Processing Time = 3362 millsec (experimental).

@ Intemet | Protected Mode: On v R100% -

Figure 42: Manage Users Under My Authority Screen — Shows User (Active)
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4.3 Helpdesks Functioning as Authorizers

Some Helpdesks are at the top of the chain of trust and function as Authorizers of users with

Approver roles. The Helpdesks of the Applications listed below in

Table 3 follow this standard and approve the new users’ registration, profile modification,
and annual certification requests of the users under their approval authority.

Application Help Desk Role Supporting Help Desk
CSP - MCSIS MCSIS Help Desk User  |MCSIS Help Desk
CSP - HSTP HSTP Help Desk User HSTP Help Desk
ECRS ECRS HelpDesk ECRS Help Desk
GENTRAN Gentran Helpdesk IACS Administration
Internet Server Internet Server Help Desk (IACS Administration
MDR Helpdesk MAPD Help Desk
MED MED Help Desk User EUS Help Desk
PS&R/STAR PS&R/STAR Helpdesk EUS Help Desk

Table 3: Applications and the corresponding Helpdesks with Approval Authority

For more details on the processes of Approving New User requests, Modify Profile requests
and Annual Certification requests, refer to the IACS User Guide for Approvers.

4.4  Exceptions to Help Desk Functions

4.4.1 Exceptions for CBIC Tier-1 Help Desk

e Approve Users
The CBIC Tier-1 Help Desk cannot approve the users under their scope of
responsibility.

¢ Manage users under my authority
The CBIC Tier-1 Help Desk does not have the capability to use the Manage users
under my authority function.

4.4.2 Exceptions for CBIC Tier-2 Help Desk

e Approve Users
The CBIC Tier-2 Help Desk cannot approve the users under their scope of
responsibility.

e Manage users under my authority
The CBIC Tier-2 Help Desk does not have the capability to use the Manage users
under my authority function.

e Search Users
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The CBIC Tier-2 Help Desk can search for a DMEPQOS user by using the Provider
Transaction Access Number (PTAN).

e Modify Users
The CBIC Tier-2 Help Desk can view and modify the Provider Transaction Access
Number (PTAN) details for an Authorized Official (AO).

e Create Organization and Associate Users to an Organization
The CBIC Tier-2 Help Desk can create and/or associate DMEPOS Users with one or
more DMEPOS organizations, one-at-a-time. DMEPOS organizations are uniquely
identified by the PTAN.

e Disassociate from the Role
The CBIC Tier-2 Help Desk can disassociate the users from their DMEPOS roles.
Once disassociated, the users are disassociated from their role and their PTAN
associations are removed from their IACS profile. An AO can only be disassociated
from the AO role if the individual is the only user registered in IACS for the PTAN
organization.

e Disassociate from the PTAN
The CBIC Tier-2 Help Desk can disassociate the users from their organizations
(identified by PTAN). Once disassociated, the users’ PTAN associations are
removed from their IACS profiles, but their DMEPOS role remains the same.

e Promote a Backup Authorized Official to an Authorized Official
The CBIC Tier-2 Help Desk can promote a Backup Authaorized Official (BAO) to an
Authorized Official. As part of this process, IACS will check if the BAO to be
promoted is associated with all PTANSs of the AO, in which case the promotion will
proceed. The original AO is disassociated from all of his PTAN associations when
this action is confirmed. IACS will prevent the promotion of the BAO to the AO if the
BAO is not associated with all PTANs of the AO, and an appropriate error message
will be displayed.

4.4.3 Exceptions for MAPD Help Desk

e Approve Users
The MAPD Help Desk cannot approve the users under their scope of responsibility.

e Manage users under my authority
The MAPD Help Desk will only be able to Search and List User Accounts under their
scope of responsibility by using the Manage users under my authority hyperlink on
the My Profile screen.

4.4.4 Exceptions for MAPD Help Desk Admin

e Approve Users
The MAPD Help Desk Admin cannot approve the users under their scope of
responsibility from the My Profile page.
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e Approver
The MAPD Help Desk Admin has the capability to approve pending requests for the
applications he supports using the IACS Administrative console.

e Assign User Capabilities
The MAPD Help Desk Admin can assign any of the Helpdesk privileges to another
IACS user who is under their scope of responsibility.

e Update User
The MAPD Help Desk Admin can edit and save changes to the user profile for any of
the assigned resources.

e Manage users under my authority
The MAPD Help Desk Admin will only be able to Search and List User Accounts
under their scope of responsibility by using the Manage users under my authority
hyperlink on the My Profile screen.

4.45 Exceptions for LSA

e Approve Users
The LSA cannot approve the users under their scope of responsibility.

e Manage users under my authority
The LSA will only be able to Search and List User Accounts under their scope of
responsibility by using the Manage users under my authority hyperlink on the My
Profile screen.

4.4.6 Exceptions for COB Help Desk

e Approve Users
The COB Help Desk cannot approve the users under their scope of responsibility.

¢ Manage users under my authority
The COB Help Desk will only be able to Search and List User Accounts under their
scope of responsibility by using the Manage users under my authority hyperlink on
the My Profile screen.

4.4.7 Exceptions for PQRI Help Desk

e Approver
The PQRI Help Desk has the capability to approve pending requests for the
applications he supports using the IACS Administrative console.

e Manage users under my authority
The PQRI Help Desk will only be able to Search and List User Accounts under their
scope of responsibility by using the Manage users under my authority hyperlink on
the My Profile screen.

o E-mail User Report
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The PQRI Help Desk has the ability to generate a report for all or a subset of
PQRS/eRx Application users from the E-mail User Report screen. The helpdesk
can access this screen by selecting the hyperlink E-mail User Report from the
My Profile screen. The report will be sent as an E-mail attachment to the
helpdesk who requested the report.

4.4.8 Exceptions for MEIC (now known as MCARE) Helpdesk

5.0

5.1

e Approver
The MEIC Helpdesk has the capability to approve pending requests for the
applications he supports using the IACS Administrative console.

e Run Task Report
The MEIC Helpdesk has the ability to run IDM Task Reports from the IACS
Administrative console.

¢ Run Audit Report
The MEIC Helpdesk has the ability to run IDM Audit reports from the IACS
Administrative console.

e User Report Admin
The MEIC Helpdesk has the ability to run reports on users belonging to an
Organization from the IACS Administrative console.

¢ Manage users under my authority
The MEIC Helpdesk will only be able to Search and List User Accounts under their
scope of responsibility by using the Manage users under my authority hyperlink on
the My Profile screen.

Troubleshooting and Support

Frequently Asked Questions

As a Helpdesk, can I fully disable a user who has more than one application role?

Yes. As a Helpdesk you may fully disable a user under the scope of your responsibility,
even if the user has roles in other applications.

Helpdesks will be able to perform this function using the IACS Admin console or the
Manage user under my authority help desk function if applicable. No matter what mode
is used, the Fully Disable action will disable the user in all applications. The Manage
users under my authority help desk function also warns the Helpdesk when he performs
the Fully Disable action on the user by displaying a message stating that the user has
roles in other applications and the Fully Disable action will disable the user in all those
applications. If the Helpdesk proceeds with the action, IACS will fully disable the user
and send an E-mail notification to the other Application Helpdesks. When using the
IACS Admin Console, the warning will not be displayed and the E-mail notification will
not be sent. Once the user is fully disabled, then the user will not be able to log in to any
CMS application that the user could previously access.
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2. As an MCARE Helpdesk how can | get the HPG User’s Submitter ID modified since the
user cannot do that using self-service?

As an MCARE helpdesk, you are not authorized to modify a user’s Submitter ID using
the IACS Administrative Console; only the IACS Administrators have the capability to
add or modify the Submitter ID. You should open a Service Request directed to the
IACS Administrators with the Submitter ID information. If your intention is to remove the
Submitter ID from a HPG User’s profile, then you could do that by using the Manage
users under my authority function.

3. As a Helpdesk how do | handle requests from users to change their First Name, Last
Name or Date of Birth?

Users cannot modify their First Name, Last Name and Date of Birth fields in their IACS
user profile due to security reasons. As a Helpdesk, you are not authorized to modify the
user’s profile; only the IACS Administrators have the capability to modify the user
information mentioned above. You should open a Service Request directed to the IACS
Administrators with the user’s request. IACS Administrators will be able to edit the user’'s
profile and modify the requested information.

4. How can a user enable himself if he is partially disabled?

CMS requires inactive accounts to be disabled. The account will be considered inactive
if the user has not logged in for 180 days. The user’s account will be partially disabled
and the user will be unable to access any application. But a partially disabled user can
enable himself using the self-service functionality. Helpdesks can advise the user to
enable himself by using the steps below:

1. Navigate to https://applications.cms.hhs.gov.

2. Select the Account Management hyperlink in either the white space in the center of
the screen or in the menu bar toward the top of the screen.

Select the_My Profile hyperlink in the Account Management screen.
Accept the Terms and Conditions.

Log in using the User ID and Password.

o o b~ w

When prompted, answer the Security Questions and Authentication Questions.
7. Change the Password.

If the user is not prompted to answer the Security Questions and Authentication
Questions, then he must contact his helpdesk.

5. As a PS&R/STAR Helpdesk, how can | view the CMS Certification Number (CCN) of the
user’s associated organization?

The organization’s CCN information can be found in the Other Info tab on the View
Profile screen using the Manage users under my authority function. From the Manage
users under my authority screen search the user for who you want to view the CCN
information. After execution of the search, you should select the user from the search
results and select the View button to view the details of the user’s account. The View
Profile screen — Identity tab will display. From the View Profile screen, select the
Other Info tab to view the user’s CCN(s) information.

IACS.UG.5.0 39 November 2011


https://applications.cms.hhs.gov/

IACS User Guide for the Help Desk Version 5.0

6. As a PS&R/STAR Helpdesk or PQRI Helpdesk, how can | promote a Backup Security
Official of an organization to the Security Official role?

You cannot promote a Backup Security Official to a Security Official of an organization.
The Backup Security Official will need to request the Security Official role by modifying
his profile. IACS routes the role request to the Helpdesk for approval. An Organization is
allowed to have only one Security Official. Following your approval, the Backup Security
Official will no longer have his current role of Backup Security Official and will acquire
the new role of Security Official for the Organization.

Note: End Users of a given organization can also request and acquire the role of
Security Official of the organization upon Helpdesk approval.

7. As a Helpdesk, how can | add or remove roles of the users under my scope of
responsibility?

As a Helpdesk, you are not allowed to add or remove the role(s) of users under your
scope of responsibility. IACS allows the users to disassociate from their role using the
Modify Account Profile function without the need for an approval. The Help desk
functions that you can perform are Search and List user accounts, View user accounts,
Reset user accounts password, Unlock user accounts, and Disable user accounts.

8. What is the reason for the ‘Last Password Change Date’ being blank for some users in
the PQRS User Report?

The PQRS User Report will display the date the users last changed their password in
the Last Password Change Date column. The Last Password Change Date column in
the report will be blank for users under following conditions:

1. Anew user to IACS who has received his first time User ID / Password and has not
changed his password.

2. An existing user had requested a password reset within the first 60 days since his
IACS User account has been established and has not logged in with his temporary
password.

Note: The following fields in the PQRS User Report will be blank if the user exists only
in the IPC resource and not in IACS: User Status, Last Password Change Date, Create
Date, and Last Certification Date.

5.2 Support

There are multiple Application Helpdesks that support IACS Users. This section provides the
contact information for the corresponding Helpdesks.

Note: For a most recent list of Helpdesks and their contact information, refer to the
Help Resources area of the Account Management screen on the CMS
website.

The Helpdesk associated with COB is the MAPD Help Desk. The phone number is 1-800-
927-8069. They can be contacted at mapdhelp@cms.hhs.gov. Their hours of operation are
Monday-Friday 6am to 9pm Eastern Standard Time, EST.
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The Helpdesk associated with CSP-HSTP is the HSTP Help Desk. The phone number is 1-
410-786-0166. They can be contacted at HSTP _Application Support@cms.hhs.gov.

The Helpdesk associated with CSP-MCSIS is the MCSIS Help Desk. The phone number is
1-410-786-6693. They can be contacted at MCSIS Application Support@cms.hhs.gov.

The Helpdesk associated with CSR is the MAPD Help Desk. The phone number is 1-800-
927-8069. They can be contacted at mapdhelp@cms.hhs.gov. Their hours of operation are
Monday-Friday 6am to 9pm Eastern Standard Time, EST.

For Electronic Health Record Demonstration System (EHRDS) questions and concerns,
direct questions to the EHRDS mailbox at EHR Demo Application Support@cms.hhs.gov

The Helpdesk associated with the DMEPOS Bidding System is the Competitive Bid
Implementation Contractor (CBIC) Helpdesk. The phone number is 1-877-577-5331. They
can be contacted at CBIC.admin@palmettogba.com.

The Helpdesk associated with ECRS is the EDI Help Desk. The phone number is 1-646-
458-6740. They can be contacted at ecrshelp@hmedicare.com.

For GENTRAN login issues, IACS Administrators can be contacted at
iacs admin@cms.hhs.gov.

The Helpdesk associated with HETS Ul is the MCARE Help Desk. The phone number is 1-
866-440-3805. The fax number is 1-615-238-0822. They can be contacted at
mcare@cms.hhs.gov.

The Helpdesk associated with HPG is the MCARE Help Desk. The phone number is 1-866-
440-3805. The fax number is 1-615-238-0822. They can be contacted at
mcare@cms.hhs.gov.

Internet Server users with login issues may contact IACS Administration at
iacs _admin@cms.hhs.gov.

The Helpdesk associated with Medicare Advantage/Prescription Drug Plans is the MAPD
Help Desk. The phone number is 1-800-927-8069. They can be contacted at
mapdhelp@cms.hhs.gov. Their hours of operation are Monday-Friday 6am to 9pm Eastern
Standard Time, EST.

The Helpdesk associated with Medicare Drug Rebate is the MDR Help Desk. The phone
number is 1-800-927-8069. They can be contacted at mapdhelp@cms.hhs.gov. Their hours
of operation are Monday-Friday 6am to 9pm Eastern Standard Time, EST.

The Helpdesk associated with Medicare Exclusion Database is the MED Help Desk. The
phone number is 1-866-484-8049. The TTY/TDD number is 1-866-523-4759. Their E-mall
address is EUSSupport@cgi.com. Their hours of operation are Monday-Friday 7am to 7pm
Eastern Standard Time, EST.

The Helpdesk associated with the PQRS/eRx Application is the Quality Net Help Desk.
The phone number is 1-866-288-8912. They can be contacted at gnetsupport@sdps.org.
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The Helpdesk associated with the PS&R/STAR Application is the External User Services
(EUS) Help Desk. The phone number is 1-866-484-8049. The TTY/TDD number is 1-866-
523-4759. Their E-mail address is EUSSupport@cgi.com. Their hours of operation are
Monday-Friday 7am to 7pm Eastern Standard Time, EST.

6.0 Glossary

The following definitions are provided for terms used or implied in this User Guide as well as
relevant cross references to additional terms that are used in those definitions.

Term

Definition

CMS

The Centers for Medicare & Medicaid Services- the Health and Human
Services agency responsible for Medicare and parts of Medicaid.

DMEPOS

DMEPOS Bidding System (DBidS) - Durable Medical Equipment,
Prosthetics, Orthotics & Supplies (DMEPQOS) Bidding System- The
DMEPOS Bidding System is for suppliers submitting a bid for selected
products in a particular Competitive Bidding Area (CBA).

Fully
Disabled

The user status of ‘Fully Disabled’ denotes that a user has been manually
disabled by the Helpdesk or by an IACS Administrator for security
reasons. The disabled user is removed from all resources. A disabled
user will not be able to log into any of the IACS administered applications,
or use IACS self-service features to reset the password or retrieve his
IACS User ID. Only an IACS Administrator can enable a ‘Fully Disabled’
user.

HHS

The Department of Health and Human Services - a government agency
that administers many of the “social” programs at the federal level dealing
with the health and welfare of the citizens of the United States. HHS is
the “parent” of CMS.

HIPAA

Health Insurance Portability And Accountability Act Of 1996 - a Federal
law that allows persons to qualify immediately for comparable health
insurance coverage when they change their employment relationships.
Title 11, Subtitle F, of HIPAA gives HHS the authority to mandate the use
of standards for the electronic exchange of health care data; to specify
what medical and administrative code sets should be used within those
standards; to require the use of national identification systems for health
care patients, providers, payers (or plans), and employers (or sponsors);
and to specify the types of measures required to protect the security and
privacy of personally identifiable health care information. Also known as
the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill, K2, or Public
Law 104-191.
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Term Definition

Locked The user status is set to ‘Locked’ when the user failed to provide the
correct User ID and / or Password after three consecutive login
attempts. A ‘Locked’ user will not be able to access IACS unless he is
unlocked, but will still be able to log into any IACS administered
applications for which he has access rights. Users can wait until IACS
automatically unlocks the account or contact the Helpdesk to unlock the
account.

Medicaid A joint federal and state program that helps with medical costs for some
people with low incomes and limited resources. Medicaid programs vary
from state to state, but most health care costs are covered for those who
gualify for both Medicare and Medicaid.

Medicare A federal health insurance program enacted in 1965 that is financed by a
combination of payroll taxes, premium payments, and general federal
revenues. This program provides health insurance to people age 65 and
over, those who have permanent kidney failure requiring dialysis or
transplant, and certain individuals under 65 with disabilities.

Partially A user status is shown as ‘Partially Disabled’ when the user has not
Disabled logged into the system for more than 180 days. A ‘Partially Disabled’ user
cannot log into any application that he could previously access. A
‘Partially Disabled’ user can enable himself using the IACS self-service
function or by contacting the Helpdesk.

Top of the IACS uses a hierarchical system of approval for registration requests,
Chain of profile modification requests, and annual certification requests referred to
Trust User as the Chain of Trust. End User requests are approved by Approvers.

Approvers are approved by Authorizers. In some applications, Helpdesks
function as Authorizers. Authorizers are approved by the Business Owner
or their designee. Business Owners typically do not have an IACS User
ID. Thus, Authorizers are referred to as Top of the Chain Users, since
they are the last users in the chain who must have an IACS User ID.

7.0 Acronyms

This section defines acronyms used or referenced in this document.

Acronym Definition
AO Authorized Official
BAO Backup Authorized Official
CBIC Competitive Bid Implementation Contractor
CcC Cost Contract
CCN CMS Certification Number
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Acronym Definition

CHIP Children’s Health Insurance Program

CMS The Centers for Medicare & Medicaid Services

COB Coordination of Benefits

CsP Center for Strategic Planning

CSR Customer Service Representative

DBIdS Durable Medi'caI'Equipment, Prosthetics, Orthotics and Supplies
(DMEPOS) Bidding System

DOB Date of Birth

DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies

ECRS Electronic Correspondence Referral System Web

EHRDS Electronic Health Record Demonstration System

EST Eastern Standard Time

EUS External User Services

HETS Ul HIPAA Eligibility Transaction System User Interface

HIPAA Health Insurance Portability and Accountability Act

HPG HIPAA Eligibility Transaction System Provider Graphical User Interface

HSTP Health System Tracking Project

IACS Individuals Authorized Access to the CMS Computer Services

ID Identification

IDM Identity Management

ISV Internet Server

IUI Integrated User Interface

LSA Local Service Administrator

MA Medicare Advantage

MAPD Medicare Advantage Prescription Drug

MCARE Medicare Customer Assistance Regarding Eligibility

MCSIS Medicaid and Children’s Health Insurance Program (CHIP) State
Information Sharing System
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Acronym Definition
MDR Medicaid Drug Rebate
MED Medicare Exclusion Database
MEIC The Medicare Eligibility Integration Contractor
NIST National Institute of Standards and Technology
PDP Prescription Drug Plan
PQRI Physician Quality Reporting Initiative
PORS/eRX Erggsgr?]r; Quality Reporting System and E-Prescribing Incentive
PS&R/STAR FPzreoi%idbirrSSet;t‘iasrﬂcal and Reimbursement /System for Tracking Audit and
PTAN Provider Transaction Access Number
QNet Quiality Net
SSN Social Security Number
ul User Interface
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