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External Points of Contact (EPOC) and User Approval Flows

Thisisabrief overview of the planned approval workflows for CM S web-enabled Enterprise
Identity Management System registration process for designated organizationa approving
officials and their end users. Thisisintended to be an evolving document. Screen shots and
application specific information will be added as available.

Assumptions and Constraints: The following may not apply to al externa users. Where
known, the specific user community will be indicated.

EPOC isageneric term for all non-CM S designated approvers. Individual communities
may have a specific indicator. For example, Plan approvers will be known as Plan Points
of Contacts (PPOC).

Approvalsfor end users will be delegated as far as possible. For example, approvals for
plan users will be done by specified PPOCs.

Approvals for EPOCs will be done by CM S personnel.

All users regardless of type will be required to self register in the Identity Management
System

Other required information will be dependant on the user type (e.g. Plan user or Provider
user) and the application access requested.

The EPOCs will be notified of pending access requests for approval viaemail. The
EPOCs will then be required to login to the IDM system to compl ete the approval
process.

If multiple EPOCs are designated by a given organization (e.g. Plan or Provider), all
EPOCs for that organization will receive notification of a pending approva. Only one
responseis required to approve or deny the request. The work queues for the remaining
EPOCs will be automatically cleared.

The content of rejection, failure and successful registration notifications will be
determined by application business requirements.

Users will be notified by email of a successful self-registration. They will receive two
emails — one containing the username information and the second containing the initial
password and the URL to perform password maintenance.

All organizations will need to register EPOCs and users. Thisincludes current business partners
such asthe MA Plans.

More information will be available in the coming weeks as the Identity Management System is
closer to deployment.
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EPOC Approval Workflows

Workflow for EPOCs
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Notes:

1. The auto reject criteria
will include things such ag
the requestor being the
same person who approves
requests. It can also be
time based or if the user
doesn’t accept rules of
behavior or privacy
statement

2. Notification contents an
recipients are role/
application dependant
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End User Approval Process

Generic Workflow for Users

Notes:

1. The auto reject criteria
will include things such as
the requestor being the
same person who approves
requests.

2.The number of approvals
is role/application
dependent- Assumes first
level is an External Point
Contact (EPOC)

3. Notification contents ar
recipients are role/
application dependant
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