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1.0 Introduction

Individuals Authorized Access to the CMS Computer Services (IACS) is an identity
management system that provides the means for users needing access to CMS applications
to:

. Identify themselves

. Apply for and receive login credentials in the form of a User Identifier (User ID)
and Password

. Apply for and receive approval to access the required system(s).
This IACS User Guide for CMS Approvers establishes the procedures for providing
instructions to Approvers to manage the requests for new registration, modification to user
profile and re-certification for users under the Approver’s authority for the following CMS
Applications and User Communities integrated with IACS:

e Coordination of Benefits (COB)

e Community Based Organization/Customer Service Representatives (CSR)

e Durable Medical Equipment, Prosthetics, Orthotics & Supplies (DMEPOS)
Bidding System(DBids)

e Electronic Correspondence Referral System (ECRS)

e Gentran Application (GEN)

e HIPAA Eligibility Transaction System User Interface (HETS Ul)

e HIPAA Eligibility Transaction System Provider Graphical User Interface (HPG)

e Medicare Advantage/Medicare Advantage-Prescription Drug/Prescription
Drug Plan/Cost Contracts (MA/MA-PD/PDP/CC)

e Medicare Drug Rebate (MDR)
e Physician Quality Reporting Initiative (PQRI)

e Fiscal Intermediary (FI) /Carrier / Medicare Administrative Contractor (MAC)
Community

e Provider/Supplier Community

In this guide the term, “Approver(s)”, is used generically to refer to any user with the role of
Approver, Security Official, Authorized Official, Backup Security Official, Backup Authorized
Official, User Group Administrator, Medicare Eligibility Integration Contractor (MEIC)
Helpdesk, and External Point of Contact (EPOC) where these roles have approval authority
in their respective Organization(s) or for specific Applications.
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2.0 Referenced Documents

This IACS User Guide for CMS Approvers and additional IACS User Guides include
information regarding new and/or modified IACS screens and functionalities.

The following IACS help documentation has been added to the CMS IACS website
(www.cms.hhs.gov/IACS) to provide additional information and instructions for IACS users:

e |ACS User Guide for CMS User Communities — provides registration and account
maintenance information for the CMS User Communities and their IACS users.

e |ACS User Guide for CMS Applications — provides registration and account
maintenance information for CMS Applications users.

e |ACS User Guide for Helpdesk — provides account maintenance information for
the Helpdesk staff supporting CMS applications integrated with IACS.

3.0 Overview

The sensitivity of CMS data and improved ability to access data combine to create
substantial risk to CMS and Beneficiaries. Legislation, like the Health Insurance Portability
and Accountability Act (HIPAA), Federal Standards published by the National Institute of
Standards and Technology (NIST), and CMS policies have been established to control that
risk. IACS is the application the CMS uses to:

e Implement the security requirements of Federal legislation, federal standards and
CMS policy.

e Provide secure, high quality services to protect CMS systems and data.

e Register users, control distribution of User IDs and passwords, and authorize
access to CMS web-based applications.

The IACS User Guide for CMS Approvers provides information, representative screens, or
appropriate references to procedural information that is common for IACS CMS
Applications and User Community approvers and includes:

e Processing (approving, denying, or deferring) access requests for new user
registration, certifications, or profile modifications for IACS users.

e Using IACS to manage requests and users under individual approver’s authority.

Note: Whenever possible, Approvers will be directed to appropriate IACS User Guides
for procedural information that is particular to registrations and profile
modifications for specific CMS Applications and/or User Communities rather
than repeat that information in this User Guide.

IACS procedures are consistently user-friendly. On-screen help and messages will help
guide users when completing the more intuitive IACS procedures not fully illustrated in this
User Guide.

IACS.UG.2.0 2 November 2010
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3.1 Warnings and Reminder

Users of United States Government Computer Systems must be aware of warnings
regarding unauthorized access to those systems, computer usage and monitoring, and
local system requirements. This information is presented in the opening screen of the CMS
Applications Portal as illustrated in Figure 1.

nt of Health & Human Services £2 www.hhs.gov

ﬂ,’z Centers for Medicare & Medicaid Services

Portal Home | CMS | FADs | Feedback | Help | Email & Print

WARNING

Unauthorized Access

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18 United States Cade, Chapter 47 Section
1030, fraud and related activity in connection with computers. Knowingly accessing a Federal information system inappropriately is a punishable
offense subject to fines and up to 20 years imprisonment,

Do not disclose or lend your IDENTIFICATION NUMBER AND/OR PASSWORD to someone else. They are for your use only and serve as your electronic
signature. This means that you will be held respansible for the consequences of unauthorized or illegal transactions.

Computer Usage
The Standards of Ethical Conduct far the Employees of the Executive Branch (5 CFR 2635.704) do not permit the use of government property, including
computers, for other than authorized purposes. In addition, users must adhere to CMS Information Security Policies, Standards, and Procedures,

Monitoring
Users usage may be monitored, recorded, and audited. The use of the infarmation system establishes their consent to any and all monitoring and
recarding of their activities,

Local System Requirements
The Federal Information Security Management Act (FISMA) of 2002 requires that the local system used to access CMS Computer Systems has up to
date operating system patches and is running anti-virus software.

Sensitive Information
Do not file sensitive information (e.g., information concerning an individual) in electronic files in a way that allows unauthorized persons to access the
information.

Retention Of Records
Documents that you create electronically, including electronic mail, may be governed by the Federal Records Act (Title 44 United States Code 3314) just
as hard-copy records can be. Do not destroy electronic records that are subject to the Act except pursuant to an approved records disposition schedule.

[ Enter CMS Applications Portal | [ Leave ]

Figure 1. CMS Applications Portal WARNING/REMINDER Screen

The user should read the important information on this screen and indicate his agreement
by selecting the Enter CMS Applications Portal button.

If the user does not want to proceed any further, he should indicate this by exiting by
selecting the Leave button.

3.2 Terms and Conditions

In addition to the government warnings, there are specific CMS Computer Systems
Security Requirements Terms and Conditions that potential application users need to know.
During their registration process the CMS Terms and Conditions screen will display as
illustrated in Figure 2.

This screen contains the Privacy Act Statement and the Rules of Behavior which present
the terms and conditions for accessing CMS computer systems.

IACS applicants must accept them to be authorized to access CMS systems and
applications.
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U5, Department of Health & Human Services

C7s,

Individua

Centers for Medicare & Medicaid Services

Is Authorized Access to the CMS Computer Services (IACS)
Terms and Conditions

If you want to print the text on this screen, selectthe Print icon to the right of the
text before taking any other action on the screen

To skip printing and continue with your registration, read the text, selectthe | Accept the above
Terms and Conditions box, and then the | Accept button at the bottomn of this screen.

CMS Computer Systems Security Requirements
PRIVACY ACT STATEMENT

The information on the web form iz collected and maintained under the authority
of Title 5 U.S5. Code, Section 5532a(e) (10) (The Privacy Act of 1974). This
information iz used for assigning, controlling, tracking, and reporting
authorized access to and use of CMS' computerized information and resources.
The Privacy BAct prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will be maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
(CMS) Data Center Systems of Records and may be disclosed as a routine use
disclosure under the routine uses established for this system as published at
59 FED.REG.41329 (08-11-94) and as CM5 may establish in the future by
publication in the Federal Register.

To continue, you must accept the terms and conditions. If you decline, your registration will automatically be cancelled.

[ 1 Accept the above Terms and Conditions

| Accept | | Decline |

£ www.hhs.gov

FY -
- Print

B

Figure 2: Terms and Conditions Screen

First all of the Terms and Conditions on the screen should be read. This includes the
Privacy Act Statement and the Rules of Behavior. The user can select the Print icon to the

right of

the text if they want to print this information.

To accept, the user must select the | Accept the above Terms and Conditions box

followe

d by the | Accept button.

If the user selects the | Decline button, a small window will appear with a message asking
him to confirm his decision to decline. If he confirms this, his IACS session is cancelled
and a screen indicating this is displayed.

3.3 Conventions

This User Guide will present typical account registration and management procedures.
When functions are similar, the more common functions will be illustrated with notes
indicating differences such as specific information users must provide in different User
Communities. When appropriate, these notes will be illustrated with screen shots.

Every effort has been made to keep the screen shots and formatting conventions used in
this Appendix up to date. There may be, however, minor differences between on-screen
text and what is shown in the figures in this User Guide. These differences should not
affect the user’s ability to request desired accesses or perform desired activities.

IACS.UG.2.0
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3.3.1 Formatting Conventions

Wherever possible, the following formatting conventions have been used in this User
Guide.

1. Screen names are indicated in plain bold.
Example:

The CMS Applications Portal Introduction screen will display as
illustrated in Figure 100.

2. References to partial screens displayed or buttons to be acted upon are indicated in
bold italics.

Examples:

Available applications are listed in the New User Registration Menu for
CMS Applications area of the CMS Applications Menu screen

Or
Select the Next button to continue.
3. References to hyperlinks are indicated in blue, underlined text.
Example:

Select the Modify Account Profile hyperlink.

4. References to figures and sections are links that will bring the user to that figure or
section when selected.

Examples:
Go to Section 1.0 — The number is the link.
Or

As illustrated in Figure 1— The combination of Figure and Number is the
link.

5. When an action is required on the part of the reader, it is indicated by a line
beginning with the word Action:

Example:
Action: Select the OK button.
6. Input fields are indicated in plain italics.

Example:

IACS.UG.2.0 5 November 2010
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Enter your last name in the Last Name field.

7. Required input fields are indicated by an asterisk to the right of the field. These
fields must be completed.

8. If the user needs help on completing an input field, some fields have help icons, to
their left. This icon is displayed as a graphic: a small blue letter i inside a white box.

Examples of specific screens are used in this User Guide to illustrate what users would see
during common registration and account modification procedures. The names and/or data
on these screens are meant to be representative and not to reflect actual IACS Users
and/or Accounts.

3.4 Cautions & Warnings

IACS provides on screen cautions and warnings to help guide users through procedures
that require specific data formatting or are designed to alert the user before finalizing an
action.

Caution and warning messages are presented in a variety of formats: as a text warning
message at the top of the active screen, as information text on screen where an issue has
been identified, and as a caution message which will require the user’s action.

Some more common examples of these are listed below.

U.5. Department of Health & Human Services £ www.hhs.gov  §

=

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

& Please enter a Valid Date of Birth in mm/dd/yyyy format.

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.

User Information

Title: |Dr LI [£] First Name: |Pat + [i] Last Name: [Jones * Suffix: =
m”'?'f”‘f [il Professional Credentials: LD Example: WD, RN, LPN, MBA, PhD, etc. (Limit 12 characters;

Initial:

Social
Security |123-33-4444 = Valid 88N Farmat is JO0C0G00K Date of Birth: |Jan 1 1360 = Valid Date of Birth format is mm/dd/fyyy
HNumber:

[ilE. ?

% [nienes@bd.org * il confirm E-mail: [pjones@bd.org

mai
Valid E-mail address formatis user@internetprovider. domain. List of allowed domains: com, gov, net, org, us, mil, biz, edu, pro

*indicates a required field

Next| Cancel

Figure 3: Warning Message

The message in Figure 3 notifies the user that the wrong format has been used for Date of
Birth (DOB) and supplies the correct format the user should follow.

IACS.UG.2.0 6 November 2010



IACS User Guide for CMS Approvers Version 2.0

City: |Eammme *  StateiTerritory: |MD i Zip Code: 21209 # -

Access Request

E‘Pending | Application ‘ Request Number ‘ Role ‘ Type of Request ‘
Requests: | provider/Supplier | REQ-1246902049663-MODIFY | End User | Add Application/Community |

[il select Action : Modify Demonstrations Profile =

Type of User: Demonstrations
EHRD User

There are no details to modify as part of the EHRD application

*indicates a required field

Cancel I

Figure 4. Information Message

The message in Figure 4 notifies the user that the option selected cannot currently be used.

it of Health & Human Services E2 www.hhs.gov

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

New User Registration

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.

User Information
Title: [N 'I [i] First Name: *  [ilLast Name: [Smith * o Suffix: |Jr. =
[£] Middle Initial: q [1] professional Credentials: lezo] Example: MD, RN, LPN, MBA, PhD, etc. (Limit 12 characters)

503‘3'53;‘;:;? 278-20-0000 *  Valid SSN Formatis JO-XX-COOK  Dateof Birth: [0418/2010  *  Valid Date of Birth format is mm/ddiyyyy

[LlE-mail: [idvuw@amdze.com ¥ windows Internet Explorer x|Jze.com .

Valid E-mail address format is user@internetprovider et, org, us, mil, biz, edu, pro

Py Clicking OK will cancel your request,
\‘/ Are you sure you wank ko proceed?

* indicates a required field

ﬂl Cancel
‘OMB: 0938-0939 Effective date: 5/06

Figure 5: Caution Message

The message in Figure 5 cautions the user that their action will cancel the registration and
allows them to proceed by selecting the OK button or stop by selecting the Cancel button.

4.0 Using the System — Managing Profiles

This section explains how an Approver reviews and takes action on IACS requests
requiring the Approver’s attention. The following are the actions that an approver takes:

e Search Pending Requests for new user registration, modifying existing user profiles
and/or annual certification
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o Approve/Reject/Defer requests for new user registration and/or modifying existing
user profiles

o Manage Users under the approver’s authority

o Approve/Reject/Defer requests for annual certification

4.1 Search Pending Requests for New user creation, Modifying existing user profiles
and/or Certification Requests

To use this search function, the approver must first login to IACS using his IACS User ID
and password. The My Profile screen will display after successful login as illustrated in
Figure 6.

Note: There is no significant difference in the actions taken by the various types of
Approvers in IACS. The MA/MA-PD/PDP/CC Application screens will be used
to illustrate this search function and other Approver functions throughout this

guide.
£ www.hhs.gov
%’Z Centers for Medicare & Medicaid Services
Individuals Authorized Access to the CMS Computer Services (IACS)

My Profile
Welcome, LHME894. Please select one of these options
» Modify User/Contact Information
» Modify Account Profile
» Change Answers to Authentication Questions
» Change Password
» Certify Account Profile
» Pending Approvals
» Pending Certifications
» Manage users under my approval authority
Logout Logged in as: LHME894 Your password expires today. Please change it now.

Figure 6: My Profile Screen: CMS Applications

Action:  Select the Pending Approvals hyperlink.

The Approver Inbox screen will display as illustrated in Figure 7. An active Search
Requests hyperlink will display above the pending items.
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artment of Health & Human Services ) www.hhs.gov

ﬂ/‘é Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Inbox
Click a name to edit an inbox item

Search Request(s)

| ¥ Process ‘ Description Request Date-Time

2010_01 TaskDefinition-CMS-CreateUser  MAMA Approval-diozrt Smith-REQ-1272048185926 = 2010-04-23 14:45

Return to Main Menu

Logout Logged in as: LHME894 Your password expires today. Please change it now.

Figure 7: Approver Inbox Screen: Search Request(s) Hyperlink

Action: Select the Search Requests hyperlink.

The screen will refresh and display the Search criteria for pending request(s) screen as

illustrated in the example in Figure 8. Search criteria appropriate for the user’s application
or user community will be displayed for the user’s selection.

Note: This function is currently only available for the MA/MA-PD/PDP/CC, ECRS,
GEN, MDR Applications and Provider Supplier communities.

Z
g U.s, Department of Health & Human Services £ www.hhs.gov
R

ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending request(s)

[ilFirst Name: [starts with =|[ [ilLast Name: [starts with = [

[i] Request Humber : | Valid formatis REQ-}0OCCCOC0COM.
Application:  MAMA-PD/PDPI/CC

[T1Role: |Al 2
[il Request T
Expiration Date :
[il Results per page: |20 -~

Search Cancel
Logout Logged in as: LHMESS4 Your password expires today. Please change it now.

Figure 8: Search Criteria for Pending Request(s) Screen

Action: Select the desired Search Criteria by using the available drop-down menu
options and entering data where applicable.

Action: Select the Search button when you have finished selecting your search criteria.

The screen will refresh and the Search Results will display at the bottom of the screen as
illustrated in Figure 9.
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U.S, Department of Health & Human Services £ www.hhs.gov

Mf’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Search criteria for pending request(s)

[i]First Name : [starts with = ][ [i] Last Name : [ starts with ||

[i] Request Humber : WValid farmat is REQ-0COA00C00CCN

Application : MAMA-FDIPDPICC

[l Role: All -

[il Request i
Expiration Date :

[i] Results per page : 20 -

Search Cancel | (1results) ] SortBy: |ReuuestNumber j |Asceﬂdmg j

Request Number First N\ame Last Name Request Type Role Requested ltems Request Date Request Expiration Date | Print

REQ-1272048165926 | DIOZRT SMITH CREATE User/Submitter | H0150, HO151PDE | 04/22/2010 14:45115 04/23/2010 145710

Logout Logged in as: LHME894 Your password expires today. Please change it now.

Figure 9: Search Criteria for Pending Request(s) Screen: Search Results

Note: The Approvers of MA/MA-PD/PDP/CC, ECRS, GEN, MDR Applications and
Provider Supplier Community can also search for Pending Certification
Requests by selecting the Pending Certifications hyperlink from the My Profile
screen and selecting the Search Requests hyperlink from the Approver Inbox
screen as explained above.

4.2 Approve/Reject/Defer requests for new user creation and/or modifying existing
user profiles

To take action on pending access requests the user must first login into IACS using his
IACS User ID and password. The My Profile screen will display after successful login as
illustrated in Figure 6.

Action:  Select the Pending Approvals hyperlink.

The user’s approver Inbox screen will display as illustrated in Figure 7. The pending
approval items will be displayed as hyperlinks in a table.

Action: Select the hyperlink of the Pending Approval item you want to work on from the
Process column.

When the approver has selected a Pending Approval item to work on, it will display in the
Application for Access to the CMS Computer Systems screen as illustrated in Figure
10.

The User Information and Required Access areas of the screen will display information
specific to the user and their access request. At the bottom of the screen, the type of
request is identified and the Contract Numbers or Call Centers to be approved for access
are displayed.
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M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

User Information

Middle Initial: |e

Approve / Reject Request

The contract number R0000 is invalid or terminated. Please enter a valid contract.

Title: [lir. =| First Name: |d\ozrl Last Name: [Smith Suffix: | Jr. =

Date of Birth: |04/22/2010

Professional Credentials: |cujadx

[i] E-mail: |\ehuhv@fqdbmm com

[il office Telephone: |715-120-0000X712

[i] company Name: |w:gur

[i] Company Telephone: [715-120-0000X712

[il Address 1: |hdulba Address 2: |\p\pk5

Required Access

User Justification: ol

Process Cancel

City: IJ]XIH‘I

Type of Request  New User

£l

UserType: MAMA-PDIPDPICC
Role:  User/Submitter

[i] Select the [1] button for information on conventions for processing pending user's requests.

Contracts : HO150  Active  03/30/2008 " Approve © Reject & Defer
Contracts PDE:  HO151  Active  02/01/1995 " Approve " Reject & Defer

State/Territory: |AZ Zip Code: |71252-7133

Name Status Effective Date Action Justification

Figure 10: Approve / Reject Request Screen: Required Access Area — Grouped Pending

Action:

Action:

Action:

Note:

Action:

ltems
Review the requestor’s information.

Determine, by individual item (Contract Number or Call Center), the action you
will take.

Select the appropriate action radio button for each item.

If you select Approve, the system will assign the default text Approved as the
justification. You may overwrite this if necessary.

If you select Reject, you must provide a justification reason. The justification
you enter will be forwarded to the user in a rejection e-mail notification.

If you select Defer, no justification is required and the request will remain in
pending status until it is approved or rejected by an authorized approver or it
expires.

The Approver has 12 days from the time the request has been sent for his
review, to approve / reject the request. After 12 days the request submitted by
the user will expire and the user will be required to re-submit his / her new
registration request or request for modifying the user profile.

Select the Process button at the bottom of the screen when you are done.

IACS.UG.2.0
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When the user selects the Process button, the system will verify what action has been
taken for the items in the pending request.

If the user approves or rejects all items, IACS will:

1. Return to the Inbox screen if the user has additional Pending Approvals awaiting
his action, or

2. Return to the My Profile screen if the user has no more Pending Approvals
awaiting his action.

If the user defers one or more items, IACS will display the message illustrated in Figure 11.

mail: |dxy'uwu@wlwdl.com

wone: |212—11U—UUUUX205

ame; IXIQSI'D [il ramnany Talanhana: I'J‘1 - 1AN-NNNNY2NA
Windows Internet Explorer x|

551 |rEpuox

Changes will be saved and the request wil remain in Pending status. Do you want to exit this reguest 7 Select OFK ko

9
- : " .
City: Iplxhxm — *-/ exit, or Cancel to continue acting on the users request(s).

‘CESS CK I Cancel |

uest  MNew UseT

ation:  need for work

Type: MAMA-FDIPDPICC

Role:  User/Submitter

Figure 11: Confirm Action Dialogue Box with Deferred Items

Action:  When this message appears, read the text in the dialogue box and determine
the correct action.

Action:  Select the OK button to confirm your action.
Action:  Select the Cancel button to return to the access requests.
When the user selects the OK button IACS will:

1. Return to the Inbox screen if the user has additional Pending Approvals awaiting
his action, or

2. Return to the My Profile screen if the user has no more Pending Approvals
awaiting his action.

Note: If the user and another approver in the organization have approval authority for
the same two applications, or community roles, then both the approvers will
receive two separate requests for review.

4.3 Managing Users under the Approver’s Authority

In IACS, approvers can manage the users under their approval authority, by viewing and/or
removing selected user values from the users’ IACS profile(s). Only user values like
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Organization Number, Contract Number, State, Call Center, Submitter ID, etc. can be
removed.

Note: Approvers will only be able to remove certain types of access. For example, an

approver for the MA/ MA-PD Application will be able to dissociate a user for one
or more contracts but an approver will not be able to associate new contracts to a
user under his authority.

The Manage Users under Approval Authority function is available to all CMS Application
approvers as follows:

COB

- COB Approver can remove Organizations.

CSR Application Approver

- CSR Approver can remove Call Centers.

DMEPOS
- Authorized Officials can view Backup Authorized Officials and End Users.

- Authorizerl can view IT Administrators and IT Helpdesk Users.
- Authorizer2 can view CBIC Helpdesk Users.

ECRS
- ECRS Authorizers can view ECRS Approvers and ECRS Help Desk Users.

- ECRS Approvers can view ECRS End Users.

- GEN Authorizers can view GEN Approvers and GEN Help Desk Users.
- GEN Approvers can view GEN End Users.

HETS Ul
- HETS Ul Approvers can view users under their authority.

HPG
- HPG MEIC Help Desk Users can remove Submitter IDs.

MA/MA-PD/PDP/CC
- Approver/EPOC can remove Contract Numbers.

- MA State/Territory Approver can remove a State/Territory.

- State Health Insurance Plans (SHIP) and State Pharmacy Assistance
Programs (SPAP) Approvers can remove a State/Territory.

IACS.UG.2.0
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MDR

MDR Authorizers can view MDR Approvers and MDR Help Desk Users.

MDR Approvers can view MDR End Users.

Security Officials can view Backup Security Officials, End Users, EHR
Submitters and PQRI Admin.

Backup Security Officials can view End Users, EHR Submitters and PQRI
Admin.

PQRI Help Desk users can view Security Officials, Individual Practitioners,
Registry End Users, EHR Vendors, PQRI Admin and PQRI Maintainer. They
can also view Security Officials, Backup Security Officials with 2-factor
authentication approver roles and Individual Practitioners with 2-factor
authentication role.

To manage users under the approver’s approval authorization, the approver must first login
to IACS using his IACS User ID and password. The My Profile screen will display after
successful login as illustrated in Figure 6. The MA/MA-PD/PDP/CC Application screens
will be used to illustrate managing users.

Action:

Select the Manage users under my approval authority hyperlink.

The Manage users under my approval authority screen will display as illustrated in
Figure 12. Search criteria appropriate to the approver’s approval authority in the
Application or User Community will be displayed for the approver’s selection.
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artment of Health & Human Services

CA7S,

Search Criteria

[iluser id(s): |

[l First Name: | starts with x|

[{lLast Name: |starts with = ]|

[i] Application: MAMA-PDIPDPICC

[ilRole: |All roles v

[il Application

related contracts: Al ad

Contracts available to search

Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (JACS)

Manage users under my approval authority

Multiple User Id's should be comma separated

Contracts selected to search

90081 -
E1539

HO150 -
[l contracts: |HO151 >

RO00D —_—
50043 ==
s0197 <
X1000
1111 =l

lil Results per page: |20 -

Search Cancel

OMB: 0938-0989

£ www.hhs.gov

LOGOUT HELF

Effective date: 5/06

Figure 12: Manage Users under My Approval Authority Screen — Search Criteria

Action: Select the desired Search Criteria by entering the required data in the User ID
field or selecting search criteria from the available drop-down menu options.

Action: Select the Search button when you have finished selecting your search criteria.

The screen will refresh and the Search Results will display in a table under the Search
Criteria area as illustrated in Figure 13.
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[TTUSer sy TUNIRIE USET 105 SIUUID 02 Conling separatey
[i] First Name: |starts with [ ]
[] Last Name: |starts witn [+ |

[il Application: MAMA-PD/PDPICC

[i1Role: |Allroles [=]
mApplicalmn related
contracts: Al lz‘
Contracts available to search Contracts selected to search
H1111
H2222
[i] contracts:

[il Results per page:

(4]

Search Results (2results)

UserId First Name LastName Role Contracts e Print

LCWX166 mfhger Smith User/Submitter MAMAPDP Contracts: H2222
4 Export
PDE Contracts:  H1111

RAPS Contracts: H2222

00TW127 bedndi Smith User/Representative WAMAPDP Contracts:  H1111

Figure 13: Manage Users under My Approval Authority Screen — Search Results Area

Action: Depending on the number of results, you may need to scroll through the pages of
Search Results table until you find the user(s) you want.

¢ If the approver wants to print the search results, he should select the Print icon to
the right of the Search Results table.

o If the approver wants to export the search results into an Excel file format, he
should select the Export icon to the right of the Search Results table.
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OIS WG LY I SO0 D SRl S
TFirsd Hames  starts with [ |
1/ Last Marnes  gtarts win| = |
il Application: UAMAPDIPDRICC
i Roe: A0 roles =
il Appbcation related =
contracts: =
Coniracts availablefo search Conlracls selecledio search
H1111
= (HZZ2
I Contracts: _; .
P
-
I/ Results per page: 20 =
‘Geanch || Cancel
Search Results (2 esurs)
Userid firsthame  Last Nome  Role Contracts -
LCWK18E  milbiga Seith User/Submitter MAMAPOP Conracts: 2222 %
Eport
POE Conracts. H1111
RAPS Contracls: H2222
COTWI2T  bednd Emith UserBepresentalie  ueismnp posracts HI1111
o

Figure 14: Manage Users under My Approval Authority Screen: Search Results

Area — Edit Button Selection

Action:
screen.

If you want to edit the search results select the Edit button at the bottom of the

The search results table will be converted into an editable format as illustrated in Figure 15.

>
ﬂ U.S. Department of Health & Human Services
¢

M Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Manage users under my approval authority

Search Results (93 resuits)

Use this form to edit the users below.

1 vage s 23]

User Id First Name Last Name Role Contracts
BEOET Gend EErs UlSersDaitiey WAMAPDP Contracts Conlracts to be removed
=
<
>
<<
ANCF730 czwkno Smith User/Submitter PDE Contracts Contracts to be removed
HO160 £z [HO151
<
=
<
RAPS Contracts Contracts to be removed
[bnian

£ www.hhs.gov.

LocouT | HELP

Figure 15: Manage Users under My Approval Authority Screen: Search Results Area —

Editable Search Results

Action: Edit the search results as desired.
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<
==
a=

EKVWA437 anonff Mikhaylenko User/Representative  wamiaPDP Contracts Contracts ta be remaoved
HO151 =
=
s
<z

Same justification reason will be applicable to all
[il Justification for Action: *  users and will also be used in the email notifying
these users about the removal of Contracts

Contract no longer needed.| =]

Search | Next| Cancel
OMB: 0938-0959 Effective date: 5/06|
Logout Logged in as: LHMES94 Your password will expire in 10 day(s).

Figure 16: Manage Users under My Approval Authority Screen: Search Results Area —
Single Justification for Action

Action: Enter a single justification for your edits in the Justification for Action field as
illustrated in Figure 16.

Action: Select the Next button when you are done. The screen will refresh and the
Review Details screen will be displayed as illustrated in Figure 17.

o If the approver wants to discard these search results and conduct a new search, he
should select the Search button and the system will return him to the Manage users
under my approval authority screen, search criteria as illustrated in Figure 12.

e [f the approver wants to cancel his edits, he should select the Cancel button and the
system will discard his edits and return him to the My Profile screen as illustrated in

U.5. Department of Health & Human Services. £ www.hhs.gov:
cnrs, : — :
4 Centers for Medicare & Medicaid Services
Individuals Authorized Access to the CMS Computer Services (JACS)
Review Details
Please review the contract(s) that will be removed from each of the following user(s):
User Id FirstMame | Last Name Role Current Contracts Contracts to be removed ,)’an
ANCF730 | czwkno smith User'Submitter | yAMARDP Contracts PDE Contradts:  H0151
PDE Contracts:  HO151 HO0150
RAPS Confracts: H0151 H0150
Justification for Action: Contract no longer needed.
Submit | Edit| Cancel
OMB: 0938-0989 Effective date: 5/06
Logout Logged in as: LHMES94 Your password will expire in 10 day(s).

Figure 17: Review Details Screen

Action: Select the Submit button when you have reviewed your edits and are ready to
finalize them. The screen will refresh and return you to the My Profile screen as
illustrated in Figure 6.
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¢ If the approver wants to make changes to his edits, he should select the Edit button
and the system will return him to the editable Search Results screen as illustrated in
Figure 15.

o If the approver wants to cancel his edits, he should select the Cancel button and the
system will discard your edits and return him to the My Profile screen as illustrated
in Figure 6.

Action: Select the hyperlink for the function you want or logout.

5.0 Annual Certification

Users registered through IACS for CMS Applications are required to certify annually their
continued need for access to CMS systems. After November 15, 2010 IACS will begin
enforcing the Annual Certification requirement for all Communities and Applications
supported by IACS.

The certification due date corresponds to the anniversary of User's IACS User ID creation
date. The certification process is initiated with an E-mail notification to the user providing
him with details that can be used for completing the certification.

5.1 E-mail Notifications

E-mail Notifications - Users

Users will receive an advisory e-mail 45 days prior to their Annual Certification due date.
The user will continue to receive e-mails once a week from the initial 45 day e-mail until 15
days prior to his Certification Date. Then, beginning 15 days before his Certification Date,
the user will receive an e-mail every day informing him of how many days he has remaining
to complete the Certification Request. The user will have until midnight on his Certification
Date to submit the Certification Request.

If the user does not submit the Certification Request prior to midnight on the Certification
Date, his IACS account will be archived. An e-mail will be sent advising the user that his
account has been archived. Should he attempt to login to IACS after being archived a
message will appear that the account cannot be found.

Note: Once the user’s account has been archived he will be required to go through
New User Registration to establish a new account.

E-mail Notifications — Approvers

An Approver will receive an e-mail informing him that a user under his authority has
submitted a request for certification and that the request is waiting for his review and
approval or rejection. This e-mail will be sent to the approver as soon as the user (under
the Approver’s authority) has submitted the request for re-certification.
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The approver will receive a reminder e-mail 5 days after the submission of request for re-
certification and then every day thereafter until the day the certification request is approved
/ rejected by the Approver or until the certification request expires. Approvers will always
have at least 30 days to approve or reject a certification request.

Another type of e-mail that an Approver may receive is one that notifies him that a user
under his authority hasn’t submitted certification yet. An Approver is any user who has
dependent users underneath him. For example, it can be an SO, EPOC, AO, their backups,
a Help Desk or in some cases a Business Owner. When a user has taken no action to
submit certification, an e-mail will be sent to the Approver advising them that the annual
certification of a user directly under their authority is due. This e-mail will be sent to the
Approvers 14 days, 7 days and one day before the certification due date unless the user
submits certification. This e-mail is not sent to users who do not have any dependent users
under their authority.

5.2 Certifying

Users will be able to certify for their continued need for access to CMS system by selecting
the Certify Account Profile hyperlink on his My Profile page. For more information about the
steps involved in certifying, refer to IACS User Guide for CMS User Communities or
IACS User Guide for CMS User Applications.

5.3 Approve/Reject/Defer Requests for Annual Certification

The approver will be able to approve, reject or defer a pending request for IACS annual
certification.

When the user submits the Certification Request, it is routed to the appropriate Approver(s)
or EPOC(s), or all of them if his request requires multiple approvers. The user’s
Approver(s) will have a minimum of 30 days to approve his request for Annual Certification.
During that time, the user’'s Approver will receive reminder e-mails as described above.

To take action on pending Certification Requests the approver must first login to IACS
using his IACS User ID and password. The My Profile screen will display after successful
login as illustrated in Figure 6.

Action:  Select the Pending Certifications hyperlink.

The approver Inbox screen will display. The approver’s pending certification items will be
displayed as hyperlinks in a table as illustrated in Figure 18.
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U5, Department of Health & Human Services

ﬂ,‘z Centers for Medicare & Medicaid Services

£ www.hhs.gov

LoGoUT | HELFP

Individuals Authorized Access to the CMS Computer Services (IACS)

Inbox

Click aname to edit an inboxitemn.

Search Request(s)

| ¥ Process Description

Request Date-Time
2010_02 TaskDefinition-CMS-CertiffUser  Certify-MAMA Approval-mfuiuk Smith-REQ-1279144221344  2010-07-14 17:53

Return to Main Menu

Logout

Logged in as: FOCOT87
The current server time is: Wed Jul 14 17:56:01 EDT 2010

Done

& Intemnet | Protected Mode: On

G v RI5% -

Figure 18: Inbox listing Pending Certification

Action: Select the hyperlink of the Pending Certification item you want to work on, as

listed in the Process column.

The Approve / Reject Request will display as shown below in Figure 19.
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Individuals Authorized Access to the CMS Computer Services (IACS) i

Approve / Reject Request

User Information
UseriD: CNZU231
Title: | r. First Name: mfuiuk Last Name: Smith Suffix: | Jr.
Middle Initial: n Professional Credentials: |sptnz
Date of Birth: 03M4/2010
(il E-mail:  archived_nfiwk@iuved.com

[il Office Telephone:  269-120-0000X268

[i] company Name:  kekupx [il company Telephone: 263-120-0000X268
[iladdress 1: egmaov Address 2: gefkek
City: fggzgr State/Territory: AZ Zip Code: 26763-2681

Required Access
Type of Request  Certification Request
User Justification:  sfdsis
UserType:  MAMA-PD/IPDPICC
Role.  UserRepresentative

[il Select the [1] button for on for pending user's requests.

Name Status Effective Date Action Justification
Contracts: H1111  Active 07/01/2005 @ Approve () Reject () Defer Approved

Process Cancel
‘OMB: 0938-0989 Effective date: 5/06
Logout Logged in as: FOCOT8T

The current server time is: Wed Jul 14 18:07:20 EDT 2010 2
Done € Internet | Protected Mode: On fa v H105% ~

Figure 19: Approve / Reject Request Screen: Certification Request
Action:  Review the requestor’s information.
Action:  Select Action (Approve/Reject or Defer) and enter Justification Reason
Action:  Select the Process button at the bottom of the screen when you are done.

Note: If the user’s Annual Certification date is reached (or a minimum of 30 days after
submission, whichever is later), and the Approver has taken no action, that will
be treated the same as a rejected request.

5.4 Archiving Accounts

Archiving is the process of removing a user’s account information from the IACS system. A
user’s IACS account will be archived for failing Annual Certification. If the user attempts to
login to IACS after his account has been archived, a message will appear on screen that
his account cannot be found. If the user is not re-certified for any role or system resource
by their Annual Certification due date, then the user’s account will be archived.

Note: The user’s account will only be archived if there are no approved resources
assigned to the account. For a user with multiple resources, if even one
resource is approved, rejected resources will be removed from the user’s profile,
but the user’s account will not be archived.

Note: Once the user’s account has been archived he will be required to go through
New User Registration to establish a new account.
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6.0 Glossary

The following definitions are provided for terms used or implied in this User Guide as well
as relevant cross references to additional terms that are used in those definitions.

Term

Definition

CMS

The Centers for Medicare & Medicaid Services — the Health and Human
Services agency responsible for Medicare and parts of Medicaid.

COB

Coordination of Benefits — a program that determines which plan or
insurance policy will pay first if two health plans or insurance policies
cover the same benefits. COB coordinates the payment process to
prevent mistaken payment of Medicare benefits.

HHS

The Department of Health and Human Services — a government agency
that administers many of the “social” programs at the federal level dealing
with the health and welfare of the citizens of the United States. HHS is
the “parent” of CMS.

HIPAA

Health Insurance Portability And Accountability Act Of 1996 — a Federal
law that allows persons to qualify immediately for comparable health
insurance coverage when they change their employment relationships.
Title Il, Subtitle F, of HIPAA gives HHS the authority to mandate the use of
standards for the electronic exchange of health care data; to specify what
medical and administrative code sets should be used within those
standards; to require the use of national identification systems for health
care patients, providers, payers (or plans), and employers (or sponsors);
and to specify the types of measures required to protect the security and
privacy of personally identifiable health care information. Also known as
the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill, K2, or Public
Law 104-191.

Medicaid

A joint federal and state program that helps with medical costs for some
people with low incomes and limited resources. Medicaid programs vary
from state to state, but most health care costs are covered for those who
qualify for both Medicare and Medicaid.

Medicare

A federal health insurance program enacted in 1965 that is financed by a
combination of payroll taxes, premium payments, and general Federal
revenues. This program provides health insurance to people age 65 and
over, those who have permanent kidney failure requiring dialysis or
transplant, and certain individuals under 65 with disabilities.

SSA

Social Security Administration — the government agency that administers
the social security program.

SSN

Social Security Number — a unigue identification number assigned to
individuals by the SSA.
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7.0 Acronyms

This section defines acronyms used or referenced in this Appendix.

Acronym Definition
CBIC Competitive Bid Implementation Contractor
CMS The Centers for Medicare & Medicaid Services
COB Coordination of Benefits
CSR Customer Service Representative
DMEPOS Durable Medical Equipment, Prosthetics, Orthotics & Supplies
DOB Date of Birth
ECRS Electronic Correspondence Referral System
EPOC External Point of Contact, Organizational IACS Approver
GEN Gentran Application
HETS Ul HIPAA Eligibility Transaction System User Interface
HIPAA Health Insurance Portability and Accountability Act
HPG HIPAA Eligibility Transaction System Provider Graphical User Interface
IACS Individuals Authorized Access to the CMS Computer Services
ID Identification
MA Medicare Advantage
MAC Medicare Administrative Contract
MA-PD Medicare Advantage — Prescription Drug
MEIC Medicare Eligibility Integration Contractor
MDR Medicare Drug Rebate
PQRI Physician Quality Reporting Initiative
PDP Prescription Drug Plan
SHIP State Health Insurance Plans
SPAP State Pharmacy Assistance Programs
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