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Document Change History
Version Date Changed By Iltems Changed Since Previous Version
0.1 Melanie Combs-Dyer Initial Draft
0.2 Naresh Saharya Second Draft
0.3 Melanie Combs-Dyer Third Draft
0.4 Manoj Chaganti Updated the Content and added Technical Details
Added the Security Assertions, Metadata and Payload details.
0.5 Manoj Chaganti Reviewed the draft.
0.6 10/27/2010 Melanie Combs-Dyer, Reviewed and updated the sentenced in various sections.
Manoj Chaganti, Laura
Higdon
0.7 11/16/2010 Manoj Chaganti, Laura Updated Section 1.1 Introduction and its diagram.
Higdon Updated Section 1.2 — On boarding Processes
. Certification processes.
e  Turning on the FIPS 140-2
Updated the Section 3.1 — CMS Validation Region Testing with HIH
(thru esMD VAL CONNECT Gateway)
e  Clarified the Testing Process.
. Add CMS esMD OID
Updated the Section 3.2 — CMS Production Region Testing with
HIH (thru esMD Prod CONNECT Gateway)
e  Clarified the Testing Process.
. Add CMS esMD OID
Updated Section 10 — Release Notification Table
. Updated Release dates
Updated Section 5.3.9 — Meta Data
e Added CMS esMD Review Contractor OIDs
0.8 12/07/2010 Manoj Chaganti Changed SSL to TLS throughout the document
Laura Higdon Updated Section 1.1
e error payment figures
Updated Section 1.3
. TIFF formats
Updated Section 2.1
Updated Section 8 Release Notification Details
e  current dates
Updated Glossary
0.9 12/20/2010 Manoj Chaganti e  Updated the XDR link in section 1.2
e  Updated 5.3.5 SOAP Envelope diagram
e  Added Intended Recipient to SAML Assertions
. Deleted an XDSRegistryDeprecatedDocumentError Error
message in section 5.3.5.4
e  Added acknowledgment diagram in acknowledgement
section.
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Version Date Changed By Items Changed Since Previous Version
1.0 01/05/2010 Manoj Chaganti e  Section 8 —
Status and Notification Acknowledgment Diagram and
content update.
e  Added a table with Namespace url details.
e  Section5.3.5.5-
Added esMD SAML Assertion Table
e  Section 5.3.7 Metadata fields —
Added / Updated the XDR Document and Submission
Set Meta Data details to achieve XDR interoperability.
e  Section 5.3.8
Added esMD Submission Set Table with example
e  esMD Affinity Values are added in various tables.
. Section 10 Release Notification
Updated the Release Details
. Section Appendix A —
Updated the sample Message with Assertions and Meta

data tags.
1.1 01/19/2011 Melanie Combs-Dyer / . Section 5.3.5 SOAP Envelope
Manoj Chaganti Updated Soap Envelope Figure.

e  Section 5.3.8
Cleaned Up. Redundant — esMD specific attributes
e Table2and3
Updated the default value context from “Shall be NA” to
“May be NA”.
e Table 5to 11 — Affinity Values
Updated the affinity values in the following tables.
. Section 7 — Error Messages
Deleted irrelevant errors
(XDSRegistryDuplicateUniqueldinMessage,
XDSRegistryBusy and XDSRegistryOutOfResources
/XDSRepositoryOutOfResources)
1.2 02/01/2011 Manoj Chaganti . Section 2.1 —
Added the IP address and port number requirement.
e  Section 5.3.5 SOAP Envelope
Updated Soap Envelope Figure.
Section 5.3.8
e  Updated XDR SubmissionSet Metadata Table Column
Title.
Updated XDR Document Metadata Table Column Title.
URL description is updated
Affinity Values Tables is updated.
Section 7 — Error Message
Added Virus scan failure error message.
e  Section 8.3
Claim Reviewer Delivery Notification is updated for virus scan
e  Section 5.3.9 — HITSP C62 (Construct on top of CDA)
Document Constraints
Added Clinical document wrapper details
e  Section 8.4 Service Level Agreement
Added service level agreement for acknowledgment.
e  Section 11 Glossary- Added Electronic Submission of
Medical Documentation and definition
. Section 11 Glossary- Changed NHIN references to
NwHIN
. Section 12 Acronyms- Updated Table with ADR, esMD,
and NwHIN
. Section 14 — Added Codes.xml place holder
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Version Date Changed By Items Changed Since Previous Version

1.3 2/07/11 Manoj Chaganti/Laura Section 3.1- Updated the validation region OID to 0.2

Higdon Section 3.2- Updated the production region OID to 0.1

Section 8- updated the image

Section 8.4- Claim Reviewer virus scan failure

Notification

e  Section 8.5.2-Syntax and Semantics Validation Status
Acknowledgment (Second Acknowledgment)

e  Section 8.5.3-Claim Review Delivery Notification (Third
Notification)

. Section 8.5.4-Claim Reviewer virus scan failure
Notification (Fourth/final Notification)

. Section 12- added OID to acronyms

14 02/16/2011 Manoj Chaganti/ Laura e  Section5.3.1

Higdon Updated the Diagram.

e  Section 5.3.5.5

e  Added Source and Connect Software Assertion allowed
Fields

e  Added a note about Intended Recipient and NPI
assertion fields

e  Added about the esMD Connect patch.

e  Section Metadata Fields.

e Table 2 — Updated sample message to reflect CDA
document.

e  Table 2 — Updated the availability Status description.

e  Table 3 — Updated sample message to reflect CDA
document.

e  Table 3 — Updated the Class Code and its display Name
description.

e  Table 3 — Update the Format Code description and
possible values column.

e  Updated all the esMD affinity tables with CMS OID
schema value.

e  Section Validation
Added affinity value validation.

. Section Error Messages
Updated the Error Messages.

e  Section 8 Status and Notification Messages.
Updated the diagram.

. Section 8.4 - Updated the Virus Scan Notification,
schedule, and service level agreement.

. Section 8.5.4 - Updated claim reviewer Virus Scan
Failure Details.

e  Section 9
Updated Response Messages.

e Release Notification Details.
Updated the esMD Production Go-Live date.

e  Section Appendix A
Updated Sample SOAP Message.
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Changed By

Items Changed Since Previous Version

1.5

03/09/2011

Manoj Chaganti/ Laura
Higdon

Section 2.1- DURSA language amended in CMS On-
boarding process.

5.3.5.5 esMD SAML Assertions details

Intended Recipient Format changed to HL7 XON Format
samlAuthzDecisionStatement — Added Unique ID and
message details.

Updated the AssertionType proposed changes in
CONNECT Software.

5.3.6 - Target System (changed to Target System
8/24/11).

CMS Response Message details were added.

5.3.7 - Metadata Fields.

CDA document shall be encoded.

5.3.8 esMD Functional Specific Submission Set Metadata
Attributes.

Deleted the optional SubmissionSet Metadata attributes.
Table 3: esMD specific Document Metadata Attributes.
Deleted the optional Document Metadata attributes.
Table 4: Intended Recipient (Review Contractor) OIDs.
Updated Table heading and OID values.

Table 6: Type Codes and corresponding Type Code
Display Names.

Disable the Unsolicited Claim Attachment Paperwork.
Table 10: Document Format Code — Payload Type.
Added some of the new values.

Table 11: Over All mapping of Document submission with
the Class and Type Codes.

Updated the description.

Table 12: CDA Document Constraints Specification.
Optional attributes were deleted.

9 Response Message

Added response Message description.

13 Appendix A

Added the requirement for CDA Clinical Message
attachments encoding.

1.6

03/16/2011

Manoj Chaganti/
Sacchidanand Girde/
Laura Higdon

Section 5.3.8: esMD Functional Specific Submission Set
Metadata Attributes.

- Claimld and Caseld attributes were changed to esMDClaimld
and esMDCaseld.

- NPl was removed and populated into the Author attribute.

- Removed the duplicate esMD specific Home Community ID.
- Removed esMD specific Organization ID.

- Removed all the optional and system generated attributes.

Table 3: esMD specific Document Metadata Attributes
- Author details were updated to have individual Document
Provider NPI.

- Removed all the optional and system generated attributes.
Corrected ZPIC OIDs

Table 11: Over All mapping of Document submission with the

Class and Type Codes.
- Disabled Unsolicited Documentation.

1.7

3/23/2011

Manoj
Chaganti/Sacchidanand
Girde/Laura Higdon

Section 15: Appendix B

. Added Test Cases

1.8

4/28/11

Manoj
Chaganti/Sacchidanand
Girde/Laura Higdon

Section 9: Response Message

. Updated

Page 6 of 104




Electronic
Submission

m m of Medical
Documentation

esMD Implementation Guide v3.9

QSSI A

- next-level thinking

Version

Date

Changed By

Items Changed Since Previous Version

19

5/02/11

Laura Higdon

Section 2.4: Annual Review of HIH Accounts
Section 2.5: HIH Off-Boarding

updated Table 4: Intended Recipient OIDs
updated Section 10: Release Notification Details

2.0

5/19/11

Laura Higdon

Section 3.1
. updated with note for quarterly induction of HIHs
e  Table 4: Intended Recipient (Review Contractor) OIDs:
updated ZPIC OIDs

2.1

06/07/2011

Manoj Chaganti /
Sacchidanand Girde

Section 5.3.3.5
. Updated esMD SAML Assertions details
Section 5.3.8
e Updated esMD Functional Specific Submission Set
Metadata Attributes: Tables 2 & 3: refined definitions and
examples
. Updated Table 5: Class Codes & corresponding Class
Code Display Names- coding schema/code system
. Updated Table 6: Type Codes & corresponding Type
Code Display Names- coding schema/code system
. Updated Table 8: Health Care Facility Type Code- coding
schema/code system
. Updated Table 10: Document Format Code- Payload
Type

2.2

06/14/2011

Manoj Chaganti /
Sacchidanand Girde /
Laura Higdon

Section 8 —
. Updated the Response diagram.
Section 9 —
e  Updated the Response Messages.
e  Update the assertion NPI username field
e  Removed the ‘0’ before the affinity values. (i.e., instead
of 01 to 1).
e  Update the sample message as per last week changes.

2.3

06/22/2011

Laura Higdon/Manoj
Chaganti

Section 9 —
. Updated the Response Messages to Response Types
table
Section 10-
e Updated the Release Schedule

2.4

06/30/2011

Manoj Chaganti/Sumit
Kapoor/S.
Girde/Sathees Naicker

e  Appendix A —Updated the sample SOAP message
e  Added data type and length column to Tables 2 and 3

2.5

7/12/2011

Manoj Chaganti/S.
Girde/Sumit Kapoor/L.
Higdon

e  Added Appendix C
e  Added Appendix D

2.6

8/19/2011
08/24/2011

L. Higdon
Manoj Chaganti / Sumit
Kapoor / Laura Higdon

e  Updated language throughout (e.g., referenced acronyms and

introductions for tables & figures)

Updated acronyms

Updated Glossary

Updated claim/case ID to 32 alphanumeric characters

Updated the Release Noatification Details

Updated Table 1: esMD Profile Specifications

Adjusted headings

5.3.6 Section: changed ‘nhinTargetSystem’ to

‘nhinTargetCommunities’

. Updated the SAML (Section 5.3.5.4), SubmissionSet (5.3.6
Table 6) and Document (Section 5.3.6 Table 7) Metadata
attributes sample to align with sample message.

. Section 13 sample message is updated.

. Section 14 was added as separate section for C62.

2.7

8/25/11

L. Higdon

Section 2.1: CMS On-Boarding Process for organizations that have
not completed the NHIN Exchange
e  Updated item C, obtaining an OID from HL7
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Version Date Changed By Items Changed Since Previous Version
2.8 9/27/11 L. Higdon/ Manoj Changed version number on cover page and header
11/27/11 Chaganti Table 5- updated to remove ADR specific language and added
11/30/11 generic language to accommodate appeal submissions/adjusted
12/1/2011 ADR language
Table 14-updated to allow appeal requests and ADMC under
unstructured unsolicited documentation
Table 7- updated to specify if review contractor receives type 1 or
type 9 documents.
Table References Throughout- updated table references for
accuracy
Appendices- adjusted numbering of headings; inserted heading
titles
Table 18: adjusted request type strings
Figure 1: removed TIFF reference in key
Section 2.1: updated on-boarding process and added more
Certificate Authority (CA) Certificate Procurement details.
Section 2.3: revised date
Section 3.1-3.2: updated testing details
Appendix C: updated testing details
2.9 4/10/12 L. Higdon, Manoj e Changed version number on cover page and header
4/11/12 Chaganti e Instituted uniformity for esMD Team references
4/12/12 e Included CMS esMD Help Desk email address where
4/17/12 appropriate
e Instituted uniformity for SoapUl references
e Replaced use of “shall” with will and should as appropriate
e Formatted table headers
e 1.1: changed “pilot” reference to program
e 2.1: clarified proper steps and contacts as well as added details
to certificates, IP addresses, and OID procurement, NOTE to
HIHs
e 3-3.2: cleaned up language and added correct contacts
e Table 5: cell 7, added table 9 reference
e Table 6: cells 21 & 22, added typeCode display name value-
progress notes; cells 2 & 3, corrected referenced table
e Table 7: Updated intended recipient details
e Table 8: Corrected class code display names
e Table 9: Corrected title of table
e Table 14: Corrected Class and Content Type Codes
e Table 18: Clarified acks and notification responses.
e 8.3,84,8.5.2, 8.5.3, 8.5.4: Clarified acks and natification
responses.
e Table 19: updated Release Details
e Table 20: cleaned up language
e Appendix C: Corrected number of testing phases
e 17.1&17.1.1: Cleaned up language
e 17.1.2.1-17.1.1.2: Specified parallel step
e 17.1.2.2: Amended title and clarified response language
e 17.2: Added language to testing description.
e 17.2.2: Clarified response language
e 17.3.2: Amended title and clarified response language
e 17.5: Amended title; added NOTE to HIHs
e Appendix D: Instructions added to SoapUl Configuration
3.0 6/19/12 Theresa Howard/Laura | e Section 5.3.7/Table 6: Corrected the mime type
Higdon e Section 2.1/subsection D: Corrected CONNECT link
e Table 7 (Intended Recipients): Updated information regarding
TEST RC'’s
e Section 7, under Table 16: updated language regarding warning
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Version Date Changed By Items Changed Since Previous Version
messages

Updated version nhumber

Updated Release number

3.1 6/25/12 Sacchidanand e  Updated Table 4: NPI
6/29/12 Girde/Manoj . Updated Table 5
Chaganti/Laura Higdon | o Updated Table 6
e  Updated Table 7
e  Updated Table 14
. Updated Table 15
e  Updated Table 16
. Updated Appendix A: SOAP Message
e  Updated Appendix B: Test Cases
e  Updated the PatientID attribute at the submsn.set level
e Deleted the QSSI Val OIDs from the OID table
e  Updated the OID table with TBD values for ADMC and PWK
submsn. types
3.2 7/11/12 Sacchidanand Girde, e  Updated the format of the Claim ID (Submsn. Set), Case ID
Manoj Chaganti, Laura (Submsn. Set), Patient ID (Submsn. and Doc Set)
Higdon e Removed Table 9 reference for the Document Metadata -

typeCode attribute

e  Added the string for NPI validation in SAML assertions

e  Added the version number attribute under SubmissionSet and
SOAP message

e Added to title of document

3.3 8/15/12 Sacchidanand Girde, e  Added the language in the ClaimID tag (Submsn. set) for

Manoj Chaganti, Laura ADMC request and the restriction to use one of the three Claim

Higdon ID formats for ADR and PWK submissions

e  Added language in the Case ID tag (Submsn. set) for ADMC
submissions

e Added CMS OID explicitly in the PatientID tag (Submsn. and
Doc Set)

e  Removed the esMDVersionNumber tag from Submsn. set and
SOAP message

e  Updated the language for ConfidentialityCode (Document Set)

e Added language below Table 7 to reflect that cross validation
for RC OID and ContentType shall be enabled from esMD R1.3

e  Updated Table 15 with the default value of Claim ID and Case

ID for ADMC

34 8/27/12 Sacchidanand Girde, e  Updated the language for ADMC Claim ID and Case ID tag in
Manoj Chaganti, Laura Submsn. Set

Higdon e  Updated the PatientID tag language for ADMC submissions in

Submsn. and Doc. set

e  Added the RC OID and ContentType Code cross validation in
Section 6: Validation

e Added error codes for new use cases in Table 17 of Section 7:
Error Message

e  Added the RC OID and ContentType Code cross validation in
Section 8.2: Syntax and Semantics Validation Status Ack

e Added ContentType code tag to section 9.2 - Success Message
without Warnings

e  Updated Section 9.3 Error Messages

e  Deleted the success message which was in Section 9.3 Error
Messages

e Added RC and OID cross verification in Table 19: Possible
Request Types in Section 9.4 Information Contained in
Response Message

e  Added ContentType Code in Section 9.4.5 Response Slots and
the xml example

e  Added a sample SOAP message just for ADMC submissions in
Section 13 without the Claim ID and Case ID tag and, updated
ContentType Code value to 8

Page 9 of 104



Electronic
Submission

m E of Medical
Documentation

esMD Implementation Guide v3.9

QSSI A

- next-level thinking

Version
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Changed By

Items Changed Since Previous Version

Removed attestation/DURSA language in section 2.1

Updated language regarding certificate renewal in section 2.4
Added language regarding J4/JH, 18, Title 18 under Table 7
Added JH, ]8, Title 18 OIDs to Table 7

3.5

12/19/12

Sacchidanand Girde,
Manoj Chaganti, Laura
Higdon

Added SMRC OID to Table 7

Added language about the new validation for 14 numeric
characters esMDClaimId (Submsn. Set)

Added language for PERM specific esMDClaimId (Submsn. Set)
Added language for PERM specific esMDCaseld (Submsn. Set)
Updated language in the patientId tag for submissions to
PERM (Submsn. Set and Doc. Set)

Updated Table 7: Intended Recipient (CMS Review Contractor)
OIDs

Added new error messages to Table 19: Sample First
Notification Response “Error Message Content”

Updated Section 9.4.4: Status with new message status string
Section 13/Appendix A: Updated sample SOAP message

3.6

01/02/2013

Manoj Chaganti,
Sacchidanand Girde,
Laura Higdon

Updated the review contractors list who accepts the ADMC use
cases (only the incoming PA PARs) to DME MAC C and D to
Table 7.

Added a note below Table 7 to indicate the use of ContentType
code with a value of '8’ only for PMD PA requests from Jan 7,
2013

3.7

1/04/2013

Manoj Chaganti,
Sacchidanand Girde,
Laura Higdon

Removed the references to ADMC and substituted PMD PA
language instead, throughout the document:

Tables 5, 6, 7 (and below table), 9, 10, 14, 15, 19, Glossary, &
Acronyms

3.8

1/16/13-
1/30/13

Manoj Chaganti,
Sacchidanand Girde,
Laura Higdon

APPENDIX E: Added submission guidelines for the certified
HIHs

Table 7: ZPICs zones 1&7 are now officially accepting ADR.
Table 7 CORRECTION: MAC 18 is NOT officially accepting esMD
yet. Footnote added.

Table 7: DME A officially accepts PMD PAR as of 1/09/13.
Table 9: Un-bolded PWK since RCs are not accepting this line
of business as of this writing; it was bolded erroneously

3.9

2/6/13

Manoj Chaganti,
Sacchidanand Girde

Document number amended to reflect Release 1.3.3

Table 7: specified that MAC J8 has started accepting requests
from 2/1/13

Table 17: Added the new error code and discussion about it
Table 19: Added new error message which will be sent to HIHs
when they submit payload more than 19 MB in size

Appendix E: added language about rejecting larger payloads
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1 INTRODUCTION

In 2011, the Medicare fee-for-service (FFS) program made an estimated $28.8 billion in improper
payments. The Medicaid program made an estimated $21.9 billion in improper payments. Review
contractors compare the claims submitted by providers (e.g., physicians and hospitals) against entries in
medical records to measure, prevent, and correct improper payments.

e CERT and PERM contractors measure improper payments. The Comprehensive Error Rate
Testing (CERT) contractor measures improper payments in the Medicare program. The Program
Error Rate Measurement (PERM) contractor measures improper payments in the Medicaid
program. CERT and PERM request thousands of medical records each year.

e MACs prevent improper payments. Medicare Administrative Contractors (MACs) conduct pre-
payment and post-payment reviews of Medicare FFS claims. The Centers for Medicare &
Medicaid Services (CMS) estimates that MACs will request several thousand medical records per
year.

e RACs identify and correct improper payments. Medicare Recovery Audit Contractors (RACs)
conduct post-payment review by comparing information from medical records to Medicare claims.
CMS estimates that RACs will request over 1 million medical records from providers each year.

Figure 1. esMD Phase One

Electronic Submission of Medical Documentation
(Phase 1: Half Paper and Half Electronic — Direct Connectivity)

HIH #1
CONMECT
Compatible
Gateway

CMS Gatenay
COMNECT  Butay
Gateway [T

HIH %2
COMMECT
Compatible
Gateway .@ = @ portion of a patient's medical record in CMS/NHIN
format (e.g. a C-62 in XDR) which may contain:

&Q = |maged documents (PDF,
Meta Data: Claims ID and Case ID
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Review contractors notify providers that they have been selected for review and request medical
documentation by sending a documentation request letter. Prior to the Electronic Submission of Medical
Documentation (esMD) pilot, the provider had three choices when responding to these documentation
requests: mail paper, mail a CD containing a Portable Document Format (PDF) or Tagged Image File
Format (TIFF) file, or transmit a fax. The esMD system will give providers an additional option for
responding to these requests for medical documentation: electronic transmission through a CMS
“gateway” to the review contractor that requested it.

It should be noted that,

1. The provider decides what to submit. In both the current paper process and the new esMD
process, the review contractor does not specify which documents the provider must send. Itis up
to the provider to decide which documents to send. The documents that a provider may submit
include discharge summaries, progress notes, orders, radiology reports, lab results, etc.

2. Theinitial phase esMD system will allow only unstructured documents. The esMD system
will only accept unstructured documents in PDF files in its initial phase of operation.

3. One Way Transmission: Provider to Review Contractor. Phase 1 of esMD will be
unidirectional electronic document submission (from provider to review contractor).

4. Each package must contain documentation about a single claim of a beneficiary.
Throughout this profile, the term “package” will be used to refer to one or more documents
associated with a single beneficiary. Each package can contain multiple documents as long as
all documents relate to the same claim of a beneficiary. The technical term for a package is a
Simple Object Access Protocol (SOAP) message.

5. More details about esMD data exchange can be found in the esMD Profile. See
http://www.connectopensource.org/product/connect-nhin-specs and click the esMD link.

6. CMSis not involved in the business relationship between the Health Information Handler
and the provider. This document does not describe how HIHs should collect or store medical
documentation from the providers. The HIH and provider must comply with all applicable Health
Information Portability and Accountability Act (HIPAA) provisions.

1.1 Intended Audience

The primary audience for this document includes Health Information Handlers (HIHS) such as Regional
Health Information Organizations (RHIOs), Health Information Exchanges (HIEs), Release of Information
(ROI) vendors, claim clearinghouses, and other organizations that securely submit medical
documentation on behalf of providers via CONNECT compatible gateways to review contractors.

This document will refer to RHIOs, HIEs, ROI vendors, claim clearinghouses, and other entities
that move health information over secure CONNECT compatible gateways on behalf of health

care providers as “Health Information Handlers (HIHs)".

HIHs who have built a CONNECT compatible gateway and wish to participate in Phase 1 (Release 1.1-
1.3) of esMD, should contact the esMD Team at esMDTeam@gssinc.com. For more information about
CONNECT gateways, see www.connectopensource.org. For alist of HIHs that intend to participate in
Phase 1 (Release 1.1-1.3) of the esMD Program, see www.cms.gov/esMD.

The secondary audience for this document includes:
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¢ Software developers that aim to assist review contractors in viewing and more efficiently
processing documents received in the esMD format.

e Software developers that may develop products to assist HIHs to receive data more easily from a
provider’s electronic health record (EHR) in the esMD format.

Related Documents

e Nationwide Health Information Network (NHIN) approved CMS esMD External Data
Representation (XDR) Profile Definition Version 1.0 (see http://standards-and-interoperabilty-
specifications.wikispaces.com/CMS+esMD)

¢ Integrating the Healthcare Enterprise (IHE) Deferred Cross-Enterprise Document Reliable
Messaging (XDR) (see v1.1.0.6
http://developer.connectopensource.org/download/attachments/32768185/NHIN+Document+S
ubmission+Emergence+Pilot+Specification+v1.1.0.6.doc?version=1&modificationDate=1276195
896000)

e NHIN Trial Implementations Document Submission Interface Specification Version 1.1.0 (See
http://developer.connectopensource.org/download/attachments/30212307/
Document_Submission_Service_Interface_Specification_vl 1 0 FINAL.docx

¢ NHIN Trial Implementations Message Platform Service Interface Specification Version 1.9.8 (see
http://healthit.nhs.gov/portal/server.pt/gateway/PTARGS 0 10741 909196 0 0 18/MessagingP
latformSpecification.pdf)

o NHIN Authorization Framework Specification Version 2.0 (See -
http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS 0 11673 910545 0 0 18/NHIN_Auth
orizationFrameworkProductionSpecification _v2.0.pdf)

¢ |HE TF3 Cross-Transaction Specifications and Content Specifications Version 6.0 (See -
http://www.ihe.net/Technical Framework/upload/IHE ITI TF 6-0 Vol3 FT 2009-08-10-2.pdf)

1.2 Business Needs Supported

This Implementation Guide defines how esMD program data may be submitted by healthcare providers to
review contractors under contract with the CMS. The esMD Implementation Guide also describes how
the status of these submissions will be conveyed to providers (e.g., transmission receipt, detailed
validation status with errors or success, and delivery confirmation messages).

Phase 1 (Release 1.1-1.3) of the esMD system will support the submission of documentation by
healthcare providers to a limited number of review contractors. (To see a list of participating review
contractors, see section 4.3.9 below and www.cms.gov/esMD).

The purpose of this implementation guide is to supplement the esMD Profile and assist providers and
their HIHs in submitting esMD transactions to review contractors. The esMD profile can be found at
http://www.connectopensource.org/product/connect-nhin-spec.

The esMD system will accept medical documentation only in the following format.

Table 1: esMD Profile Specifications

Name of PUrDOSE Structured or Release or Time
Specification P Unstructured Period
esMD XDR For submitting documentation in PDF format using Unstructured September 2011
HITSP’s XDR standard P
esMD x12 For submitting documentation in PDF format using ASC Unstructured TBD
X12 with HL7standard
TBD For submitting an extract of progress notes from a Structured TBD
medical record in a TBD format
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2 ON-BOARDING PROCESS

The NHIN is a set of standards, protocols, legal agreements, and specifications that a consortium of
health information organizations have agreed are necessary for secure and private exchange of health
information over the internet. The NHIN is overseen by the Office of the National Coordinator (ONC) for
Health IT.

In its initial release, the CMS esMD Gateway will accept transmissions only from organizations that have
successfully completed the CMS esMD On-boarding Process. In about April 2013, ONC plans to allow
HIHs without government contracts to on-board the NHIN. Six months after that, CMS plans to phase out
the CMS On-boarding Process and only accept esMD transmissions from organizations that have
successfully on-boarded to the NHIN.

2.1 CMS On-Boarding Process for organizations that have not completed the NHIN
Exchange

A. The HIH submits an Introductory Details form to esMDCoordinators@qssinc.com This form
should include the following information:

i. Company name

i. Contact person email, phone

iii. Company logo, company URL, and permission to use the logo and URL in esMD related
brochures, websites, and presentations.

iv. Indication of where HIH intends to offer esMD services (i.e., nationwide or regional).

B. The HIH submits an HIH Environmental Details form. *Any changes to this form after
submission to the CMS/QSSI esMD Team could possibly cause a delay in testing and
may result in the HIH being moved to the next quarterly onboarding group. This form
includes the following information:

i.HL7 registered OID

e The HIH acquires an Organizational Identifier (OID) from Health Level 7 (HL7),
www.hl7.org, and submits the OID to QSSI via the HIH Environment Details form.
The HIH can get the OID registered from HL7: http://www.hl7.org/oid/index.cfm.
Click the link in the top right corner: Obtain or Register an OID. Please, see the
esMD SharePoint (“How To” Guides folder) for detailed instructions.

All HL7 OIDs will have a prefix “2.16.840.1.113883.” [joint-iso-itu-t(2) country(16)
us(840) organization(1) h17(113883).] and are followed by an OID Type (e.d.,
2.16.840.1.113883.3.XXX.X).

The HIH will pick the OID Type based on their type of Organization and purpose of use.
Most of the HIHs registered their OIDs with OID Type = 3 - Root to be a Registration
Authority (External groups that have been issued an HL7 OID root for their own use).
¢ HIH OIDs submitted for the validation environment will have a .2 added as a suffix.
e HIHs OIDs submitted for the production environment will have a .1 added as a
suffix.
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NOTE: To avoid confusion, HIHs will submit their HL7 registered OID via the HIH Environment
Details Form without the presence of the .1/.2 suffix. HIHs will add the .1/.2 suffix on their esMD
Gateway configuration, and the HIH Coordinator will add the .1/.2 suffix for configuration at CMS.

ii. Public-facing IP address

The HIH submits their HIH Gateway Internet Protocol (IP) address to QSSI.

A public-facing IP address is the address that identifies the HIH network and allows
the CMS esMD Gateway to connect to the HIH network from the Internet. The HIH
will hide their internal private esMD Gateway (or server) IP address by NATIng it to
the public-facing IP address. The HIH technical team will contact their network team
to procure or assign a public-facing IP address to their internal private IP (Example:
Public-facing IP address can be purchased from the AT&T, Verizon, etc.). If an HIH
is using multiple esMD servers, then the HIH will only submit either ‘one IP address
for both inbound and outbound’ or ‘one IP address for inbound and one IP address
for outbound'’. In this case, the CMS esMD Team suggests the HIH use load
balancing and NATing to convert/submit the request from multiple servers to one IP
address. The HIH can submit either one IP address for both inbound and outbound
traffic (or) two IP addresses for inbound and outbound traffic through the HIH
Environmental Details form.

iii. Response Uniform Response Locator (URL) and port number

iv. TLS Certificate

The HIH obtains a server certificate from a certificate authority (CA).
SSL certificates that have been tested successfully with the CMS esMD Gateway
are as follows:
o Entrust
= Suggested Type: Entrust Advantage SSL Certificate
= URL : http://www.entrust.net/ssl-certificates/advantage.htm
= $239/yr. as of 12/01/2011
o Thawte
= Suggested Type: SSL Web Server Certificates
= URL : http://www.thawte.com/ssl/index.html
= $249/yr. as of 12/01/2011

All CAs used to generate certificates for use in the esMD project must adhere to the
following guidelines:

1. Level 2 Identity Proofing as described in section 7 of this National Institute of
Standards and Technology (NIST) publication:
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1 0 2.pdf.
(Specifically, see Table 1 on pages 22 through 24.)

2048 bit RSA keys

Advance Encryption Standard (AES) 128 bit encryption

Secure Hash Algorithm-1 (SHA-1) certificate signing algorithm

Server Level and server to server communication certificate. (Note: No wild card
(*...) or domain level certificate are accepted).

All cryptographic modules used by HIH NHIN instances (typically CONNECT)
must adhere to Federal Information Processing Standards (FIPS) 140-2
Compliance criteria and utilize Transport Layer Security (TLS).

arwN

o
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e CMS security policies require HIHs to procure certificate renewals on a yearly basis.
HIHs should only procure a certificate that expires after one year (Note: In the
future, the CMS security team may accept multi-year validation CA Certificates).

e HIHs should note the expiration date of their certificates and plan accordingly to
renew and submit certificate renewals to their HIH coordinator three weeks in
advance of the expiration date.

For reference:
e http://www.cms.gov/informationsecurity/downloads/ARS App B CMSR Modera

te.pdf (See section Appendix B, SC13-1)
e http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

Endpoint URL

C. The HIH turns on the FIPS 140-2 (For cryptographic modules)

The FIPS 140-2 is a government standard that provides a benchmark for how to implement
cryptographic software (http://technet.microsoft.com/en-us/library/cc180745.aspx). For the
CONNECT Solution, this standard is being met to ensure that the CONNECT Gateway is
FIPS 140-2 compliant.

Any HIH that needs to communicate with the esMD Gateway needs to have the FIPS
mode enabled.

The following CONNECT instructions may be used as a reference on how to configure
CONNECT to be FIPS 140-2 compliant:

https://developer.connectopensource.org/display/CONNECTWIKI/Instructions+to+set+up+CONNECT+i
n+FIPS+mode+on+Windows+Glassfish+environment

Upon successful CMS On-boarding, the HIH will receive an email naotification from their HIH
coordinator that they have completed the on-boarding process. The HIH will then be involved
in integration and interoperability testing. This testing will be first done by sending the claim
documentation through the CMS esMD Gateway in the validation region and later in the
production region.

2.2 CMS On-Boarding Process with already NHIN On-Boarded HIHs

This will be addressed in later releases.

2.3 NHIN On-Boarding Process

This will be addressed in 2013 releases of esMD.

2.4 Annual Review of HIH Accounts

Eleven months after QSSI receives a certificate from an HIH, QSSI will send the HIH a certification status
email. This notification will include a 30 day certificate expiration date and request for HIHs to submit a
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certificate renewal within 2 weeks of this initial notification. Failure to comply with this request will result in
being locked out of the esMD system.

If the 2 week period expires before QSSI receives a certificate renewal from the HIH, daily email
reminders will be sent warning HIHs of possible suspension of esMD access. Following 14 days from the
2 week warning notice, QSSI will manually remove the HIH’s OID from the chart of acceptable HIHs.

2.5 HIH OFF-BOARDING PROCESS

2.5.1 HIHs who have not yet fully on-boarded

HIHs, who suspend participation before they fully complete the on-boarding process, will receive an
esMD Exit Letter from QSSI staff. Their SharePoint access will be active for 90 days.

2.5.2 HIHs who have fully on-boarded

If an HIH informs QSSI they no longer want to participate in esMD, QSSI will ask them to specify an
effective date. Following the specified date, QSSI will remove the HIH’s OID from the approved chart of

acceptable HIHs.

3 INTEGRATION AND esMD INTEROPERABILITY TESTING

Before submitting the claim documentation in esMD production, all the on-boarded HIHs will complete the
integration and esMD interoperability testing by sending the claim documentation through the CMS esMD
Gateway in the Validation region. Upon successful completion of the testing in the validation region, HIHs
will get an approval email from their HIH coordinator to operate in the esMD production region.

3.1 CMS Validation Region Testing with HIH

Prior to testing in the validation region, all HIHs will receive the esMD Validation Configuration
document.

This testing is performed through the esMD VAL CONNECT Gateway. (Details are provided in
Appendix C.)

a) The HIH provides its testing gateway OID to QSSI.

b) The CMS esMD CONNECT Gateway configuration will hard code the HIH provided testing
OID.

c) The HIH will configure its gateway with the CMS esMD CONNECT Gateway validation region
OID 2.16.840.1.113883.13.34.110.2.

The HIH acquires a TLS server certificate from a certificate authority (CA) which conforms to
the esMD security standards for the on-boarding process. (Note: Currently, CMS mutual
authentication security hardware has successfully tested only with Entrust and Thawte CA
Certificates. CMS is currently working with various vendors in fixing the issue related to other
CA Certificates.) Itis up to the HIH to take the risk in procuring the certificate from a well-
established and perfectly tested CA Certificate. CMS doesn’t enforce the procurement any
particular CA Certificate and only suggests based on testing results.
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3.2

d)

e)

f)

The esMD Team and the HIH perform the connectivity test.

The esMD Team will coordinate the manual interoperability and end-to-end integration
testing between the esMD CONNECT Gateway system and the HIH by opening a
conference call with the related stakeholders and sharing the results. A manual test will be
performed, due to the lack of automated XDR Testing tools. For ASC X12 transmissions,
exploration of possible X12 testing tools is necessary.

Upon successful completion of the interoperability and integration testing (i.e., transmission
of 100% correctly formed payload and receipt of the two asynchronous responses back from
the esMD Gateway) between the HIH and the validation region esMD Gateway, the HIH will
officially receive an email naotification from their HIH coordinator. The HIHs can then start
production connectivity and integration testing with the CMS production esMD CONNECT
Gateway.

In the event an HIH misses the testing preparation timeline of 4 weeks (i.e., sending statistics,
attaining OIDs, building and configuring their gateway, and exchanging TLS certificates) OR
actual integration test time lines of 2 Weeks, QSSI will work with the HIH to induct them in the
next quarterly Integration session. Taking into consideration the esMD release timelines,
QSSI plans to hold quarterly sessions to induct new HIHs. Information on the commencement of
new integration testing sessions will be published and placed on the esMD SharePoint site.

CMS Production Region Testing with HIH

Prior to testing in the production region, all HIHs will receive the esMD Production Configuration
document.

This testing is performed through the esMD Production CONNECT Gateway.

a)

b)

c)

d)

e)

f)

The HIH provides their production OID to QSSI. It is not necessary for the HIH to acquire a
new OID for production. HIHs will add a .1 as a suffix to their existing OID to indicate the
production environment.

The CMS esMD CONNECT Gateway configuration will hard code the HIH provided
production OID.

The HIH will configure its gateway with the CMS esMD CONNECT Gateway production
region OID 2.16.840.1.113883.13.34.110.1.

The HIH acquires a TLS certificate from a Certificate authority (CA) which conforms to the
esMD security standards for the on-boarding process. (Note: Currently, CMS CISCO mutual
authentication hardware has success only with Entrust and Thawte CA Certificates. CMS is
currently working with the CISCO team in fixing the CISCO hardware to accept other CA
Certificates).

The esMD Team and the HIH perform the connectivity test.

The esMD Team will coordinate the manual interoperability and end-to-end integration testing
between the esMD CONNECT Gateway system and the HIH by opening a conference call
with the related stakeholders and sharing the results. A manual test will be performed, due to
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the lack of automated XDR Testing tools. For ASC X12 transmissions, exploration of
possible X12 testing tools is necessary.

g) Upon successful connectivity and integration testing (i.e., transmission of 100% correctly
formed payload and receipt of the two asynchronous responses back from the esMD
gateway) between the HIH and the CMS Production esMD Gateway, the HIH will officially
receive communication from their HIH coordinator that the HIH has passed the production
testing and can officially transmit the claim documents through the CMS production esMD
CONNECT Gateway.

4 PROFILES
41 esMD XDR Profile

This esMD Implementation Guide provides more information about the transmissions sent using the
esMD XDR (see http://standards-and-interoperabilty-specifications.wikispaces.com/CMS+esMD).

4.2 esMD X12 275 Profile (planned for Phase 2)

This esMD Implementation Guide will be revised in the future after the publication of the esMD X12
Profile. (See: http://standards-and-interoperabilty-specifications.wikispaces.com/CMS+esMD).

5 INTERFACE DEFINITION
5.1 Interface Descriptive Name

The HIH adopts the IHE Cross Enterprise Document Reliable Interchange (XDR) profile in a SOAP
envelope with ITI — 41 Provide and Register Document set — b transaction metadata and C62 document
payload attachment. Each SOAP message can contain multiple document attachments related to the
same claim of a patient. The initial esMD Phase 1 Release 1 (R1.1) allows HIHs to submit messages up
to 19MB in size. The esMD Gateway allows HIHs to submit multiple SOAP messages with different
Unique IDs for a Claim Document Request of a patient.

5.2 Interface Level
From the HIH to the CMS esMD CONNECT Gateway
5.3 Definition

5.3.1 Interaction Behavior

The following diagram illustrates the communication between the HIH and the CMS esMD CONNECT
Gateway with asynchronous messaging with three HTTPS requests.

The HIH Gateway submits the electronic medical claim documentation based on the CMS on-boarded
HIH and their gateway OID. The HIH submits the IHE Cross-Enterprise Document Reliable interchange
(XDR) profile SOAP Messages to CMS with the ITI — 41 (Provide and Register Document Set — b)
transaction, SAML Assertions, Document Submission Meta Data and C62 Payload in the SOAP body.
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The CMS esMD CONNECT Gateway receives the request, with SAML Assertions, and consults its
gateway Policy Enforcement Point (which could be a SAML authority) which, in turn, uses the esMD
database to establish whether the submitted Home Community ID will be allowed to perform the esMD
document submission function.

Assertions can convey information about the authentication and authorization acts that the HIH performed
by subjects (the OID acts as a User ID), its attributes, and authorization decisions (to check whether the
subject/OID is allowed to submit the claim supporting documents).

Figure 2: Asynchronous Acknowledgments with multiple HTTP connections

o} ¥DR Document Submission

1. HTTP 200 Transmission Acknowledgement

2nd ResponssAck Timecouldbe <1to
10min [Based on sizeof attachment)

2. XDR Document Submission Response with

o Conformation & Validation Success/Failed Status

HIH
Initiating
Gateway

(CONNECT 3rd Response Ack could be onaverageof dhrs
Compatible or more (Basaed on reviewing Contractor polling)

CMS esMD
Connect
Gateway

Gateway)

- 3. XDR Document Submission Response
with Claim Reviewer Pickup Status

4nd Ack Time couldbe < &hrs [onby if
Wirus Scanfails)

- 4, Claim Reviewer virus scan failure Motification

5.3.2 Triggers

All requests issued by the HIH must implement the NHIN Messaging Platform Service Interface
Specification and the NHIN Authorization Framework Service Interface Specification.

5.3.3 Transaction Standard
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The authorization framework is based on the implementation of the OASIS WS-I Security Profile SAML
Token Profile as specified in the NHIN Messaging Platform Service Interface Specification. SAML 2.0 is
the base specification for expressing assertions in the NHIN.

5.3.4 Technical Pre-Conditions

¢ HIHs must conform to the interoperability standards:
o NHIN and CMS esMD Profile
o IHE CROSS-ENTERPRISE DOCUMENT RELIABLE MESSAGING (XDR)
o WS-I Basic Profile
o WS-l Basic Security Profile

e HIHs must conform to the Claim Medical Document to the Health Information Technology
Standards Panel (HITSP) C62 Interoperability Specification.

¢ HIHs must conform to NHIN messaging platform and authorization framework for communication.

o Messages: SOAP v2.0 with Message Transmission Optimization Mechanism (MTOM)
attachments

Service Descriptions: WSDL

Addressing/Routing: WS-Addressing

Security: WS-Security, XML DSIG

Authorization: SAML Assertion

Authentication: X509 certificate, 2-way TLS with FIPS 140-2 enable mode, 128 bit

encryption.

o Base 64 encoding of the C62 payload

e The esMD Document Submission data is transmitted in the SOAP message with IHE Cross -
Document Reliable XDR (in Phasel) and ASC X12 (in phase 2) transactions.

e There will be mutual authentication between the HIH Gateway and the CMS CONNECT Gateway
using a Non-ONC TLS certificate for Phase 1 and ONC issued entrust TLS certificates for Phase
2.

e The CMS CONNECT Gateway will authorize the requests based on the SAML Assertions with its
Home Community ID and Organization IDs.

e The HIH will create digitally signed SAML Assertions.

e A globally unique identifier, assigned by HIH internal system and primarily intended for use as a
unique identifier for each submission that can be used to correlate the request and responses of
a particular submission, is generated (Note: The Gateway created message ID is different from
this unique ID).

e The HIH will encode the attached C62 document in base 64 encoding and add its hash key to the
XDR metadata.

e The HIHs have established CMS data use agreements to share claim supporting documentation
data to CMS. A later release of esMD requires HIHs to be NHIN on-boarded as outlined in the
data user agreement.

e Architectures of the HIHs are decoupled from, and are opaque to, the CMS esMD and other
HIHs. The HIHs need not use the same CMS esMD security mechanisms or standards internally.

e We suggest the initiating HIH authenticate and authorize the gateway system by sending the
document submission request to the esMD project, and it is required that they do so internally.
The esMD is not responsible for this action.

O O O O O

5.3.5 SOAP Message Envelope

The following figure illustrates the SOAP envelope with XDR interchange and HITSP C62
construct.
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Figure 3: SOAP Envelope with XDR Interchange / HITSP C62 Construct

C62 Meta Data (optional)
C62 — PDF & TIFF Images
(Related to same claim or Case 1D)

<soapenv:Envelope

xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:urn="urn:gov:hhs:fha:nhinc:common:nhinccommonentity"
xmins:urn1="urn:gov:hhs:fha:nhinc:common:nhinccommon"
xmins:add="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:urn2="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0"
xmlns:urn3="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0"
xmins:urn4="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0"
xmins:urn5="urn:ihe:iti:xds-b:2007">
<soapenv:Header/>
<soapenv:Body>
<urn:RespondingGateway_ProvideAndRegisterDocumentSetRequest>
<urn:assertion>
<urn:nhinTargetCommunities>
<urn:ProvideAndRegisterDocumentSetRequest>
</urn:RespondingGateway_ProvideAndRegisterDocumentSetRequest>
</soapenv:Body>

</soapenv:Envelope>

The MTOM related tags are abstracted in above soap envelope.

Table 2 lists the Name space details associated with the CONNECT Software.

Table 2: Name Spaces Details with CONNECT Software

S.No | Name Space Name Space URL
1 soapenv http://schemas.xmlsoap.org/soap/envelope/

2 urn urn:gov:hhs:fha:nhinc:common:nhinccommonentity"

3 urnl urn:gov:hhs:fha:nhinc:common:nhinccommon
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S.No | Name Space Name Space URL
4 add urn:http://schemas.xmlsoap.org/ws/2004/08/addressing
5 urn2 urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0
6 urn3 urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0
7 urn4 urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0
8 urn5 urn:ihe:iti:xds-b:2007

5.3.5.1 SAML Assertions

The SAML Assertions define the exchange of metadata used to characterize the initiator of an HIH
request so that it may be evaluated by the CMS esMD CONNECT Gateway in local authorization
decisions. The purpose of this SAML Assertion exchange is to provide the CMS esMD CONNECT
Gateway with the information needed to make an authorization decision using the policy enforcement
point for the requested esMD function. Each initiating SOAP message must convey information regarding
the HIH attributes and authentication using SAML 2.0 Assertions.

5.3.5.2 Assertions Design Principals and Assumptions:

The esMD CONNECT Gateway uses the information conveyed via the Assertions (Authorization
Framework) to inform its local authorization policy decision.

The initiating HIH must include all REQUIRED attributes in each request message. It is at the discretion
of the receiving esMD CONNECT Gateway to decide which attributes to consider in its local authorization
decision against its policy decision controller.

The initiating HIH is responsible for the authentication and authorization of its users and system requests.

5.3.5.3 Assertions Transaction Standard

NHIN Authorization Framework v 2.0
OASIS SAML V2.0,

Authentication Context for SAML V2.0,
Cross-Enterprise Security and Privacy Authorization (XSPA) Profile of SAML for Healthcare
Version 1.0 OASIS Web Services Security: SAML Token Profile 1.1 specifications.

5.3.5.4 Specific NHIN Assertions

The following set of SAML Assertions are designated as required (R) for all communications between the
HIH and the CMS esMD CONNECT Gateway.

Table 3: Standard SAML Assertions in SOAP Envelope

SAML Assertions in SOAP Envelope

Element / Attribute

esMD Required

Who Create? - Gateway or Manual

SAML ASSERTION R
Version R CONNECT Gateway
1D R CONNECT Gateway
Issuelnstant R CONNECT Gateway
Issuer R CONNECT Gateway
Subject R CONNECT Gateway

Authn Statement R

AuthnContext R HIH Application will add under assertion
R

SubjectLocality

HIH Application will add under assertion
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SAML Assertions in SOAP Envelope
Element / Attribute esMD Required Who Create? - Gateway or Manual
Authnlinstant R HIH Application will add under assertion
Sessionindex [©) HIH Application will add under assertion
Attribute Statement R
subject-ID R CONNECT Gateway
organization R HIH Application will add under assertion
homeCommunitylD R HIH Application will add under assertion
purposeofuse R HIH Application will add under assertion
NPI R HIH Application will add under assertion —
‘userinfo.userName’
Intended Recipient R HIH Application will add under assertion -
‘uniquePatientld’
Authorization Decision (0]
Statement
Action R HIH Application will add under assertion
Decision R HIH Application will add under assertion
Resource R HIH Application will add under assertion
Evidence R HIH Application will add under assertion

5.3.5.5 esMD SAML Assertions details

The following table provides the esMD SAML Assertion details.

Table 4: esMD SAML Assertion Details

S. SAML assertion Definition and Example R/ R2/ O Source / References to esMD
No. Attribute CONNECT Domain specific
software values
allowed
1 homeCommunityld <urnl:homeCommunityld > R esMD HIH OID
<urnl:description>Description of the Requirement /
submitting HIH CONNECT or CONNECT Yes
Compatible Gateway</urnl:description>
<urnl:homeCommunityld>urn:0id:1.3.6.1.4.1.
101420.6.1</urn1:homeCommunityld>
<urnl:name>Name of the submitting HIH
CONNECT or CONNECT Compatible
Gateway</urnl:name>
</urn1:homeCommunityld>
2 organizationld <urnl:organizationid > esMD HIH OID or any
<urnl:description>Description of Broker Requirement / | broker organization
Organization between Provider and the ;
submitting HIH CONNECT or CONNECT ves I(Zl’trsc)\(/?(!jzasbglt‘lv(\jltePH
Compatible Gateway</urnl:description>
<urnl:homeCommunityld>urn:oid:1.3.6.1.4.1.
101420.6.1</urn1:homeCommunityld>
<urnl:name>Name of Broker Organization
between Provider and the submitting HIH
CONNECT or CONNECT Compatible
Gateway</urnl:name>
</urnl:organizationld>
3 intendedRecipient Note: Temporarily, add the Intended R esMD See Table 4
Recipient value in the unique Patient ID Requirement /
as OID. NO*
<urnl:uniquePatientld>urn:oid:2.16.840.1.113
883.13.34.110.1.110.9</urnl:uniguePatientld
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SAML assertion
Attribute

Definition and Example

R/ R2/ O

Source /
CONNECT
software
allowed

References to esMD
Domain specific
values

In the next spec factory changes, the
intended recipient values will be change
to HL7 XON.

The intendedRecipient field in the XDS
Metadata will use the HL7 XON data
type for this profile.

This data type contains 10 subfields
separated by a ~ sign, of which three are
required:

1) XON.1 is the name of the
organization that is the intended
recipient. In this profile, this will be
the name of the RAC that is
intended to receive the submission.

2) XON.6 identifies the assigning
authority for the identifiers appearing
in XON.10. This field will be
completed using the following string:
&CMS OID FOR RACS&ISO [ed.
Note: Replace CMD OID FOR
RACS with a CMS assigned OID].

3) XON.10 is the CMS Identifier for the
RAC. An example appears below
(bold text should be replaced with
the appropriate values): [Ed. Note:
Replace CMD OID FOR RACS with
a CMS assigned OID].

RAC ORGANIZATION NAMEMMWA&CMS OID
FOR RACS&ISOMMCMS ASSIGNED
IDENTIFIER<urnl:intendedReceipient >

<urnl:description>Description of receiving
Review Contractor</urnl:description>

<urnl:organizationld>DCS"MM"&2.16.840.1.1
13883.13.34.110.1.100.1&ISOMM2.16.840.1
.113883.13.34.110.1</urnl:organizationld>
<urnl:name>Name of Review Contractor,
to whom Claim Medical Documentation shall
be submitted.</urnl:name>
</urnl:intendedReceipient>

NPI

In the future — NP1 will be added to
connect assertions. Until then esMD will
use the ‘username’ attribute field for ‘NPI’
value.

<urnl:userinfo>
<urnl:userName>6101234512</urnl:userNa
me>

esMD
Requirement /
NO*
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SAML assertion
Attribute

Definition and Example

R/ R2/ O

Source /
CONNECT
software
allowed

References to esMD
Domain specific
values

<urnl:org>

<urnl:description>Description of Provider NPI

</urnl:description>
<urnl:homeCommunityld>Any

Broker organization in between Provider and

HIH or HIH OID</urn1:homeCommunityld>

<urnl:name>Name of Provider from whom

Claim Medical Documentation are

submitted</urnl:name>

</urnl:org>

</urnl:userinfo>

Please Note: The National Provider
Identifier (NPI) value needs to be 10
numeric characters long to comply with
the standard specification. If the NPI
value sent by the HIH does not conform
to this format, the submission request will
be rejected and an error message will be
sent to the submitting HIH gateway. This
error message shall have the string:
“Either NPI length or data type is
incorrect”.

purposeOfDisclosureCode

d

HIH will enter appropriate values. This is
used by the CONNECT Gateway for
SOAP header SAML processing.

<urnl:purposeOfDisclosureCoded>
<urnl:code>PAYMENT</urnl:code>
<urnl:codeSystem>2.16.840.1.113883.3.18.7
.1</urnl:codeSystem>
<urnl:codeSystemName>esMD CMS
Purpose</urnl:codeSystemName>
<urnl:codeSystemVersion>1.0</urnl:codeSy
stemVersion>
<urnl:displayName>Medical Claim
Documentation Review</urnl:displayName>
<urnl:originalText>Medical Claim
Documentation Review</urnl:originalText>
</urnl:purposeOfDisclosureCoded>

esMD
Requirement /
Yes

samlAuthnStatement

HIH will enter appropriate values. This is
used by the CONNECT Gateway for
SOAP header SAML processing.

<urnl:samlAuthnStatement>
<urnl:authinstant>2011-01-
05T16:50:01.011Z</urnl:authinstant>
<urnl:sessionindex>987</urnl:sessionindex>
<urnl:authContextClassRef>urn:oasis:names:
tc:SAML:2.0:ac:classes: X509</urnl:authCont
extClassRef>
<urnl:subjectLocalityAddress>158.147.185.1
68</urnl:subjectLocalityAddress>
<urnl:subjectLocalityDNSName>cms.hhs.gov
</urnl:subjectLocalityDNSName>
</urnl:samlAuthnStatement>

esMD
Requirement /
Yes

samlAuthzDecisionStatem

ent

Except ID attribute in
samlAuthzDecisionStatement, all the

esMD
Requirement /
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S. SAML assertion Definition and Example R/ R2/ O Source / References to esMD
No. Attribute CONNECT Domain specific
software values
allowed
other appropriate values will be entered Yes

by HIH.

ID attribute will be used by esMD
application and other values will be used
by the CONNECT Gateway for SOAP
header SAML processing.

ID attribute will be used to correlate the
request to response and to verify the
double submission of Claim Document
submission. Each Claim Document
Submission SOAP Message from
CONNECT Gateway will have a Unique
ID populated by HIH CONNECT Adapter
or CONNECT Compatible software.

This unique ID will be created by HIH
using the JAVA UUID api and populate
into “id” attribute of this SAML
Authorization Decision Statement.

<urnl:id>40df7c0a-ff3e-4b26-baeb-
f2910f6d05a9</urnl:id>

Note: Unique ID is different from
CONNECT Gateway Message
ID.CONNECT Gateway automatically
adds the message id to the SOAP
Header. This message ID is unique for
any outgoing messages.

<urnl:samlAuthzDecisionStatement >
<urnl:decision>Permit</urnl:decision>

<urnl:resource>https://158.147.185.168:8181
/lesMD/DocumentSubmission</urnl:resource>
<urnl:action>TestSaml</urnl:action>
<urnl:evidence>
<urnl:assertion>
<urnl:id>40df7c0a-ff3e-4b26-baeb-
f2910f6d05a9</urnl:id>
<urnl:ssuelnstant>2011-01-
05T16:50:01.011Z</urnl:issuelnstant>
<urnl:version>2.0</urnl:version>

<urnl:issuerFormat>urn:oasis:names:tc:SAM
L:1.1:nameid-
format:X509SubjectName</urnl:issuerFormat
>
<urnl:issuer>CN=HIH SAML
User,OU=QSSI,0=QSSI,L=Baltimore,ST=MD,
C=US</urnl:issuer>
<urnl:conditions>
<urnl:notBefore>2011-01-
05T16:50:01.011Z</urnl:notBefore>
<urnl:notOnOrAfter>2011-01-

Page 30 of 104




Electronic
Submission

m E of Medical
Documentation

esMD Implementation Guide v3.9

QS EA

SAML assertion Definition and Example R/ R2/ O Source / References to esMD
Attribute CONNECT Domain specific
software values
allowed

05T16:53:01.011Z</urn1:notOnOrAfter>
</urnl:conditions>
<urnl:accessConsentPolicy>Claim-

Ref-1234 NA for

esMD</urnl:accessConsentPolicy>

<urnl:instanceAccessConsentPolicy>Claim-
Instance-1 NA for
esMD</urnl:instanceAccessConsentPolicy>
</urnl:assertion>
</urnl:evidence>
</urnl:samlAuthzDecisionStatement>

The current NHIN CONNECT 3.1 software implementation doesn’t support the “Intended Recipient” and
“NPI” fields as a part of assertions. So, the esMD Team is working on a patch to provide a collection
placeholder in assertions to accommodate the key/value pairs. This collection could hold all the
application or project specific values (e.g., Intended Recipient and NPI). This patch will be provided to all
the participating esMD HIHSs as a jar file and will be easily integrated to CONNECT 3. Later this updated
source code will be contributed to the CONNECT team.

The Interim solution is to populate the ‘Intended Recipient’ and ‘NPI’ values into ‘uniquePatientld’ and
‘userinfo.userName’ field of the current CONNECT software AssertionType object.

5.3.5.6 SAML Assertion Attributes
This will be added in the Authorization Decision Statement.
5.3.5.6.1.1 Version attribute
The version attribute defines SAML v2.0 as the version.

5.3.5.6.1.2 ID attribute

The ID Attribute is an xs:ID as defined by http://www.w3.0rg/TR/xml-Id/.

5.3.5.6.1.3 Issue Instant

The Issuelnstant attribute is an xs:dateTime as defined by http://www.w3.0rg/TR/xmIschema-

21,

5.3.5.6.1.4 Issuer

The <Issuer> element identifies the individual gateway system responsible for issuing the
Assertions carried in the message. Since esMD doesn’t have the user IDs, the issuer will be the
HIH System Name. This element includes a NamelD Format attribute which declares the format
used to express the value contained in this element. The Name ID format is
urn:oasis:names:tc:SAML:1.1:nameid-format: X509SubjectName for the sending NHIO
(Health Information Organization acting as a node on the NHIN).
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5.3.5.6.1.5 Subject

The Subject element will identify the Subject of the assertion. This element also includes a
NamelD. The Format attribute declares the format used to express the value contained in this
element: the HIH System Name making the request at the initiating NHIO. The Name ID format
is urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName for the sending NHIO.

5.3.5.6.1.6 SAML Statement Elements

The esMD SAML statement elements used are separated into Authentication and Attribute. Each
statement will be further defined in the following paragraphs.

5.3.5.7 Attribute Statement

The Attribute Statement element describes a statement by the SAML authority asserting that the
requesting HIH system is associated with the specified attributes. The Attribute Statement is required to
contain attribute elements as defined by the OASIS XSPA profile of SAML and described in the sections
that follow. The Attribute Statement is comprised of the following attributes: Subject ID, Subject
Organization, Home Community ID, Purpose of Use, NPI, and Intended Recipient.

The value on the Subject ID and Subject Organization attributes will be a plain text description of the
user's name (not user ID) and organization, respectively. These are primarily intended to support
auditing.

5.3.5.7.1.1 Subject ID Attribute

This Subject Identifier element has the HIH initiating gateway Name. The name of the system as required
by HIPAA Privacy Disclosure Accounting is placed in the value of the element.

<urnl:QualifiedSubjectldentifier xmIns:urn1="urn:gov:hhs:fha:nhinc:common:nhinccommon>
<urnl:Subjectldentifier>HIH esMD Initiating Gateway </urnl:Subjectldentifier >
<urnl:AssigningAuthorityldentifier>HIH Name</urnl1: AssigningAuthorityldentifier >
</ urnl:QualifiedSubjectldentifier>

5.3.5.7.1.2 Subject Organization Attribute

This Assigning Authority Identifier element has the subject organization Name under which the initiating
gateway (subject name) is running. In plain text, the organization to which the user belongs, as required

by HIPAA Privacy Disclosure Accounting, is placed in the value of the Attribute Value element.

<urnl:QualifiedSubjectldentifier xmins:urn1="urn:gov:hhs:fha:nhinc:common:nhinccommon>
<urnl:Subjectldentifier>HIH esMD Initiating Gateway </urnl: Subjectldentifier >
<urnl:AssigningAuthorityldentifier>HIH Name</urnl: AssigningAuthorityldentifier >

</ urnl:QualifiedSubjectldentifier>

5.3.5.7.1.3 Home Community ID Attribute

This attribute element has the HIH gateway Name attribute. The value is the HL7 issued Home
Community ID (an Object Identifier) assigned to the HIH that is initiating the request, using the URN
format (i.e., "urn:oid:" appended with the OID). One home community gateway can have multiple
organization IDs. Organization IDs act as a broker to home community organizations. If there are no
brokers to the organizations, then both the home community ID and the organization ID attributes will be
the same.
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See the sample in the above Table4: esMD SAML Assertion Details

5.3.5.7.1.4 Purpose of Use Attribute

This attribute element has the purpose of use disclosure Name attribute. The value of the attribute
element is a child element, “PurposeOfUse”, in the namespace “urn:hl7-org:v3”, whose content is defined
by the “CE” (coded element) data type from the HL7 version 3 specification. The PurposeOfUse element
contains the coded representation of the Purpose for Use that is, in effect, for the request. The
PurposeofUse is defined in NHIN Authorization Framework document. See the sample in the above
Table4: esMD SAML Assertion Details

5.3.5.7.1.5 National Provider Identifier (NPI) Attribute

An NPI is a unique 10-digit identification number issued to health care providers in the United States by
CMS. This attribute provides the ability to specify an NPI value as part of the SAML Assertion that
accompanies a message that is transmitted across the NHIN.

5.3.5.7.1.6 Intended Recipients Attribute

Intended Recipients are review contractors, to whom the esMD needs to send the HIH submitted Claim
Medical documentation payloads. The valid values are addressed in section 5.3.8.

5.3.5.8 Authentication Statement

The SAML Authentication Assertions are associated with authentication of the Subject (HIH Gateway
Identification). The <AuthnStatement> element is required to contain an <AuthnContext> element and an
Authninstant attribute. The SAML AuthnStatement contains one AuthnContextClassRef element
identifying the method by which the subject was authenticated. Other elements of SAML AuthnStatement
include <SubjectLocality> element and a SessionIindex attribute. The saml:Authentication is comprised of
the 4 Attributes or Elements: AuthnContext, Subject Locality, Authninstant, and Session Index.

5.3.5.8.1.1 Authentication Method (AuthnContext)

An authentication method, the <AuthnContext> element indicates how that authentication was done.
Note that the authentication statement does not provide the means to perform that authentication, such

as a password, key, or certificate. This element will contain an authentication context class reference.
Authentication Method - X.509 Public Key
URN - urn:oasis:names:tc:SAML:2.0:ac:classes: X509

5.3.5.8.1.2 Subject Locality

Subject Locality references from where the user was authenticated. The Subject Locality element
specifies the DNS domain name and IP address for the system entity that was authenticated.

5.3.5.8.1.3 Authentication Instant (Authninstant)

The Authentication Instant, <Authninstant>, attribute specifies the time at which the authentication took
place which is an xs:dateTime as defined by http://www.w3.0rg/TR/xmlschema-2/.
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5.3.5.8.1.4 Session Index

The Session Index, Sessionindex, attribute identifies the session between the Subject and the
Authentication Authority.

Example:
See the sample in the above Table4: esMD SAML Assertion Details.
5.3.5.9 Authorization Decision Statement

This is an optional element which could convey all the valid NPI submissions.

The Authorization Decision Statement element describes a statement by the SAML authority asserting
that a request for access, by the statement’s subject to the specified resource, has resulted in the
specified authorization decision on the basis of some optio