CMS esMD Onboarding Steps for HIH

The chart below will be used by a prospective Health Information Handler (HIH) to help
track their steps during the Onboarding process. The audience is the HIH Technical Team.

Step 1 Review HIH Implementation Guide. The guide is on the download section of the
website: Research-Statistics-Data-and-Systems

Step 2 Create The Federal Information Processing Standard (FIPS) compliant Gateway
environment. The CONNECT Gateway Project Team has published the following
instructions on how to configure CONNECT

e Glassfish application server: Instructions to set up Connection
e JBOSS or WebSphere or WebLogic application server FIPS:
Configuration

Step 3 Validate your gateway configuration settings by submitting CONNECT SOAP Ul test
requests using the provided validation suite by CONNECT vendor.

1. The Validation Suite is included in the CONNECT Source as well as the
CONNECT binary. CONNECT Source can be found at:
CONNECT_SOURCE_DIR>/Product/SoapUl_Test/ValidationSuite/ConnectVali
dation-soapui-project.xml

2. Provide validation test results and the sample request of this to esMD team
by including it as an attachment with the esMD Onboarding request form.

Note: Please refer to the HIH implementation guide (Interface Definition Section) on
how to create esMD specific soap messages.

Step 4 Procure SSL Certificates for your validation and production environment and include
the certificate information as an attachment or part of your esMD onboarding
request form

Step 5 Submit your completed esMD onboarding request form to the esMD helpdesk at:
esMD_Support@cms.hhs.gov
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https://www.cms.gov/Research-Statistics-Data-and-Systems/Computer-Data-and-Systems/ESMD/Information_for_HIHs.html
https://connectopensource.atlassian.net/wiki/display/CONNECTWIKI/Instructions+to+set+up+CONNECT+in+FIPS+mode+on+Windows+Glassfish+environment
https://connectopensource.atlassian.net/wiki/display/CONNECT4/FIPS+140-2+Configuration

