How to Create a Self-Signed Digital Id in Adobe Acrobat Pro X

1) References

a) Tutorial - Creating a Self-Sign Digital ID with Adobe Acrobat Pro X
b) “Sign Here...” Getting Started with Electronic Signatures in Adobe

2) In Adobe Acrobat Pro X, select

Figure 1

3) From the right-hand menu panel, select

Figure 2

4) Select Digital Ids > Add Id, figure 3

View > Tools > Sign & Certify, figure 1
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http://tv.adobe.com/watch/acrobat-tips-and-tricks/creating-a-selfsigned-digital-id/
http://blogs.adobe.com/security/2009/05/sign_here_getting_started_with.html
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5) Select A new digital Id | want to create now, figure 4

:
Figure 4 - B

Add or create a digital 1D bo sign and encrypt documents. The certificate that comes with vour digital 1D is
sent to others so that they can verify wour signature, Add or create a digital ID using:

" My existing digital ID from:
"
e
i

* A new digital ID I want to create now

6) Select Where you would like to store your self-signed digital Id, figure 5

:
Figure 5 x

‘where would vou like to store your self-signed digital 107

" New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PECS#12 Format, This
comman digital ID file Format is supported by most security software applications, including major
web browsers, PKCS#12 files have a .pfx or .pl2Z file extension.

" Windows Certificate Store

‘Your digital ID will be stared in the Windows Certificate Stare where it will also be available to other
windows applications, The digital ID will be protected by vour Windows login,

7) Enter your identity information, figure 6

-
Figure 6 il X

Enter vour identity information to be used when generating the self-signed certificate,

Mame (.3, John Smith): |
Organizational Unit: ’7
Qrganization Mame: ’7
Email Address: ,7

CountryfRegion: S - UNITED STATES |

[ Enable Unicode Support

Key Algorithm: | 1024-bit R34

Use digital ID For: |Digita\ Signatures and Data Encryption

L L

8) Select 2048-bit RSA in the Key Algorithm drop-down, figure 7

Figure 7

Key Algorithm: ~[2048-bit Rs& -

1024-bit RSA
Use digital ID for. Tyl ory
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9) Enter a password to protect your digital signature, figure 8

Add Digital ID B

Enter a file location and passward for your new digital ID file. You will need the passwerd when you use
the digital ID o sign or decrypt documents. You sheuld make @ nate of the file lacation so that you can

copy this file for backup or other purposes. You can later change options for this file using the Security

Settings dialog,

Figure 8

File Mame:
[critvgerz.pfx Browse...
Password:

|*************************

N s

Confirm Password:

|ww***w***w***w***w»«*

Cancel < Back.
10) List of digital certificates, figure 8

i Security Settings [
FIgU re8 5 Digital IDs %) addID ¥ Usoge Options = | °F Certficate Details (5 Export 3 Refresh [} Removeld
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