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EPPE Overview

The goal of the EPPE application is to replace the manual process of
requesting and processing CMS Data Use Agreements (DUA) by allowing DUA
business partners to submit their requests on-line, thereby reducing
processing time for DUA requests.

Today, the data entry role can manage DUA requests for the following DUA
customer types:

* Contractor

* Limited Data Sets

e Researcher

* Non-DUA Tracking Requests



EIDM - Introduction

EIDM - Introduction

The CMS Enterprise Portal will provide users with access to request Enterprise
Identity Management (EIDM) User ID. EIDM provides users with a way to
obtain a single User ID to access multiple CMS applications. Users must apply
for and be approved for a User ID.

To apply and receive a EIDM User ID, complete the steps that follow.



Multi-Factor Authentication (MFA)

Multi-factor authentication is generally required to access CMS sensitive data. Multi-factor
authentication uses a combination of two (or more) different token attributes (also known
as factors), to authenticate the user.

e The first is what users know. This is usually a password, but this can also include a user
response to a secret challenge question. (This is generally known as Knowledge Based
Authentication, and by itself, is insufficient for authentication to most CMS sensitive
information.)

* The second is what users have. This could be a physical object (hard token), for
example, a smart card, or hardware token that generates one-time-only passwords. It
might also be some encrypted software token (soft token) installed on an individual’s
system (usually with very limited functional parameters for use).

* The third is who users are, as indicated by some biometric characteristic such as a
fingerprint or an iris pattern.



Multi-Factor Authentication (MFA)

Two-factor authentication means that instead of using only one single type of
authentication token or factor, such as only things a user knows (passwords,
shared secrets, solicited personal information, etc.), a second token or factor,
something the user has or something the user is, must also be supplied in order
to complete the authentication process.

The first CMS authentication requirement is the User ID and Password (what a
user knows).

The second CMS authentication requirements is utilizing the Symantec
Validation & ID Protection software which will provide a security code (what a
user has).

The Symantec VIP software should be installed on the computer prior to
requesting an EIDM User ID.



Symantec VIP Access

1. To search your laptop for the VIP
software click on the Ask me
anything icon.

2. In the search area type “VIP”.

3. If the VIP software is installed on
the laptop it would show in the list of
Best Match.
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C " VIP Access
Desktop app

Store
B VIP Black Jack

B Media Center VIP
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Symantec VIP Access

D @ Maore 7

Best match

A VIP ﬁ.ccesse
) Desktop a o
Run as administrator

st :
ore Open file location ?

Follow the steps below to pin
the VIP Access to your task bar.

B VIP Black Jz Pin to Start

B MediaCent pip o taskbar 0

Web Uninstall >

£ vip

1. Right-click VIP Access
2. Left click Pin to Taskbar.




Symantec VIP Access

When clicking the VIP Access icon on the taskbar the VIP Access window

displays.

+ VIP Access =X |

" Credential ID | ﬂ )
VSST12574771

i Symantec.
Yalidation &
1D Pratection

1. The Credential ID is needed
during the EIDM Registration
process and will tie the VIP Access
software to your EIDM User ID.

2. The Security Code will refresh
every 30 seconds and is needed
every time the user logs into the
EIDM portal.




EIDM - New User/Request Access

Enter the following URL in your browsers’ address box:

https://portal.cms.gov

e ﬂ hitps//portal.cns.gov O~a->

CMS,QOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

CM5 Enterprise Portal = Welcome to CMS Enterprise Portal

10


https://portalval.cms.gov/

EIDM - New User/Request Access

CMS 5 gov Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal > Welcome to CMS Enterprise Portal

Medicare Shared Savings Program

The Medicare Shared Savings Program portlet offers Accountable
Care Organizations access to program information, including
ACO-specific reports and other programmatic information.

ACO Information Center
1-888-724-8433 (Option 2), TTY/TDD: 1-888-724-6562
APOSD@cms.hhs.gov

CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program || Physician Value E Open Payments Innovation Center | MLMS m PECOS
Quality Reporting | cBic

- Information for people with Medicare, Medicare open
CMS Provides Health Coverage for 100 Million A enroliment and cenefis.

People... L

Information for children up to the age of 19 in need of
'"k J health care coverage.

InsureKids|
.oV

_..through Medicare, Medicaid, and the Children's Health Insurance Program. And with

Information to take health care into your own hands

Home | About cms |

| € Helo & FAQs | L Email | ) Print

Learn about your healthcare options

: 5 2 Health i i
health insurance reforms and health care exchanges, we are improving health care Care | 2loreinsurance coverage oblions and leatn how the
.gov Affordable Care Actimpacts vou.

CMS Secure Portal

To log into the CMS Portal a CMS user account
is required.

8 Login to CMS Secure Portal

Forgot User ID?
Forqgot Password?

New User Registration

Get E-Mail Alerts

Get Email Updates

Already a subscriber?

Manage Your Subscriptions
Privacy Policy

| Search cMS.gov |

The CMS
Enterprise
Portal page
displays.

Click on New
User
Registration.

Note: An instructional video of the EIDM Registration process can be found at:
EIDM Training Video: New User Registration via CMS Enterprise Portal - YouTube
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https://www.youtube.com/watch?v=vePIxHRKUIE&index=9&list=PLaV7m2-zFKpgYq_8AHW-FYM61J295xwLC

EIDM - New User/Request Access

Email | [ Frint

CMs,gOV Enterprise Portal Home | About CMS | Newsrcom | ) Help & FAQs |

Centers for Medicare & Medicaid Services Learn about your healthcare options | | Sesrch CMS.gov |

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal = EIDM = New User Registration

Foreen reader mode Off | Accessibility Settings

rerms and Condtons The Terms and Conditions page displays.

OMB Mo. 0928-1238 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized to upload information and/or change information on this web site are strictly prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18
I1.5.C. Sec.1001 and 1030. We encourage you to read the HHS Rules of Behavior for more details.

Protecting Your Privacy
Protecting your Privacy is 8 top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read the CMS Privacy Act Statement which describes how we use the information you provide.
Collection Of Personal Identifiable Information (PIl}

“Personsl” information is desoribed as data that is unigue to an individusl, such as a name, address, telephone number, socisl security number and date of birth (DOEB).

CMS is very sware of the privacy concerns arcund Fll data. In fact, we share your concerns. We will only collect personal dats to uniguely identify the user registering with the system. We may also use your snswers to the challenge questions and other Fll to |ater identify
you in case you forget or misplace your User |D' /Password.

| have read the HHS Rules of Behavior (HHS RoB), versicn 2010-0002.0015, dated August 28 2010 and understand and agree to comply with its provisions. | understand that viclations of the HHS RoB or information security policies and standards may lead to
disciplinary action, up te and including termination of employment; removal or debarment from work on Federal contracts or projects; and/or revocation of scoess to Federal information, information systems, and/or facilities; and may also indude oriminal penalties
and/or imprisonment. | understand that excepticons to the HHS RoB must be authorized in adwance in writing by the OPDIV Chief Information Officer or his'her designee. | also understand that viclation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC
2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal charges that may result in impriscnment.

| agree to the terms and conditions 0

1. Place a checkmark in the 2. Click on Next.
I agree to the terms and
conditions check box.
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EIDM - New User/Request Access

CMS . g OV | Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal > EIDM > New User Registration

Screen reader mode Off | Accessibility Settings

5 ] £

“four Information Your Information Your Information

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.
= First Mame:

+ Last Mame: Suffix:

Enter your E-mail address, as it will be used for account related communications.
= E-mail Address:

Re-enter your E-mail address.
= Confirm E-mail Address:

Enter your full 9 digit secial security number, as it may be required for Identity Verification.

Social Security Number:

Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification.
+ Date of Birth:

Middle Name:

Learn about your f

The first part of the Your
Information page displays.

Complete all required
information on the Your
Information page and scroll to
the second part of the page.
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EIDM - New User/Request Access

® U5 Home Address(C Foreign address
Enter your current or most recent home address, as it may be required for Identity verifid The second pa rt of the Your

- Home Address Line 1: Information page displays.

Home Address Line 2:

« City: + State: + 7/ip Code:  Zip Code BExtension:
Country: USA

Enter your primary phone number, as it may be required for Identity Verification.

* Primary Phone Number:

Complete all required Click on Next.
information on the second Your
Information.
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EIDM - New User/Request Access

Home | About CMS | Mewsroom | @) Help & FAQs | = Email | ) Print

CMS-gOV Enterprise Portal

Centers for Medicare & Medicaid Services Leamn about your healthcare options | | Search cMs.gov |

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal > EIDM = New User Registration

Screen reader mode Off | Accessibilty Settings

Choose User |D and Passw:r: c;mEUw fl‘ooseUsellDar-: Password The Choose User ID And
Password page displays.

Choose User ID And Password

= User ID:

* Password: 0

= Confirm Password:

Select your Challenge Questions and Answers:

“our challenge guestions and answers will be required for password and account management functions.

* Question:1 = Answer:l
Please choose one Question ~

* Question:2 = Answer:2
Flzzzs choose one Qusstion s 0

* Question:3 = Answerd
Please choose one Question L

=D ex=mf)

1. Enter the User ID and 2. Select Challenge Questions 3. Click on Next.
Password, and confirm the and Answers.
password.

15




EIDM - New User/Request Access

The Account Successfully Created page displays.

CMS gOV Enferprise Portal Home | About CMS | Newsroom | @) Help & FAQs | [),Email | {2, Print
.

Centers for Medicare & Medicaid Services NI R

| Search CMS.gov |

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal > EIDM = New User Registration

Screen reader mode OFf | Accessibility Settings

= 8

0 and Fazzword  Complete Registration

Account Successfully Created
You have now successfully created an account on the CMS Enterprise Portal. You will receive an e-mail acknowledging your successful account creation, and the e-mail will include the User 1D that you selected.

If you are requesting access for a specific role in a system, please log on to the CMS Enterprise Portal using your new User ID and password. Please wait 5 minutes before logging in. Selecting the *OK’ button will
direct you to the CMS Portal Landing page.

The EIDM registration process is now complete. You will receive an email
notifying you of the successful creation of your account. Click OK.
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EIDM - New User/Request Access

After successfully gaining EIDM access credentials and requesting access to
the EPPE application the user will be guided through the Remote Identity
Proofing (RIDP) process.

RIDP is the process of validating sufficient information about you (e.g., credit
history, personal demographic information, and other indicators) to uniquely
identify you. If you are requesting electronic access to protected CMS
information or systems, you must be identity proofed to gain access. CMS
uses Experian, an external identification verification provider, to remotely
perform identity proofing.

17



EIDM - New User/Request Access

Users may have already encountered RIDP through various interactions with
banking systems, credit reporting agencies, and shipping companies. The
Experian identity verification service is used by CMS to confirm your identity
when users access a protected CMS Application. When users log in to the
CMS system and request access to EPPE, they will be prompted to RIDP if
they have not been previously identity proofed to the level of assurance
required by the EPPE. Users will be asked to provide a set of core credentials
which include:

e Full Legal Name

e Social Security Number (may be optional)
e Date of Birth

e Current Residential Address

e Personal Phone Number

18



EIDM - New User/Request Access

The Experian identity verification service will use the user’s core
credentials to locate their personal information in Experian and generate
a set of questions, referred to as out-of-wallet questions. Experian will
attempt to verify their identity to the appropriate level of assurance with
the information they provided. Most users are able to complete the ID
proofing process in less than five minutes. If users encounter problems

with RIDP, they will be asked to contact Experian Support Services via
phone to resolve any issues.

19



EPPE- New User/ Role Request

Requesting EPPE Access/User Role

Please Note: Users must have received the
EIDM registration approval email prior to
requesting access to EPPE.

20



EPPE - Requesting Access to the EPPE Application

CMS,gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal > Welcome to CMS Enterprise Portal

Medicare Shared Savings Program

The Medicare Shared Savings Program portlet offers Accountable
Care Organizations access to program information, including
ACO-specific reports and other programmatic information.

ACO Information Center
1-888-734-8433 (Option 2), TTY/TDD: 1-888-734-6563 '
APOSD@cms.hhs.gov A"

R h .
CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program | Physician Value E Open Payments m Innovation Center | MLMS m ﬁ
Quality Reporting | cBIC

- Information for people with Medicare, Medicare open
enroliment, and benefits.

CMS Provides Health Coverage for 100 Million
People...

Medicare
.gov.
Information for children up to the age of 19 in need of
'"n J health care coverage.

InsuroKids|
Now.gov

...through Medicare, Medicaid, and the Children's Health Insurance Program. And with

Information to take health care into your own hands
2 " : Health i i
health insurance reforms and health care exchanges, we are improving health care e B e
.gov Affordable Care Actimpacts vou.

Home | About CMS | Newsroom | € Help & FAQs

Learn about your healthcare options |-

— Email | [ Print

[ search cMS.00v |

CMS Secure Portal

To log into the CMS Portal a CMS user account
is required.

8 Login to CMS Secure Portal

Forgot User ID?
Forgot Password?
New User Registration

Get E-Mail Alerts

Get Email Updates

Already a subscriber?

Manage Your Subscriptions
Privacy Policy

Requesting Access to
EPPE.

Go to the CMS.gov
website:
https://portal.cms.gov

Click on Logon to
CMS Secure Portal.

An instructional video of the EIDM Role Request process can be found at:
EIDM Training Video: Submitting a Role Request with MFA Login Option - YouTube
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https://www.youtube.com/watch?v=2DBOMTMmLdY&list=PLaV7m2-zFKpgYq_8AHW-FYM61J295xwLC&index=3
https://portalval.cms.gov/

EPPE - Requesting Access to the EPPE Application

Home | About CMS | Newsroom | Archive | @) Help & FAQs

£ Email | () Print

C Ms . g OV | Enterprise Portal

Centers for Medicare & Medicaid Services The Terms and Conditions

Health Care Guality Improwvement System Provider Resources p a ge d iS p I ays .

Terms and Conditions

OMB Mo.0838-1238 | Expiration Date: 04/30/2017 | Paperwor Reduction Act

“fou are accessing a U.5. Government information system, which includes {1) this computer, {2) this computer network, (3) all computers connected to
this network, and {4) all devices and storage media attached to this network or to 8 computer on this netweork. This information system is provided for

U.5. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and ocriminal penalties.

Click on I Accept.

By using this information system, you understand and consent to the following:

“ou have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.
At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communicaticn or data
transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you dedine, your login will automatically be cancelled.
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EPPE - Requesting Access to the EPPE Application

Home | About CMS | Newsroom | Archive | (@ Help & FAQs | £ Email | [ Print

C Ms . g OV | Enterprise Portal

Centers for Medicare & Medicaid Services The Welcon

ne page displays.

Health Care Quality Improvement System Prowvider Resources

Welcome to CMS Enterprise Portal

0 User ID| |
QD ==

Forgot User ID?
Need an account? Clidk the link - Mew user registration

1. Enter your User 2. Click on Next.
ID.
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EPPE - Requesting Access to the EPPE Application

C Ms . g OV | Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Guality Improwvement System Prowvider Resources

Welcome to CMS Enterprise Portal

Home | About CMS | Newsroom | Archive | (@) Help & FAQs | £ Email | () Print

The Welcome page displays.

1. Enter your Password.

2. Click on Log In.
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EPPE - Requesting Access to the EPPE Application

The Welcome to CMS Enterprise Portal page displays.

Cg~c§§ Enterprise Portal

My Portal

CMS Enterprise Portal = My Portal

Weloome o VIS Enterprie orl

Use the link below to reguest access to Systems/Applications

The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and
cross-enterprise search tools, supports simplified sign-on, and uses role-based access and personalization to present each user
with only relevant content and applications. The vision of the Enterprizse Portal is to provide "one-stop shopping” capabilities to
improve customer experience and satisfaction.

Application A Contact Help Desk
plicafion AACCESS

There are severalwaysmmmage access to applications in the CMS ACO Help Desk Contact the ACO Information Center at 1-388-734-6433 (select

En ise P ‘_'______:_____.__f option 2} if you have any questions about using the ACO Portlet features. TTY users
terprise Portal should call 1-888-734-6563.

1. To get access to applications supported by EUA go to the Enterprise User Administration site.

4 Advanced Provider Screening (APS) Help Desk For issues with the APS
2. To get access to applications supported by EIDM and IACS, click the ‘Request Access Mow’ link on f

the right " 3 application:
gnt. x"; Contact the CITIC Help Desk at: (410} 785-2580
3. To review application access you have already been granted, click the ‘My Access’ link on the Say - Send emailto: CMS M SERVICE DESK@cms. hhs. gov
Welcome menu in the top right corner of the page. _____.‘__ﬂ,
‘ CMS Help Desk | EUA Please visit the Enterprise User Administration (EUA) page.

Comprehensive Primary Care (CPC) Help Desk Information Contact the CPC

Click on Request Access Now.
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EPPE - Requesting Access to the EPPE Application

The Access Catalog page displays.

Cg%§ Enterprise Portal

My Portal

CMS Enterprise Portal » EIDM > User Menu = My Access

Access Catalog

The Emerprise Priacy Policy Engine (EPPE)
FuomaNes 300 govems e Mare

Halp Desk Information

123-456-7330
SamplIMPLEassInG com

Request Accass 9

SHOW ALL
EP M REQUEST ADMIN ROLE My Access

You currently do not have 3ccess to any applications. Fleass
access catalog to request access to the applications.

gin typing

”in the

s Catalog

Upon

ng the
wo letters,
PPE

ation will
ar.

My Pending Requests

You do not have any pending requests at this time.

Access.
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EPPE - Requesting Access to the EPPE Application

The Request New System Access page displays.

ngé Enterprise Portal The SyStem
Description
My Portal H H
field is
CMS Enterprise Portal = EIDM = User Menu = My Access popu lated by
Soreen reader mode OFf | Accessibility Settings d efa u It.
My Access
Request New System Access Click on the
Reguest Mew System
= Select 8 Systemn and then a role to request access. ROIE flEld and
View and Manage My
Arccess Depending on your Level of Assurance [LOA) and the role that you request access to, to satisfy system security requirems] se Iect EPPE
change your password the next time you login to the system. This may reguire you to provide additional information as g
“erification is complete and Multi-Factor Authentication (MFA) is established. User from th e
% * System Description: EPRE-CHIS's Emterprize Privey Pallsy ., d ro p_d own.
Plezse selet 3 role
* Role: Ealect e Rok |_,T_|
EFFE Adminlsirator
ERPE Buziness Owner Represeniztie
EFPE Help Desk
EPPE Liser
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EPPE - Requesting Access to the EPPE Application

The Request New System Access page displays.

Cg%§ Enterprise Portal

My Portal

CWS Enterprise Portal = EIDM = User Menu = My Access

Soreen reader mode OFf | Accessibility Settings

My Access
Request New System Access

Request Mew Systemn

Access

Select a System and then a role to request access.

View and Manage My

Access Depending on your Level of Assurance (LOA) and the role that you request acoess to, to satisfy system security requirements you may need to complete |dentity Verification, establish ocredentisls for Multi-Factor Authentication [MEA), or
change your password the nesxt time you legin to the system. This may require you to provide additional information as part of the role request process. If applicable, please note that your reguest cannot be fulfilled until Identity

Verification is complete and Multi-Factor Authentication (MFA) is established.

# * Bystem Desoription: EPPE-CMS's Emerprise Priacy Palicy] . .

Request New System Access

* Role: EPPE Usar g

Please submit role data

* EFPE Organization Mame: 0

Please enter any comments you want your Approver to ses in the "Notes to the Approver’ fisld,

Motes to the Approver: 0

1. Enter the EPPE 2. Notes to the 3. Click on Submit.
Organization Approver is
Name. optional. 28




EPPE -

Requesting Access to the EPPE Application

The Identity Verification page displays.

My Portal

My Access

Reguest New Systemn
Access

View and Manage My

Access

CQMO§ Enterprise Portal

CMS Enterprize Portal = EIDM = User Menu = My Access

[Screen reader mode OFff | Accessibility Settings

Identity Verification

To protect your privacy, you will need to complete |dentity Verification successfully, before requesting access to the selected role. Below are a few items to keep in mind.

Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address comectly. We will only collect persenal information to verify your identity with Experian, an external

Identity Verification provider.
Identity Verification involves Experian using information frem your oredit report to help confirm your identity. As a result, you may see an entry called a “soft inguiny™ on your Experian credit report. Soft inquiries do not affect your

[l

credit score and you do not incur any charges related to them.
“fou may need to heve sccess to your personal and oredit report information, as the Experian spplication will pose guestions to you, besed on data in their files. For additional information, plesse see the Experian Consumer

w

Assistance website -hitp./fwaw experian. com/help/

If you elect to proceed now, you will be prompted with 8 Terms and Conditions statement that explains how your Personal |dentifiable Information (FIl) is used to confirm your identity. To continue this process, select Mesxdt'.

Note: Because of privacy requirements additional RIDP pages cannot be displayed.

By clicking on Next the Remote Identity Proofing (RIDP)
process will be initiated.
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EPPE - Requesting Access to the EPPE Application

The Multi-Factor Authentication (MFA) Information page displays.

CQMO§ Enterprise Portal

My Portal

CMS Enterprise Portal = EIDM = User Menu > My Access

Scoreen reader mode Off | Accessibility Settings

My Access Multi-Factor Authentication Information

E{E uest New System To protect your privacy, you will need to add an additional level of security to your account. This will entail successfully registering your Phone, Computer or E-mail, before continuing the role request process

View and Manage My

Access

To continue this process, plesse select "Mext.

Click Next.
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EPPE

- Requesting Access to the EPPE Application

The Register Your Phone, Computer or Email page displays.

My Portal

My Access

Reguest New Systermn
Access

View and Manage My

Access

Cg’g§ Enterprise Portal

CHMS Enterprise Portal = EIDM > User Menu = My Access

Soreen reader mode Off | Accessibility Settings

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login alse known as Multi-Factor Authentication (MFA) can make your login more secure by providing &n extra layer of protection to your user name and password.

*fou can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find cut more information about the options.

= Phone/Tablet/PC/Laptop

- Text Message Short Message Service (SM5)
= Interactive Voice Response (IVR)

- E-mail

Flease note that you are only allowed two sttempts to register your MFA device. If you are unable to register your device within two sttempts please leg out, then log badk in to try again.

Selact the MFA& Device Type that you want to use to login to secure applications from the dropdown menu below.
* MFA Device Type: | Phone/ Tl CAL=piop v
Enter the alphanumeric code that displays under the label Credential ID on your devics.
= Credential ID:

* MFA Device Desoription:

D aCI

Select Phone/Tablet/PC/Laptop
from the MFA Device Type
dropdown list. -




EPPE - Requesting Access to the EPPE Application

The Register Your Phone, Computer, or E-mail page displays.

C%é Enterprise Portal
9 1. Click the copy button

next to the Symantec
CMS Enterprizse Portal = EIDM > User Menu > My Access VIP AcceSS/credentiaI

Soreen reader mode Off | Accessibility Settings
ID.

My Portal

Register Your Phone, Computer, or E-mail

My Access

B .. Sust Adding & Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra |ayer of protection to your user name and password.
eques W JYSiem

Access “fou can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.
View and Manage My
Access | PhoneTablet'PC/Laptop

| Text Message Short Message Serwice [5M5)
| Interactive Voice Response (IVR)
= E-mail

Flease note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back in to try again.

Select the MFA Device Type that you want to use to legin to secure applications from the dropdown menu below,
* MFA Device Type: | ProseTaoeurCiamop * VIP Access

LV

Enter the alphanumeric code that displeys under the lzbel Credentizl ID on your device.

"Credential ID

* Credential ID:

MFA Device Desoription: VSST‘I 25?‘4??1
m d’ Security Code (3|]4|
|655261 ‘
2. Paste the Credential 3. Enter a MFA Device 4. Click Next. @u

ID into the Credential ID | | Description.
field. 32




EPPE - Requesting Access to the EPPE Application

The Confirmation page displays.

ng% Enterprise Portal

My Portal

CM5S Enterprize Portal = EIDM = User Menu = My Access

Soreen resder mode OFf | Accessibility Settings

Register Your Phone, Computer, or E-mail

My Access

“ou have sucoessfully registered your Phone/Computer/E-mail to yvour user profile.

Reguest Mew System

me== “

View and Manage My
Acoess

Click on OK. 33




EPPE - Requesting Access to the EPPE Application

The Request Acknowledgement page displays.

CQA&§ Enterprise Portal

My Portal

CMS Enterprise Portal = EIDM > User Menu = My Access

Soreen reader mode OFff | Accessibility Settings

Request Acknowledgement
My Access
“four request to acoess EPPE using the EPPE User role has been successfully submitted.
Reguest New System
Access “four request id is : 2386844
View and Manage My Use this number in 8l comespondence conceming this reguest. You will be contacted via E-mail after your request has been processed.
Access

Click on OK.

Note: Your request is issued an Request ID number. Use this number for all

correspondence regarding this request.
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EPPE - Requesting Access to the EPPE Application

The Manage Access/Pending Requests tab displays.

@ Fortal Help & FAQs & Print [# Logout  welcome testtest ~ [

Cg’é§ Enterprise Portal H
' Click on Log Out.

My Portal

CMS Enterprise Portal = EIDM = User Menu = My Access
Soreen reader mode OFf | Accessibility Settings
BT reonareassin

My Access Pending Requests

Below s the SURTITEY of your pending raquests

Beguest Mew System

Access

Systems |Rnle Requested Request Status  |Request 1D Date Requested | Cancel Request

Fancng e azoe Cancel

PR AgpicEin = L

The newly entered request
is listed on the Pending
Requests tab.

Rejected Requests
Below Is he SUMME of rejetted requests

Systems Role Requested Request Status  [Request ID Date Requested |Date Rejected Reason

Trhens ans o rejected regussts 31T tme

Note: The request has to be approved. After approval is granted, log into
to the CMS Secure Portal. .



EPPE - Requesting an EPPE User Role

Home | About CMS | Newsroom | € Help & FAQs | L Email | [ Print
CMS.gOV Enterprise Portal s ‘
Centers for Medicare & Medicaid Services Learn about your healthcare options | | Search CMS.gov |

Health Care Quality Improvement System Provider Resources

CMS Enterprise Portal = Welcome to CMS Enterprise Portal

Medicare Shared Savings Program = Sulia

To log into the CMS Portal a CMS user account
is required.

The Medicare Shared Savings Program portlet offers Accountable
Care Organizations access to program information, including

ACO-specific reports and other programmatic information. e . !
; 8 Login to CMS Secure Portal

ACO Information Center
1-888-724-6432 (Option 2), TTY/TDD: 1-888-724-6563
APOSD@cms.hhs.gov

[ 2 < :
CMS Enterprise Portal | MACBIS | Medicare Shared Savings Program | Physician Value E Open Payments Innovation Center | MLMS m PECOS

Quality Reporting | CBIC

Forgot User ID?
Forgot Password?
- New User Registration

Information for people with Medicare. Medicare open Get E-Mail Alerts

enroliment. and benefits. Get Email Updates

Already a subscriber?

CMS Provides Health Coverage for 100 Million
People...

Information for children up to the age of 19 in need of
health care coverage.

Manage Your Subscriptions
Privacy Policy

...through Medicare, Medicaid, and the Children's Health Insurance Program. And with

Information to take health care into your own hands
: : : Health i i
health insurance reforms and health care exchanges, we are improving health care B e CMS News
‘gov | Affordable Care Actimpacts you.

Go to the CMS.gov Click on Login to CMS

website: Secure Portal.
https://portal.cms.gov 36
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EPPE - Requesting an EPPE User Role

Hame | About CMS

Emall | |H| Prrint

CMS gov Enterprise Portal

Centers for Medicare & Medicaid Services The Terms and Conditions

Health Care Guality Improwvement System Provider Resources p a ge d iS p I ays .

Terms and Conditions

OMB Mo.0838-1238 | Expiration Date: 04/30/2017 | Paperwor Reduction Act

“fou are accessing a U.5. Government information system, which includes {1) this computer, {2) this computer network, (3) all computers connected to
this network, and {4) all devices and storage media attached to this network or to 8 computer on this netweork. This information system is provided for

U.5. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and ocriminal penalties.

Click on I Accept.

By using this information system, you understand and consent to the following:

“ou have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.
At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communicaticn or data
transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you dedine, your login will automatically be cancelled.
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EPPE - Requesting an EPPE User Role

C Ms . g OV | Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Prowvider Resources

Home | About CMS | Newsroom | Archive | (@ Help & FAQs | £ Email | [ Print

The Welcom

e page displays.

Welcome to CMS Enterprise Portal

GUEEF ID| |
QI =D

Forgot User ID?

Need an account? Clidk the link - Mew user registration

1. Enter your User
ID.

2. Click on Next.
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EPPE - Requesting an EPPE User Role

Home | Abowt CMS | Newsroom | Arcnke | () Hep & FaCs | [ Eman | [ Primt

Enterprise Portal

CMS.gov

Centers for Medicare & Medicaid Services

Hsalth Care Quality improvement Systsm  Provider Resourcas

Welcome to CMS Enterprise Portal

Enter Security Code
A Sacurfy Code ks reguirsd o complels your login

To refrieve a Securfy Code, please salect Me Prone, COMpUier, or E-mall Bat you regeired 36 jour MuR-Facior Auhentication{RFA) device when jou originally reguested 30026s,
f0m 2 WA Device Type dropdown men below

Sacurfy Cooes Spine, D2 SUNS b0 ST your S2curky Cooe prompdy
Unahle to Access Security Code?

I o a@ne unainle 10 300855 3 Securky Code, jou MEy use he "Unable To Access Sacurly Code™ link. To use Tis link you will be direcied away from fils page. For securly purpeses, you
will D2 [TOAIDNS 0 EFESWET U CREIIEngie QuUESTINS DaTre Me Sacurly Coos IS genarated The Sacurky Cooe will D2 520t 10 e emall 30aNess In your proflie. You will be requined i
I0gIN RN Wi your Liser 10, PEsswand and Sacurky Cooe

Yo ey 3kso call your Application Help Desk fo obfain a Securlky Code
ASET 0 MRCSE M8 Securky Cooe using ik 1N or from your Help Desk, jou must sekest e "One-Time Securiy Coce” option from me LAFA Deice Type dropaown mend
MNeed to Register an MFA Device?

I oo e ol regisered an MAFA device and would T 0 00 50 NoW, YOU M3y Use e "Feglster MFA Device” link. For securly purpeses you will be prompied ko lagin 2g2in and answer
YOUT CRElienge QUesions DETe fegisiering an MFA oo

Gasmmz = VIP Access
0 MFA Device Type: | S2iee MFA Davica Type o .. Credential ID |
O VSST12574771
m Security Code @12 ’
976568 ¢ 3

= - i Symantec.
Reagilsiar MFPA Davica @ Validation &
1D Protection

Faorgot Passwand?

The Welcome page displays.

1. Enter your Password.

2. Select
Phone/Tablet/PC/Laptop.

3. Click the copy button
next to the Symantec
VIP Access Security
Code.

4. Paste the Security
Code into the Security
Code field.

5. Click on Log In.
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EPPE - Requesting an EPPE User Role

The Welcome to CMS Enterprise Portal page displays.

CgMO§ Enterprise Portal

My Portal EPPE 1’0

Application

CMS Ente
Microstrategy Reports

Welcome to CMS Enterprise Portal

The Enterprise Portal combines and displays content and forms from multiple applications, supports users
with navigation and cross-enterprise search tools, suppoerts simplified sign-on, and uses role-based access
and personalization to present each user with only relevant content and applications. The vision of the
Enterprise Portal is to provide "one-stop shopping” capabilities to improve customer experience and

satisfaction.
Application Access

There are several ways to manage access to applications

in the CMS Enterprise Portal ,.—-—"‘:/I -

1. To get access to applications supported by EUA go to the Enterprise ) ﬂ

Request Access

Use the link below to request access to Systems/Applications

Request Access Now

Contact Help Desk

ACO Help Desk Contact the ACO Information Center at 1-888-734-6433
(select option 2) if you have any guestions about using the ACO Portlet
features. TTY users should call 1-888-734-6563.

Advanced Provider Screening (APS) Help Desk For issues with the
APS annlicatinn:

1. Click on EPPE.

2. Select Application.
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EPPE - New User/Role Request

The Welcome to EPPE page displays.

CWNS Enterprise Portal = EPPE = Application

Enterprise Privacy Policy Engine

Welcome to EPPE

Mote: Our records indicate that you are a first-time user with EPPE or a user with no active role in EPPE.

You must be associated to one or more organizations and also be assigned to one or more roles in order to use EPPE.

If you wish to continue and request for a role(s) and organization(s) assignment, click the icon to the right.
If you have questions, please contact the EPPE help desk at §44-EPPEDUA, (844-377-3382) or EFPE@cms.hhs_gov.

The user requested access to the EPPE application previously, now the
user must request the type of User Role needed for the system. The
system will recognize a new user with no active role in EPPE.

Click the blue arrow to begin the EPPE Role Request process.
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EPPE New User/ Role Request

The EPPE Role Request page displays.

Cg%é Enterprise Portal

S G S 1. Enter the Organization Name.
e e Entering at least three characters of |
Enterprise Privacy Policy Engine the name will display a list of
| REQUEST ROLE IN EPPE organization names to choose from.
Organization Mame *: Cannot locate your Organization
3 - . 2. Select the appropriate Role.

=

YOUR SELECTIONS

S.Ho. Organization Hame m Data Dissemination System

3. Click on Add.

Note: A selection from the results” dropdown list has to be made.
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EPPE New User/ Role Request

The EPPE Role Request page displays.

Cg%g Enterprise Portal

My Portal EPPEY EPPEVAL1 Y

CMS Enterprize Portal = EPPE = Application

Enterprise Privacy Policy Engine

REQUEST ROLE IN EPPE

Organization Name *:

Role *:

YOUR SELECTIONS

S.No. Organization Name m

If the Organization is not listed, click
the Cannot locate the Organization?
Cannot locate your Organization?) I|nk tO Sme|t a requeSt tO add an
organization.

Data Dissemination System Action
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EPPE - New User/ Role Request

Enterprise Portal

CMS
.gov

My Portal EPPEY EPPEVAL1 ¥

Multiple roles can be

CM3 Enterprize Portal = EPPE = Application

x requested.
Enterprise Privacy Policy Engine
REQUEST ROLE TN EPPE 1. You may edit the
role request by
Organizatinn Name * CENTERS FOR MEDICARE and MEDICAI| Cannot locate your Organizatign? Clicking On Edit'
Role *: DATA ENTRY % v

> 2. Remove arole
request from the
selection table by

. Data Dissemination CIiCking On RemOVE.
5.Ho. | Organization Name Role system

1 EE::IECR;FORMEDICAREandh.IEDICAID CATA 3. After adding the
{CMS) EMTRY
role(s) to the selection

e=> table, click on Submit.

YOUR SELECTIONS
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EPPE - New User/ Role Request

CMS
.gov

Enterprise Portal

My Portal EFFE Y EPPEVAL1 ¥

CMS Enterprize Portal = EPPE = Application

Enterprise Privacy Policy Engine

Your organization/role request has been submitted for approval.

Exit

Click on Exit.

Note: The EPPE Admin now has to approve the role(s) request. An email will be sent
once the role has been approved.
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