Webinar - Closing a DUA
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Presenter
Presentation Notes
This webinar will review the Centers for Medicare & Medicaid Services (CMS) procedures for requesting the closure of a Data Use Agreement (DUA).  

We will discuss
When should a DUA be closed
How to re-use the data for another project/study
How to complete the Certificate of Disposition (COD) form
Where to send the completed COD form

In accordance with section 6 of the terms and conditions of the DUA, the User agrees to destroy any data received as part of the DUA and to send CMS written certification of the destruction of the files within 30 days of the completion of the Project or Study.  And per section 11 of the DUA, the User understands and agrees that they may not reuse original or derivative data file(s) without prior written approval from the CMS DUA staff.

With the exception of CMS contractors, all requests for reuse must be submitted through ResDAC.  CMS contractors must submit their request through their Contracting Officer Representative (COR) or Government Task Lead (GTL).  Please refer to the “DUA – Reuse” page on our website for more detail.
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Data Descriptions from .html file Wb

Data Descriptions:

=1 Data Description: [DE. - IDE. - INTEGERATED DATA REPOSITORY
From Year: 2099 To Year: 2099

#2 Data Description: MCBS - MEDICARE CURRENT BENEFICIARY SURVEY
From Year: 2004 To Year: 2005

=3 Data Description: MEDPAR - MEDICARE PROVIDER ANALYSIS AND REVIEW
From Year: 2099 To Year: 2099

=4 Data Description: NCH-56 - CANADA
From Year: CUERER To Year: CURE
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Presentation Notes
After the completion of your project or study but at least 30-days prior to the expiration date of your DUA, identify the exact name(s) of the files that were issued for your DUA.  Use either the most recent copy of the .html file that you received from the CMS DUA staff or an e-mail notification regarding the expiration date of your DUA. 

This slide shows the data descriptions as they are listed on a .html file from our database.  Please note that for CMS DUAs, the terms “data”, “data description” and “file” are all synonymous and refer to the data that is requested and released for a DUA. 
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Data Descriptions from e-mails mShwrtrbefine

Data Descriptions

CROS55-REFERENCE

5¥STEM FOR TRACKING HHA OWMERSHIP
CARRIER STANDARD ANMNALYTICAL FILE 1606%
DENOMINATOR FILE
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Presentation Notes
This slide shows how the data is listed in our automated e-mail notifications regarding the approaching or already past expiration of your DUA.  

Please note that once a DUA becomes expired, no additional DUA requests will be processed, except closures or extensions, until the expiration status of the DUA is remedied.  This is applicable to all individuals listed on the expired DUA and the organizations to which those individuals are associated.


—— CMS

What's Hew
CENTERS FOR MEDICARE & MEDICAID SERVICES
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DUA - Forms
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DUA - Contact changes

Contact Us
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Presentation Notes
Go to our website at www.cms.gov/Privacy and on the left-hand navigation menu, select the “DUA – Extensions & Closures” page.


http://www.cms.gov/Privacy

Step-by-Step Instructions (&St

Requesting DUA Closures

step 1 - the Eequester or any Custodian listed on the DTTA may request the closure. I none of these imdiwiduals are available, a
representative of the Eequester's or Custodian's orgamezation may submut the request.

step 2 - only send one (1) Certificate of Dispeosition for one (1) DTUTA 0 each e-mail

Step 3 - cotnplete the on-line fillable CMS DA Certificate of Disposition form. In the "CIS Data Files Destroved” section, the file(g)
being destroved must be hsted exactly as they are hsted for your DUA m our Database. Eefer to your DA expiration g-mail notification or
your most recent htm file for your DTIA that you recerved from the CWS DTTA Tearn. Files recerved for one DTA that are also bemg used
as approved by CIS mn another DUTA | must still be cerbfied as being destroved by the Eequester on the Cerfificate of Dispasition for
each DTTA. For example, a file 15 recetved from CWE and used in DTTA #1 and subsequently approved by CME to also be used by the
Eequester for thewr DTTA #2. "When the Eequester 15 ready to close etther DTUA, they must list the file on the Ceréificate af Dispasition,
even though the file 15 still being used under the other approved DTTA. The file 15 accounted for by each DUA mdependently of the other
DA and therefore each DUA's Certificate of Disposition must list the file. The file 15 being destroyved for that specific DTTA even though
it may still be i use under another DA

Step 4 - print, sign, scan and send as an g-matl attachment to Datallse Agreement(a) cins.hhs.gov.
step 5 - e-mail Subject ine: DUA #8585 - Closure (where #HEEE 13 the DA #)
step 6 - you will recerve an g-mail from the CHS DUA team confirming the closure of vour DTTA
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Presentation Notes
The “DUA – Extensions & Closures” page has step-by-step instructions for requesting the closure of your DUA.

You will notice when you go to the certification form that it has been completely redesigned as of May 2012.  And the name of the form has been changed from “Certificate of Destruction” to “Certificate of Disposition”.  In just a moment, we’ll walk you through completing the form.

As of January 1, 2012, we no longer accept DUA forms that have been sent to us in hardcopy.  We only will accept forms send as an attachment to an e-mail.  

The first thing to remember when closing a DUA is to only send one certificate of disposition in each e-mail.

The second item to be aware of is that although the Requester, on behalf of their organization, is ultimately responsible for the DUA, any Custodian listed on the DUA may make requests on behalf of the Requester for the DUA.  When a DUA no longer has the Requester or any Custodian available to submit the Certificate of Disposition, the certificate may be signed and submitted by an official of the Requester’s organization who is authorized to sign on behalf of the organization.


DUA - COD Instructions \‘&®it=]

DATA USE AGREEMENT (DUA) CERTIFICATE OF DISPOSITION (COD) FOR DATA ACQUIRED
FROM THE CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

This certificate is to be completed and submitted to CMS to certify the destruction/discontinued use of all CMS
data covered by the listed Data Use Agreement (DUA) at all locations and/or under the control of all individuals
with access to the data. This includes any and all original files, copies made of the files, any derivatives or subsets
of the files and any manipulated files. The requester may not retain any copies, derivatives or manipulated files —
all files must be destroyed or properly approved in writing by CMS for continued use under an additional DUA(s).
CMS will close the listed DUA upon receipt and review of this certificate and provide e-mail confirmation to the
submitter of the certificate.

Directions for the completion of the certificate follow:

Item # 1 Provide the Requester’s Organization

Item # 2 Provide the DUA #

ltem # 3 Check only one (1) box regarding the disposition of the DUA. List exactly as
identified in the DUA all original files and applicable years associated with this DUA.

Item # 4 Certification statement

ltem #5 Print name of individual signing the form

Item # 6 Phone # of individual signing the form

ltem #7 Date signed

Item # 8 E-mail address of individual signing the form

ltem # 9a (optional) Alternate point of contact (POC) name and phone

Item # 9b (optional) Alternate POC e-mail

ltem # 10 Signature (must be individual listed in item # 6) (use entire box for digital signatures if available)
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Presentation Notes
The DUA Certificate of Disposition, has detailed instructions for completing the form.  All entries on the form are mandatory  except those sections that are clearly marked “optional”.

It  is a good time here to mention that we understand your concern for protecting your signature on the documentation sent to CMS over the Internet.  Please note that CMS will not accept requests which have been encrypted by and uploaded to a third-party vendor site.  

If you wish to protect the documents from unauthorized disclosure, you probably already have the capability to password protect or encrypt your documents using a utility compression software (e.g. WINzip) or your desktop software (e.g. MS-Office).  For assistance, contact your organization's information technology (IT) support services. 



DUA - COD sections 1-3 &%=

DATA USE AGREEMENT (DUA) CERTIFICATE OF DISPOSITION (COD)
FOR DATA ACQUIRED FROM THE CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)
1. REQUESTER ORGANIZATION: 2. DATA USE AGREEMENT (DUA) NO.:

3. CHECK ONLY ONE ITEM BELOW:

1 a. All requested files and the copies, derivatives, subsets and manipulated files have been
approved by CMS for re-use. Attach a copy of the approval documentation.

. Some requested files or copies, derivatives, subsets and/or manipulated files have been
approved by CMS for re-use. Attach a copy of the approval documentation and list below the

files that were destroyed.

. None of the files were ever received for this DUA.

. All files listed below, received under the DUA # listed above, have been destroyed, including
copies, derivatives, subsets and manipulated files.

File(s) Year(s)
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Section 1 of the COD form is for the Requester’s organization.  

Section 2, enter the DUA number

Section 3, check only one item to indicate that 
	a.  All the files have been reused in another DUA
	b.  Some of the files have been reused in another DUA and the remaining files have been destroyed
	c.  None of the files were ever received for the DUA
	d.  All the files have been destroyed.




DUA - COD sections 4-10 &%+ t3

. By signing this Certificate, | confirm that ALL data requested for the DUA number listed above and as
applicable, copies, derivatives, subsets and manipulated files, held by all individuals who had access to, and
from all the computers/storage devices where the files were processed/stored in accordance with the terms and
conditions of the DUA have been properly disposed of as indicated by section 3 above.

5. PRINTED MAME:

Cyber Tyger

6. PHONE #: 7. DATE:

410-111-9999 June 29, 2012

8. E-MAIL:
Cyber.tyger@cms.hhs.gov
9a. (OPTIONAL) ALTERNATE POINT OF CONTACT (POC) NAME AND PHONE:

Cyber Tyger Sr.

Sb. (OPTIONAL) ALTERNATE POC E-MAIL 10. 5IGNATURE:
Cyber.tyger2@cms.hhs.gov

Form CMS-10252 (5/291.2)

Print, sign, scan, attach to e-mail & send to
DataUseAgreement@cms.hhs.gov
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Section 4 is the certification statement. Please always remember when the form is being completed that you are speaking on behalf of all individuals currently and any previous individuals who had access to the data for the DUA, regardless of whether or not they were ever listed on the DUA.  And your signature on the form indicates that no copies, derivatives, subsets or manipulated files have been retained.  All files, on all computers in the possession of all individuals, including hardcopy materials, have been destroyed.

Sections 5-8 are the contact information for the individual signing the form, not the contact information of the DUA’s Requester.

Section 9 is optional.  And again, this is alternate POC information for the person signing the form, not for the DUA’s Requester.

Section 10 is the signature field.  You must print and sign the form.  Please notice the example above shows a computer generated signature and these will not be accepted.  

We anticipate during July or August of 2012, CMS will begin to accept digital signatures on DUA forms.   However, until we announce on our website that we are accepting digital signatures, you must continue to print and sign the form.

mailto:DataUseAgreement@cms.hhs.gov

Attach to e-mail CMS

All requests for DUA actions must be submitted to CMS via e-mail. Any forms must be signed. scanned and
attached to the e-mail and sent to DataUseAgreement@cms.hhs.gov.

« Unless specifically directed otherwise, send reguests only to DataUseAgreement@cms.hhs.gov

« Scanned documents are preferred to be file type pdf

« Submit one (1) DUA request per e-mail

« Addendum forms for a new DUA may all be submitted together with the DUA request in one (1) e-mail

+ Submit contact information updates separately from DUA extension requests

E-mail Subject Lines:

Request Type (note 1) Subject Line {do not include parenthesis)

Mew DUA (note 2) Mew DUA (organization/researcher name or DSH provider £)
Add files (DUA Update form) to existing DUA {note 2) DUA #55 Update

Requester change or add Custodian(s)/Recipient(s) DUA #82 Addendum

Researcher DUA amendment (note 3) DUA #8882 Amendment

Extensicn DUA #2882 Extension

DUA ##5# Closure

Remove Custodian(s)/Recipient(s) DUA #58 Remwegﬂtacts

Change federal contact DUA #8582 Federal contact change

Replace CMS contact on all currently open DUAS CMS Contact (name) global replacement

Correct contact information Contact (name) information update

Note 1 except to close a DUA. all CMS contracts and federal contracts/grants must be submitted through the federal
contact for that specific DUA
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Now that you have printed and signed the form, scan it.  The resulting scanned file may be in the format of .pdf, .jpeg, .bmp or a .tif file.

And to make things as error-free as possible, please begin the name of the file:

	DUA #####.[file extension]		(##### is the DUA #)

If you would like to follow the DUA # with “COD” in the file name, that is fine.

Address the e-mail to DataUseAgreement@cms.hhs.gov.  If you have a federally sponsored project or study, the closure request does not need to be routed through your PO/COR/GTL or Federal Project Officer for approval.  However, it would be a good idea to cc them on the e-mail so that they see you are fulfilling your final obligation regarding the DUA.   You might want to also cc all of the Custodians on your DUA so that they do not duplicate the request for closure of your DUA.


DUA 13556 -
DUA 14768 -
DUA 17532 -

DUA 1733

DUA 17332 -
DUA 22519 -
DUA 22545 -

Extension
Contact
Addendum

- Extension

Federal Contact change
Update

Extension

(Cms

E-mail Subject line

DUA [20486] - Extension Request

RE: CM5 DUA £21511 Extension
Extension Request-DUA 19133

RE: DUA 20215 Addendum

DUA 20213 Extension

Requesting Extension for DUA 13280
DUA 20375 extension
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Step 5 to submitting a DUA closure request is the e-mail Subject line. In order for CMS to go paper-less with the DUA process, we need to be able to be to quickly find documentation regarding DUAs by the subject line of our e-mails.  Relying on the computer to “search” is, comparatively speaking, cumbersome and not nearly as efficient or repeatable as simply being able to sort a folder by the e-mail subject line.

The view “A” and “B” of this slide show the stark difference between consistent wording conventions and haphazard subject line creation.

For DUA closure requests, please use the format in the e-mail subject line:

DUA ##### - Closure		(where ##### is the DUA #)

Your assistance with this is greatly appreciated.


CENTERS FOR MEDICARE & MEDICAID SERVICES

- ;/V,,/f’*’f"’p S
Closure e-Mall "CMS

_MS DatalseAgreement;

CyberTyger2@cms.hhs.gov; CyberTyger3@cms.hhs.gov|

DA 21155 - Closure

T DUA 21156 COD.pdf (159 KB)

(mailing address)
Centers for Medicare & Medicaid Services (CMS
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And what should you put in the body of your e-mail?

If you follow our subject line wording convention, you don’t need to put anything in the body of the e-mail.  It’s just that simple.

And don’t forget to attach a copy of the written documentation approving the reuse of the file or files from your DUA if you identified in the certificate that you are “reusing” the data.  The approval must be from the CMS DUA team, and not just the other DUA’s Requester or your PO/COR/GTL‘s approval.
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After the CMS DUA team approves your COD form and makes the appropriate changes in our database, we will reply-all to the e-mail request for closure with the notification that the DUA has been closed.  If your DUA privileges had been suspended due to this DUA being expired, your DUA privileges will automatically be reinstated.  If you or your organization have other expired DUAs, then those DUAs must also be either extended or closed in our database before your suspension will be removed.  

And don’t forget to watch for the changes coming in July or August 2012, when we will be posting procedure changes and training assistance to help you with our new DUA forms and the going-paperless with digital signatures process.  However, until we announce on our website that we are accepting digital signatures, you must continue to print and sign all DUA forms.

For any answers that you cannot find on our website, please send us an e-mail at DataUseAgreement@cms.hhs.gov. 


http://www.cms.gov/Privacy
mailto:DataUseAgreement@cms.hhs.gov
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