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Training Topics 

 Training Topics in This Module
• EPPE  Application Access Prerequisites
• Basic  Information  About EPPE
• Update/Amend an LDS D UA

– New Da ta File Descriptions  
• EPPE Hel p Desk Informat ion
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EPPE ACCESS PREREQUISITES 



 

    
 

   

EPPE Access Prerequisites 

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access 

• Obtain access to the CMS Enterprise Portal 
• Access CMS Portal 

– https://portal.cms.gov/ 
• Obtain Identity Management (IDM) Credentials, Multi-Factor 

Authentication (MFA) and EPPE Access 
– https://www.cms.gov/files/document/eppeidm.pdf 
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https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0
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Basic Information About EPPE 

Icons Used Throughout the EPPE System 

A red asterisks denotes that a field is required to be entered. * 

The question mark icon when selected will display field specific help. 



 

 
6 

UPDATE NEW DATA FILE(S) 



 

        
 

Privacy Policy Engine 

EPPE Home 

DUA(s) 

New J Re-Use 

~ 
Close 

Extend 

My DUA(s) 

Un-Finished 

Submitted 

Pending Action{s) 

Approved 

Expired 

Closed 

Denied 

Re-Assign DUA(s) 

Change Contact 

Ad Hoc Request 

Search 

DUA Search 

My Access 

Manage Access 

My Preference(s) 

Email Preference 

Exit EPPE 

Welcome to EPPE 
EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an on line Data Use Agreement (DUA). 

Goals: 
• Reduce the amount of time to process a DUA 
• Transition from a paper-based to an automated process . 
• Provide a 100% traceable record of CMS data disclosures. 

Training Materials : Visit the EPPE web page on ems.gov, to download Training Slide Decks for the following: 

• Contractor Approval Workflow. 
• LOS Approval Workflow. 

7 Logged in as: DUA REQUESTER 
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DUA Requester – Update/Amend LDS DUA 

EPPE Welcome Screen: DUA(s) Menu 

Select Update / Amend on the DUA(s) menu to display a list of Approved 
DUAs that can be updated. 
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UPDATE DUA 

PLEASE SELECT ONE OF THE DUA TO UPDATE 

Search: I 

DU A Number Organ ization Requester Request Date Status 

CONT-2019-52533 Demonstration Organization 1 Demo Userone 4-2-2019 Approved View 

LDSS-2019-52542 Demonstration Organization 1 Demo Userone 4-18-2019 Approved View 

CONT-2019-52556 Demonstration Organization 1 Demo Userone 4-15-2019 Approved View 

LDSS-2019-52557 Demonstration Organization 1 Demo UserOne 4-17-2019 Approved View 

LDSS-2019-52558 Demonstration Organization 1 Demo UserOne 4-17-2019 Approved View 

Showing 1 to 5 of 9 entries Next 

DUA Requester – Update/Amend LDS DUA 

Search for Approved DUA 

1. A list of Approved DUAs displays.
2. Select the View link to update or Search for the DUA to update.
Notes:
• If you are an existing Requester or Requester Proxy, any Approved Contractor type

DUAs on which you are the Requester or Requester Proxy will also display in the list.
• If there are multiple pages of Approved DUAs, the Previous and Next buttons become

enabled to scroll through the listing.



DUA -DUA Life c ycle 

MAIN INFORMATION 

DUA Number 

DUA Customer Type 

DUA status 

Expiration Date 

R~edDate 

Requester'sErnai 

Reqoester'sPhoneNumber 

LastUl)OatedBy 

Dn;iamzallonName 

Study/ProteefAim 

Protect Name 

COLLABORATING ORGANIZATION(S) 

NORTH CAROLINA STATE UNIVERSITY 

CUSTODIAN(S) 

PROXY 

LDSS-2019-54170 

Limited Data Set --05-06-2020 

05-07-2019 

DemoUsef()ne 

test@ewecom 

(410)555-1212Ext-nutl 

DemonstrabonOri,anizat1001 

TestS!udy 

TeslS!udy 

0r9"n i.u~on 

Demonstration Organilat1on 1 

RrstName last Name Organrzatmn Name 

DATA FILE DESCRIPTIONS 

SAF-5D · LOS · SAF 5% • DURABlE MEDICAL EQUIPMENT 

SAF-5H ·LOS · SAF 5% • HOME HEALTH AGENCY 

SAF-5S ·LOS· SAF 5% • HOSPICE 

SAF-SI- LOS - SAF 5% - INPATIENT 

Sh0Yffl!l 1to5ol64entries 

DOCUMENTS 

Add1t1onal Supporting Documents 

iii · Document 

Uptoad_Tesl_FM!.M 

Demonstration Clfganization 1 

Descnpt1cm 

Tesl file f..-lra1111"!1<iernon•lr•tion 

~ st~ .com 

Emmi Address 

2011 

2011 

2011 

2011 

Date and r.ne 

May07, 21l1910S8.•1AM 

Search: 

2020 

2020 

2020 

2020 

Phone Number 

0 

0 

0 

0 

0 

0 

0 
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DUA Requester – Update/Amend LDS DUA 

DUA Displays 

1. The  My DUA  screen displays.
2. Select the  Update button.

Note:  If your  organization has  at  
least one  (1)  DUA in Expired status,  
a  message  will display  (when  you  
select the  Update  button)  a list of 
the  expired DUA(s)  number(s)  and 
instructions that  you cannot create  
or update  any  DUAs until  either  
extending or  closing all  of  the  
expired DUAs. 



  

  
  

 

DATA FI LE DESCRIPTIONS 

O.taFileDI-Kription 

Showing Oto O ofO entries 

NEW DATA FILE DESCRIPTIONS 

lntiFileDno:ription 

Showing Oto O ofO entries 

DOCUMENTS 

Addrtional Supporting Documents 

►+ Document 

Upload_Tesl_File.txt Test file fortrarlrlgdemonstrelion 

m+Mf'@HF 

From~ar 

No data available in table 

No data avai lable in table 

Oescript1on 

2000 characters 
remammg 
(2000 
maximum) 

-ToYHr 

-Date and Time 

ldey 07, 2019 10:58:41 AM Download 

EHH+---
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: New Data Files 

Select the Edit button associated with the New 
Data File Descriptions section to add files for 
re-use, if applicable. 



  

    
    

  
 

    
 

  
    

   

 
   

Update DUA Request 

DUA Number : LDSS-2018-54035 

NEW DATA FILE(S) SELECTION 
Required fields are marked with an asterisk (*). 

Privacy Level : [ LIMITED DATASET 

Select Data File Descriptions Start typing to search .. 

0 SADHS -100% LOS WITl-1 STANDARD ANALYTICAL DATE FILE. HOSPICE 

0 SADIP - 100% LOS WITl-1 STANDARD ANALYTICAL DATE FILE - INPATIENT 

0 SADOP -100% LOS WITl-1 STANDARD ANALYTICAL DATE FILE. OUTPATIENT 

0 SADSNF -100% LOS WITl-1 STANDARD ANALYTICAL DATE FILE. SKILLED NURSING 

FACILITY 

0 SAD5C . 5% LOS WlTl-1 STANDARD ANALYTICAL DATE FILE. CARRIER 

Add selection to DUA request 

Selected New Data File Descriptions 

Dab Fil• DHcription Extraction %/ Cohort From Y••u To Ya;u Status 

No data available in table 

i Showing O to O of o entries 

■ 

Action 

] 

8-H:iM 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Add New Data File(s) 

1. The New Data File(s) Selection
screen displays with the Privacy
Level defaulted to “Limited Data
Set”. You must type at least 3
characters in the Select Data File
Descriptions search box to
narrow the results. If you are
unsure of the data code, use key
words to find your file e.g.
“carrier” or “inpatient”.

2. Select the data file(s).
3. Select Add selection to DUA

request. 



  

  

DUA Request 

DUA Number LDSS-2019-54170 

NEW DATA FILE(S) SELECTION 

Reqwred fields are marked Mfh an astensk (*) 

Privacy Level : 

Select Data File 
Descriptions: 

~I u="~'TE=D~D=AT=AS=E~T----~• ] <D 
Starttypmgtc .arch 

0 SADHS - 100% LOS WITH STANDARD ANALYTICAL DATE FILE HOSPICE 

SADIP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT 

SADOP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - OUTPATIENT 

SADSNF - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY 

0 SADSC - 5% LOS WITH STANDARD ANALYTICAL DATE FILE CARRIER 

n SAnsn - S% I n s WITH STANnARn ANAi YTIC: AI n ATF FIi F - ntlRARI F MFnlC.AI FOIIIPMFNT 

Add selection to DUA request 

Selected New Data File Descriptions 

SADIP - 100% LOS Willi STANDAAD ANALYTICAL DATE FILE INPATIENT 

SAOOP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE -OUTPATIENT 

SADSNF - 100% LOS WITH STANDARD ANALYTICAL DATE FILE SKILLED NURSING FACILITY 

Showing 1 lo JofJ entries 

■ 

LIMITED DATASET INCOMPLETI: Edit I Remove O 

LIMITED DATASET INCOMPLETI: Edit I Remove O 

LIMITED DATASET INCOMPLETE Edit I Remove O 

-
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Add New Data File(s) 

1. The  selected data files display  in the  table below. 
2. The  file(s) status  displays  Incomplete. 
3. Select  Edit  to complete required  file  attributes.

Note:  Select  Remove  for  each  file you  need  to remove  from  the  table. It will only  remove  th
the  table  below  and place it  back in the list  of  new  data  files  to be  selected above. 

e file from 



file information 

1. Data file extraction 2. Cu. t..>d1an 3. st ,~r, r g Informat on 

Data File Description : SADIP - 100% LDS WITH STANDARD ANALYTI CAL DATE FILE -
I NPATIENT 

Data File Extraction % I ( Select an Opti • I Q) 

Cohort * : 

From * : ( Select an Opti • I Q) 

To * : ( Select an O~t1. . • I Q) 

Quarter(s) : I Choose Quarters ... I Q) 

State(s) (if applicable) : I Select Some Options .. 
Selected Multiple From and To Year 

ltii+ii:llilillH!iiill-i'Mi\iiil Extraction % / Cohort lidifilidi'iiiHiMii 

Prevous Ill 

" 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA:  Add New  Data File Attributes 

1. The  Data  file information  pop-up displays 
with the  Data  file extraction  tab in focus.

2. Select the  Data File Extraction  %  /  Cohort.
3. Select the  From Year. 
4. Select the  To Year. 
5. Choose any  Quarter(s) (optional). Please 

note  that only  Standard  Analytic Files
(SAF) are available  quarterly.

6. Select any  State(s)  (optional).
7. Select  Add.
8. Select Next.

Notes:  
• Some  future file  years  in  the year range 

may  not be available  yet.
• You  may  only  order  files and years 

available  on the LDS Worksheet.



 
  

 
 

   

file information 

1. Data file extraction 2. Custodians 3. Shipping Information 

Data File Descri ption : SADIP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE -
INPATIENT 

Data File Extraction % / [ Select an Op y l (?) 

Cohort * : 

From "' : [ Select an Op ... y l (?) 

To "' : [ Select an O~ . . YI (?) 

Quarter(s) : (?) 

State(s) (if applicable) : 

-~· 
Selected Multiple From and To Year 

■El❖MGMill,.IMill·\1hlliil Extraction % / Cohort iihiil►Uih&EMIHii 
1990 2020 100% New Year(s) 

" 

Prev•ous -

X 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Add New Data File Extraction Attributes 

1. The data file extraction
attributes display in the
table below.

2. Select Next.



  

  
  

 

 
  

    

file information X 

1. Data file extraction 2. Custodians 3. St>1ppi7g Inforl'latior 

Selected Custodian Locations and Custodians 

■ Organization Custodian Location Custodians Emai l Phone 

Demonstration 123 Main Street, Ba ltimore, 
1. Demo UserOne 

Organ ization 1 Maryland, 21244, USA 
1. test@eppe.com 1. (410) 555-1212 

2 
Demonstration 123 Main Street, Ba ltimore, 

1. Demo UserTwo 
Organ ization 1 Maryland, 21244, USA 

1. test@eppe.com 1. (410) 555-1212 

FIMH+◄ • 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: View Custodian(s) for New Data File(s) 

1. Custodians tab displays.
2. The  Organization,  Custodian

Location, and Custodians with 
their Email and Phone are 
displayed as  view-only  in the 
table.

3. Select  Next.

Notes:   
• The Custodians are

automatically populated from
the Custodian(s)/DESY Users
page.

• You can add other Custodian(s)
from the Custodian(s)/DESY
Users page.

• You must have at least one (1)
Custodian on the DUA.



  

       
 

  

  
  

file information 

1. Data file extraction 2. Custodians 3. Sh1pp1ng Information 

Data File Description : SADIP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE -
INPATIENT 

Required fields are marked with an asterisk ( *) . 

Access Method * : O DIRECT ACCESS @SHIPPING 0 80TH DIRECT ACCESS AND SHIPPING (1) 

Data Dissemination 

System *: 

Primary Recipient * : 

I CCW/VRDC " • I 
SHIPPING INFORMATION 

~[ C~h~o~o~s~•~R~ec~,p~,e~n~t~ .. ·------•J] (1) 

Data Shipping Location .., [ Choose Shipping Location ... 

Carrier : ~I S~•~lect=~a~n~O~p~tlo~n~------•J) (1) .. 
Selected Shipping Details 

■ Shipping Location 

123 Main Street, Ba ltimore, Maryland, 21244, USA 

123 Main Street, Ba ltimore, Maryland, 21244, USA 

Ed+i+IEIIII 
Demo UserOne 

Demo UserTwo 

• ] Add New Location (1) 

Carrier Account Number Ill 

;;;;;;.;:41111 

" 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Add New Data Files Shipping Information 
1. The  Shipping Information tab on the  Data 

file information  pop-up displays  with the 
Access Method defaulted to Shipping and
Data Dissemination System  defaulted to
CCW/VRDC.  Select  a different  Access
Method and/or Data Dissemination 
System, if applicable.

2. Select  Primary Recipient. 
3. Select  Data Shipping  Location.
4. Select  Carrier (optional).
5. Select the  Add button.
Notes: 
• If you are not sure of which data access

method and/or dissemination system to
select, leave the default Shipping and
CCW/VRDC selected.

• Use Add New Location to add a new
location for the selected Primary
Recipient.



     
Update DUA Request 

DUA Number : LDSS-2018-54035 

NEW DATA FILE(S) SELECTION 
Required fields are marked with an asterisk (*). 

Privacy Level : l LIMITED DATASET . I 0 

Select Data File Descriptions Start typing to search .. 

0 SACHS - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - HOSPICE 

0 SADIP -1 00% LOS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT 

D SAOOP - 100% LOS WITH STANOARO ANALYTICAL CATE FILE - OUTPATIENT 

0 SADSNF - 100% LOS WITH STANDARD ANALYTICAL CATE FILE - SKILLED NURSING 

FACILITY 

0 SAD5C - 5% LOS WITH STANDARD ANALYTICAL DATE FILE - CARRIER 

Add selection to DUA request 

Selected New Data File Descriptions 

Oat.I File Description 

SAF-5C - LDS - SAF 5% - CARRIER 

SAF-5D - LDS - SAF 5% - DURABLE 

MEDICAL EQUIPMENT 

SAF-5H - LDS - SAF 5% - HOME HEALTH 

AGENCY 

I Showing 1 to 3 of 3 entries 

Extraction % I 

Cohort 

100% 

From To 

Year Year 
Privacy Level Status 

2010 2018 
LI MITED 

DATASET 
COMPLETE 

LI MITED 

DATASET 
INCOMPLETE 

LI MITED 

DATASET 
INCOMPLETE 

■ 

Action 

Edit I Remove 
0 Apply All 

Edit I Remove 0 

Edit I Remove 0 

M+l:!F 17 

DUA Requester – Update/Amend LDS DUA 

Edit DUA: Data File Attributes for First File is Complete 

1. The  first file’s status is
Complete.

2. Select the  Apply All link to 
apply  the same  attributes to
all  or some of  the  remaining 
files  or

3. Select the  Edit link to enter 
attributes  for each file.

Note:  The  Apply All  link  will only  
display  if the  DUA  has multiple  
files. It  displays  once  data  file  
attributes  for  the  first data file  
selection have  been completed. 



     

 

Data Selection Attributes 

Select the dat a f ile(s) to which you wish to apply the selected dat a attributes. 

■ Se l ect 
All 

□ 

□ 

Data File Description 

SADO P - 101)% LDS WITH STAN DA RO ANALYTICAL DATE Fil£ - 0 UTPATIENT 

SADSNF - 101)% LDS WITH STANDARD ANALYTICAL DATE FILE- SKILLEID 
NURSING FACILITY 

Ap,ply to DUA request 

-Ir COM PLETE 

rncOM PLHE 

X 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Apply First Data File Attributes to All New Files 

1. The  Apply  Data  Selection Attributes  pop-up displays.
2. Select the  Select All  check  box to select all  data  files,  or  Select individual data  file(s).
3. Select the  Apply  to DUA  request  button.

Note:  When using  the  Apply All feature on  New data files, all Extraction attributes  (Extracti
&/Cohort, From/To Years, and  Quarters/States  as  applicable)  and  Data Dissemination  
System/Shipping  information will  be applied  to the selected files. 

on 



   

  
 

 
 

  

 
 

 

 
  

   

DUA Request 
DUA Number : LDSS-2019-54170 

NEW DATA FILE(S) SELECTION 

Required fields are marked with an astedsk (*). 

Privacy Level : 

Select Data File 
Descriptions : 

~I L_I_MI_TE_D_ DA_~_AS_E_T _______ •~l Q) 

Start typing to search 

0 SADHS - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - HOSPICE 

SADIP - 100% LOS WITH STANDARD ANALYTICAL DATE FI LE - INPATIENT 

SADOP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - OUTPATIENT 

SADSNF - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY 

0 SAD5C - 5% LOS WITH STANDARD ANALYTICAL DATE FILE - CARRIER 

n SA050 - 5% Ins WITH STANOA Rn ANAIYTIC:AI OATF ~II F - OIIRARI F MFOIC:AI FOIIIPMFNT 

Add selection to DUA request 

Selected New Data Fi le Descriptions 

Data File Descr iption 

SADIP - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT 

SADOP -100% LOS WITH STANDARD ANALYTICAL DATE FILE - OUTPATIENT 

SADSNF - 100% LOS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY 

Showing 1 to 3 of 3 entries 

Extrac tion % / Cohort 

100% 

100% 

100% 

From Year 

1990 

1990 

1990 

To Year 

2020 

2020 

2020 

Privacy Level 

LIMITED DATASET 

LIMITED DATASET 

LIMITED DATASET 

Sta tus 

COMPLETE 

COMPLETE 

COMPLETE 

Action 

Edit I Remove 
0 Apply All 

Edit I Remove 0 

Edit I Remove 0 

M+i:IM 
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DUA Requester – Update/Amend LDS DUA 

Edit DUA: Status for All New Files Displays “Complete” 

1. The New Data
File(s)
Selection
screen
displays.

2. The status for
all New data
files is
Complete.

3. Select the
Next button.

Note: Use Remove 
to remove a data 
file from the table, 
if applicable. 
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REVIEW & SUBMIT UPDATED LDS DUA 



 

  
DUA Request l#i·i't·M 

DUA Number : LDSS-2019-54170 

DUA REQUEST STATUS 
Your DUA request LDSS-2019-54170 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA request navigate to "My DUA{s)" 

DUA Life Cycle 

MAIN INFORMATION 

DUA Number· 

DUA Customer Type: 

DUA Request Type: 

DUA Status: 

Expiration Date: 

Requested Date 

Requester: 

Requester's Email: 

Requester's Phone Number: 

Last Updated By · 

Organization Name 

study/Project Aim: 

Project Name: 

LOSS-2019-54170 

Limited Data Set 

UPDATE DUA 

Submitted 

05-06-2020 

05-10-2019 

Demo UserOne 

test@eppe.com 

(410) 555-1212Ext-null 

Demonstration Organization 1 

Test Study 

Test Study 

0 
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DUA Requester – Submit Updated DUA 

Edit DUA: Review the DUA 

This first half of the  Review screen  displays  the following sections  of  the  DUA: 
• DUA Life Cycle (select  green  plus icon)
• Main Information
• Collaborating Organization(s)
• Custodian(s)/DESY User(s)

Note:  For better legibility,  the  image  is  being  displayed  on  two (2) slides. 



 

  

 
      

      
 

 
    

DATA FILE DESCRIPTIONS 

D•ta File De acriplion 

HO PPSF - LOS - HOSP ITAL OUTPATIENT PROSPECTIVE PAYMENT SYST EM (OPP S), FINAL 

Showing 1 to3of3entnes 

RE-USE DATA FILE DESCRIPTIONS 

5A050P - 5% LOS WITH STANDARD ANALYTICAL DATE FILE OUTPATIE NT RE-USE 2010 

Showing 1 to2of2entnes 

NEW DATA FILE DESCRIPTIONS 

D•ta flleDescrlptlon 

l Showing Oto O of O entries 

DOCUMENTS 

Document Uploaded Files 

Additional Supporting Documents 

Document 

Add1!10nal_ lnfom,at,on _for _OUA.docx 

m-++:iih'@ME 

S,gnature_Addendum.docx Download 

Descnptlon 

Addmonal mlormanon for lt>e DUA entry proce'>s 

2000 characters 
remaining 
(2000 
maximum) 

20 14 

0 

0 

0 

--
0 

0 

--
--

s;;;;;.;:;sm 
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DUA Requester – Submit Updated DUA 

Edit DUA: Review the DUA 

1. The  second half of  the  Update  DUA Request 
Review screen  is displayed  here  with  the 
following editable sections:

• Existing Data File  Descriptions
• Re-Use  Data File Descriptions
• New Data  File  Descriptions
• Documents
• Comments

2. Select the  Next button when you have finished
your updates  and  entered  your comments.

Notes: 
• If you were unable to select certain file(s) for

re-use, please add a comment that includes the 
data file name(s) and the DUA(s) from which 
you are re-using them. 

• Comments are required for all Update DUAs.
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 DUA Requester – Submit Updated DUA 

Accept Terms & Conditions and Submit the DUA 

The first half of the 
Terms & Conditions 
screen displays. 

Note: For better 
legibility, the image is 
being displayed on two 
(2) slides.

Update DUA Request 

DUA Number : LDSS-2019-54170 

TERMS & CONDITIONS 

This Agreement governs the requesting organization's \}'ou/your") receipt and use of data from the Centers for Medicare & Medicaid Services ("CMS·), a component of the U.S. Department of Health and Human Services 
("HHS.). This Agreement covers the CMS data files you requested and the corresponding purposes for their use , as specified in the Enterprise Privacy Policy Engine ("EPPE· ) system. 

CMS agrees to provide you with the data files specified in the DUA Request , which reside in a CMS Privacy Act System of Records ("SOW). In exchange, you agree to: (a) pay any applicable fees; (b) use the data only for 
purposes that support your study, research , or project , as specified in the DUA Request , which CMS has determined to be valuable in helping CMS monitor, manage, and improve the Medicare and Medicaid programs and/or 
services provided to beneficiaries; and (c) to ensure the integrity, security, and confidentiality of the data by complying with the terms of this Agreement and any applicable law(s), including the Privacy Act (5 U.S.C. §552a) and 
Privacy Rule of the Health Insurance Portability and Accountability Act (HIP.AA [45 C.F.R. Subpart C, Parts 160 and Part 164, Subparts A and El). This Agreement is intended to: (a) secure data that reside in a CMS Privacy Act 
SOR; (b) ensure the integrity, security, and confidentiality of information maintained by CMS; and (c) permit appropriate disclosure and use of such data as permitted by law. 

1. This Agreement addresses the conditions under which CMS will release and you will obtain, use, reuse, and disclose the CMS data files specified in the DUA Request. This Agreement also pertains to and covers any 
derivative files which may contain direct individual identifiers or elements that can be used in concert with other information to identify individuals. For all data released under this Agreement, the legal clauses contained 
herein supersede any and all agreements between you and CMS, and preempts and overrides any instructions, directions, agreements, or other understandings pertaining to any grant award or prior communication with 
HHS (or any of its components}. 

The terms of this Agreement can be changed only by a written modification to this Agreement or through adoption of a new agreement. Any instructions or interpretations issued to you concerning this Agreement or the 
data specified in the DUA Request are not considered valid unless issued in writing by the appropriate CMS representative associated with the project (e .g. Contracting Officer's Representative/Government Task Leader, 
Program Office, System Manager, etc.). 

2. You agree that CMS retains all ownership rights to the data files specified in the DUA Request , and that you do not obtain any right , title , or interest in any of the data released by CMS. 

3. You represent that the data files covered by this Agreement will be used solely for the purposes described in the DUA Request. In releasing the data files, CMS relies upon such representation . 

You represent that the facts and statements made in any study, research protocols, or project plans listed in the DUA Request are complete and accurate. You also represent that said study protocols or project plans, 
which have been approved by CMS or another appropriate entity as CMS may determine, represent the total uses for which you will use the released data files. 

You agree not to disclose, use, or reuse the data covered by this Agreement , except : (a) as specified in an Attachment uploaded to the DUA Request; (b) as authorized by CMS; or (c) as otherwise required by law. You 
also agree not to sell , rent, lease, loan. or otherwise grant access to the data covered by this Agreement , unless you receive express permission from CMS. 

You affirm that the requested data is the minimum necessary to achieve the purposes covered by this Agreement. You agree that , within your organization and the organization of your agents, access to the data covered 
by this Agreement shall be limited to the minimum amount of data and minimum number of individuals necessary to achieve the specified purposes (i.e .• individual's access to the data will be on a need-to-know basis). 

4. You agree that you may retain the files covered by this Agreement as well as any derivative files-including those that directly identify individuals, or that directly identify bidding firms and/or such firms' proprietary, 
confidential , or specific bidding information, which in concert with other information can be used to identify individuals-until the End Date specified in the DUA Request. If the purposes covered by this Agreement are 
completed before the specified End Date, you agree to notify CMS within 30 days of completion of those purposes. Upon such notice or the End Date, whichever occurs sooner, you agree to destroy the data in your 
possession covered by this Agreement and provide certification of disposition of the files identified in the EPPE system within 30 days. You agree not to retain the files covered by this Agreement or any parts of the files 
after the notice of disposition, unless the appropriate CMS representative overseeing the project grants written authorization. You acknowledge that the End Date is not contingent on any action by CMS. 

You understand that you, or CMS, may terminate this Agreement at any time, for any reason , upon 30 days written notice. Upon notice of termination. CMS will cease releasing the requested data files to you, and will 
notify you to destroy any data files in your possession. Sections 2, 3, 4, 6. 7, 8, 9, 11 , 12, and 13 shall survive termination of this Agreement. 

5. You agree to establish appropriate administrative, technical , and physical safeguards to protect the confidentiality of the data and to prevent unauthorized use or access to it. The safeguards shall provide a level and scope 
of security that is not less than the level and scope of security requirements established by the following documents: 

Office of Management and Budget (0MB), ·oMB Circular No. A-130, Appendix Ill-Security of Federal Automated Information Resources: available at https://www.whitehouse.gov/ombl'circu1ars_a130_a130appendix_iii . 

Nat ional Institute of Standards and Technology (NIST). ·Federal Information Processing Standards Publication 200---Minimum Security Requirements for Federal Information and Information Systems ,~ available at 
http://csrc .nist.gov/pub1ications/fips/fips200/FIPS-200-fina1-march.pdf . 
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DUA Requester – Submit Updated DUA 

Accept Terms & Conditions and Submit the DUA (cont.) 

1. The second half of the Terms &
Conditions screen displays.

2. Select the I agree checkbox.
3. Use your browser to print if

applicable.
4. Select Submit.

Note: The Terms & Conditions now 
incorporates Attachment B which no 
longer needs to be submitted as a 
separate form. 
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DUA Requester – Submit Updated DUA 

Edit DUA: Submitted Confirmation Message 
1. Submission confirmation message  is 

displayed on the  DUA Request  Status 
screen.

2. The  DUA  will be  placed in the  Requester’s
Submitted Queue. 

3. The  LDS DMT will find the  DUA  in their 
Pending Action(s) queue.

Notes: 
• Denied updates will be  placed in the 

Approved queue  with a Denied entry  in the  
DUA  Life  Cycle.  You can re-submit  an update  
with  corrected  information on  the DUA. 

• If  payment is  required,  the DUA will  not 
appear in your  Approved queue  until  the  LDS  
DMT  approves  it and the  Payment  
Coordinator has  confirmed payment. 

• If payment  is  not required,  the DUA will  not 
appear in your  Approved queue  until  the  LDS 
DMT approves it.

Update DUA Request EMffM 
""' .. 

DUA REQUEST STATUS 
UA request LOSS-201~35 has been entered You "MIi receive a follow-up emad nollflcauon. To view the DUA nav,gate to "My DUA(sr =::, 

DUA Life Cycle 0 

MAIN INFORMATION 

DUA Number 

DUA Customer Type 

DUA Category 

DUA Status 

Expirat100Date 

Requested Date 

Requester 

Rcquc5tc(5 Emmi 

Requeste~s Phooo Number 

LastUpdatad6y 

Orgarnzat.onName 

Study/PrQJectAlm 

Protect Name 

Privacy Act And HIPAA Authorization Code 

Privacy Act Aulhonzallon Code 

HIPAA Authorization Code 

CMS Contact (COR) 

First Name 

Last Name 

PhooeNumber 

COLLABORATING ORGANIZATION(S) 

DESY USERS 

L 
Cmdy-LooWho 

Clare Huxtable 

[ Showmg 1 to 2 of 2 entries 

CL25 

CH45 

LOSS-2018-54035 

Umrted Data Set 

42 - CMS PROGRAMS 

Approved 

01-30-2019 

02-07-2018 

Mary Parlier-Smith 

mp5rruth@cppc.com 

(301)555-1212 

V10laOav1s 

UNIVERSITY OF NORTH CAROLINA 

LOS Trammg Protect 

LOS Trammg Protect 

RESEARCH RU 

Lim1ted Data Se\ 

LINDSAY 

SMITH 

test@eppecom 

(410)786--6843 

o,ganization 

NORTH CAROLINA STATE UNIVERSITY 

NORTH CAROLINA STATE UNIVERSITY 

0 

0 

.. 

~ D
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DUA Request MMlli't·W 
DUA Number : LDSS-2019-54170 

DUA REQUEST STATUS 
Your DUA request LDSS-2019-54170 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA request navigate to "My DUA(s)". 

DUA Life Cycle 

MAIN INFORMATION 

DUA Number : 

DUA Customer Type 

DUA Request Type 

DUA Status : 

Expiration Date: 

Requested Date 

Requester: 

Requester's Email 

Requester's Phone Number : 

Last Updated By 

Organization Name 

Study/Project Aim 

Project Name · 

LDSS-2019-54170 

Limited Data Set 

UPDATE DUA 

Submitted 

05-06-2020 

05-10-2019 

Demo UserOne 

test@eppe.com 

(410) 555-1212Ext-null 

Demonstration Organization 1 

Test Study 

Test Study 

7 

@ 
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DUA Requester – Submit Updated DUA 
Displaying the DUA Life Cycle 

Select the Green Plus Sign Icon to view the DUA Life Cycle. 

Note: Some of your DUAs may have been moved from the Data Agreement and Data 
Shipping System (DADSS) system, which is the DUA tracking system used before EPPE. 
The DADSS Comments section will display any comments entered in that system and 
only for those DUAs. 



 
  

  
    
      

DUA Request M¥11Ut·M 
DUA Number : LDSS-2019-54170 

DUA REQUEST STATUS 
Your DUA request LDSS-2019-54170 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA request navigate to "My OUA(s)". 

DUA Status 

Submitted-Wait ing for Limited Data Set DUA Management Team 

Approval 

In Progress 

In Progress 

In Progress 

In Progress 

[ Showing 1 to 5 of 25 entnes 

MAIN INFORMATION 

DUA Number 

DUA Customer Type 

DUA Request Type 

LDSS-2019-54170 

Limited Data Set 

UPDATE DUA 

DUA Action Date 

May 10, 2019 10:32:14 
AM 

May 10, 2019 10:28:05 
AM 

May 10, 2019 10:15:53 
AM 

May 10, 2019 10:15:08 
AM 

May 10, 2019 10:14:04 
AM 

DUA 
Act ion User Comments 

Action 

UPDATE DUA 
Demo Submitt ing an update to this DUA for reasons 1, 2, 

UserOne and 3. 

UPDATE DUA 
Demo 
UserOne 

UPDATE DUA 
Demo 
UserOne 

UPDATE DUA 
Demo 
UserOne 

UPDATE DUA 
Demo 
UserOne 

Special 
Instructions 

2345Next 
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DUA Requester – Submit Updated DUA 
Status Progressions and Actions Display 

1. The DUA Life Cycle details display.
2. Select the Next button to scroll through the life cycle list if applicable.
3. Select the Red Negative Sign Icon to collapse the DUA Life Cycle table.



 

   
   

28 

DUA Requester – Print DUA 

Please refer to the Print DUA training module for more information 
on printing your  DUA. 
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EPPE Help Desk InformationEPPE Help Desk Information 

EPPE Help Desk Contact Information 
Hours of Operation: Monday – Friday 9:00 AM to 6:00 PM EST 

844-EPPE-DUA (844-377-3382)
eppe@cms.hhs.gov

Note: For information on policies, forms and other LDS DUA related information, please refer to 
the Limited Data Set (LDS) page. 

 

mailto:eppe@cms.hhs.gov
https://www.cms.gov/Research-Statistics-Data-and-Systems/Files-for-Order/Data-Disclosures-Data-Agreements/DUA_-_NewLDS.html
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