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Training Topics

Training Topics in this Module

* Requesting the EPPE DUA Requester Role
* EPPE Application Login
* DUA Re-Assignment

— Initial DUA Re-Assignment
— Change Contact Request
— Ad Hoc Request

e New/Re-Use Contractor DUAs
e Update/Amend Contractor DUAs
* Extending & Closing Contractor DUAs



Training Topics (cont.)

Training Topics in this Module

* Search for DUAs
* Manage Access

— Adding/Removing a Role
* Requester Proxy Assignment

— Adding/Removing a Proxy
— Proxy Roles

* Email Preferences
* EPPE Help Desk Information



OBTAINING THE EPPE DUA REQUESTER ROLE



Obtaining the DUA Requester Role

Login as an EPPE User

CMS.gOV | Enterprise Portal

Phone/Tablet/PC/Laptop v

Enter security code

Trouble Accessing Security Code?

v Agree to our Terms & Conditions

Login

Forgot your User ID or your Password?

~ VIP Access

Credential ID [
VSST43¢
Security Code @20/

258747 ©
O s,

i | O

Once your EPPE User Role access
has been approved, access the
CMS Enterprise Portal.

Enter your User ID.

Enter Your Password.

Choose the MFA Device.

Enter the Security Code from the
VIP Access Software.

Select the Agree to our Terms &
Conditions button.

Select Login.

Note: The MFA Device selection field
and the Security Code field display
after entering the User ID and MFA
Device respectively.




Obtaining the DUA Requester Role

Request a Role in EPPE

CMS.gov|Mv Enterprise Portal @ UserName o @ Help @ LogOut

My Portal

Request/Add Apps

1. The CMS Enterprise Portal Welcome Screen displays with the EPPE Application tile.
2. Select the EPPE Application tile.




Obtaining the DUA Requester Role

CMS Portal: Request a Role in EPPE

© User Name w ©Help @ Log Out

CMS.gOV | My Enterprise Portal

My Portal

=t

Request/Add Apps

Select Application to access the EPPE system.




Obtaining the DUA Requester Role

EPPE Welcome Screen

CMS.gov | My Enterprise Portal : O User Name v @ Help

® Log Out

Enterprise Privacy Policy Engine

Welcome to EPPE

Note: Our records indicate that you are a first- time user with EPPE or a user with no active role in EPPE.
You must be associated with one or more organizations and be associated with one or more roles to use EPPE.

Select{c Request Access 3 if you wish to request a role and organization assignment.

If you have questions, please contact the EPPE help desk at 844-EPPEDUA (844-377-3382) or EPPE@cms.hhs.gov.

1. The EPPE Welcome Screen displays.
2. Select the Request Access link to start the role selection process.




Obtaining the DUA Requester Role

Request EPPE Role

CMS.gov |F'u‘l'g,a" Enterprise Portal

Enterprise Privacy Policy Engine

REQUEST ROLE IN EPPE

Organization Name *:  Search by entering at least 3 cha| Cannot locate your
Organization?

Role *:

YOURES EISEGHIONS)

m Organization Name m Data Dissemination System m

[ Exit )
1. Select your Organization Name from the
dropdown.
2. Select the DUA Requester Role from the
dropdown.

3. Select the Add button.




Obtaining the DUA Requester Role

REQUEST ROLE IN EPPE

Organization Name *:  FLORIDA A&M UNIVERSITY Cannot locate your
Organization?

Role *: DUA REQUESTER x v

YOUR SELECTIONS

ATTESTATION
Organization Name Data Dissemination System

Agreeing to this statement confirms that I have completed the
mandatory training for the role that I am requesting, as specified
on the EPPE web page. Link to EPPE web page.

FLORIDA AZM UNIVERSITY ~ DUA REQUESTER

1. The Attestation message displays: “Agreeing to this statement
confirms that | have completed the mandatory training for the role
that | am requesting, as specified on the EPPE web page,” including
a link to the EPPE page on CMS.gov.

2. Select the | agree checkbox.

3. Select the Next button.
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https://www.cms.gov/Research-Statistics-Data-and-Systems/Files-for-Order/Data-Disclosures-Data-Agreements/Enterprise-Privacy-Policy-Engine.html

Obtaining the DUA Requester Role

CMS.QO\/ |My Enterprise Portal
Enterprise Privacy Policy Engine

REQUEST ROLE IN EPPE

Organization Name *:  FLORIDA A&M UNIVERSITY Cannot locate your
Organization?

Role *: DUA REQUESTER

YOUR SELECTIONS

Organization
Name

Data Dissemination

Role Action
System
FLORIDA A&M DUA
1
UNIVERSITY REQUESTER

© User Name w ©OHelp ® LogOut

1. The Selection displays in the table.
2. Select the Submit button.
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Obtaining the DUA Requester Role

EPPE Role Request Acknowledgement

CMS.QOV | My Enterprise Portal i ©  User Name v ©Help @ LogOut

Enterprise Privacy Policy Engine

Your organization/role request has been submitted for approval.

1. The EPPE role request submission acknowledgement displays the message:
“Your organization/role request has been submitted for approval.”

2. The EPPE Administration (EPPE Admin) Team will review for approval.

3. Select the Exit button.
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DUA Requester — EPPE Login

EPPE Welcome Screen and Menu

2] Stoney Johnson w @ Help % Log Chut

Enterprise Privacy Policy Engine

Logged in as: DUA REGUESTER

EPPE Home
To Select a

Hew | Riellse
Update | Amend Welcome to EPPE
Close EPPE iz an applcation thal sireamlines the procass of réquesting data Trom the Canlers for Medicare & Medicaid Services (CMS) via an onling Data Lise Agresment
(DL,
Extend
! Goals:

» Reduce the amount of time (o process a DUA
m = Transition from a paper-based 1o an aulomabed procass

« Prowide a 10076 raceable record of CMS data disclosures,

Un-Finished

Training Materials: Visit the EPPE web page on cms.gov, 1o download Training Slide Dacks: for the following:
Submitied « Coniractor Approval WorkSow.
Panding Action(s) Verlen I7.1
Approved
Expired
Closed

Denied

The EPPE Welcome Screen displays with the EPPE Menu for the DUA Requester.
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DUA RE-ASSIGNMENT




DUA Re-Assignment — Requester’s Initial Log-in

EPPE Welcome Screen — DUA Re-Assignment Table

1. Requester logs into the
Logges in ai: DUA RESUESTER .
EPPE system for the first
:JEIEIC.'D.,T? .‘-t?_.-g-??.-E-_".r;a il off PodLaliFeg ik From B et e Ledicar & Midicad Services (CAS) v 0 crine [l e Agnpeerend time'
e, 2. Alist of DUAs created for
» Pisdue fhe mmount of Bimes i process o DUR
N that Requester under the
T l-'...u»l-.u\;.'.:—m:_u-:,u page on oma gov. to downioad Tramng Sace Decks for the folowing data entry role iS
oniiracior Approral Wioridiow
' displayed.
MY REASSIGNED DUA 3. Requester selects “|
S - Oqpeaen G Mg o e agree” and selects
CONT-ZNESMNT?  GECRGETOWN UNIVERSITY « MEALTH POLICY .\'31.:'..r!_ Contractor Chariofie Weth  Approwed View ”Accept_"
CONT-ZI1 852873 GECRGETONWN UNIVERSITY - HEALTH POLICY BETITUTE Condracion Chariofie Wetb Chogesd
I 4. DUAs now move into the
Requester respective
ACKENOWLEDGEMENT STATEMENT
queues.
Vagree. Note: You will not be able to
— create, update, extend, or
close any DUAs until taking
ownership of re-assigned DUAs
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Request From Same Organization

e —— S S m——

Sl = arriend = £y

ST i ik Wil [
Sl
- Pr e [ B F L= L% AT,

Agaparcre il s
-----------

acorphance of yos DL ST - PR - e -t of Bhe CRLLA | B haran Boers i
P —— e BT e P cmss-Lgs A Heere o LA
.

Pl AT )
-----------
Eupr
Chonad
(=22 ]

The Requester can request or assign DUAs within their organization
through the “Change Contact” process.
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DUA Re-Assignment — Change Contact

L d i : DUA REQUESTER
EPPE Home ogged in as Ql

Switch
To: Select an Option

New / Re-Use

CHOOSE CHANGE CONTACT TYPE

Update / Amend ) . .
Required fields are marked with an asterisk ( *).

Close

Extend Choose the option to Request / Assign DUA (s) *

® Request a DUA from same organization (?

Assign a DUA to Requester from same organization (2
Un-Finished
Submitted A
Pending Action(s)
Approved
Expired
Closed
Denied

Change Contact

Ad Hoc Request

1. Requester selects “Change Contact” from the left navigation menu.
2. Select “Request a DUA from same Organization.”
3. Select “Next.”
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Request From Same Organization

Logged in as: DUA REQUESTER

Switch
To: Select an Option v

REQUEST A DUA FROM SAME ORGANIZATION

Your Organization : JOHNS HOPKINS UNIVERSITY (JHU)
DUA Number *: 53414 @

Your organization is pre-populated. A drop-down will appear if you are a

requester for multiple organizations for you to select your organization.
2. Enter a DUA number.

3. Select “Next.”
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Request From Same Organization

UPLOAD DOCUMENTS

You may upload one or more documents.

Add Files : ( Choose Files !_No file chosen

Add Descriptlon o 2000 Char’acfers
remaining
(2000
maximum)
S
CERTIFICATE_OF_DISPOSITION.docx Download Delete

Upload

1. Select “Choose Files.”
2. Select a file to upload and select “Upload.”
3. Select “Next.”
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DUA Re-Assighment — Change Contact

DUA Re-Assignment — Request From the Same Organization

Logged in as: DUA REQUESTER

Switch
To: Select an Option v

DUA Re-Assignment request for DUA 53414 has been successfully submitted.
CHOOSE CHANGE CONTACT TYPE

Required fields are marked with an asterisk ( *).

Choose the option to Request / Assign DUA (s) *

Request a DUA from same organization (2

Assign a DUA to Requester from same organization (2

1. Status message is displayed, “DUA Re-Assignment ##### has been successfully
submitted.
2. DUA Re-Assignment request is routed to the CMS Contact (COR) for approval.
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Assignh Within the Same Organization

mew @Help @ Log

Enterprise Privacy Policy Engine
_ Logged in as: DUA REQUESTER
—_ Welcome to EPPE

EPPE is an application that streamiines the process of requesting data from the Centers for Medicare & Medicaid Sendices (CMS) via an onfine Data Use Agreement (DLA)

New | Re-Use ok
= Reduce the amount of tima to process a DUA
Update [ Amend « Transition from 3 paper-based to an automated process.
Close = Provide a 100% raceable record of CMS data disclosures.
Training Materials: Visit the EPPE weh page on cms gov, to download Training Skde Decks for the following
Extend

» Contractor Approval Workflow:

The acceptance of your DUA(s) re-assignment was successful. You will receive a follow-up email natification of the DUA(S) that have been re-assigned with instructions on how to follow-up i there are missing DUAs

Un-Finished
Submitted
Pending Action(s)
Approved

Expired

Closed

Denied

Ad Hoc Request

DUA Search

Manage Access

Email Preference

The Requester can request or assign DUAs within their organization through the

“Change Contact” process. 1




DUA Re-Assighment — Change Contact

DUA Re-Assignment —Assign Within the Same Organization

Logged in as: DUA REQUESTER
Switch To:| Select an Option
CHOOSE CHAMNGE CONTACT TYPE

Required fields are marked with an asterisk ( *).

Choose the option to Request / Assign DUA (s) *

Request a DUA from same organization (?

® Assign a DUA to Requester from same organization 3

G

1. Requester selects radio button, “Assign a DUA to Requester from same
organization.”
2. Requester select “Next.”
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Assign Within the Same Organization

Logged in as: DUA REQUESTER

Switch To:| Select an Option

ASSIGN A DUA TO REQUESTER FROM SAME ORGANIZATION

Your Organization - Automation Testing University

DUA Number *: 52365 ?

Requester *: Bob Marley X v

1. Requester’s organization is pre-populated. A drop-
down will appear if you are a requester for multiple
organizations for you to select your organization.
Requester selects “Next.”

Enter the DUA number.

Select Requester from the drop-down.

Select “Next.” 23
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Assignh Within the Same Organization

Re-Assign DUA(s)

Current Requester :

Current Requester's Email :

Current Requester's Phane Number -
Current Organization Name :

Reassigned Requester :

Reassigned Requester's Email :
Reassigned Requester's Phone Number :

Reassigned Organization Name :

Mitesh Pandya

mitesh pandya@eppe.com
(410) 782-0476

Automation Testing University
Bob Marley

test@test.com

(123) 456-7890

Automation Testing University

oS

1. Re-assigned summary page is displayed showing the current requester and
the re-assigned Requester’s name.
2. Requester selects “Submit.”
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DUA Re-Assignment — Change Contact

DUA Re-Assignment — Assign Within the Same Organization

DUA Re-Assignment request for DUA 52365 has been successfully submitted.

CHOOSE CHANGE CONTACT TYPE

Regquired fields are marked with an asterisk { *).

Choose the option to Request / Assign DUA (s) *
Request a DUA from same organization (?

Assign a DUA to Requester from same organization (?

1. Requester is returned to the “Change Contact” screen where the status
of their current action is displayed at the top of the screen.
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DUA Re-Assignment — Ad Hoc Request

DUA Re-Assignment — Ad Hoc Request

(Sra— | - B
[ TROSSE T R
EFPE & an apleaiion Bl steearmibn T procsss of i - R
Uipciate | A =
-
£ B St Puliane] 55 e Se Arsiriate] fecaten &
Crewe @ 100 i et pemed of ICIES dats gesckor e e
m Trgmreng Wsterian i fa EPPE wet COge o Crea Qo 8o downbosd Trasrarg S Deecios Sor e Sodceving
= COrariDe AR WA
et
Tree acoepharce of your DLUWACS ) re-sssgrirent ses s esiul . Yiow will recesss 3 SoSour D vl rodifacaton of Tre DHLLAS ) Pt harves bese re-sassgresd with
[ —— rdrcicrm o hov 55 Solcueop B Sheee ane rrissing DA
Pardding ALt
N ]
W v
Cloned
D e
Crangpe Contact

1. Requester logs into EPPE.
2. Selects Ad Hoc Request from the left navigation menu.
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DUA Re-Assignment — Ad Hoc Request

DUA Re-Assignment — Ad Hoc Request

REQUEST A DUA FROM DIFFERENT ORGANIZATION

Your Organization : JOHNS HOPKINS UNIVERSITY (JHU) 1. Req uester’s
organization displays.
2. Enters the DUA

DUA Number : * 52096 2

Upload one or more supporting documents : *

number.
Add Files : Choose Files | No file chosen 3. U p loads su pPpo rtin g
Add Description : 2000 characers dOCU mentation a nd
remaining
e selects “Submit.”
maximum)

4

Note: If request belongs

to multiple organizations,

Acquisition_of_Company_Document docx This document is provided to support this request Download Delete

they would select
organization from a drop-

down.
[ swn ]
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DUA Re-Assignment — Ad Hoc Request

DUA Re-Assignment — Ad Hoc Request

DUA Re-Assignment request for DUA 52096 has been successfully submitted.
REQUEST A DUA FROM DIFFERENT ORGANIZATION

Your Organization : JOHNS HOPKINS UNIVERSITY (JHU)

DUA Number : * Digits only ?

Upload one or more supporting documents : *

Add Files : . Choose Files . No file chosen

Add Description : ' | 2000 characters
remaining
(2000
maximum)

Upload

1. Requester is returned to the Ad Hoc request home page.
2. Ad Hoc request is submitted to the EPPE Admin for approval.
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DUA Requester — New Contractor DUA Request

EPPE Home Screen: DUA(s) Menu

C MS_[__JIZ___'H_.I' |f v Enternprise Portal = My Apps © Help O+ Log Out

Enterprise Privacy Policy Engine

Logoed in as: DUA REQGUESTER

i
ii

Welcome to EPPE

Mo [ Ri=Llaa
EFPE Is an application that streamiines the process of nequesting data from the Centers for Medicare & Medicald Serdces (CMS) via an online Data Use Agreement
Update | Amend (DHLLA)
Goalts:
Cloze « Reduce the amount of Bme 1o process a DUA
Extand « Transion (fom 8 paper-hased 10 a0 SU0MEled Process,

= Provide 8 100% traceabie record of CMS data disclasures

Trairirg Materials: Visit the EPPE web page on cms.gov, 16 downlaad Training Slide Decks for the foliowing

+ Confractor Approval Workfiow
Wn-Fintshed

Werakn 17 8
Subsmitted
Panding Action]s)
Approved
Expired
Closad
Dendad

Change Coninct

Select New / Re-Use to begin a new DUA.
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DUA Requester — New Contractor DUA Request

DUA Type Selection

New / Re-Use DUA Request
DUA TYPE

Required fields are marked with an asterisk (*).

What type of New or Re-Use DUA do you wish to request? *

Contractor (?

1. The DUA Type Screen for the New/Re-Use DUA Request Screen displays.
2. Select the Contractor radio button
3. Select Next
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DUA Requester — New Contractor DUA Request

Sub-Contracting Organization Decision

New / Re-Use DUA Request
ORGANIZATION(S)

Required fields are marked with an asterisk (*).

Do you wish to add/remove a sub-contracting organization(s) for this DUA request?

YES© NO (2

1. The Organization(s) screen displays with the Requester’s Organization Name. If the
requester belongs to multiple organizations, a dropdown box will display for
selection of the organization.

2. Select the Yes or No radio button to answer the question, “Do you wish to add/

remove a sub-contracting organization(s) for this DUA request?” .




DUA Requester — New Contractor DUA Request

Add Sub-Contracting Organization

New / Re-Use DUA Request
ORGANIZATIONC(S)

Required fields are marked with an asterisk (7).
Your Organization : NORTH CAROLINA STATE UNIVERSITY

Do you wish to addiremove a sub-contracting organization(s) for this DUA request?
8 YES @ NO L

Use the Sub-Contracting Organization (autocomplete search field) to select an organization and then click Add button to add the sub-contracting organization to
the DUA Request. Repeat the pracess 1o add additional sub-contracting organizations to the DUA Request. If the organization is not located in the search list,

select Cannot Locate Oy ization link. The i sub-contracting izations on the DUA request are shown in the table.
Selact Sub-Contracting university af narth carolin Cannot locate the Organization? (2
Crganization *; UNIVERSITY OF NORTH CAROLINA

UNIVERSITY OF NORTH CAROLINA - CHAPEL HILL

UNIVERSITY OF NORTH CAROLINA - GREENSBORO

UNIVERSITY OF NORTH CAROLINA (UNC)

UNIVERSITY OF NORTH CAROLINA - CHARLOTTE
Selected Sub-Contracting Orgar | y1vERSITY OF NORTH CAROLINA

Sub-Contracting Organization Name Action

(o 1 e ]

=

Answer Yes to select a Sub-contracting Organization

Enter the Sub-Contracting Organization name

Select the sub-contracting organization from the drop-down list.
. Select Add

Note: You must select the organization from the list.

pwN
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DUA Requester — New Contractor DUA Request

Sub-Contracting Organization Displays in Table

New / Re-Use DUA Request
ORGANIZATION(S)

Required flelds are marked with an asterisk (*}

Your Organization : NORTH CAROLINA STATE UNIVERSITY

Do you wish to addiremove a sub-contracting organization(s) for this DUA request?

® YES© NO (3

Use the Sub-Contracting Organization (autocomplete search field) to select an organization and then click Add button 1o add the sub-contracting organization to
addi ; rgani. 1 in the search lis

the DUA Request, Repeat the process to add additional sub-contracting organizations to the DUA Request, If the arganization 15 not located In the search list,
select Cannot Locate Organization link, in the 13

anization?

Select Sub-Contracting
Organization *:

. Sub-Contracting Organization Name Action

1 UNIVERSITY OF NORTH CAROLINA Remove

[ o T on ] e G

1. After selecting the Add button, the Sub-Contracting Organization is added to the

selection table.
2. Select Next
Note: You can select the Remove link to remove the sub-contracting organization from

the table.
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DUA Requester — New Contractor DUA Request

Add New Sub-Contracting Organization

New / Re-Use DUA Request
ORGANIZATION(S)

Required fields are marked with an asterisk ().
Your Organization : NORTH CAROLINA STATE UNIVERSITY

Do you wish to add/remove a sub-contracting organization(s) for this DUA request?
® YESO NO (2

Use the Sub-Contracting Organization (autocomplete search field) to select an organization and then click Add button to add the sub-contracting organization to
the DUA Request. Repeat the process to add additional sub-contracting organizations to the DUA Request. If the organization is not located in the search list,
select Cannot Locate Organization link. The selected sub-contracting organizations on the DUA request are shown in the table.

Select Sub-Contracting Search by entering at least 3 characters.  Cannot locate the Organization? (2

Organization *:

Selected Sub-Contracting Organizations

. Sub-Contracting Organization Name m

Select the Cannot locate the Organization? link to create a sub-
contracting organization that is not listed.
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DUA Requester — New Contractor DUA Request

Add New Sub-Contracting Organization

New / Re-Use DUA Request
ORGANIZATION(S)

Required fields are marked with an astersk ().
Your Organization : NORTH CAROLINA STATE UNIVERSITY
Do you wish to add/remove a sub-contracting organization(s) for this DUA request?

® YES@ NO (@
£S Bl Organization *®

Use the Sub-Contracting Organization (a jad the sub-contracting organization to
the DUA Request. Repeat the process to tion is not located in the search fist,
select Cannot Locate Organization link e lable,

You can submit a request for a new organization, however
Select Sub-Contracting Search | it will be available for you to select only upon approval. Do
Organization *: you wish to request for a new organization?

Yes No

Selected Sub-Contracting Organizations

f Sub-Contracting Organization Name
Cee 1 an v ] e

1. The Organization pop-up message displays a question asking if you want to request a
new organization.
2. Select the Yes button to add a new sub-contracting organization
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DUA Requester — New Contractor DUA Request

Add New Sub-Contracting Organization Information

Add New Organization x

1. The Add New Organization pop-up

Required fields are marked with an asterisk (*).Please enter your d iSpIayS.
Organization information.

2. Enter the Organization information

?

Organization Name *: ° Organization Na me
Address Type *: * Address Type:
® Domestic Address U International Address (2 ° Domestic (default)
Address Line 1 *: ? * International
Address Line 2 : ? b Add ress
Address Line 3 : ? b City
City * ? . State
State * : Select an Option 2 i Cou ntry
Country - 5 e United States of

) . America (default)
Zip Code ™ i

e Zip Code
e Zip Code Extension (optional)

m m 3. Select the Submit button

Zip Code Extension :
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DUA Requester — New Contractor DUA Request

New Sub-Contracting Organization Confirmation

Confirmation

Your request has been successfully submitted and is pending approval.
You will receive a follow-up email notification.

Quit Without Saving

1. The Confirmation message displays: “Your request has been successfully submitted
and is pending approval. You will receive a follow-up email notification.”
2. Select the Quit Without Saving button

Note: A new Organization requires EPPE Administration Approval. The DUA will not be
saved. The DUA entry will have to be restarted once the organization is approved.
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DUA Requester — New Contractor DUA Request

No Sub-Contracting Organization Needed

New / Re-Use DUA Request
ORGANIZATION(S)

Required fields are marked with an asterisk (*).
Your Organization : NORTH CAROLINA STATE UNIVERSITY

Do you wish to add/remove a sub-contracting organization(s) for this DUA request?

YES® NO (2

1. Select the No radio button If no sub-contracting organization is needed
2. Select Next
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DUA Requester — New Contractor DUA Request

Main Information Screen

New / Re-Use DUA Request

Main Information

DUA Number : CONT-2018-54108
MAIN INFORMATION

Required flelds are marked with an asterisk
Project Name * :

Contract Number * :

Task Order Number :

CCCCCCCCCCCCCC

M NTACT [COR)

Select CMS Contact (COR):

=0 EED

[ oo ] s

B w

The DUA Number is
displayed.

The Main Information
screen displays.

Enter the Project Name
Enter the Contract Number
Enter the Task Order
Number (Optional)

Enter the Contract Period
Dates

Enter the CMS Contact
(COR)
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DUA Requester — New Contractor DUA Request

Main Information Screen: Entering the Contract Period

New / Re-Use DUA Request

MAIN INFORMATION

Task Ordor Numbaer @

: .. :

CONTRACT PERIOD *

Contract Start Date : Contract End Date :
01/01/2016 | 12/31/2017

© Dec v 2017 | ©

Su Mo Tu We Th Fr Sa
CMS CONTACT (COR) *
1 2
Select CMS Contact (COR) :

3 4 5 6 7| 8| 9
Cannot locate your CIMS Con SO ) S | 14| .
17| 18| 19| 20( 21| 22| 23
24 25 26 27 28 29 30
31

Done

1. Enter the Contract Start Date (mm/dd/yyyy) or use the pop-up calendar
2. Enter the Contract End Date (mm/dd/yyyy) or use the pop-up calendar
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DUA Requester — New Contractor DUA Request

Main Information Screen: Entering the CMS Contact (COR) Information

New / Re-Use DUA Request

DUA Numbet : CONT-2018-54108
MAIN INFORMATION

: Alert x
\arked w
Profect Name *: ) A CMS Contact (COR) must be registered in EIDM and -
EPPE in order for their name to appear in the drop-down
cccccccc umber * : i} list.

If wou are unable to find your CMS Contact (COR)'s
name, please alert your CMS Contact (COR) and ask
them to inform you when their registration for EIDM and
nnnnnnnnnnnnn g EPPE is complete. Then, you will be able to resume your
DUA request.

mmmmmmmm B ? “
Select CMS COR)
1

ElnaEE TEEmEE

1. Select the CMS COR from the drop-down

Select Next

3. Ifthe CORis not in the drop-down an Alert message displays when the Cannot locate your CMS
Contact (COR) link is selected. Save the DUA, and resume entry once the CMS Contact (COR)
displays in the list.

N
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DUA Requester — New Contractor DUA Request

Main Information Screen

New / Re-Use DUA Request

Main Information

DUA Number : CONT-2018-54108

MAIN INFORMATION

Required fleids ane marked with an asterisk (*)

Project Name *: Requester Training Project )
Contract Number * : CONT1234

Task Order Number : TO-123456 i

CONTRACT PERICD

Contract Start Date : Contract End Date : ? Se I e Ct t h e N EXt b Utto n

42017 12312018

CMS CONTACT (COR) *

Select CMS Contact (COR) :

Taraji Hanson

Cannat locate your GMS Contact (COR)?

First Name : Last Name
Tarajl Henson

Email Address : Phone Number :
takepicnicggmall com 800-555-1212
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DUA Requester — New Contractor DUA Request

Custodian(s)/DESY USER Screen: Add a Custodian/DESY

User

Mew / Re-Use DUA Request

Main Infamnaton

CLIA Murmber ; SONT-S15-52050

CUSTODIANCS) /DESY USER

Lhowr Hamma E La Lasr d - Crgaizsbon

-----

Showing D10 of D evmies

A Cuslodian| s DESY Ly

v ]

The Custodian(s)/DESY User
screen displays - Users who have
administrative control over
provided data and/or need access
to data files within the DESY data
dissemination system.
Select the Add Custodian(s)/DESY
User button
* Adding a Custodian is
required
* DESY Users need to have an
EUAID

Note: Custodian(s)/DESY User(s)
added will display in the Custodians
List.
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DUA Requester — New Contractor DUA Request

Custodian/DESY USER Screen: Add a DESY User

Add custodian/DESY User

Reguired fields are marked with an asterisk (%)

Select Organlzation *:

1. Add Custodian/DESY User pop-up

Select Users *: = | Add New User d . I
Select User Location *: + | Add New Location |Sp ays . .
= 2. Enter the Organization Name.
Is the selected user a =lYes No
e 3. Select a User from the dropdown.
sA e 4. Select the User Location.
Cancel | Submit 5. Isthe selected user a DESY User?

a. If Yes, enter the EUA User ID.
b. If No, No EUA ID is asked for.
Add Custodian/DESY User x 6. Select the Submit button.

Required fields are marked with an asterisk (*).

Select Organization ™ : . Notes:
Select Users *: | Add New User e Adding a DESY User adds the user as a
Select User Location ] Add New Location Custodian on the DUA.
Is the selected user a Yes ®Na
DESY User? :
Cancel Submit

45




DUA Requester — New Contractor DUA Request

DESY USER Screen: Custodian(s)/DESY User Table

New / Re-Use DUA Request

m 1. Custodian(s)/DESY user table

DL Mummiber © CONT-2018-54108 diSplayS.
CUSTODIAN(S) /DESY USER :
ODIAN(S)/DESY USE 2. Enter Custodian(s)/DESY

Search: |
Users as needed.
Usar Hame . EUA Useri Cepanization . Aenea
Chacoewess GEORGETOWN UNIVERSITY - HEALTH POLICY INSTITUTE Edt | Remone o 3. Select the Next button when
JACKHOADLEY  MHOD GEORGETOWN UNIVERSITY « HEALTH POUICY INSTITUTE Edit | Remove o all CUStOdian(S)/DESY Users
Showing 1102 of 2 enties have been added.

Notes: Select the Remove link to
remove Custodian(s)/DESY user(s)
from the table.

Add Custodian(s VDESY User

L= RN
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DUA Requester — New Contractor DUA Request

Re-Use Data Files Decision

New / Re-Use DUA Request

Main Information Data Selection

DUA Number : CONT-2018-54108
RE-USE DATA FILE(S) SELECTION
Required fields are marked with an asterisk (*).
Do you wish to re-use any data file(s) from the existing (active) DUA(s)? *

i

YES©@ NO

1. The Re-use Data File(s) Selection Screen Displays
2. Select the Yes or No radio button to answer the question Do you wish
to re-use any data file(s) from the existing (active) DUA(s)?
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DUA Requester — New Contractor DUA Request

Add Re-Used Data Files

New / Re-Use DUA Request

1. Select the Yes radio button to re-use
DUA Number : CONT-2018-54108 d a ta
:

RE-USE DATA FILE(S) SELECTION
Required fields are marked with an asterisk (*). 2- Data flles avallable for re_use dlsplay
Do you wish to re-use any data file(s) from the existing (active) DUA(s)? * .

in a table.
ibmeiotss bl besby s el ST o oot Select the file(s) to re-use.
Available Data File Descriptions for Re-Use .
— 4. Select the Add selection to DUA

W pe— —— — oo request button.

CONT-

® YESO NO

w

me SRS oo B mea o

;?"\;T- NORTH CAROLINA STATE BENE - ANNUAL BENEFICIARY 22% 2010 - 2012 N .

5255;3 UNIVERSITY SUMMARY FILE ° - © ote S .

B I SRS wo.ou o * Files from the Primary Organization
o URTRAMSTNE e T oo o2 © and/or Sub-contracting Organization
e TTIGRONASTE oot o eseeTon ao-am o can be selected.

S 1516 e o st e * Before moving to another page to
select files, make sure you select the
button to place the files on the table
when you have completed selecting

files from the current page.

Data File Description Extraction % / Cohort
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DUA Requester — New Contractor DUA Request

Add Re-Used Data Files

New / Re-Use DUA Request

DA Nurrber | CONT-2018.54108
RE-USE DATA FILE(S5) SELECTION

Required felds are marked wih 20 astensk (%)

s From -7
sower A ganization Data Pae Dimeripaon Estractan Parceat e
CONT-  UNVERSITY OF HORTH OTHER - OTHER DATA Migratec fom
‘fj:’s CARDLINA (SPECIFY) DADSS - NA s - 2o0n |
CONT-  iom 5 ; ENEFICH
i JATH CAROLINA STATE BENE - ANNUAL BENEFIGIARY - R
: UNWVERSITY SUMMMRY FILE :
2888
S NORTH CAROLINA STATE HWALKT - CCW BENE ID 10 S5N o T ol
s UNVERSITY CROSSWALK FILE et
268R
CONT-  NORTH CARDLING STATE PDS22 - 20% PRESCRIPTION
AT UNIVERSITY DRUG EVENT DATA Lo 2g-gots
2888
‘cgv;.'- ORI AR STaTE PDES - 5% PRESCRIPTION FEpeE
faay  UNVERSITY DRUG EVENT DATA 100 A0:200 .

Shoraing 1105 of 65 envies (Akered trom S ot entrles)

Adid selection to DUA request

tks Lise the Eoit and Rarave Bk in ast

ata Fia Descrgmon Exiracnon %/ Cetan Fram Yaar o Taar s Avvon

o data avaiiatie i b

Showing 0 10 1 o 0 entries

w

Select the Yes radio button to re-use
data

Data files available for re-use display
in a table

Select the file(s) to re-use

Select the Add selection to DUA
request button

Notes:

Files from the Primary Organization
and/or Sub-contracting Organization
can be selected.

Before moving to another page to
select files, make sure you select the
Add selection to Non-DUA Request
button to place the files on the table
when you have completed selecting
files from the current page.
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DUA Requester — New Contractor DUA Request

Add Re-used File Extraction Criteria

Data file information

1. pata file extraction

Data File Description : PARTDS - 5 % PART D MEDICARE SAMPLE PDE DATA

Available Year Range *:
From *:
To *:

Quarter(s) :

State(s) (if applicable) :

t Some Opbions

Selected Multiple From and To Year

[+] FROM YEAR TO YEAR QUARTER Extraction % / Cohort STATES

STATUS

ACTION

1. The Data file information pop-up
displays with the Data file extraction
tab in focus.

Select the Available Year Range
Select the From year

Select the To year

Select Quarters (optional)

Select States (optional)

Select Add

NouhswnN

Notes:

e Some file years in the year range may
not be available (e.g. 2019 file year).

* Available Quarters and/or States for
selection will be those selected on the
original DUA.

* |f quarters/states were not selected on
the original DUA, these fields will be
disabled.

50




DUA Requester — New Contractor DUA Request

Re-used Data File Extraction Criteria Displays in Table

1. Selected data file extraction attributes display in a table below
2. Select Next
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DUA Requester — New Contractor DUA Request

Add Custodians for Re-Used Data Files

Data file information

2. custodians

Selected Custodian Locations and Custodians

I e T
UNIVERSITY OF P.O. BOX 250, SAXAPAHAW, North 1. ADEWOLE ADAMSON
NORTH CAROLINA Carolina, 27340, USA Lic@cc LG
sssssssssssssssssssss
NORTH CAROLINA 1. MONTSERVAT FUENTES :
2 ooocunversmy | STINSONDRIVE, RALEIGH, Nortn 1. test@eppecom 1. (819) 5151821

aaaaaaaaaaaaaaaa

1. Custodians tab displays

2. Select the Custodian
Organization Name

3. Select the Custodian
Location

4. Select the Custodian(s)

5. Select Add

Notes:

e |f a DESY User was added (as

in this example), they will
display in the Custodians
Table.
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DUA Requester — New Contractor DUA Request

Shipping Information for Re-Used Data Files

' Data file information

Access To Which Data CCW/VRDC = DESY/IDR CBFT COther (7 . 1
Disseminator = :

Shipping Information tab

Pt ety v displays.
System * SHIPPING INFORMATION . . . .
N : 2. Shipping information from the
Data Shipping Location *: - Add Mew Location (% Original DUA diSp|ayS in a table-
— ) G 3. Select Finish.
B

Note: Re-used data files will not be
i Shipping Location Reciplent Carrier Carmier Account Mumbssr Action .
1 ITIT Brgascen Dw, Apt T1, Rskegh, Merth Carsing 3TA08, LISA BRUAN REICH Bemrve re-ShIpPEd.

53



DUA Requester — New Contractor DUA Request

Re-Used Data File Attributes Completed for First File

New / Re-Use DUA Request

m -

RE-USE DATA FILE(S) SELECTION

Searche |
Frem-To
Dot Fim Daseripmor Erzeiea rarce —
Migraed from
TiAre 2004 - 2000
s 2010
S 2 ©
< 2010
Srewnng 1 6.5 o 55 noikis (Tiernd fam 5 fotl ontries)
Ak sebection to DUA request
T I it ania Remove liniks
sracnzn e w
Data Fis Deacripos oy - — s Acten
ARTES - 5% PART D MEDICARE SAMPLE PDE DAY 017 COMPLETE o
DEE - 6% PR N DRUG EVE ¢ 2
RRIABLES]
Showing 1102 of 2 antnies

1. Status of the first re-used file is
Complete

2. Select the Apply All link, if
multiple files were selected for
re-use

Note: Each file’s attributes can be
edited to Complete status, or you can
select the Apply All link associated
with the first file to copy all the
custodian/data storage information
from that file to the remaining files.
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Apply All Custodians

1. Apply Data Selection Attributes
pop-up displays

2. Check the Select All checkbox or
select the checkbox associated

Apply Data Selection Attributes % with the applicable files

3. Select the Apply to DUA Request
Select the data file(s) to which you wish to apply the selected data attributes.

button
For Re-Use Apply All functionality, only Custodian/DataStoragelLocation information
ill be applied to selected data file(s).

orer YWhen using the Apply A1

PDEZ25 - 5% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) INCOMPLETE feature on Re-used data flles’ Only
the Custodian and Data Storage
T R information will be applied to the
selected files. The Extraction
attributes (Year Range, From/To
Years, and States/Quarters as
applicable) must be entered to
change the file status to Complete.
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s) to “Complete” Status

1. File status for the remaining
file(s) displays Incomplete (only
the Custodian information was
updated with the Apply All
feature)

2. Select the Edit link for each file to
update the data file extraction

information
PDE2S. 5% PRESCRIPTION DAL EVENT DATA o+ wEOMPLETE @ onove i Notes:
— o e The display of the files in this list
oo have been expanded to show the
file details.

e The Custodian information for the
second file is the same as that of
the first file after the Apply All
feature was used.
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s) to “Complete” Status

Data file information

1. pata file extraction

Data File Description : PDE25 - 5% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES)

Data File Extraction pop-up displays
Select Available Year Range

Select the From Year

Select the To Year

Select the Quarters (optional)
Select the States (optional)

Select Add

Available Year Range *:

From *:

NounkwnpRE

Quarter(s)
Notes:
T e The Available Quarters and/or States for
e selection will be those selected on the
n FROMYEAR | TOVEAR | QUARTER | Exractin’ Conort | STATES | STATUS | AcToN | original DUA.

' e If quarters/states were not selected on

the original DUA, these fields will be

= disabled.

State(s) (if applicable) :
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s) to “Complete” Status

Data file information

Data File Description : PDE25 - 5% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES)

1. Selected data file extraction attributes display in the table below
2. Select Next
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s) to “Complete” Status

Data file information

2. Custodians

1. Custodians table is
populated with view-

Selected Custodian Locations and Custodians

n Organization Custodian Location Custodians Email Phone Onl Custodian
NEW TRAINING 123 Main Streel, Banmors, 1. REQ UsaiTwo ) y

1 Coi v Maryiand, 21244, USA 1. lest@oppe.com 1. (410) 8851212

information from the
first re-used file based
on the Apply All
function.

2. Select Next.
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s)to Complete Status

Data file information

aaaaaaaaaaaaaaa
System *:

NNNNNNNNNNNNNNNNNN

1. Shipping Information tab
displays

Note: the re-used files will not be re-
shipped; the shipping information
from the original DUA displays in the
table

2. Select Finish
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DUA Requester — New Contractor DUA Request

Re-Used Data Files: Continue to Update File(s)to Complete Status

New / Re-Use DUA Request

HL—:‘\L II.}i\l.u‘ I:H_L(S} SELECTION
1. Re-use Data File screen re-displays
- 2. Status for all files is Complete
o 3. Select Next
. Notes:

Additional files for re-use can be added.

Data file attributes will need to be updated as

described in previous slides.
The Apply All function can be used on any
additional files added.
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DUA Requester — New Contractor DUA Request

Not Re-Using Data Files

New / Re-Use DUA Request

Main Information Data Selection

DUA Number : CONT-2018-54108
RE-USE DATA FILE(S) SELECTION

Required fields are marked with an asterisk (*).

Do you wish to re-use any data file(s) from the existing (active) DUA(s)? *
?

YES ® NO

) (R &&= EED

1. Select the No radio button if re-used data files will not be added
to the DUA request
2. Select the Next button
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DUA Requester — New Contractor DUA Request

Add New Data Files

New / Re-Use DUA Request

DUA Number : CONT-2018-54108

NEW DATA FILE(S) SELECTION

Data File Description

R teremwi s st ) 1. New Data File(s) Selection

sy Lovls ke screen displays

Select Data File Descriptions | Start yping (o search 2 Select the Privacy Level
e e : 3. Type at least 3 characters in

CRF - 100%CROSS REFERENCE FILE

PDE22 . 20% PRESCRIPTION DRUG EVENT DATA

MTSE - 25% Medicare Test Beneficiary Sample

PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) -

Add selection to DUA request 4

Selected New Data File Descriptions

Extraction % | Cohort From Year To Year Privacy Level Status Action

Mo data available In table

Showing O to 0 of 0 entries

the Select Data File
Descriptions text box to
narrow the results

Select the data file(s)

Select Add selection to DUA
request

Crevon | v
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DUA Requester — New Contractor DUA Request

Add New Data Files and Attributes

New / Re-Use DUA Request

MAIN INFORMATION

DUA Number : CONT-2017-51585

NEW DATA FILE(S) SELECTION

Required felds are marked

th an asterisk ().

Privacy Level IDENTIFIABLE v Q

Select Data File Descriptions Start typing to search

SAF5CR - 5% CARRIER SAF N . . .
SAF-5 - 5% MEDICARE INFORMATION ON PART A AND PART B SERVICES. (ALL FILES) 1 . D a ta I e S I S p a y W I t a n

SAF50P - 5% OUTPATIENT SAF

Incomplete Status.

e 2. Select Edit to complete data file
attributes.
B — 3. Select Remove to remove the

Extraction % / From To Privacy

Data File Description & o N L Status Action .
CCWBEN - CHRONIC CARE WAREHOUSE 100% IDENTIFIABLE ~ INCOMPLETE Edt |Remove g a ta I e S ro l I I t e ta e .
BENEFICIARY SUMMARY FILE

CCWCAR - CHRONIG CARE WAREHOUSE 100% IDENTIFIABLE  INCOMPLETE Edt |Remove g

CARRIER SAF

CCWDME - CHRONIC CARE WAREHOUSE 100% IDENTIFIABLE ~ INCOMPLETE Edit | Remove )

DURABLE MEDICAL EQUIPMENT

CCWHHA - CHRONIC CARE WAREHOUSE 100% HOME IDENTIFIABLE ~ INCOMPLETE Edit | Remove )

HEALTH AGENCY SAF

CCWIP - CHRONIC CARE WAREHOUSE 100° IDENTIFIABLE ~ INCOMPLETE Edit | Remove )

INPATIENT SAF

Showing 1105 of 5 entries Pre e
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New Data Files: Enter Data File Extraction Information

Data file information

: 1. Data File Extraction pop-up
' | screen displays
: Select the Data File Extraction %
/ Cohort
Select the From year
Select the To Year
Choose any Quarters (optional)
Select any States (optional)
Select Add

N

Data File Description : CARR - CARRIER STANDARD ANALYTICAL FILE 100%

Data File Extraction % /
Cohort *:

From *:
To *:

Quarter(s) :

NoukWw

State(s) (if applicable) :

[ ada Notes:
* Some file years in the year range
may not be available (e.g. 2019

= file year).

Selected Multiple From and To Year
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DUA Requester — New Contractor DUA Request

New Data Files: Add Extraction Information

1. Data file extraction attributes display in the table below
2. Select Next
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DUA Requester — New Contractor DUA Request

New Data Files: Enter Custodian Information

ata file information "
m 1. Custodians table is populated with
the Custodian information.

2. Select Next.

PP Fy—— Notes:

* Inthis example, the Custodians
table is automatically populated
with the DESY User’s information.

* You can add other Custodians
from the Custodian(s)/DESY User
page.

* You must have at least one
custodian on the DUA.

NE R TRANNG 127 Wan Sres Balmony 1 REED UinarTes
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DUA Requester — New Contractor DUA Request

New Data Files: Add Shipping Information

Add New Location

3. Shipping Information

1. Shipping Information tab

Data File Description : CARR - CARRIER STANDARD ANALYTICAL FILE 100% d IS p | ays *

2. Select the appropriate Access

Required fields are marked with an asterisk (*).

Access Method ™ *DIRECT ACCESS ('SHIPPING 'BOTH DIRECT ACCESS AND SHIPPING (2 Method .
DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC ®DESY/IDR ('EFT 'Other (2
. .
e Note: In this example Direct Access

is the default Access Method and
DESY/IDR is the default Data
Disseminator because a DESY User
was added to the DUA, however this
information is editable.
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New Data Files: Add Direct Access and Shipping Information

Add New Location

- 1. Select the Access to Which Data
Disseminator.
i e This example is based on
selecting the Both Direct

Data File Description : CARR - CARRIER STANDARD ANALYTICAL FILE 100%

Reguired fields are marked with an asterisk (*).

e e e e R Access and Shipping
DIRECT ACCESS INFORMATION option
ol Sl 2. Select the Access Method
Dot Dsseminaton, (setancsion =) 3. Select the Data Disseminating
Data Shipping Location *: [Chosse +] AddNewlocation G System
e o Sia 4. Select or Add the Data Shipping
;) @ Location
=D 5. Select the Primary Recipient

Selected Shipping Detals 6. The Carrier information is

|  Stopegloostn | Reciert | Camler |  CrecAcowntiumter | Acton optional

7. Select Add
8. Select the Finish button
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DUA Requester — New Contractor DUA Request

New Data Files: Data File Attributes for First File is Complete

New / Re-Use DUA Request

m-

WA Number : CONT-2018-54108

NEW DATA FILE(S) SELECTION

PDEZ2 - 207, PRESCRIFTION DRUG EVENT DATA

MTSE - 25% Madicare Test Beneficiary Sample

PDE24 - 40%, PRESCRIFTION DRUG EVENT DATA (16+ VARIABLES)
PDECFS - 5 % PART D CHARACTERISTICS FILES

PARTDS - 5 % PART D MEDICARE SAMPLE PDE DATA

DENOMP - § % SAMPLE OF DENOMINATOR FILE (PUF)

Add selection to DUA request

Selected New Data Fie Descriptions

ARALYTICAL FILE 5%

Data File Descripuon x:“ = “m x-’ Privacy Level Suatus Acun
Ea:?ﬁﬁ:ﬁa—lii ?TOG:DQRD 100% 2010 208 DENTIFIABLE COMPLETE Q
e EE SRS DENTIFIABLE  INCONPLETE °
C:JTLRYG?téiL RRRRR Of TTTTT DENTIFIABLE INCOMPLETE [+
R S ANDARD DENTIFIABLE  INCOMPLETE o

Showing 110 4 of 4 on! irios

First file’s status is Complete
Select the Apply All link to apply
the same attributes to all the files

or
Select the Edit link on each data file

line to individually complete the
attributes

Notes:

The Apply All link will only display if
the DUA has multiple files.

It displays once data file attributes
for the first data file selection have
been completed.
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New Data Files: Apply First Data File Attributes to All New Files

1. Apply Data Selection
Attributes pop-up displays

Apply Data Selection Attributes x 2. Select the Select All check
box to select all data files, or
Select the data file(s) to which you wish to apply the selected data attributes. Select individual data files
EEDIECD T || cclecttheseelytoDUA
CARR20 - CARRIER STANDARD ANALYTICAL FILE 20% INCOMPLETE requeSt bUtton
CARR40 - CARRIER STANDARD ANALYTICAL FILE 40% INCOMPLETE .
Note: When using the Apply All
CARRS - CARRIER STANDARD ANALYTICAL FILE 5% INCOMPLETE .
feature on New data files, all
 Apply to DUA request Extraction attributes (Year Range,
From/To Years, and

States/Quarters as applicable),
Custodian/Data Storage
information, and
Disseminating/Shipping
information will be applied to the
selected files.
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DUA Requester — New Contractor DUA Request

New Data Files: Status for All New Files Displays “Complete”

New / Re-Use DUA Request

i

A Numiber : CONT-201 54100

NEW DATA FILE(S) SELECTION

: ;e 1. New Data Files Selection screen re-
:Selel:tbnﬂu-llabesf,rwuons Start typing parct ‘ displays

PDEZZ - 20% PRESCRIPTION DRUG EVENT DATA

TR o7 W e S 2. Status for all data files is Complete

PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES)

S ——— 3. Select the Next button

PARTDS - 5% PART D MEDICARE SAMPLE PDE DATA
DENCMP - 5 % SAMPLE OF DENOMINATOR FILE (PUF]

:
P T——— Note: Select Remove to remove a data file
if applicable.

Dta File Dascriptisn m“ :‘:‘ ::. Privacy Levl Stams Action
mﬂﬁ»;;ﬁﬂ:f;sx;ﬂﬂﬁn 1007% 2010 2nse IDENTIFIABLE COMPLETE (+]
ﬁzfﬁe’i‘fl‘:ﬁn ““““““ 100% 2010 218 IDENTIFIABLE COMPLETE o
L o e O 100% 210 2018 IDENTIFIABLE COMPLETE °
D T oERD 100% 2010 2018 IDENTIFABLE COMPLETE e
Shawing 145 4 of 4 enties
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Upload Documents

New / Re-Use DUA Request

Main Information Data Selection Upload Documents » Review & Submit

DUA Number : CONT-2018-54108

UPLOAD DOCUMENTS

You may upload one or more documents to support your DUA,

S A s oo

SIGMNATURE ADDEMDUM
=D T D ES
1. Upload Documents screen displays
2. Predefined document type displays in the table
3. Select the Upload Documents button to upload the document(s) from your local computer
4. Select the Next button
Notes:

* Max file size is 2 megabytes.

* Not all file types can be uploaded. EPPE will display a message when attempting to upload non-allowable
file types.

* For easy recognition, please name files appropriately based on their contents.
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Review the DUA

New / Re-Use DUA Request

1. Review screen displays
e 2. This slide displays the following
° sections of the DUA:
MAIN INFORMATION o * DUA Life Cycle Access (select

DA B

green plus icon)
*  Main Information
e CMS Contact (COR)
e  Contract Information
e Sub-contractor
Organization(s)

CMS Contact (COR)

B — Note: For better legibility, the screen
picture is being displayed on two
slides.

SUBCONTRACTOR ORGANIZATION(S)
UNIVERSITY OF NORTH CAROLINA
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Review the DUA

DESY USERS

Search:
T 1. Second half of the
Ogre Shrek 0s23 HORTH CAROLINA STATE UNIVERSITY ]
P Review screen displays
R the following sections:
e —————————————— e * DESY Users
CARR . CARRIER STANDARD ANALYTICAL FILE 100% NEW 2010 2018 o ° H
CARRZ0 - CARRIER STANDARD ANALYTICAL FILE 20% NEW 2010 2018 L+] Data Fl Ie
CARRA0 - CARRIER STANDARD ANALYTICAL FILE 40% NEW 2010 2018 o Desc ri ptio ns fo r
CARRS - CARRIER STANDARD ANALYTICAL FILE 5% NEW 2010 2n8 [+]
PARTDS - 5 % PART D MEDICARE SAMPLE PDE DATA RE-USE 2010 207 [+] neW a nd re-used

Stowm 11051 s files (select green
DOCUMENTS plus icon to see
e details)
* Documents
2. Enter Comments if
applicable
3. Select the Next button

Commants :
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Accept Terms and Conditions and Submit the DUA

New / Re-Use DUA Request

P . Qi issinacen iy iinianic iy eisreh g

1. Terms and Conditions screen displays

2. Select the | agree to the terms and conditions
checkbox

3. Use your browser to print if applicable

4. Select Submit
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DUA Submission Confirmation

New / Re-Use DUA Request  (EEETD

oo SEE oo
st i m
Ogie Frek 0523 NORTH CAROLINA STATE UNIVERSITY o
CONT-2018-54108 of 1 e

DUA Numier ; € — -
DUA REQUEST STATUS
DATA FILE DESCRIPTIONS
Your DUA request CONT-2018-54108 has been subrmitted for approval. You wil receive 3 follow.up email notification. To view the status af yeur DUA request
aate o "y DLIAIST®
PRSP S—— Fuem Yoar Ta Yeur
AR LW 200 oy o
CAR W (-]
CAR EVY L+
DUA Life Cycle o cans w3010 o
PARTDS RE USE o
MAIN INFORMATION . . -
Showing 110 5 of & solres et
DOCUMENTS
| Document | Uploaded Files
ATURE ABETNDLY S

1. Submission confirmation message screen
s displays - shown here in 2 sections

2. Submitted Queue is accessible from the
menu

omm— 3. COR will find the DUA in their Pending
RS ' Actions queue

SUBCONTRACTOR ORGANIZATION(S)
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Displaying the DUA Life Cycle

New / Re-Use DUA Request (IS

08

DUA Number : CONT-2018-541
DUA REQUEST STATUS

Your DUA request CONT-2018-54108 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA request
navigate to "My DUA(s)"

DUA Life Cycle

@ Select the Green Plus Sign Icon
to view the DUA Life Cycle

MAIN INFORMATION

DA Numbet CONT-2018-54108

DUA Customer Type

DUA Request Typa

DUA Status

gmail.com

Last Updated By

Orgamzation Name ORTH CAROLINA STATE UNIVERSITY

Project Name Requester Training Project
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Status Progressions and Actions Display

New / Re-Use DUA Request (T

T
DUA Number : CONT-2018-54108

DUA REQUEST STATUS
st DA 51 CONT-201 854108 has been suberitied for approval. You wh receive a Tollow-up emall notifcaion. T view the siatus of your DUA request
sigates 10 "My DUA(S)

<) 1. DUA Life Cycle details display
T S S [P 2. Select the Next button to scroll
Semmmc S CoR  Feo e  —— - through the life cycle list if
In Progress Feb 16, 2018 2:20:51 PM EEi: Ogre Shrek a p p I |Ca b | e
o e 3. Select the Red Negative Sign Icon
— ,;;; a S, to collapse the DUA Life Cycle
DS — table

MAIN INFORMATION
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How to Print the DUA

New / Re-Use DUA Request

Main Information Data Selection Upload Documents Review & Submit

DUA Number : CONT-2018-54108

DUA REQUEST STATUS

Your DUA request CONT-2018-54108 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA reguest
navigate to "My DUA(s)".

DUA Life Cycle [+

MAIN INFORMATION

DUA Number CONT-2012-54108
DUA Customar Type Contractor

DUA Reguest Type CREATE DUA
DUA Status Submitted
Reguested Dale 02.20-2018

Requester Qgre 5

Requester's Email fake parmail.com

Requester's Phone Number (800) 301-5555

Last Updated By

Organization Name MORTH CAROLINA STATE UNIVERSITY
Projoct Name Requester Training Project

Select the Print DUA button at the top of the screen to access printing options
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DUA in HTML Displays for Printing

DUA: CONT-2018-54108
MAIN INFORMATION

M8 COR Approval

CARCLINA STATE UNIVERSITY
Leotn

Subsntracting Organization

L UNTVERSITY OF NORTH CAROLEYA
DOCUMENTS

L. Sepasture_Addeeshua doy

DESY USERS

1.

2.

3.

DUA Displays in HTML format for
printing
Sections displayed are:

Main Information

CMS Contact (COR)

Contract Information
Sub-contracting Organization
Documents

DESY Users

Data File Descriptions
Custodians

DUA Life Cycle

Select the Print link to:

Print the DUA or
Save the DUA in PDF format
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DUA Requester — Update/Amend

EPPE Menu

© charlotte Webb v @

Enterprise Privacy Policy Engine

EPPE Home Logged in as: DUA REQUESTER

Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Genters for Medicare & Medicaid Services (CMS) via an online Data Use Agreement
Update / Amend (DUA),

New / Re-Use

Goals:
Close « Reduce the amount of time to process a DUA.
- Transition from a paper-based to an automated process.

Extend - Provide a 100% traceable record of CMS data disclosures.

Training Materials: Visit the EPPE web page on cms.gov, to download Training Slide Decks for the following:

« Contractor Approval Workflow.
Un-Finished

Version 27.1
Submitted
Pending Action(s)
Approved
Expired
Closed
Denied
Change Contact
Ad Hoc Request

DUA Search

Manage Access

My Preference(s)

Email Preference

Select the Update / Amend option on the DUA(s) menu to display a list of Approved
DUAs that can be updated.
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List of DUAs Eligible to Update

DUA

UPDATE DUA
PLEASE SELECT ONE OF THE DUA TO UPDATE

Search:

DUA Number ~  Organization ~  Requester ~  Request Date ~  Status

CONT-2018-53372 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 1-5-2018 Approved View

CONT-2018-54153 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 2-21-2018 Approved View

Showing 1 to 2 of 2 entries

1. Alist of Approved DUAs displays.
2. Select the View link or Search for the DUA to update.

Note: If there are multiple pages of Approved DUAs, the Previous and Next
buttons become enabled for scrolling through the listing.
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DUA Requester — Update/Amend

DUA Displays

MY DUA
DUA Life Cycle ©

MAIN INFORMATION

Requester's Email cwebb@test.com
CMs Contact (COR)
2. Select the Update button.

Contract Information
Contract Number HHAHHM-208 1
Task Order Numbor

Contract Period - Start Date 03.01-2018

Contract Period - End Date 03-01-2019

CUSTODIAN/DESY USERS

User Naime. - EvAUseria ~ Organization 5
Aditi Pathak NORTH CAROLINA STATE UNIVERSITY ©
BRIAN REICH AR3S NORTH CAROLINA STATE UNIVERSITY ©

Showing 1 to 2 of 2 entries

DATA FILE DESCRIPTIONS

DOCUMENTS
I ™S
o
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DUA Review Screen Displays

Update DUA Request

EEEEEE

1. The Update DUA Request Review
screen displays on this slide with the
following editable sections:
*  Main Information
e Subcontractor Organization(s)
e Custodian/DESY Users
— » Existing Data File Descriptions
— * Re-use Data File Descriptions

Saaren: |

* New Data File Descriptions
* Documents
* Comments

— 2. The second halfis displayed on the
Noom e neXt S|| de.

(2000
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DUA Review Screen Displays

EXISTING DATA FILE DESCRIPTIONS

Datn s Uwacripsion om Yoar o
PRI 10N DRIMG EVENT DAT, 018 <
[&] Fhal WENT DA RIABLF! {+]
LARAC T 1 {+]
Showing 1 10 3 0f 3 ontrics.
RE-USE DATA FILE DESCRIPTIONS
e Fil Devcrition Froom Your
Showng O (2008 0 eiliss
MEW DATA FILE DESCRIPTIONS
S —— From vaar o vear
Showang O 1 008  anirss
DOCUMENTS
| Document | Uploaded Files
SIOMATLRE ADDINDUN Ea was————
Commes Ll
e TS e

The second half of the Update DUA
Request Review screen is displayed here
with the following editable sections:

e Existing Data File Descriptions
* Re-use Data File Descriptions
* New Data File Descriptions

* Documents

e Comments
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Edit DUA: Main Section

Update DUA Request

UA Number ; GO
REVIEW

Updated DUA Request

MAIN INFORMATION

View Approved Version
(+]

Select the Edit button associated with
the Main Information section.
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Edit DUA:

Main Section

Update DUA Request

DUA Number : CONT-2018-54153
MAIN INFORMATION

Required fields are marked with an asterisk (%),
Project Name *: Extend Test

Contract Number *

Task Order Number :

CONTRACT PERIOD

CMS CONTACT (COR) *

Taraji Henson

1. Editable Main Information section.
2. Update applicable fields and select the Save button.
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Edit DUA: Subcontractor Organization(s)

Update DUA Request

REVIEW

MAIN INFORMATION

SUBCONTRACTOR ORGANIZATION(S)

o

Select the Edit button associated with the
Sub-contractor Organization(s) section to
make changes.
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Edit DUA: Subcontractor Organization(s)

Update DUA Request
ORGANIZATION(S)

Required fields are marked with an asterisk ().
Your Organization % NORTH CAROLINA STATE UNIVERSITY

Do you wish to add/remove a sub-contracting organization(s) for this DUA request?

YES® NO (2

1. Editable Organization(s) section.
2. Inthis example, the Approved DUA being updated shows the original selections:
* The No button was selected to answer the question “Do you wish to add/remove
a sub-contracting organization(s) to this DUA request?”.
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Edit DUA: Subcontractor Organization(s)

Update DUA Request
ORGANIZATION(S)

Required fields are marked with an asterisk (*).
Your Organization : NORTH CAROLINA STATE UNIVERSITY

Do you wish to add/remove a sub-contracting organization(s) for this DUA request?

YES® NO (2

1. You can perform the following actions:
e Select the Yes button to add sub-contracting organization(s) to the table.
2. Select the Save button after adding sub-contracting organization(s).
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Edit DUA: Custodian/DESY Users

CUSTODIAN/DESY USERS
Search:
User Name A EUA User Id A Organization ~
Aditi Pathak NORTH CAROLINA STATE UNIVERSITY (+)
BRIAN REICH AA3S NORTH CAROLINA STATE UNIVERSITY

Showing 1 to 2 of 2 entries

Select the Edit button associated with the
Custodian/DESY Users section to make changes
if applicable.
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DESY USER Screen: The DESY User

Update DUA Request

DUA Number : CONT-2018-52679
CUSTODIANC(CS) /DESY USER

Search: I

User Name - EUA User id -~ Organization ~ Action

Aditi Pathak NORTH CAROLINA STATE UNIVERSITY Edit | Remove (+)

BRIAN REICH AA3S NORTH CAROLINA STATE UNIVERSITY Edit | Remove o

Showing 1 to 2 of 2 entries

(_ Add Custodian(s)/DESY User >

1. The Custodian(s)/DESY User screen displays.
2. Select the Add Custodian(s)/DESY User button if Custodians need to be added as DESY Users to access
data from the DESY System.

Notes:
* If you remove a DESY User from the DUA, this removes them as a Custodian on the DUA.
* Itis optional to add DESY Users but you must have at least one (1) Custodian on the DUA.
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DESY USER Screen: Add a DESY User

Add custodian/DESY User

Reguired fields are marked with an asterisk (%)
Select Organization *:

Select Users =

Select User Location ™ :

Is the selected user a siYes 'No
DESY User? :
EUA Userid *:

Cancel Submit

- Add New User

- Add New Location

Add Custodian/DESY User

Required fields are marked with an asterisk (*).
Select Organization *:

Select Users *:

Select User Location * :

Is the selected user a Yes ®No
DESY User? :

Cancel Submit

- Add New User

v Add New Location

1. Add Custodian/DESY User pop-
up displays.

2. Enter the Organization Name.

3. Select a User from the
dropdown.

4. Select the User Location.

5. Isthe selected user a DESY

User?
a. If Yes, enter the EUA User
ID.
b. If No, No EUA ID is asked
for.

6. Select the Submit button.

Notes:
* Adding a DESY User adds the
user as a Custodian on the DUA.
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DESY USER Screen: DESY User Table

Update DUA Reqguest

[LIA Rl CONT-2013-57505
CUSTODIAN(S) /DESY USER

izt Hore Hi20 HORTH CAROLINA STATE UNVERSHTY Exiit | Rsmows o

Shurvineg 1 e 1 ol 1 pshiss

Al Cesredian]w) TESY Ussar

The user displays in the table.

You can select the Add Custodian/DESY User button to add another DESY User.
You can select the Edit link to edit the Custodian/DESY User.

You can select the Remove link to remove Custodian/DESY User from the table.
Select the Done button when all Custodian/DESY Users have been added/updated.
Note Removing a Custodian/DESY User from the table removes them as a Custodian
on the DUA.

GoR W e
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Edit DUA: Existing Data Files

EXISTING DATA FILE DESCRIPTIONS

Dt File D

PDEZZ - 20 SCH T DATA
PDE24 - 40 S T DATA
PDECES - 5 FILES
Showieg 1 ntrins.

ot Pl Dl ew
1 cit availaie in
Showieg 0 e
NEW DATA FILE DESCRIPTIONS
Dt File Do e Vet
il avilabis i
Showeg 0 e

Comments

- EITTe

EDETD

Select the Edit button associated with the
Existing Data File Descriptions section.
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Edit DUA: Select Existing Data Files

Update DUA Request

DUA Number : CONT-2018-54153

UPDATE DATA FILE(S) SELECTION

Select All Data File Description Extraction Percent From - To Year
PDE22 - 20% PRESCRIPTION DRUG EVENT DATA 100% 2010-2018
PDEZ4 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) 100% 2010 - 2018
PDECF5 - & % PART D CHARACTERISTICS FILES 100% 2010 - 2018

Showing 1 to 3 of 3 entries.
Add selection to Update DUA request
Selected Data File Descriptions
Data File Description Extraction % | Cohort From Year To Year Privacy Level stas Action

Mo data available in table

Showing 0 to 0 of 0 entries.

The Update Data File(s)
Selection section becomes
editable.

Select the Data File(s) that
need editing.

Select the Add selection to
Update DUA request button.
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Edit DUA: Edit Existing Data Files

Update DUA Request 1. The selected Data File moves to the
DUA Number : CONT-2018-54153 update ta ble beIOW.
UPRATE DATS: FIELE) BELECTHN 2. The Status of the data file reflects
Select All Data File Description Extraction Percent From - To Year Not Updated.
PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) 100% 2010 - 2018 Q 3 Select Edit to Change any Of the data
PDECFS - 5 % PART D CHARACTERISTICS FILES 100% 2010 - 2018 [ +] . .
file attributes.
Showing 1 to 2 of 2 eniries .
4. Select the Remove link to remove

the file from the update table.

Selected Data File Descriptions

D e coen | ver er | Pwertes s e Note: Remove does not delete the file
::;i‘[;i’&PHESCR'P“DNDR“G 100% 2010 2018 IDENTIFIABLE NOT_UPDATED Edit |[Remove @ from the System_ It W|” only remove the
sroving 1101 011 o file from the update table below and

place it back in the list of data files to be
[ oo ] selected above.
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Edit DUA: Existing Data File(s) Data File Extraction Attributes

Data file information

1. Data file extraction y

Data File Description : PDE22 - 20% PRESCRIPTION DRUG EVENT DATA

1. The Data file extraction tab on the

oimuabd Data file information screen

e onopten~) @ displays with the original file

Tor: ) @ information.

Brdel: 2. You can add additional years,

e p— guarters, and states to the file if
[ hdd ) applicable.

Selected Multple From and To Year 3. Select the Add button.

mmqm 4. Select the Next button.

100
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Edit DUA: Existing Data File(s) Custodians

Data file information x

2. Custodians

Selected Custodian Locations and Custodians

) = === = W=

UNIVERSITY OF P.O. BOX 250, SAXAPAHAW, Morth ‘1. ADEWOLE ADAMSON

NORTH CAROLINA Carolina, 27340, USA 1. fest@eppecom 1. {919) 843-7092
STATISTICS DEPARTMENT2311
NORTH GAROLINA 1. MONTSERVAT FUENTES )
2 creunvemRsny  STINSON DRIVE RALEIGH, North 1 test@eppecom 1. (919) 515-1921

Carolina, 27695, USA

Crevon o]

1. Inthis example, the Custodians tab on the Data file information screen displays with the Custodian
information from the file on the Approved DUA. This information is view-only.
2. Select the Next button.
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Edit DUA: Edit Existing Data File(s) Shipping Information

Data file information

3. Shipping Information

Data File Description : PDE22 - 20% PRESCRIPTION DRUG EVENT DATA

Required fields are marked with an asterisk (*).

Access Method *:

Data Dissemination COW/VRDC

DIRECT ACCESS *SHIPPING - BOTH DIRECT ACCESS AND SHIPPING (2

System *: SHIPPING INFORMATION
Data Shipping Location *: | ©! Add New Location
Primary Reciplent * :
Carrier ; Salect L
Selected Shipping Details

Id Shipping Location Reciplent Carrier Carrler Account Number Action
1 31 Rock Quarry Road, Raleigh, Nonh Carolina, 27610, LISA Taraj Henson Remeve

1. The Shipping Information tab on the
Data file information screen displays with
the file’s original shipping information.

2. Make changes if needed. You can make
the following changes:

* Remove existing Shipping Details
from the table.

e Change the Access Method.

e Change the Data Disseminating
System.

e Change/Add the Data Shipping
Location.

* Change the Primary Recipient.

* Change/Add Carrier.

3. Select the Finish button.
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Edit DUA: Existing Data File(s) Attribute Updates Completed

Update DUA Request

DUA Number : CONT-2018-54153

UPDATE DATA FILE(S) SELECTION

Select All Data File Deseription ~ Extraction Percent From - To Year
PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) 100% 2010 - 2018 (+]
PDECFES - 5 % PART D CHARACTERISTICS FILES 100% 2010 .2018 [+]
Showing 1 1o 2 of 2 entries
Selected Data File Descriptions
Extraction % Tom o
Data File Description Cohort ar Year Privacy Level Stats Action
T
FDEZ2 - 20% PRESCRIFTION DRUG i
: Edit | Remove
EVENT DATA 100% 2010 208 IDENTIFIABLE @ Ed Rer e [+]
Showing 1 1o 1 of 1 entries

1. The Update Data File(s)
Selection screen redisplays.

2. The file Status changed to
Updated.

3. If multiple data files were
selected, edit the attributes
and ensure each file’s status is
changed to Updated.

4. Select the Done button.

Note: You can select the Remove
link to remove files from the table.
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Edit DUA: Re-use Data Files

EXISTING DATA FILE DESCRIPTIONS

Select the Edit button associated with the Re-use
T Data File Descriptions section to add files to be
p— re-used.

Dusta: D iy Fiimm Year Fom
Ko data
Showing 0 %o 0 of O enl ey
IMENT:
DoCLmt | Uploaded Files
rrrrrrrrrrrrrrrrrr Sigrutue_Addendum i
Comments :

2000 ch

rematnr

(2000
aimun

B EITTTS EESHETD
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Edit DUA: Re-use Data Files

Update DUA Request

DUA Number : CONT-2018-54153
RE-USE DATA FILE(S) SELECTION
Required fields are marked with an asterisk (*).
Do you wish to re-use any data file(s) from the existing (active) DUA(s)? *

2

YES® NO

1. The Re-use Data File(s) Selection screen displays.
2. Inthis example, No was selected in the approved version of the DUA.
3. Select Yes to add files for re-use.
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Edit DUA: Re-use Data Files

Update DUA Request

RE-USE DA’ FILE(S) SELECTION

1. The Re-use Data File(s) Selection screen
displays with files available to select for re-use.

— 2. From the list at the top of the screen, Select
e —— files for re-use.
e 3. Select the Add Selection to DUA Request
< S— EEEE— button.
Tr g ZEE o Note: Before moving to another page to select
e I e L files, make sure you select the Add selection to
o DUA Request button to place the files in the table
———————— when you have completed selecting files from the
current page.
=3
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Edit DUA: Re-use Data Files

Update DUA Request

LA, Humber : GONT-2078-54 153
RE-USE DATA FILE(S) SELECTION

00, 2010 - 2014

e 2010 - 2018

ROLINA STATE

HORTH CARC = -
UNWERSITY 100% 2010 . 2018

Showing 1505 of 31 eniries (Wiernd from & total eeiries]

At salection 1o DUA request

= vear st Acnon

PwnNE

The selected data files display in the table below.
The file status displays Incomplete.

Select Edit to complete required file attributes.
You can select Remove to remove the file(s) just
added to the table.

Notes:

If after adding Re-used data files to the table you
decide not to re-use data files on the DUA, remove
the files from the table, then select the No radio
button to continue processing the DUA with no re-
used files.

All files must be in Complete status to proceed to
the next steps.
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Edit Re-used File Extraction Criteria

Data file information

1. Data file extraction

Data File Description : PDE15 - 5% PRESCRIPTION DRUG EVENT DATA (1-15 VARIABLES)

Available Year Range = :
From *:
To*:

Guarter(s) :

State(s) (if applicable) :

ected Multiple From and To Year

(v} FROM YEAR TO YEAR GQUARTER Extraction % / Cohort STATES STATUS | ACTION

1. The Data file information pop-up displays
with the Data file extraction tab in focus.
Select the Available Year Range.

Select the From year.

Select the To year.

Select Quarters (optional).

Select States (optional).

Select Add.

NouswN

Notes:

*  Forre-used files: The Available Year Range
available for selection will be the range
previously chosen for the file.

e Some file years in the year range may not be
available (e.g. 2019 file year).

* Available Quarters and/or States for selection
will be those selected on the original DUA. If
quarters/states were not selected on the
original DUA, these fields will be disabled.
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Re-used Data File Extraction Criteria Displays in Table

Data file information

1. Data file extraction

Data File Description : PDE15 - 5% PRESCRIPTION DRUG EVENT DATA (1-15 VARIABLES)

Avallable Year Range *: | [ 2010-2018 ] ; (100% )
From *:
To™*:

Quarter(s) :

State(s) (if applicable) :

Selected Multiple From and To Year

o rmovr | o | auer || s | e | on
1 2010 2018 100% New Year(s) Remaove

The selected data file
extraction attributes display
in the table below.

Select Next.
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Edit DUA: Re-use Data File Custodians

| 1. The Custodians tab displays. In
i this example the Custodian

Data File Description : PDE1S - 5% PRESCRIPTION DRUG EVENT DATA (1-15 VARIABLES) .
displays because a DESY User

Required fields are marked with an asterisk {*). Was added tO the DUA,
Custodian Organization 3 i . ) .

vame %t 2. Select the Custodian
Custodian Location * : 2 v ok v | Add New Location (2 Organization Name-

Select the Custodian Location.
Select the Custodian.

Select the Add button.

Select the Next button.

Select Custedians *:

Selected Custodian Locations and Custodians

Id| Organization Custodian Location I Custodians Email Phone Action

NORTH CAROLINA 3515 Peeie Street, Chapel HIll,
STATE UNIVERSITY  MNorth Carolina, 27685, USA

o unkw

1 1. Ogre Shrek Remoye 1. fakepicnic@gmail com 1. (800) 301-5555  Remove

Note: You can also Add a New

= Location.
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Edit DUA: Re-use Data File Shipping Information

Data file information

3. shipping Information

Data File Description : PDE15 - 5% PRESCRIPTION DRUG EVENT DATA (1-15 VARIABLES)

Reguired fields are marked with an asterisk (*).
Access Method * * DIRECT ACCESS SHIPPING = BOTH DIRECT ACCESS AND SHIPPING (2

DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC = DESY/IDR EFT Other (2)

Disseminator * :

Data Dissemination
System ™ SHIPPING INFORMATION

Data Shipping Location *;
Primary Recipient * :
Carrier :

Selected Shipping Detalls

n Shipping Location Recipient | Camier | Carier Account Number | Action

1 636 WEST CALL STREET, TALLAHASSEE, Flenda, 32306, USA Maureen O'Bren

The Shipping Information
screen displays with the original
Access Method and Data
Disseminator information.
Re-used files will not be re-
shipped.

The original shipping
information displays in the
table.

Select Finish.
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Re-Used Data File Attributes Completed for First File

Update DUA Request

RE-USE DATA FILE(S) SELECTION

UNVERSITY

Snowing 1195 ol 31 entres (Fened from 5 iotal enires )

The Status of the first re-used file is
Complete.

If multiple files were selected for re-
use as in this example, each file’s
attributes can be edited to Complete
status, or

You can select the Apply All link
associated with the first file to copy
all the custodian/data storage
information from that file to the
remaining files.

Select Apply All for this example.
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Re-Used Data Files: Apply All Custodians

Apply Data Selection Attributes x

Select the data file(s) to which you wish to apply the selected data attributes.

For Re-Use Apply All functionality, only Custodian/DataStoragelLocation information
will be applied to selected data file(s).

XWALKT - CCW BENE ID TO SSN CROSSWALK FILE INCOMPLETE

Apply to DUA request

1. The Apply Data Selection Attributes pop-up displays.
2. Check the Select All checkbox or select the checkbox associated with the applicable files.

3. Select the Apply to DUA Request button.

Note: When using the Apply All feature on Re-used data files, only the Custodian and Data Storage
information will be applied to the selected files. The Extraction attributes (Year Range, From/To Years,
and States/Quarters as applicable) must be entered to change the file status to Complete.
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Update DUA Request

mcoMBLETE

2010 3012

1. The file status for the remaining
file(s) displays Incomplete (only the
Custodian information was updated
with the Apply All feature).

2. Select the Edit link for each file to
update the data file extraction
information.

Note: The Custodian/Data Storage
information for the second file is the
same as that of the first file after the
Apply All feature was used.
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Data file information X

1. Dpata file extraction

Data File Description : XWALK?7 - CCW BENE ID TO SSN CROSSWALK FILE

The Data File Extraction pop-up displays.
Select Available Year Range.

Select the From year.

Select the To year.

Select the Quarters (optional).

Select the States (optional).

Select Add.

Available Year Range *:

From *:

NouhkwnNE

To

Quarter(s) :

Notes:

* Available Quarters and/or States for
=D selection will be those selected on the

SeaRd NUpIS EON AT 181 original DUA.

[ollimceailiens Raers s o o o s el ‘ » If quarters/states were not selected on

the original DUA, these fields will be

disabled.

State(s) (if applicable) :
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Data file information

Data File Description : XWALK?7 - CCW BENE ID TO SSN CROSSWALK FILE

1. The selected data file

etk extraction attributes display
From *:
o in the table below.

L 2. Select Next.

State(s) (If applicable) :

Selected Multiple From and To Year
=] FROM YEAR TO YEAR QUARTER Extraction % | Cohort STATES | STATUS m

2014 100% Nizw Yearis) Bmov
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Data file information

2. custodians

ocations and Custodians
(| ominin | Gttt |G |t e
||||||||||| P.O. BOX 250, SAXAPAHAW, North 1. ADEWOLI .
1 ™ ) 1. fesi@eppe.com 1.(919) 8437082
ey STATISTICS DEPARTMENT2311 e
2 STINSOM DRIVE, RALEIGH, North 1. fesi@es; m 1.(919) 5151821
SSSSSSSSSSSSS i Carolina, 27695, USA

1. The Custodians table is
populated with the
Custodian information
from the first re-used file
based on the Apply All
function.

2. Select Next.

Note: The Custodian
information is view-only on
this tab.
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Data file information

3. Shipping Information

Data File Description : XWALK?7 - CCW BENE ID TO SSN CROSSWALK FILE

Required fields are marked with an asterisk (*). 1 . Th e Sh i p pi ng I nfo rmatio n ta b
Actess Method DIRECT ACCESS *SHIPPING BOTH DIRECT ACCESS AND SHIPPING (2 d ISplaYS

s e 2. Note that re-used files will not
Data Shipping Location *: 2 be re'Shipped.

Primary Reciplent * : L 3. The Shlpplng information from

Cartier 2 the original DUA displays in
=B the table.

Selected Shipping Details 4 Select Finish
d Shipping Location Recipient Carrier | Carrier Account Number | Action °
1 123 WEST FRANKLIN ST., CHAPEL HILL, North Carolina, 27516, USA  TONYA SICKELS
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Re-Used Data Files: Continue to Update File(s) to Complete Status

Update DUA Request

Showing O 0 o0 0 entnes

1. The Re-use Data File screen
redisplays.

2. The status for all files is Complete.

3. Select Done.

Notes:

e Additional files for re-use can be
added.

e Data file attributes will need to be
updated as described in previous
slides.

e The Apply All function can be used
on any additional files added.
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Edit DUA: Add New Data Files

T A FILI
........ - Froem -
PDEZ2 PT
POERE
POECE HA

Showng 1153 013 entres

RE-USE DATA FILE DESCRIPTIONS

Ui e Dimcripiion Proem Ve o man

PDE 15 - 5% PRESCAIPTION DRUG EVENT DATA {1-15 VARIASLES)

Select the Edit button associated with the New
Data File Descriptions section.

Shuperneg 1123 0l T enkies

MNEW DATA FILE DESCRIPTIONS

Ut 1 e Dseripginn Fonm Taat

Showng 0 12 0 0l 0 ks

DOCUMENTS
Document Updoaded Fllos
SITNATUAE ADOENDUM fagranee_Adsencues s
Comemarns :
2000

120



DUA Requester — Update/Amend

Edit DUA: Add New Data Files

Update DUA Request

DUA Number : CONT-2018-54153
NEW DATA FILE(S) SELECTION

eids are marked with an asterisk (*).

Frivacy Level :

1. The New Data File(s)
Selection screen displays.

2. Select the Privacy Level.

Select the new data file(s).

4. Select the Add selection to
DUA request button.

Select Data File Descriptions  Start typing to search

w

Add selection to DUA request

Selected New Data File Descriptions

[Data File Description Extraction % | Cohon From Year To Year Privacy Level Status Action

No data avallable in table

Showing 0 to 0 of O entries

121



DUA Requester — Update/Amend

Edit DUA: Add New Data Files

Update DUA Request

DUA Number : CONT-2018-54153
NEW DATA FILE(S) SELECTION

Required flelds are marked with an asterisk (%)
Privacy Laval DENTIFIABLE

Select Data File Cescriptions | Stan typing to search.

DMETSE - 100% Durable Medical Equipment Test System Base

INF - 100% INPATIENT CLAIMS

CRF - 100%CROSS REFERENCE FILE

PDEZ2Z - 20, PRESCRIPTION DRUG EVENT DATA

MTSB - 25% Medicare Test Beneficiary Sample

PDE24 - 40%, PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES)

Selected New Data File Descriptions

Extraction % / From To

e i canort Year Year

Privacy Lavel Status Action
LABCAR - CLINICAL DIAGNOSTIC LAB FEE

I FL IN PLE

SCHEDULE CARRIER FILE HENTIFIARLE CRimLRR
LABMAT - CLINICAL DIAGNOSTIC LAB FEE

SCHEDULE NATIONAL FILE IDENTIFIABLE INCOMPLETE

The table displays the file
selections.

The file status is
Incomplete.

Select the Edit link to add
attributes to the data file, or
You can select the Remove
link to remove the file from
the table.

Showing 1 1o 2 of 2 entries
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Edit DUA: Add New Data File Attributes

Data file information

1. pata file extraction

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Data File Extraction % /
Cohort *:

From *:
To™:

Quarter(s) :

State(s) (if applicable) :

Selact Soma Oplions
Selected Multiple From and To Year

n FROM YEAR m QUARTER Extraction % / Cohort STATES STATUS m

Next

1. The Data File Extraction pop-
up screen displays.

2. Select the Data File

Extraction % / Cohort.

Select the From year.

Select the To year.

5. Choose any Quarters
(optional).

6. Select any States (optional).

7. Select Add.

W

Notes:

Some file years in the year range
may not be available (e.g. 2019
file year).
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Edit DUA: Add New Data File Extraction Attributes

Data file information

1. Data file extraction

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Data File Extraction % /
Cohort *

From *:
To *:
Quarter(s) :

State(s) (if applicable) :

ted Multiple Fro nd To
o FROM YEAR TO YEAR QUARTER Extraction % / Cohort STATES STATUS m

New Year(s) Remave

The data file extraction
attributes display in the
table below.
Select Next.
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Edit DUA: Add New Data File Custodians

Data file information x

2. custodians

1. The Custodians tab displays.

Selected Custodian Locatiens and Custedians 2. The Organlzatlon, CUStOdlan
(6| oo otz | | e Locati ians with thei
ocation, and Custodians with their
UNIVERSITY OF P.0. BOX 250, SAXAPAHAW, North 1. ADEWOLE ADAMSON 1 test@eppe com 1 (918) 3437082 4
NORTH CAROLINA Carolina, 27340, USA

MORTH CAROLINA SUMALEF 3L S ek 1. MONTSERVAT FUENTES

Email and Phone are displayed as
STATE UNIVERSITY g:L:Ii[;fJQI;)SR;\;FO;{:LEIGH‘Nortn 1. test@eppe.com 1.(919) 9151821 View_only in the table.
3. Select Next.

Notes:
* In this example, the Custodians
table is automatically populated.

125



DUA Requester — Update/Amend

Edit DUA: Add New Data Files Shipping Information

Data file information

3. Shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Required fields are marked with an asterisk ().

Acoers Method s * DIRECT ACCESS 'SHIPPING - BOTH DIRECT ACCESS AND SHIFFING (2

DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC *DESY/IDR JEFT (Other (2

Disseminator * :

1. The Shipping Information tab
on the Data File Information
tab displays.

2. Select the appropriate Access
Method.

Note: In this example Direct Access
is the default Access Method and
DESY/IDR is the default Data
Disseminator because a DESY User
was added to the DUA.
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Edit DUA: Add New Data Files Shipping Information

Data file information

4 Shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Reguired fields are marked with an asterisk ().

Access Method * DIRECT ACCESS ' SHIPPING =BOTH DIRECT ACCESS AND SHIPPING (2

DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC =DESY/IDR “EFT «‘Other (2
Disseminator * :

Data Dissemination L
System *: SHIPPING INFORMATION

Data Shipping Location * : 5 i » | Add New Location (2

Primary Recipient *:

Carrier : S J t 2
Selected Shipping Details

o

The expanded Shipping
Information screen displays (this
example is based on selecting the
Both Direct Access and Shipping
option).

Select the Access to Which Data
Disseminator (the system defaults
to DESY/IDR in this example
because a DESY User was added
to the DUA).

Select the Data Disseminating
System.

Select the Data Shipping Location
or Add a New Location.

Select the Primary Recipient.
Select the Carrier (optional).
Select Add.
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Edit DUA: Add New Data Files Shipping Information

Data file information x

3. shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Required fields are marked with an asterisk (*).

Access Method =+ DIRECT ACCESS *SHIPPING - BOTH DIRECT ACCESS AND SHIPPING (2
Data Dissemination DESY/IDR x v
System *: SHIPPING INFORMATION

Data Shipping Location *:

Primary Recipient *:

Carrler : an Oytic
Selectad Shipping Detalls
Id | Shipping Location Recipient | Carrier Carrier Account Number m

1

31 Rock Quarry Road, Raleigh, Nonh Carolina, 27610, USA

Ogre Shrek

Bemeye

=

1.
2.

The shipping information displays in the table.
Select the Finish button.
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Edit DUA: Data File Attributes for First File is Complete

Update DUA Request

DUA Number ;: CONT-2018-54153
NEW DATA FILE(S) SELECTION

Required fields are marked with an asterisk (*}

Privacy Level : DENTIFIABLE

Selact Data File Dascriptions  Start typing to search
DMETSE - 100% Durable Medical Equipment Test Systam Base
INP - 100% INPATIENT CLAIMS
CRF - 100%CROSS REFERENCE FILE
PDEZ22 - 207 PRESCRIFTION DRUG EVENT DATA

MTSE - 25% Medicare Test Beneficiary Sample
PDE24 - 40°%; PRESCRIPTION DRUG EVENT DATA 16+ VARIABLES)

Add selection to DUA request

Selected New Data File Descriptions

From To
Data File Descripbon o Yoar Y Privacy Level Statw:
LA BCAR SLMIGA DUGHOSTIC LAB FEE 1005 2010 2018 IDENTIFIABLE COMPLETE

SCHEDULE CARRIER FILE

LABMAT - CLINICAL DIAGNOSTIC LAB FEE

IDENTIFIABLE INCOMPLETE
SCHEDULE MATIONAL FILE

Showing 1 to 2 of 2 entries

1. The first file’s status is Complete.

2. Select the Apply All link to apply the
same attributes to all the files, or

3. Select the Edit link to enter attributes
for each file.

Notes:

* The Apply All link will only display if
the DUA has multiple files. It displays
once data file attributes for the first
data file selection have been
completed.

e |f the data file attributes should be
different for the files, individual editing
is available by selecting the Edit link.
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Edit DUA: Apply First Data File Attributes to All Files

Apply Data Selection Attributes %

Select the data file(s) to which you wish to apply the selected data attributes.

LABNAT - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE NATIONAL FILE INCOMPLETE

Apply to DUA request

1. The Apply Data Selection Attributes pop-up displays.
2. Select the Select All check box to select all data files, or Select individual data files.
3. Select the Apply to DUA request button.

Note: When using the Apply All feature on new data files, all Extraction attributes (Year Range, From/To
Years, and States/Quarters as applicable), Custodian/Data Storage information, and
Disseminating/Shipping information will be applied to the selected files.
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Edit DUA: Status for All New Files Displays “Complete”

Update DUA Request
NEL.\' DATA vl.:ILE.(S) SELECTION
i el ilpasndbail 1. The New Data Files Selection
' screen redisplays.

T e B S e e : 2. The status for all data files is

INP - 100% INPATIENT CLAIMS

CRF - 100%CROSS REFERENCE FILE co m p I ete .
PDE22 - 20% PRESCRIPTION DRUG EVENT DATA 3' Select the Done button'

MTSE - 25% Medicare Test Beneficlary Sample
PDE24 - 40% PRESCRIPTION DRUG EVENT DATA 16+ VARIABLES)

.
i Notes:

Selected New Data File Descriptions . .
l : e Select the green plus sign icon to

L:;:::‘.’:::T:\LB!&GNOSTICLABFEE — = = — — Mm',:'-:' ve See details abOUt a data file'

SCHEDULE CARRIER FILE " Apply All L4 Select Remove to remove a data

LABMAT - CLINICAL DIAGNOSTIC LAB FEE i 4 Edit | Remave
S L S RATIONALFLE 100% 2010 2018 IDENTIFIABLE COMPLETE Edit | Remave [+] fi | e if a | ica b I e
PP -

Showing 1 to 2 of 2 entries
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Edit DUA: Upload Documents

2018

ww o Select the Edit button associated with the
- Documents section to upload supporting

documentation if applicable.

Comments ;
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Edit DUA: Upload Documents

Update DUA Request

DUA Number : CONT-2018-54153

UPLOAD DOCUMENTS

You may upload one or more documents to support your DUA.

SIGNATURE ADDENDUM Signature_Addendum.docx Download Delete Upload Documents

1. The Upload Documents screen displays with a predefined document type table. In this
example, the Signature Addendum file was uploaded when the DUA was created. The
Signature Addendum is a required document.

2. Select the Upload Documents button to upload additional supporting documents from
your local computer.

Note:

*  Max file size is 2 megabytes and not all file types can be uploaded.
* Anew Signature Addendum is required if any new Custodian/DESY Users were added to the DUA.
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Edit DUA: Upload Documents

Update DUA Request

DUA Nurmiber : CONT-2018-54153
UPLOAD DOCUMENTS

You may upload one or more documents o support your DUA

. Locumant DO DG !

Upload Documents
1 SIGNATURE ADDENDU

Document Type : SIGNATURE ADDENDUM

Select Files Choose Files |No file chosen

iy L v |

1. The Upload Documents pop-up
displays.

2. Select the Choose Files button
to select the supporting
document(s) from your local
computer.

3. Select the Upload button.

Notes:

e Max file size is 2 megabytes.

* Not all file types can be
uploaded. EPPE will display a
message when attempting to
upload non-allowable file types.

* For easy recognition, please
name files appropriately based
on contents.
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Edit DUA: Upload Additional Documents

Update DUA Request

DUA Number : CONT-2018-54153

UPLOAD DOCUMENTS

You may upload one or more documents to support your DUA.

Signature_Addendum.docx Download Delete
SR Extra_Notes_for_DUA.docx Download Delete it e

1. The document displays in the Upload Documents table.
2. Select the Upload Documents button to select additional files from your local computer if needed.
3. Select the Done button.
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Edit DUA: Add Comments

EXISTING DATA FILE DESCRIPTIONS

Dai cranon Frem

PO % PRESC 0]

PO ES RAABL 019

PLE: 010

Stomr
A ESC T

Daia Fils D erigtion o Yoar rear
PHRE SO
W BN

T ——s e 1. All updates of the DUA are complete.
2. Enter any applicable Comments (optional).
e —— 3. Select the Next button.

20
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Edit DUA: Terms and Conditions

Update DUA Request

w

The Terms and Conditions agreement
screen displays (shown in 2 parts for
legibility).

Select the | agree to the terms and
conditions above check box.

Use your browser to print (if applicable).
Select the Submit button.
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Lipdaibe DL Recjussi

Edit DUA: Submitted Message

The confirmation message
displays.

Select the Print DUA button to
print or save the DUA as a PDF.
Select the green plus sign icon to
view the DUA Life Cycle.

The DUA can be viewed in the
Submitted queue.

The DUA will need to be
reviewed and Approved by the
COR and then Certified by the
DMT before it displays in the
Approved queue.
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Displaying the DUA Life Cycle

Update DUA Request

DUA Number : CONT-2018-54153

DUA REQUEST STATUS

Your DUA request CONT-2018-54153 has been submitled for approval. You will receive a follow-up email notification. To view the status of your DUA request

navigate to "My DUA{s]".

DUA Life Cycle

MAIN INFORMATION
DUA Numbser

DUA Customar Type

DUA G

DUA Request Type
DA Status

Expiration Date

Requester's Emat
Requester's Phone Number

Lasl Updaled By

an Name

Project Name

®

CONT-2018-54153

Lontractor

42 - CMS PROGRAMS

UPDATE DUA

Subrrmlted

05-30-2018

02-27-201

Taraj Henson

NORTH CAROLINA STATE UNIVERSITY

Extend Test

Select the Green Plus Sign Icon
to view the DUA Life Cycle.
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Status Progressions and Actions Display

Update DUA Request  (EEET)

DUA Number ; CONT.2078.55153
DUA REQUEST STATUS
Yot DU 201854153 has L

DUA Life Cycle (c]
Action P
1y amenss
D_"'\ . on User | OMERS D inuctions

Subrittad Watiing for CMS COR Feb 27, 2018 3:04 = =
Appoval FM b gl
In Progress Feb 27, 20182500 POATE DUA e

M
In Progress ;::“ AL E 0 PDATE DUA Tasrsil Henso

Feb 27, 2018 206:09

ogress il POATE DUA Hers

||||| ress T 2018 2050 UPDATE DUA  Tasaii Henscn
Showing 1 1o 5 of 30 eniries

The DUA Life Cycle details display.
Select the Next button to scroll through
the life cycle list if applicable.

Select the Update DUA hyperlink to
display a list of updates made.

Select the Red Negative Sign Icon to
collapse the DUA Life Cycle table.
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How to Print the DUA

Update DUA Request

DUA Number : CONT-2018-54153
DUA REQUEST STATUS

Your DUA request CONT-2018-54 153 has been submities

navigate to "My DUA(S)"

DUA Life Cycle

MAIN INFORMATION

Conlracle

NORTH CAROLINA STATE UNIVERSITY

d for approval. You will receive a follow-up email notification

. To view the status of your DUA request

Select the Print DUA button at the top
of the screen to access printing options.
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DUA in HTML Displays for Printing

&

1. The DUA Displays in HTML format for
printing.
2. Sections displayed are:
¢ Main Information
e CMS Contact (COR)
e Contract Information
*  Subcontracting Organization
* Documents
* DESY Users
e Data File Descriptions
*  Custodians
* DUA Life Cycle
3. Select the Print link to:
e  Print the DUA or
e Save the DUA in PDF format
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DUA Requester — Extend a DUA

View Expired DUA Queue

CMS.QOV My Entergrise Portal O REQUserFive w @ Help @ LogOut

Enterprise Privacy Policy Engine
Logged in as: DUA REQUESTER
Welcome to EPPE

DUA(s]
EPPE s an application that sireamines the orccess of requestng dzta from the Genters for Medicare & Medicaid Servizes (CMS) via an cnline Datz Use Agreement (DUA).
New | Re-Use ks
+ Reduce the amount of time to process a DUA.
Update / Amend + Transition from a paper-based (o en automated process.
. + Provide a 102% fraceable record of CMS data disclosures.

Traning Materia's: V'sit the EPPE web page or ¢ms.gov, to download Training Slide Decks for the following

Extend
+ Contractor Approval Workflow.

Version 27.1

Un-Finished
Submitted
Pending Action(s]
Approved

Closed

Denied

1. The Expired DUA Queue contains DUAs that have Expired.
2. Select the Expired menu option to search for and view
expired DUAs you may need to extend.
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View Expired DUA Queue

EXPIRED DUA(S)

Search:

DUA Number +  Organization ~  DUA Type ~  Requester ~  RequestDate ~
CONT-2018-54410 SHAW UNIVERSITY Contractor Taraji Henson 3-5-2018 View
CONT-2018-54411 NORTH CAROLINA STATE UNIVERSITY Contractor Taraji Henson 3-5-2018 View
CONT-2018-54412 SHAW UNIVERSITY Contractor Taraji Henson 3-5-2018 View

Showing 1 to 3 of 3 entries

1. The list of Expired DUAs displays.

2. Specify Search criteria or scroll through the list if applicable.

3. Select the View link to view the DUA details.

Notes:

e If there are multiple pages of Expired DUAs, the Previous and Next buttons become enabled for

scrolling through the listing.
* Inthis example the Requester is associated with two organizations and their Expired DUAs display.
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DUA Displays

1. The Review screen displays.
2. Select the green plus sign icon to
“““““““ " view the DUA Life Cycle, the DESY
User details, or the Data File details.
Notes:
- — ' * The DUA can only be viewed from the
e — = Expired Queue.
* Select the Extend menu option to
i find the DUA and extend it.
= e
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DUA Requester — Extend a DUA

EPPE Menu

CMS.E}.:::I"-J'If-."; Enterprise Portal = My Apps 0 KEQUsefive w @ Help B Log ut

Enterprise Privacy Policy Engine

E
ii

Wi | Re-Use

Update | Amend

Cloge

Extend

EO

Usi-Finighad
Submatbed
Pending Action(s)
Apgraved
Expired

Chosed

Denied

Welcome to EPPE

EPPE [ an appicaton hal streambnes the process. of requesting data fom ihe Cenlers for Medicare & Madicaid Sanvices (CM3) via an onine Data Uise Agreement (DUA)
Goals

+ Reduce he amount of time 10 process 2 DUA

w Transiion from a paper-hasad 10 an aulomaled process

+ Prowide & 100% traceabie record of CMS dala deciodures
Trairing kterias: Visi T EPPE web e on ¢S gon, 1o downioad Traiming Side Decis for M folowing

# Contractor Approwal Wordion

Werson 771

Logged in as: DUA REQUESTER

Select the Extend option on the DUA(s) menu.
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List of DUAs That Can Be Extended

1. The list of DUAs that can be
DUA .
e exter.1ded dlsplay.s. o
PLEASE SELECT ONE OF THE DUA TO EXTEND 2. Specify Search criteria (if
o I applicable).
DUA Number = Organization . Requastar = RequestDate - Status . 3- SeleCt the View Iink-
CONT-2018-54407 SHAW UNIVERSITY Taraji Henson 35-2018 Approved View
CONT-2018-54408 SHAW UNIVERSITY Taraji Henson 352018 Approved View N Otes .
CONT-2018-54408 SHAW UNIVERSITY Taraji Henson 352018 Approved View o DUAS in the Extend Queue Can be
CONT-2018-54410 SHAW UNIVERSITY Taraji Henson 352018 Expired View
CONT-2018-54411 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 3-5.2018 Expired View In Approved or Explred Status-
——— Ve * In this example, the Requester is
associated with two organizations
and their DUAs display in the list.
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DUA Displays

.................

1. The My DUA review screen displays.

2. Select the Print DUA button to print or save the
DUA to PDF.

3. Select the green plus sign icon to view the DUA
Life Cycle.

4. Select the Extend button.

L ]

. Note: Details about Printing the DUA and Viewing
the DUA Life Cycle will be discussed further on in
ey the presentation.

------------
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Changing the Contract Period End Date

EXTEND DUA
DUA Number | CONT-2018-54410
DUA EXTENSION REQUEST

DUA Number : CONT-2018-54410

CONTRACT PERIOD (RECQUIRED)

Start Date : End Date :
031012016 03/05/2018

@ Mar 2018 -+ ©
Comments :
Su Mo Tu We Th Fr Sa

1 D i
4 5 & 7 8 9 10
11 12133 14 15 16: 17
18 19 20 21 22 23 24

23] 26| 2% 28| .29 30031

Done

e

1. The DUA Extension Request screen
displays.

2. Enter the Contract End Date if there
is a new date.

3. Use the mm/dd/yyyy format to enter
the dates, or

4. Use the pop-up calendar. If using the
pop-up calendar, select the month,
the year, and the day in that order.

5. Enter any applicable Comments.

6. Select the Next button.

Note: If there is no new Contract End
Date, continue to extend the Expiration
Date on the next screen.
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Changing the Expiration Date

EXTEND DUA

DUA Number : CONT-2018-54410

DUA EXPIRATION DATE

CURRENT DUA EXPIRATION DATE

Date :

0305/2018

NEW DUA EXPIRATION DATE =

Date :

@ Mar rl2018 | ©

Su Mo Tu We Th Fr Sa
e

1 2 3

4 5 6 8 9 10

T
L 12 13 14 15 16 17
18 19 .20, 21 22 23 24
25 26 27, 28 29 30 31

Done

The DUA Expiration Date
screen displays.

Enter the New DUA Expiration
Date.

Use the mm/dd/yyyy format
to enter the dates, or

Use the pop-up calendar. If
using the pop-up calendar,
select the month, the year, and
the day in that order.

Select the Next button.
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Accept Terms and Conditions and Submit the DUA

EXTEND DUA
OUA Numbar | CONT-2010-84470
TERMS & CONDITIONS
This Agreement Qovemns e FEquesing IGANZABON'S ["YOUYCLI"} FECEiFt And Usé of dala Fom Me Centers for Medicare & Medcald Services ('CMS). 8

il & 1o L5, Depoetrmant of Heallh and Hirnan Services (THIHS"). This Ageement Sovars he CMS 631 Sles you raquasted and he correspondry
Fulvacy Polioy Engire (ERFET) 5

i programe anclor Bervons proviced ks

3 of this Agreement and any Bpplicasie (s,
Including e Privacy Act (5 U.5.C. §5523) and Privacy Rule of s Healh [nsurance PortatilRy and Accourtabiity At (MIFAA (48 GFR. Suspar ©, Parts 150
8nc Pan 184, Subparts A and EJ). This Agreament b inended 1o: (3) secure dat that resics in a WS Privacy Act SOR: (B) ersure the mtegnty. securiy, and
lakty e mfarmnation main IMIS; el (€] MV IPERopA e chackasute 3nd Lse of such dath S8 permiEted by L

1. Thiks Aggris CME Wl roliano i you will ob 1 tree G dots Bl
DUIA Fiegues:. This Agreemen aso pertains 1o and covers iy Cervetive fles which may cortain diect individusl entifiers of elements that o
USOT N CORCEN W ST INFONMAToN 10 icentfy INdividuals. For 31 cata released under this AGreement. the logal clauses consEned Neredn SUPErIoce

s dy NAIRACHIGNS, GRECTCnS, AjFesmants, o ol arcings partaining
componer

VPG TP AGrBSME! of The 1313 speciled in I DU Req.est an nol conskdered valki uniass (B5wued in Wit
e project {o . Gontractng Cffcer's Replesontalii

e appopriate CMS repre
Mansger, et )

woenment Task Leader, Progrorm s

ety far 1ha pumoses

oF project plans B53ed I the DUA Request are complese and
s, Which M bean appraved by CMVS or anciher agproprate ently & GRS may
el dat s

Yo 30700 1o 0 dBCIORG, B0, Of B 10 data covsesd by this Agreoment. sucopt: (8) a3 3pocticd n n Atedimerd uploaded t e DUA Recuest

A1) et i ot oyt PO, o ) s PRt ek bt i B Vi

By this Agroement, UNIBSE yOU IBce#s SXPREss DerTission Tom CMS.

You afrm thot the recuestad cata oe that, wilhin your
oiganization and the: ciganize o amcunt of data aed
Fminimum number of Indhicuals necessary 1o achieve he specified puipcses (.2, Indhicual's access 1o the data Wil BE o7 & NESd-10-kNowW Dais).

| agree to the terms and conditions above,

el s well 5

fativ

E
wldental of specdie bidcing In
Used 16 Ity INEviduAlS—Lnbl the Er Date spacilied i the DUA Risquest. If he purposss covered by this Agreement ars compl
spacified End Daie. you 30

12 rtty GHS Wi 20 cays of compieion o ase prposes. Lpen et nat o he =1 Date wrchecer ocees [ Provious ' suomn ]

o covvanec by thes Agraesmant cr g pans o fha Ties afier e naice of depastion, U
4 o thiat i End Dake & not contings

acton by M5

You LErELANG that you, ©f GMS, may terminate s Agreemant al any ime, far any /eascn, UPon 30 Bays WITIeN nalos. UGN NoTcs of terminaton,
CMS Wil cease relaasing 1na requested data fles 10 you, and wil natify Yoo 10 destroy any data Nies i your possession. Sections 2,3, 4, 6,7, 8,8, 11,
12, and 13 werration of Ehis At .

5. You agres b establish appropriate soministratve, techrical and physical sateguards to protest the confentiality of e data and & prevent

The Terms and Conditions screen displays.
e e e .’L“Iil’.ZZL'_‘;."TI;“T.ZZZ.'.l'f,"ii."i.';”:.’;ff;',Z'"'"'"“““"“.”"' . 2. Select the | agree to the terms and

atice Feacairess.” avallabie g

evepsnrns sl

Cffice of Manag
Bltps s hitehouss coviombieincuars_a130_atJ0appendix_ii .

St e e conditions above checkbox.
- User your browser to print the DUA if
e v <o applicable.

utititod. ¥ou e ogrea i the data musl not n\ physicaly moved,
auch movement,

ransmission, of chcioaute Is regured by lw S I t S b ‘t
PR p— —coeas o nhsse st o CAS s S Cfficof e apocir Gnar (I o 4, elect oubmit.

apecton of & CUA Reguest 1o contim compliancs wilh ihe terma of s Agreemant,

Hankonal Instinte of Standan
e Faeomal Inf

Hardanal Ingtiiute of Standa
Organizatons,” avalable ot Miip:

You ackiwv/ecage 1 th s of Lnsacured iecomunicadons, nciuding he Inksmet 16 rane i
doduc by
wanamiee, of dacloaed In Any wh
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DUA Requester — Extend a DUA

DUA Extension Confirmation

DWTA FILE CESCR PTICORS
ExCLRIERT
———— [r—p——

N

The DUA Extension Confirmation Message displays.
The DUA status is Approved.

Select the Print DUA button to print or save the
document as PDF.

Select the green plus sign button to view the DUA
Life Cycle.
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DUA Requester — DUA Life Cycle

Displaying the DUA Life Cycle

DUA Number : CONT-2018-54410

DUA REQUEST STATUS

Your DUA Extension request for DUA CONT-2018-54410 has been completed

DUA Life Cycle @

MAIN INFORMATION

DUA Number

42 - CMS PROGRAMS

Select the Green Plus Sign Icon to view the DUA Life Cycle.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

DUA Numbes - CONT.2

DUA REQUEST STATUS

our DUA Exermsion request for DUA CONT-2018.54410 has been completed

1. The DUA Life Cycle details display
the Extend DUA action.

—r sl :f"“ 2. The DUA Status is Approved.

cevictin ' e 3. Select the Extend DUA link to view
P — e more details.
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DUA Requester — DUA Life Cycle

DUA Extension Details

DUA . )
DUA Status Action DUA Action Comments Specwal.
R - Action User Instructions
( DUA Update Summary x
Search:
Approve|
Change Type Field Name Data Description Old Value New Value
Expired
Changed Contract End Date 3/5/2018 6/29/2018
Approve] Changed DUA Expiration Date 3/5/2018 6/29/2018
Approve Showing 1 to 2 of 2 entries
Contractereoromamagsrmer e 22509 PM  DUA Henson
Certification

Mar 5, 2018 CREATE  Taraji

Submitted-Waiting for CMS COR Approval D ATET ] SR e

Showing 1 to 5 of 8 entries 2 Next

1. The DUA Update Summary pop-up displays to show the
details of the DUA extension updates.

2. Select the X button to close the window.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

Instructions

o |2 | e | e 1. The DUA Life Cycle details
' ] redisplay.

- I 2. Select the Next button to scroll

e through the life cycle list if

v B o T, applicable.
st v CoRpopos  WETOI0 CRERTE Tl 3. Select the Red Negative Sign Icon

Showing 1 10 5 of B entries.

to collapse the DUA Life Cycle
table.

MAIN INFORMATION
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DUA Requester — Print DUA

How to Print the DUA
oo (TS

DUA Mumber : CONT-2018-54410

DUA REQUEST STATUS

Your DUA Extension request for DUA CONT-2018-54410 has been completed

DUA Life Cycle (+]

MAIN INFORMATION

Select the Print DUA button at the top of the screen to access printing options.
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DUA Requester — Print DUA

DUA in HTML Displays for Printing

sty =
T 1. The DUA Displays in HTML format
for printing.

2. Sections displayed are:

*  Main Information

e CMS Contact (COR)
. . e Contract Information
— e Subcontracting Organization

Sugimture_Addendun docs

e Documents

= — «  DESY Users

016

SHAR UNIVERMTY | Skl gmaad o | (R0 5451

DATA FILE DESCRIFTION

- | e Data File Descriptions
S *  Custodians
.('I'NTDDT.\‘!G L DUA Life cycle

D] Cuvelian | Ovgealsstion Addee Emsb Addms | Phens Nambar

3. Select the Print link to:
= N S— e  Print the DUA or
e Save the DUA in PDF format
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DUA Requester — Close Select Data Files on the

DUA

View DUAs for Closing

B BEQ UserFive w @ Help B Log Out

Enterprise Privacy Policy Engine

_ LWHE" n a5 DUA REQUESTER
EPPE Home
L — Welcome to EPPE

Hew | Re-Use noaly
« [Reiipces the amount of Bme 10 process a Dl

EFFE 15 an appacation (hat sineamiines Tt process of nequeesiing data from She Centers for Medcare & Medica Seraces (CMS) va an online 03lta Use Agreemen (DUA)

Update | imand » Transfon irom a paper-based by an aulomated process

(o) = Provide 3 100% traceabée recond of CMS data distlosures

\"_"/I Traning Maténals: Vet the EPPE web page on oms gov, 10 dommioad Traning Shde Decks for e folowing
Extend

« Conlratior Approval Werkfiow
wowy | !
Un-Finished
Submithed
Pending Action(s)
Appraved
Expired

Closed

Denid

Select the Close option on the DUA(s) menu.
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DUA Requester — Close Select Data Files on the

DUA

List of DUAs Eligible to Close

DUA

CLOSE DUA
PLEASE SELECT ONE OF THE DUA TO CLOSE

Search:

DUA Number ~ Organization A~ Requester A~ Request Date ~ Status v
CONT-2018-54412 SHAW UNIVERSITY Taraji Henson 3-5-2018 Expired View
CONT-2018-54411 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 3-5-2018 Expired View
CONT-2018-54410 SHAW UNIVERSITY Taraji Henson 3-6-2018 Approved View
CONT-2018-54409 SHAW UNIVERSITY Taraji Henson 3-5-2018 Approved View
CONT-2018-54408 SHAW UNIVERSITY Taraji Henson 3-5-2018 Approved View
Showing 1 to 5 of 8 entries Next

1. The list of DUAs that can be closed displays.

2. You can specify Search criteria or page through the list using the Next button
to find the DUA you want to close.

3. Select the View link to close files on the DUA.
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DUA Requester — Close Select Data Files on the

DUA

My DUA Screen Displays for Review

Enterprisa Privacy Policy Engine

1. The My DUA review screen displays.
The DUA status is Approved.
[ | . .
3. Select the Print DUA button to print or

] = : save the DUA as a PDF if you need a
—— record prior to closing.
e 4. Select the green plus sign icon to view the
- — DUA Life Cycle details. We will review the

- Life Cycle after closing files.
— — 5. Select the Close button.

N
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DUA Requester — Close Select Data Files on the

DUA

Close DUA Files

CLOSE DUA

DUA Mumber : CONT-2018-54408

DATA FILE DESCRIPTIONS
Data File Description '\,;:" ik Status Action
FISS - PART A FISCAL INTERMEDIARY SYSTEM 2010 2018 OPEN Edit [+ f | . h I b
MPCD - MECICAID PHARMACY CLAIMS DATA 2010 2ma OPEN 4] 1' A ter Se eCtI ng t e C ose Utton
PHARM - MEDICARE PRESCRIPTION DRUG PLAN PHARMACY NETWORK PART 1 AND 2 2010 208 OPEN [} On the My DUA Screen the Close
TL DEV (NCH, HFMS, DDPS, NPICS, CME, MARX, MBD, PECOS, RAPS, RAS, FISS, 2018 oPEN & !

wss_mc-:s\;‘w'.n.m-lu & DUA Screen diSplayS.

Showing 1 to 4 of 4 enlnes

2. The Status for all files is OPEN.
3. Select the Edit link for the file you
2000 craacers want to close.

remaining

Comments :
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DUA Requester — Close Select Data Files on the

DUA

Select the Reason for Closing a File

CLOSE DUA

DUA Number : CONT-2015-54408

DATA FILE DESCRIPTIONS

Select Data Disposition Reason x

Please select one of the Disposition Statements * Pe——

FISS
The file has been destroyed, including copies, derivatives, subsets and manipulated files.
MPC
The file or coples, derivatives, subsets, and/or manipulated files have been approved by CMS for re-use.
by | did not receive physical data and only accessed data through CMS systems.
::"QIX The file was not received for this DUA. Edit (4]
Show
Comn

I Ee

1. The Select Data Disposition Reason pop-up displays.
2. Select the radio button associated with the reason for closing.
3. Select the Submit button.
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DUA Requester — Close Select Data Files on the

DUA

Confirm Closing the DUA

CLOSE DUA

DUA Number : CONT-2018-54408
DATA FILE DESCRIPTIONS

Select Data Disposition Reason

Please seiacl one of the Disposition Statements
i The file has been destroyed, including copies, derivatives, subsets and manipulated files. ¢
MEG The file or coples, derivatives. . andior iflles have been approved by CMS for re-use, “
L e | did not receive ph Close DUA Data File 9
IDRX & The file was notre¢ & You have requested to close ane or more data files on o

this DUA.Would you like to continue with the closure?

Yes No

RS s

1. The Close DUA Data File message pop-up displays.
2. Select the Yes button to confirm closing.
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DUA Requester — Close Select Data Files on the

DUA

Data File Status

CLOSE DUA

DUA Number : CONT-2018-54408

DATA FILE DESCRIPTIONS 1. The Data File Status is changed to Close.
S— -t 2. Select Edit to close other data files if
R o ow (o) s applicable or select the Apply All link to
MG WEDCAD FRAHACY CLANS AT o o close all data files for the same reason.
ppEma AT T e e B B - 3. Enter comments (optional).

4. Select the Next button.

5
H

IDRXDS - IDR DAS ETL DEV (NCH, HPMS DDPS, NFICS, CME, MARX, MBD, PECOS  RAPS RAS
FISS, VMS, MCS, MEDICAID)

2010 2016 OPEN Edit [+]

Showing 1 t04 of 4 antnes

Note: In this example, only one data file will
be closed. The option to close one or all data
files is available.

Commants :

EEREED
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DUA Requester — Close All Data Files on the DUA

All Data Files Closed

CLOSE DUA

DUA Number : CONT-2018-54412

DATA FILE DESCRIPTIONS

T S IS (| O 1. The Status for all data files is

ABBEC - ACUMEN BID TO BUCCANEER BID CROSSWALK 2010 2018 : o CIose'

M’*“’“mu"“ - 2. Select the green plus sign icon to
e —— view file details.

——— 3. Select the Edit link to change the
reason for closing a file.

Comments : _— 4. Enter comments (optional).
prieied 5. Select the Next button.

Cae
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DUA Requester — Close Select Data Files on the

DUA

Upload Data Disposition Certification

CLOSE DUA

DUA Number : CONT-2018-54408

DATA DISPOSITION CERTIFICATION

Add Files : Choose Files | No file chosan

Add Description :

[ oo ]

1. The Data Disposition Certification
screen displays.

2. Select the Choose Files button to

find supporting documentation on

your local computer.

Select the Upload button.

Enter a description (optional).

5. Select the Next button.

s w

Notes:

* Uploading the Data Disposition
Certification is only needed when
closing the entire DUA (all files).

e Name all files for uploading with
descriptive names associated with
the file contents.
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DUA Requester — Close Select Data Files on the

DUA

Accept Terms and Conditions

1. The Terms and Conditions
agreement screen displays.

2. Select the | agree to the
terms and conditions above
check box.

3. Select the Submit button.
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DUA Requester — Close Select Data Files on the

DUA

Confirmation of File Closing

1. The Close DUA page displays.

e 2. The DUAfile closing
confirmation message displays.

3. Only selected files are Closed.

4. The DUA Status is still Approved
(not all files are closed).

5. Select the Print DUA button to

. print or save the document as
PDF.

6. Select the green plus sign button

®: - to view the DUA Life Cycle.

172



DUA Requester — DUA Life Cycle

Displaying the DUA Life Cycle

DUA REQUEST STATUS

Your request to close DUA CONT-2018-54408 has been completed; however, the DUA will remain “open® until all data files on the DUA, are closed.

DUA Life Cycle ®

MAIN INFORMATION
JA Mumber
A Cusiomer Type

A Category

JA Status

DL
DL
oL
ol

E
Requ
2

R

R

Select the Green Plus Sign Icon to view the DUA Life Cycle.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

o QTS

DUA REQUEST STATUS

requas: 1o cloge DUA CONT-2018-5440€ has been completed: Nowever, the DUA will remain open” ntil all a3 fies on the DUA are closed,

DUA Life Cycle ©

Corrmets

1. The DUA Life Cycle details display.
The DUA Status is Approved.
3. The DUA Action is DUA Close
Request Update.
4. Select the DUA Close Request link to
view more details.

N

MAIN INFORMATION
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DUA Requester — DUA Life Cycle

File Closure Details

DUA Life Cycle ©

DUA Update Summary x
Search: | o
ctions
Change Field Name Data Description old New Value
Type . R Value N —
Added Data File PART A FISCAL The file was not received
Disposition Reason INTERMEDIARY SYSTEM for this DUA.

. PART A FISCAL
Changed Data File Status INTERMEDIARY SYSTEM Open Closed

Showing 1 to 2 of 2 entries

1. The DUA Update Summary displays to show the details of the file closure
updates.

2. Select the X button to close the window.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

DUA REQUEST STATUS

VT-2018-64408 has been compleled; however, the DUA will remain “open® untl all data files on the DUA are cosed

DUA Life Cycle ©

Action R Special
o it Instructions
- Maro, 2018 TR oy o ar
““““ FOT:32 PM Henson M for non-recelpt
Mar 5, 2018
e
Appron 12:27:21 PM Hormcns
Mar 5, 20 o raji
12:24:20 AT e
Mar 5, 2018 = rafi
REAT
15120AM T DR e o
In Progress ":""5‘50“:2?‘ CREATE DUA :"‘1"
1151 o lerson
Showing 1108008 entrios o

MAIN INFORMATION

The DUA Life Cycle details re-
display.

Select the Next button to scroll
through the life cycle list if
applicable.

Select the Red Negative Sign Icon
to collapse the DUA Life Cycle.
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DUA Requester — Print DUA

How to Print the DUA

DUA REQUEST STATUS

Your request 1o close DUA CONT-2018-54408 has been completed; however, the DUA will remain "open” until all data files on the DUA are closed. .

DUA Life Cycle (&)

MAIN INFORMATION

W, mber

W e

i ory 42 - CMS PROGRAMS
D s
Expiration Crate 02-201
Requested Dat
Re

L

Select the Print DUA button at the top of the screen to access printing options.
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DUA Requester — Print DUA

DUA in HTML Displays for Printing

et 1. The DUA Displays in HTML format for

printing.

2. The file that was closed shows the
Status as Closed with the Disposition
Reason.

3. Sections displayed are:

*  Main Information

bocomms * CMS Contact (COR)
*  Contract Information
S N — * Subcontracting Organization

DATA FILE DESCRIPTION

* Documents
e DESY Users
* Data File Descriptions
e Custodians
 DUA Life Cycle
4. Select the Print link to:
e  Printthe DUA or
e Save the DUA in PDF format
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DUA Requester — Close All Data Files on the DUA

View Data File Details

CLOSE DUA

DUA Number ; CONT-2018.54412

DATA FILE DESCRIPTIONS

Data Flke Descrlimion From Yess To Yoa Sias Bcton
ASHEC - ACLMEN BID 10 BUCCANEER BID CROSSWALK 2010 018 i) o
KWALKA - ACUMEN_BID TO BENE_ID CROSSWALK FILE 2010 2018 s L]

Privacy Lavet ICENTIFIABLE

Fiom « T Yoo | Extiaction % / Cobodd | Guaiters, Stales 20102013, 100% HAN&

BOTH DIRECT ACCESS AND SHIPPING

DESYIOR

Thes fiar has By estronedt. cluding cophes. demtvis, suliss, and maspulaied e
DESYADR
] | Shipping Location Recipient Carrier | Carrier Account Number
118 £ SCUTH STREET, RALEIGH Mo Camina 27801, 1284 Tarsg Hemsan

i Locahont and Cuglodans
id | Organization | Custodian Locations. | Custodions i Email Phone

SOATH STRERT, MALENIH, Nertn

13 S

SHAN Sy 1 v 1. {B00) 556-1212

1 SHAN UNIVERS:T Conlin. S0 LIS Tarap Henson 1. fakepcriciigrad com {800y 5551212
MAKA - ALPHA MAX 2010 218
MEBSXW - BASEID T0 HIC CROSSINALK FROM THE MRS 0 s

Showing 110 4 of 4 entres

EEDEID

1.

2.

The data file details display if you
selected the green plus sign icon
e Privacy Level
e  From/To Year,
Extraction%/Cohort, Quarters,
States
* Access Type
* Data Disseminator Type
* Data Disposition Reason
* Data Dissemination System
* Shipping Details
e Custodian Information
Select the Red Negative Sign Icon to
collapse the Data File Details.
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DUA Requester — Close All Data Files on the DUA

Confirmation of Data File Closing

=
—

B w

The Close DUA screen
displays.

The DUA data file closing
confirmation message
displays.

All data files are Closed.
The DUA Status is Closed.
Select the Print DUA button
to print or save the document
as PDF.

Select the green plus sign
button to view the DUA Life
Cycle.
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DUA Requester — DUA Life Cycle

Displaying the DUA Life Cycle
CLOSE DUA m

DUA REQUEST STATUS

Your request 1o close DUA CONT-2018-54412 has been completed

DUA Life Cycle @

MAIN INFORMATION

DUA Nusmbsr

Select the Green Plus Sign Icon to view the DUA Life Cycle.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

P wnN e

The DUA Life Cycle details display.
The DUA Status is Closed.

The DUA Action is Close DUA.
Select the Close DUA link to view
more details.

EEEEE yatom
CREATE i
Approvad DUA Hensan
Approved Dy TS COR-WSING for Cortractor DUA, CREATE i
sagermen! Tean Certification P DU ermson
hemeng 1 enines Next
MAIN INFO
DUA N
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DUA Requester — DUA Life Cycle

Data File Closure Details

DUA Life Cycle (<]

DUA Stakis DUA Action DuA Action Eomments Special
: Date Action User Instruections
DUA update Summary x
search: |
el
s_::’:gc :I';_:C Data Description S;?uc New Value
Added Documents Certificate_of Disposition.docx
Data File :SggszgEIRD;;% The file has been destroyed,
Added Disposition including copies, derivatives,
CROSSWALK
Reason subsets and manipulated files.
Data File BASEID TO HIC The file has been destroyed, E
Added Disposition CROSSWALK FROM THE Including copies, derivatives, pla
L Reason MCBS subsets and manipulated files.
M Data File The file has been destroyed,
| Added Disposition  ALPHA-MAX ineluding copies, derivatives,
Reazon subzets and manipulated files,
e gf’l" F::: ACUMEN_BIC TO BENE_ID The file was not received for this
© 1SPOSTION  cROSSWALK FILE DUA.
ol Reason
Showing 1 to 5 of 10 entries 2 Next

1. The DUA Update Summary displays to show the details of the file closure updates.
2. Select the Next button to scroll to view other screens if applicable.

3. Select the X button to close the window.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

I

DUA REQUEST STATUS

¥our request b cioss DUA CONT-2018-544 12 has beon compited

DUA Life Cycle (=]
DUA Action DUA N
ar 7, 2018
e 10:45:39 AM Henson
Mar 6, 2018 aial
““““““ 3:58:24 PM nson
) Mar s, 2018
Expired G000 PM e
s ar §, 2018 i
) 3:43 PM 300
Approved biy CMS COR-Walting for Contractor DUA Mar, 2018 CREATE Tara j
ianagement Team Carification TAZI6PM DUA

MAIN INFORMATION

The DUA Life Cycle details
redisplay.

Select the Next button to scroll
through the life cycle list if
applicable.

Select the Red Negative Sign Icon
to collapse the DUA Life Cycle
table.
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DUA Requester — Print DUA

How to Print the DUA

DUA REQUEST STATUS

Your request to close DUA CONT-2018-54412 has been completed

DUA Life Cycle {+]

MAIN INFORMATION

DUA Number CONT-2018.54412

DUA Customer Type

Select the Print DUA button at the top of the screen to access printing options.
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DUA Requester — Print DUA

DUA in HTML Displays for Printing

DUA: CONT-2018-54412

AATN INFORMATION

DESY USERS
(0] o N | EUA Lo 1d| Ovgasisation
1oy M | TS SR LTS

DATA FILE DESCRIPTION

1. The DUA displays in HTML format
for printing.

2. All files have a Status of Closed and
display with the Disposition Reason.

3. Sections displayed are:

Main Information

CMS Contact (COR)

Contract Information
Subcontracting Organization
Documents

DESY Users

Data File Descriptions
Custodians

DUA Life Cycle

4. Select the Print link to:

Print the DUA or
Save the DUA in PDF format
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DUA Requester — View Closed DUAs

View Closed DUAs

O REQUseifive v @ Help B Log Dut

Enterprise Privacy Policy Engine

Logged in as: DU REQUESTER

E Welcome to EPPE

EFFE & an 3pplcabon that steeamines he process of requesiing cata Irom the Centers for Medeane & Medcar) Servces (CA5) via an cnine: Data Lise Agretment (DUA)

Mew ! Ra-Use Goals
o Reduce the amoun of ime it process 3 DUA
Update [ inend « Transtion from 3 paper-barsed 0 an aulomater process
Close & Prossde 3 100% Iraceabis regond of CLS data gt s
Training Lislertils. Vit the EPPE wab page on oms gov, 8 downioad Traning Shde Decks kor e folowing
Exiend
» Conirachor Approval Workdiow

un-Finished
Submitted
Pending Action|s)
Approved
Expired

Daried

Select the Closed option on the My DUA(s) menu to view Closed DUAs.
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DUA Requester — View Closed DUAs

View DUA Closed Queue

CLOSED DUA(S)

Search:

DUA Number - Organization A DUA Type A DUA Action A Requester A Request Date

CONT-2018-54412 SHAW UNIVERSITY Contractor CLOSE DUA Taraji Henson 3-7-2018 View

Showing 1 to 1 of 1 entries

1. Search for the closed DUA if not visible on the list.
2. The DUA displays in the Closed queue.
3. Select the View link to display the DUA.
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DUA Requester — View Closed DUAs

DUA Displays

Enlanpriaa Privacy Policy Engine

N

The DUA Status is Closed.

3. The Status of all files is
Closed.

4. Select the Print DUA button
to print or save the DUA to
PDF.

5. Select the green plus sign
icon to view the DUA Life
Cycle.

6. Select the green plus sign

icon to view the data file

details.

1. The My DUA screen displays.
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DUA Requester — Search

Searching for a DUA

Enterprise Privacy Policy Engine

Logged in as: DUA REQUESTER
Welcome to EPPE

EPPEis an lication that lines the process of
New | Re-Use Goals

questing data from the Centers for Medicare & Medicaid Services {CMS) via an online Data Use Agreement (DUA)

« Reduce the amount of time to process a DUA

Update | Amend « Transition from a paper-based to an automated process
Closs = Provide a 100% traceable record of CMS data disclosures.

Training Materials: Visit the EPPE web page on cms.gov, to download Training Slide Decks for the following
Extend

« Contractor Approval Workflow:

Version 27.0

Un-Finished
Submitted
Pending Action(s)
Approved
Expired

Closed

Denied

g
Y

DUA(s)
Change Contact

Ad Hoc Request

DUA Search

My Access

Manage Access

My Preference(s)

Email Preference

On the Search Menu, select DUA Search.
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DUA Requester — DUA Search

Enter DUA Search Criteria

DUA SEARCH

Search Criteria

Search based on one or mulliple oriteria below
DUA Numiber . » | Digits only FJ

DUA Submission Date Range 7

DUA Expiration Date Range : o

DUA Status : A - 7

Study/Project name : 7

ResDAC TICKET ID: 7

Customer Type : » 7
DUA Category

Contract Number :
Crganization :

CMS Contact (COR) Name :
DUA Requester Name :

Custodian Name

VI T I =

Data File Descriptions

MEDHTL - 1 800 MEDICARE HELPLINE

INP - 100% INPATIENT CLAMS

SADHHA - 100% LS WITH STANDARD ANALYTICAL DATE FILE - HOME HEALTH AGENCY
SADHS - 100% LDS WITH STANDARD AMALYTICAL DATE FILE - HOSPICE

SADIP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT

SADOP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - QUTPATIENT

SADSNF - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY
CRF - 100%CROSS REFERENCE FILE

The DUA Search screen displays.
Enter the Search Criteria.

Select the Search button.

Select the Clear Criteria button to
start another search.

PwnN e

Note: The “Search” button must be
clicked to initiate the search function.
Clicking the “Enter” key does not initiate
the search function.
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DUA Requester — DUA Search

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected

DUA Status :Approved
Cus .ome-rType :Contractor

Showing 2 of 9 Records.

Export Search Result to Excel

Search:
(e B B | rree— ] ] ST ] ] 1. The DUA Search Results Screen
.
CONT2017- o acior  VORTH CARCLINA STATE Research Study Happy 9.21.2017  9-21.2018  Approved  View . . .
st UnvERSITY penier displays the search criteria at the
CONT-2017- NORTH CAROLINA STATE Cindy-Lo 11-13-
Contractor Traiining Deck ndy-Lou B31.2018  Approved
53200 UNIVERSITY Who 2017 top Of the Screen
.
CONT:2018- == NORTHCAROLINASTATE  EPPE AdminReopen  Taraj T o — . . .
53364 UNIVERSITY Test Henson 2 Th S h R It I t d I
. e Searc esults lISt aisplays In
CONT-2018- NORTH CAROLINA STATE EPPE Admin Reopen Taraji
53365 Confractor UNIVERSITY Test Hensan 1-5-2018 12-31-2018 Approved t h e ta b I e
.
50330'56”'2018’ Contractor Egﬁ;’;gﬁs@“'m SR E::"E A R I'ae’::"o . 1-5.2018  12.31-2018  Approved  View . . .
- T I rrr—— 3. Select the View link to display
CONT. . dmin Reapen araji e
53367 Confractor UNIVERSITY Test Hensan 1-5-2018 12-31-2018 Approved View D UA d eta i IS
CONT-2018- Contractor NORTH CAROLINA STATE EFFE Admin Reopen Taraji 1.5.2018 12.31.2018 ved View *
53372 UNIVERSITY Test Henson - e e =
CONT-2018- NORTH CAROLINA STATE  Requester Training o vew
Pl Gonwactor I SEE Projecs Ogre Shrek  2-20-2018  12-31-2018  Approved  View
CONT-2018- NORTH CAROLINA STATE Testing Document Taraji Ao
54271 Confractor UNIVERSITY Requirerment [y 2-27-2018 12-31-2018 Approved View

Showing 1 1o 8 of 8 entries

ack to Search
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DUA Requester — DUA Search

MMMMM

SMB Contast (COR)

BIDMATURE ASDENDUM

.....

View DUA Details

The My DUA Details screen
displays.
Select the Print DUA button
to access printing options.
Select the green plus sign
icon associated with the
following to expand the
sections and view details:

e DUA Life Cycle

e DADSS Comments (not

shown in this example)

e Data File(s)
Select the Back to Results
button to return to the DUA
search results screen.
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DUA Requester — DUA Search Report

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected

Showing 8 of 8 Records.

Export Search Result to Excel

Search:
oua Customer z Request  Expiration
P K Pt il s T T 1. The DUA Search Results Screen
CONT20TT-  Contractor  [VORTH CAROLINASTATE o cparch swa Hapey 8:21-2017 9212018 Approved  Vicw ’
52668 UNIVERSITY ¥ Newlser o d. | . h h h . .
CONT.2017- =~ NORTHCAROLNASTATE . . Cindylou 1113 T re |Sp ays Wlt t € searc Crlte ria.
53209 UNIVERSITY e Vimo 2017 R
CONTE o NORMGAOLMASNE  Eresmnimen T ol 2. Select the Export Search Result to
53364 UNIVERSITY Test Henson
CONT-2018. MNORTH CARCLINA STATE EPPE Admin Reopen  Taraj . E I b tt t g t p t
NSy VORTIGHS S ——— xcel button to generate a report.
CONT-2018- NORTH CAROLINA STATE ~ EPPE Admin Reopen  Taraj
5 Contractor UNIVERSITY Tost Henaon 1-5-2018 12-31-2018  Approved
CONT-2016- NORTH CAROLINASTATE  EPPE Admin Reopen  Taraj
el Contractor |y ks o 152016 12.312018  Approved
CONT-2018- NORTH CAROLIMA STATE ~ EPPE Admin Reopen  Taraj e
53372 Contractor  nveRsITY Test Henson CSuie; 121Ens. Aectoved
CONT-2016- NORTH CAROLINA STATE  Requester Training
201 31
54108 Contraclor UNIVERSITY Project Ogre Shrek 2-20-2018  12.31-2018  Approved
CONT-2018- NORTH CAROLINA STATE  Testing Document Taraj
i Contractor |y ki s 2272018 12.312018  Approved

Shawing 1 10 9 of 3 entries

Back to Search
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DUA Requester — DUA Search Report

Open Downloaded Report

CMS-QOV | My Enterprise Portal = My Apps @ UserName 5 @Help @ LogOut

Enterprise Privacy Policy Engine

Logged In as: DUA REQUESTER

New | Re-U o o
ewiretse Search Criteria Selected

Update / Amend
DUA Status :Approved

Close CustomerType :Contractor
Extend Showing 9 of 9 Records.
My DUA(s) Export Search Result to Excel
Un-Finished Search: I
Submitted
DuA Customer Request Expiration
. . - ~  Organizat - A ~ A ~  stan -
Pending Action(s) Number Type AT . Date Date o
Approved CONT-2017- MNORTH CAROLINA STATE Happy i
Contractor Research Stud 8-21-2017 8-21-2018 Approved  View
52888 UNIVERSITY Y Mewlser PP g
Expired
CONT-2017- MNORTH CAROLINA STATE . Cindy-Lou 11-13- Ao
Closed 53200 Contractor UNIVERSITY Training Deck Who 2017 8-31-2018 Approved  View
Denied CONT-2018- NORTH CAROLINA STATE EPPE Admin R Taraji
e Contractor 1SR EFPE Admin Reopen - laral 142018 12312018 Approved  View

B EPPE DUAs 2018-. xls ) ~

1. The DUA Search Results Excel Report is downloaded and displays at the bottom of the
screen.
2. Select the file to openit.
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Potential File Action Messages

X Opening EPPE_DUAs_2017-10-12 x

What do you want to do with EPPE_DUAs_2017-10-12 You have chosen to open:
10-46-57 xIs? (2| EPPE_DUAs_2017-10-12

which is: Microsoft Excel 97-2003 Worksheet (5.2 KB)
from: https://portalval.cms.gov

What shoulo with this file?

Type: Microsoft Excel 2003
From: portalval.cms.gov

— Open

The file won't be saved automatically. ] Microsoft Excel (default) >
() Save File J
—» Save
[] Do this automatically for files like this from now on.
—» Save as

Cancel sornzEl

1. Depending on your internet browser and other settings, messages may display asking if the
file should be opened or saved.

2. Select the Open or Save option.

Note: The examples shown are not all-inclusive.
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DUA Requester — DUA Search Report

Potential Compatibility and Security Messages

(nternet Explorer Securi K

——

@ A website wants to open web content using
this program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

E MName: Microsoft Office
Publisher: Microsoft Corporation

[] po not show me the warning for this program again

Allows Don't alloww

Microsoft Excel

x

| The file format and extension of 'EPPE_DUAs_2017-10-12 10-46-57[1].xls' don't match. The file could be corrupted or unsafe. Unless you trust its source, don't open it. Do you want to open it
e anyway?

Browser messages may also display asking if the file should be trusted.
Select the Allow option if you trust the website.
Microsoft Excel may display a file format/extension compatibility message.

Select the Yes button on the Microsoft Excel message if you trust the source.
Note The examples shown are not all-inclusive.

BwN e
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DUA Requester — DUA Search Report

Downloaded Report Details

A B C D E F G H J K L M N (0] P Q R S T U \ -
Dua Status Organization DUA Customer Project/Study Privacy HIPPA R iration R Ri Contract Task Contract Contract CMS Contracting CMS Contracting Project Project ResDAC Close Date
Number Category Type Name Act Author Date Date Name Email Number Order StartDate EndDate Officer Officer Contac Contac Ticket
Code ization Numbe p i p i tName tEmail ID
Code r (COR) Name (COR) Email
1 v v - - - - - - v v v v - v - - v v - - v v
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/1/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53365 STATE MS RU Govern m
2 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA Reopen Test  ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53366 STATE MS RU Govern m
3 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53367 STATE MS RU Govern m
4 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor Testing COORD Essenti 2/27/201 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2018 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA Document INATIO al 8 18 Henson @gmail.co 34 123456 018 l.com
54271 STATE MS Requirement NOF  Govern m
UNIVERSITY BENEFI ment
5 TSRU  Functi
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/1/2018 12/31/2 Taraji Henson fakepicnic@gmai
2018- AROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com -
qb Search Criteria | (@) 4 b
eady i) O - 1 + 100%

The Excel Report of Exported DUA Search Results displays on the first tab.
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DUA Requester — DUA Search Report

Downloaded Report Search Criteria

A B C D
DUA Search Criteria Selected
'DUA Status :Approved
| CustomerType :Contractor

:Tntal Records 9

~N o B W N

_...-F".-___-_-"'lln.__

| DUA Search Result {{ Search Criteria |) )

Ready

Select the second tab of the Excel Report of Exported DUA Search Results
to display the Search Criteria.
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DUA Requester — DUA Search

Return to the DUA Search Screen

DUA SEARCH

Search Criteria Selected

DUA Status :Approved

CustomerType :Contractor
Showing 9 of 9 Records.
Search: |

:::*" - ;":""" Organization ~  ProjectStudyName Requester m""' DE::"*"" status
:::;;-20‘ 5 Contractor gﬁ:‘;&;;}ﬂTF;DLINA STATE Resaarch Study ::\pllpuyse{ 8212017 8212018 Approved  View
:;ND;“N‘ ™ conactor ﬁs:f;;ﬁ_‘:oum IR Training Deck E:’"Lm 2)"1?3' B31-2018 Approved
CONTE oy, NORTHONOLMASTATE  EPPEAMMRSn B0 ooty raseaots mproved View Select the Back to Search button to
CONTU®. Gy NOTMOMOLNASTATE  EPPEAmaRoopon  Toal oo ageois Apovd Vi return to the DUA Search screen.
m—mt& Contractor v:g;z;;ﬁoum STATE f::t'E AN Eiscoen :‘::l'm 152018 12312018 Approved  View
ﬁ-zma- Contractor ﬁsﬁ;;ﬁou"" STATE f:';'E Adeia Recoen z:l'm 152018 12312018 Approved  View
ﬁ:‘mm Contractor ﬁs::;;f:o"m SIALE i::E At Frecesn Li':im 152018 12312018 Agproved  View
ﬁo;m‘a— Contractor ﬂs:‘g;;‘:l_:_oum STATE ::ct:sler Training Ogre Shrek 2-20.2018 12312018 Approved
x:m‘& Contractor ﬂs:l":;glﬂ;:oum STATE ;iqstﬂfmm&m ::::Ln 2272018 12312018 Approved View

Showing 1 to 8 of 3 enfries

Back to Search
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DUA Requester — Manage Access

EPPE Menu

© UserName w @Help &

Enterprise Privacy Policy Engine
i Welcome to EPPE

DUA(s)
EPPE is an application that streamiines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an oniine Data Use Agreement (DUA)
New I Re-Use
G

Logged in as: DUA REQUESTER

als:

« Reduce the amount of time to process a DUA.

« Transition from a paper-based to an automated process.

- Provide a 100% traceable record of CMS data disclosures.

Update | Amend

Close
Training Materials: Visit the EPPE web page on cms.gov, to download Training Side Decks for the following:
Extend
« Contractor Approval Workflow

Verson21.0
Un-Finished
Submitted
Pending Action(s)
Approved
Expired
Closed
Denied
Change Contact
Ad Hoc Request

DUA Search

My Preference(s)

Email Preference

Exit EPPE

Select the Manage Access option on the My Access menu.
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DUA Requester — Manage Access

EPPE Roles Display

MANAGE ACCESS

My Roles

I SN s

ing Company 1 DUAREQUESTER o Pemove

Select an option *

Request Additional Rele (3
Proxy Role (37

1. The Manage Access screen displays with the Organization Names, Roles, Data
Disseminating Systems (if applicable) to which you have access and Proxy Role.

2. Select the Request Additional Role radio button.

3. Select the Next button.

Note: Data Dissemination System applies only to the Extractor and Shipper roles which
are internal to CMS.
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DUA Requester — Manage Access for New Role

Select Organization

MANAGE ACCESS

Request Additional Role
Required fields are marked with an asterisk (*).

Enter Organization Name *:  Search by entering at least 3 characters Cannot locate the Organization? (2

Role *:

Select an Option

Selected Role Request

1. The Request Additional Role screen displays.
2. Enter the Organization Name to display a list of organizations
matching the search criteria.
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DUA Requester — Manage Access for New Role

Add New Organization

MANAGE ACCESS

Request Additional Role

Required fields are marked with an asterisk (*).
Enter Organization Name *: Search by entering at least 3 characters Cannot locate the Organization? (2

Role *: Select an Option

Selected Role Request

. Organization Name “ Data Dissemination System m

If the organization does not exist in the EPPE System, select the
“Cannot locate the Organization?,” link.
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DUA Requester — Manage Access for New Role

Add New Organization

Request New Organization x
Required fields are marked with an asterisk (*).Please enter 1. The ”Request New Organization"
your
Organization information. pop_up diSplayS.
Organization Name *: || Z 2. Enter the Organization information:
Address Type * : * Organization Name
® Domestic Address Clnternational Address (2 ® Add ress Type NOte thIS
5 defaults to Domestic

Address Line1 *: .
Address. Select International

fddress tine 2 Address, if applicable.

Address Line 3 : = ° Address

City *: : . City

State * : Select an Option | Q . State

Country : 2 e  Country (if not US)

Zip Code *: 2 i Zip Code

Zip Code Extension : ; e Zip Code Extension (optional)

3. Select the Submit button.

=D

207



DUA Requester — Manage Access for New Role

Add New Organization Submission Confirmation

MANAGE ACCESS

Your request has been successfully submitted and is pending approval. You will receive a follow-up email notification.

1. The Confirmation message displays: “Your request has been successfully submitted
and is pending approval. You will receive a follow-up email notification.”

2. A new Organization requires EPPE Administration Approval. Re-Start the Role request
with the organization once the organization is approved.
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DUA Requester — Manage Access for New Role

Select Organization

MANAGE ACCESS

Request Additional Role
Required fields are marked with an asterisk (*).

Enter Organization Name * : |hampt Cannot locate the Organization? (2

BEAUFORT-JASPER-HAMPTON COMPREHENSIVE HEALTH SERVICES, INC. (BJHCHS)
Role *: HAMPTON FAMILY PRACTICE
NORTHAMPTON COUNTY
'HAMPTON ROADS GOOD HELP ACO, LLC
HAMPTON UNIVERSITY
Selected Role Request HAMPTON REGIONAL MEDICAL CENTER

- Organization Name “ Data Dissemination System m

1. The Organization Name drop down list displays based on the search criteria.
2. Select the Organization from the list.

Note: You must select the organization from the list.
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DUA Requester — Manage Access for New Role

Select a Role

MANAGE ACCESS

Request Additional Role
Required fields are marked with an asterisk (*).

Enter Organization Name *: HAMPTON UNIVERSITY Cannot locate the Organization? (2
Role *: Select an Option =
Q
DUA VIEWER

Selected Role Request

- Organization Name “ Data Dissemination System m

1. Place the cursor in the Role drop-down selection box to display a
list of eligible roles for the organization.
2. Select the DUA Requester from the list.

Note: You must select the role from the list.
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DUA Requester — Manage Access for New Role

Select a Role

MANAGE ACCESS

Request Additional Role

Required fields are marked with an asterisk (*).
Enter Organization Name *: HAMPTON UNIVERSITY Cannot locate the Organization? (?

Role *: DUA REQUESTER

Selected Role Request

. Organization Name “ Data Dissemination System m

1. The Role displays in the field.
2. Select the Add button.
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DUA Requester — Manage Access for New Role

Select a Role

MANAGE ACCESS

Request Additional Role

Required fields are marked with an asterisk (*).

Enter Organization Name *: HAMPTON UNIVERSITY Cannot locate the Organization? (2

Role *: Select an Option

Selected Role Request

“ Data Dissemination System

1 HAMPTON UNIVERSITY DUA REQUESTER Remove

The Organization and Role display in the table below.

You can add other role requests to the table.

Select the Remove link to remove a request from the table if applicable.
Select the Submit button.

P wnN e
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DUA Requester — Manage Access for New Role

Role Request Acknowledgment

MANAGE ACCESS

Your request has been successfully submitted and is pending approval. You will receive a follow-up email notification.

1. The Manage Access screen displays with the confirmation message.
2. The EPPE Administration Team will review the request and determine if
it should be approved.
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DUA Requester — Remove a Role

EPPE Menu

© UserNamew @Help @ LogOut

Enterprise Privacy Policy Engine

EPPE Home Logged in as: DUA REQUESTER

Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services {CMS) via an online Data Use Agreement (DUA)
New ! Re-Use Goals:
+ Reduce the amount of ime to process a DUA

Update [ Amend + Transition from a paper-based to an automated process.

+ Provide a 100% traceable record of CMS data disclosures

DUA(s)

Close
Training Materials: Visit the EPPE web page on cms.gov, to download Training Slide Decks for the following:
Extend
« Contractor Approval Workflow.

Version 27.0

Un-Finished
Submitted
Pending Action(s)
Approved
Expired
Closed
Denied
Change Contact
Ad Hoc Request

DUA Search

Email Preference

Select the Manage Access option on the My Access menu.
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DUA Requester — Remove a Role

EPPE Roles Display

MANAGE ACCEEE
Fiemses bog 0u and fog Dk im0 coniims your requaes has been processed
Qrgniration Name Rida Dty Qs ra bz Sy e REmiwe

FLOMDA AR tnARSTY DA REC S STER
MORTH CARCE P& STATE URIVERSITY DA, NRENWES
HOARRRIT UMTVERSITY [ REGLIESTER ¥
o DR EWE R [:::}
FLOMD0A STATE LnvERSITY DA RPCUES TR ¥

[ ¥ i r

¥ r

[ _wout

1. The Roles and Organization Names to which you have access are displayed.
2. Select the Remove link associated with the role you want to remove.
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DUA Requester — Remove a Role

Confirm Deletion of Role

MANAGE ACCESS

iy Riokag

Role Delete Request ®

m Are you sure you want to delete your DATA ENTRY role with
CENTERS FOR MEDICARE and MEDICAID SERVICES {CHS}I‘-‘

CENTERS FOR MEDICARE and MEDI

CEMTERS FOR MEDICARE and MED}

CEMTERS FOR MEDICARE and MED Ne @

a Dissemination System Remade

1.
2.

The Role Delete Request popup displays
Select the Yes button
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DUA Requester — Remove a Role

EPPE Roles Display

MANAGE ACCESS

Please log oul and 1069 back in o oondim yo

ST T

LAl

L=

el [T

MOELR

L Role Data Dessamination System —
FLORIDA, AL UNSERSITY Do RECUESTER
HORITH CARDLIFA STATE LIMWVERSITY DA VIEWER
e LR S L DAk RECUESTER
FLORIDA, STATE LMIVERSITY DLk RESUESTER
o i @ Won
Request hddtional Boke (3
I xy rd
«—»

1. The Manage Access My roles screen redisplays with a message, “Please log
out and log back in to confirm your request has been processed.”

2. The deleted role does not display in the list.

Notes:

* You can delete other roles, but you must retain at least one role.

e To obtain a previously deleted role again, you must submit the role.
request and it must be approved by the EPPE Administrator.
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DUA Requester — Manage Access

EPPE Menu

Enterprise Privacy Policy Engine

Logged in as: DUA REQUESTER

Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an online Data Use Agreement (DUA)
New | Re-Use Goals
« Reduce the amount of time to process a DUA

Update / Amend « Transition from a paper-based to an automated process

= Provide a 100% traceable record of CMS data disclosures.

DUA(s)

Ii
A

Close
Training Materials: Visit the EPPE web page on cms gov, to download Training Slide Decks for the following
Extend
- Contractor Approval Workflow.

My DUA(s) Version 27.0

Un-Finished
Submitted
Pending Action(s)
Approved
Expired
Closed
Denied
Change Contact
Ad Hoc Request

DUA Search

My Preferencefs)

Email Preference

Exit EPPE

Select the Manage Access option on the My Access menu.
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DUA Requester — Manage Access

EPPE Roles Display

MANAGE ACCESS
My Roles
T T T
CENTERS FOR MEDICARE and MEDIGAID SERVICES (CMS) CMS CONTACT (COR) Remave
CENTERS FOR MEDICARE and MEDICAID SERVICES (CMS) DATA ENTRY Remove
CENTERS FOR MEDICARE and MEDIGAID SERVICES (CMS) NON DUA DATA ENTRY Remave
CENTERS FOR MEDICARE and MEDICAID SERVICES (CMS) PAYMENT COORDINATOR Remove
CENTERS FOR MEDICARE and MEDICAID SERVICES (CMS) RESEARCHER DUA MANAGEMENT TEAM Remove
CENTERS FOR MEDICARE and MEDIGAID SERVICES (CMS) CONTRACTOR DUA MANAGEMENT TEAM Remave
CENTERS FOR MEDICARE and MEDICAID SERVICES (CMS) RESEARCH DATA ASSISTANCE CENTER (ResDAC) Remove
CENTERS FOR MEDICARE and MEDIGAID SERVICES (CMS) NON-DUA VIEWER Remave
CENTERS FOR MEDICARE and MEDICAID SERVICES (CMS) EPPE ADMINISTRATOR Remove
UNIVERSITY OF CHICAGO DUA VIEWER Remove
JOHNS HOPKINS UNIVERSITY (JHU) DUA REQUESTER Remave
Select an option *
Request Additional Role (?
® Proxy Role (2

1. The Roles and Organization Names to which you have access are displayed.
2. Select the Proxy Role radio button.
3. Select the Next button.
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DUA Requester — Proxy Assignment

MANAGE PROXY ROLE

MANAGE PROXY ROLE

Required fields are marked with an asterisk (*).

Select Organization™:

Select Name *:
Start Date * End Date :

0912412018

Current Proxy Table *

Current proxy roles

=

Manage Proxy page is displayed for user to populate.
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DUA Requester — Proxy Assignment

MANAGE PROXY ROLE

MANAGE PROXY ROLE

Required fields are marked with an asterisk (™).

Select Organization™: Video Training Company 1

REQ UserFour X v ?

Select Name *:

Start Date *: End Date :

09/24/2018

Selected Proxy Request *

Selected Proxy Request

1

REQ UserThree 09/24/2018 Remove

2 REQ UserFour 09/24/2018 Remove

Requester selects organization.
Select Proxy’s name.
Select start and end date. The end date is an optional field.

Select “Add” and “Submit.”
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DUA Requester — Proxy Assignment

MANAGE PROXY ROLE

Current Proxy Table *

Search: ‘ ‘
Current proxy roles
First Name Last Name Proxy Start Date Proxy End Date Action
REQ UserThree 09/24/2018 Edit/ Delete
REQ UserFour 09/24/2018 09/24/2019 Edit/ Delete

Showing 1 to 2 of 2 entries

Previous

1. Once the Proxy Role requests have been submitted they will appear in a
“Current Proxy Table.”
2. The Requester can “Quit” and will be returned to the EPPE homepage.
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DUA Requester — Proxy Assignment

PROXY ROLE

| PROXY PRIVILEGES

e A requester can assign up to two proxies to work on their behalf at a
given timeframe.

e The requester proxy can create, update/amend, close and extend a
DUA on behalf of a requester.

requester while working as their proxy.

e Once the requester proxy assignment ends they will no longer have
access to the DUAs they created, updated/amended, closed or
extended on behalf of a requester.

e A requester proxy can work as a proxy for multiple requesters.
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DUA Requester — Manage Email Preferences

EPPE Menu

O UserName w @ Help

Enterprise Privacy Policy Engine

Logged in as: DUA REQUESTER

Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an enline Data Use Agreement (DUA)
New / Re-Use ool
« Reduce the amount of time to process a DUA
Update / Amend « Transition from a paper-based to an automated process.

« Provide a 100% traceable record of CMS data disclosures.
Close

Training Materials: Visit the EPPE web page on cms gov. to download Training Siide Decks for the following

Extend
- Contractor Approval Workflow:

Un-Finished
Submitted
Pending Action(s)
Approved

Expired

Closed

Denied

Change Contact
Ad Hoc Request

DUA Search

Manage Access
My Preference(s)

Exit EPPE

Select the Email Preference option on the My Preference(s) menu.

227
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Select Email Preference

EMAIL PREFERENCE

Disable automated emails from EPPE (2

Select Email Preference
|7' Enable automated emails from EPPE ( 2)

[ save

1. The Email Preference screen displays.

2. The Enable Automated Emails from EPPE radio button is selected by default.
3. Select the Disable Automated Emails from EPPE to stop receiving emails.

4. Select the Save button.

Note: If you disable email notifications, you will still receive emails notifying you of expiring
DUAs and DUAs that have closure actions [file(s) closed on a DUA or the DUA is closed].
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Email Preference Change Acknowledgment

EMAIL PREFERENCE

Your Email Preference is successfully saved.

Select Email Preference
|7' Disable automated emails from EPPE ( 2

Enable automated emails from EPPE (2

1. The Email Preference Screen displays with the request Confirmation Message,
“Your Email Preference is successfully saved.”
2. You can change the selection and select Save.
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EPPE Help Desk Contact Information

Hours of Operation: Monday - Friday 9:00 AM to 6:00 PM EST
844-EPPE-DUA (844-377-3382)

eppe@cms.hhs.gov
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