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1.0 Introduction

When a contract is entered into the Identity and Credentialing Tool (ICT), a primary Point of
Contact (POC) is designated. The POC possesses Approval Authority for that contract. A
user may request to be a POC Approval Authority for multiple contracts. Approval Authority will
provide the user the ability to manage access requests only for those specific contracts. The
Manage > POC Access Request feature allows POC the ability to search for access requests,
review the information provided for the access request, approve the request, return it to the
requester for modification, or reject and delete the request.

A POC must first register for an ICT account before they can manage access requests.
During the registration process, the email address entered by the user will be matched
against the contract’s POC email address in the system. If there is a match, the user will be
assigned with the POC role. The POC will need to fill out the form online and click the Save
Request button.

In many cases, the primary POC would like to delegate Approval Authority to another
user, allowing them to manage access requests on the POC’s behalf. In order to be the new
Approval Authority delegate, a non-POC user must register for an ICT account. The new POC
requesting authority will need to log in to ICT, click on the username link on the top menu, and
click on the Manage Authorities option to initiate the request for Approval Authority. The request
for Approval Authority will be sent to the contract's POC email address and the primary POC will
be able to grant or deny it directly from the link options provided in the email. Once the
Approval Authority is granted, the new POC delegated authority will be able to manage
access request on the POC’s behalf. If the POC email address is incorrect, please work with
your COR (Contract Officer Representative) to have the CO (Contract Officer) update this in
CAMS (Comprehensive Acquisition Management System). CAMS pulls its information about
contractors from SAM.gov; therefore, contractors should ensure the POC in SAM.gov is current
and able to complete the above process.
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2.0 ICT Registration

The registration process requires the user to first respond to the question, “Do you already
have a CMS USERID?”

As a new user of ICT, your answer will be “No”. The user is required to enter a desired
username, password, first name, last name, and an email address. The user must also enter
their email address a second time. After the user clicks the “Sign Up” button, the user will
receive an email containing a link to verify the user’s ownership of the email address and to
enable (activate) the ICT account.

Note: If you entered a personal email address, this will be used to notify you during
the approval process and create your new CMS ID in EUA. If you have an email from
your company, it is recommended that you use it.

1. Click Register on the ICT log in page (EUA-ICT Home Page).
2. Select the No radio button to answer the question, “Do you already have a CMS
USERID?” (Figure 1)

Please Sign Up

If you already have an EF| account please do not register again. You will need to use your original EFl username to login.

Do you already have a CMS USERID?*

Already have an account? Sign In

Figure 1: Register — Provide answer to “Do you have a CMSID”

3. Enter the personal information requested by the Please Sign Up form.
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4. After you finish filling in all the required fields, click the Sign up button (Figure 2).

Please Sign Up

Do you already have a CMS USER 1D

O Yes @ Ne

EFl Usemame* EF| Password*

JohnDoe@sample.com JohnDoe@sample.com

Already have an account? Sign In

If you already have an EFl account please do not register again. You will need to use your original EFl usemame to login.

Caonfirm EF| Password™

JohnDoe1 LTI sssssann
Legal First Name* Legal Last Name* Suffix

John Doe Select
Email* Confirm Email*

Figure 2: Register - Complete Sign-up Form

You will be directed to the main HOME page with a confirmation that you have
successfully registered and to follow the instructions from the automated email to
activate (enable) your ICT account. Please check your JUNK or SPAM folder if you have

not received the email directly in your INBOX (Eigure 3).

Jsemame ({ase-sensiive)

Password

Register

Forgat Usemame?
Forgot Password?

p Unlock Account?
Logan
Activate Account?

U 1 s

Sign In Methods to EFI POC and User guides may be found I

New User? Chck "Register” to creale an account and begin an aulomaled réquest for access 1o CMS
CMS Employee PIV Card EFI Credentials

Figure 3: Register — Confirmation of a Successful Registration
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6. Click the Activate ICT Account link provided within the email (Figure 4).

Note: Do not use this link to log in to ICT. Please open a new browser and enter the

URL manually.

From: eua@ems.hhs.gov [ maitoseua@cmes. hhe.gov]
Sent: Tuesday, Apeil 10, 2018 &:51 AM

Tox Dos, lane <jane.doeBtest.coms

Susbjeet: EF User Verdication for Jane Doe

Hello Jane Doe,

Thank you for re

that

tering with the
CMS data or CMS

application. The EFI app

Please click on t

EFI Account

Thank you,

Enterprise User hdministration (EUR)

for a CMS EUR ID so

d activate your

Figure 4: Register — ICT User Verification Email

7. You will be directed to the ICT log in page with the following confirmation message:

“Your account is now verified and active.”

log in to ICT.

This concludes the Registration process. You can use your username and password to

9. Reference the 3.0 EUA Credentials Sign-In Method: Username and Password section

for steps to log in with your username and password.
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3.0 EUA Credentials Sign-In Method: Username

and Password

If you are a POC and have an EUA ID, you must sign in using your EUA username and

password or PIV Card.

1. Enter https://eua.cms.gov/efi in your preferred web browser to take you to the ICT Sign-

In page. If you have an active EUA ID, use the EUA Credentials Sign-In on the left side

of the page. (Figure 5)
EF] EUAFontEnd Interface  Home  FAQ

Sign In Methods to EFI

POC and New User Guktes here.

Existing User and Federal Approver Guides here.

April 17, 2025

Are you a New User? If so Click the "Register” button below o create an account and begin an automated
request for access 1o CMS assets,

2. Enter your EUA username/password and click Sign In.
3. Agree to the terms on the Warning Screen. (Figure 6)

EUA Credentials EFI Credentials
Usemarme: Usemare
Password

Password

o

signin

PIV Users:To activate the PIV functionaiity,
you must first sign in using your EUA ID and
password durin initial login

EUA Forgot Pa:

This site Is best viewed with C
tothe FAQ s¢

v69+ or Microsoft Edge
of the Help Desk at 1-800-51

Forgot Usemame?

Activate Account?

1024x768 or higher resolution. For
or Help Desk Email

Figure 5: ICT Sign-In Page

WARNING

and security notices consistent with applicable federal laws

* This warning banner provides p

or accessing this Goverment system, which includes (1) this
nd storage media

directives, and other federal guid
k. and (3) all device:

nnected to this nety

computer network, (2) all comput
attached to this network or to a computer on this network.

* This system s provided for Government authorized use only

* Unauthorized or improper use of this system is prohibited and may result in discipiinary action and/or
civil and criminal penalties

* Personal use of social media and networking sites on this system is limited as to not interfere with officia
work duties and is subject to monitoring.

* By using this system, you understand and consent to the following

ment may monitor, record, and audit your . including usage of personal

d email systems for official duties or to conduct HH Therefore, you have no

l& expectation of priv rding any communication or data transiting or stored on this

me, and for any lawful Government purpose, the government may monitor, intercept, and

any communication or data transiing or stored on this system.

system

search

- Any communication or data transiting or stored on this system may be disclosed or used for any lawful

Govemment purpose

— -]

Figure 6: Warning Screen
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4. A successful log in will take you to the ICT homepage. (Figure 7)

festApplicanti  Logout

Home Access~ FAQ Guides

EF] EUA Front-End Interface

Welcome to the CMS Network, Application, & Building Access Request Application!
Please click the Access tab to begin the self-registration process.
This site is best viewed with IE 3+ or Chrome vB5+ and a 1024x763 or higher resolution. For assistance. refer to the FAQ section or the Help Desk at 1-300-562-1863 or Help Desk

Email
&2013 CM5

Figure 7: ICT Homepage
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4.0 EUA Credentials Sign-In Method: PIV Card

1.

2.
3. Agree to the terms on the Warning Screen. (Figure 9)

Enter https://eua.cms.gov/efi in your preferred web browser to take you to the ICT Sign-
In page. If you have an active EUA ID, use the EUA Credentials Sign-In on the left side

of the page. (Figure 8)

EFI EvAFront

Sign In Methods to EFI

request for access to CMS assels

EUA Credentials

Usemname

e

Sign In

OR

ard Onl

cMs

PIV Users:To activate the PIV functionality
you must first sign in using your EUA ID and
password during your initial login

got Pas:

This s
ass
© 2024 CMS

POC and New User Guides here.

Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” button below 1o create an account and begin an automated

EFI Credentials
Usemame

Password

Forgot Usemame?
Forgot Password?
Unleck Account?
Activate Account?

is best viewed with Chrome v69+ of Microsoft Edge v83+ and a 1024768 of higher resolution. For
tance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email

Sign In

Figure 8: ICT Sign-In Page

Click CMS PIV Card Only.

WARNING

“This
directives, and other federal guidance for accessing this Govemment system, which includes (1) this
computer network, (2) all computers connected to this network, and (3) all devices and storage media

ming banner provides privacy and security notices consistent with applicable federal laws,

attached to this network or to @ computer on this network.

*This system is provided for Govemment authorized use only

*Unauthorized or improper use of this system is prohibited and may result in ary action and/or

civil and criminal penalties
- Personal use of social media and networking sites on this system is limited as to not interfere with official
work duties and is subject to monitoring

* By using this system, you understand and consent to the followiing

- The Government may monitor, record, and audit your system usage, including usage of personal
devices and email systems for official duties or to conduct HHS business. Therefore, you have no
reasonable expectation of privacy regarding any communication or data transiting or stored on this
system. At any time. and for any lawful Government purpose, the govemment may monitor, intercept, and
search and seize any communication or data transiting or stored on this system.

- Any communication or data transiting or stored on this system may be disclosed or used for any lawful

Gavernment purpase

— EeEa

Figure 9: Warning Screen
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4. |If prompted by your web browser, select your PIV certificate. Enter your PIV pin in the
pop-up ActivClient dialog box and click OK. (Figure 10)

ActivClient Login 7 X

ActiviD®
ActivClient®

Please enter your PIN.

BIN [1

oK Cancel

Figure 10: PIV Pin Pop-Up

5. A successful log in will take you to the ICT homepage. (Figure 11)

EFI EuAFront-End Interface | Home | Access~  FAQ  Guides testhppiicant1  Logout éiﬁs

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

This site is best viewed with |E 9+ or Chrome vE9+ and a 1024768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-800-582-1963 or Help Desk
Email
@2019CMS

Figure 11: ICT Homepage
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5.0 Sign-In Method with ICT Credentials

If you are a POC and DO NOT have an EUA ID, you must sign in using your ICT username and
password.

1. Enter https://eua.cms.gov/efi in your preferred web browser to take you to the ICT Sign-In
page. Use the ICT Credentials Sign In located on the right side of the page. (Figure 12)

EFI] EUAFrontEnd Interfface  Home  FaQ Sign In @‘a

Sign In Methods to EFI
POC and New User Guides here.
Existing User and Federal Approver Guides here.

Are you a New User? If so Click the "Regisler” button below fo create an account and begin an automated
request for access 1o CMS assels

EUA Credentials EFI Credentials
Username Usemame
Password Password

°
[ con [ e
©OR Forgot Usemame?
CMS PIV Card Only

PIV Users:To activate the PIV functionality,

you must first sign in using your EUA ID and
password during your initial login

EUA Forgot Password

best viewed with Chrome v69+ or Microsoft Ed
refer to the FAQ section or the Help Desk at 1-800-5

21024x768 of higher resolution. For
63 or Help Desk Email

Figure 12: ICT Sign-In Page

2. Enter your ICT username/password and click Sign In. The ICT username is case
sensitive so it must be entered exactly the same when it was registered.
3. Agree to the terms on the Warning Screen. (Figure 13)

WARNING

* This warning banner provides pri

direct

com

= This system is provided for Government authorized use only

* Unauthorized or improper use of this system is prohibited and may resultin disciplinary action and/or
civil and criminal penalties.

sonal use of social media and networking sites on this system is limited as to not interfere with officia
work duties and is subject to monitoring.

By usingthis system, you understand and consent to the folloiing

usage, including usage of personal

nt may monitor, intercept, and
ize any communication or data transiting o stored on this system

- Any communication or data transiting or stored on this system may be disclosed or used for any lawful
Government purpose

— e

Figure 13: Warning Screen
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4. A successful log in will take you to the ICT homepage. (Figure 14)

testApplicant1  Logout 6:‘:“'_‘5

EF1 EUAFrontEnd Interface | Home | Access~ FAQ  Guides

Welcome to the CMS Network, Application, & Building Access Request Application!
Please click the Access tab to begin the self-registration process.
This site is best viewed with |E 9+ or Chrome vE9+ and a 1024768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk

Email
@2019CMS

Figure 14: ICT Homepage
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6.0 Approve Access Request

The following steps will guide the POC Approver in reviewing the access request, attesting to its
accuracy, and approving it. The applicant will receive an email confirmation of the approval.

STOP: Before managing access requests, you must have an ICT account (Please refer to
the ICT New User Guide for instructions on the registration process) and ask your CMS
COR for assistance. If you are the primary POC for the contract, please use the exact
email address during the registration process, as it will be matched against the contract’s
POC email address. If there is a match between the email address entered and the
contract’'s POC email address, you will be assigned the POC role. If there is no match, as
a POC (primary or delegated), you will need to fill out the form online and just click the
Save Request button (this is to create the new POC record in ICT.

1. From the ICT log in page (https://eua.cms.gov/efi) enter your EUA Credentials, if you
have an EUA ID or ICT Username and Password and then click the Log In button
(Eigure 15). (ICT Credentials are case-sensitive)

EFI EUAFrontEnd Interface  Home  FAQ s CCMS

Sign In Methods to EFI

POC and New User Guides here

Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” button below fo create an account and begin an automated
request for access to CMS assets.

EUA Credentials EFI Credentials
Usemame
Password

°
m

OR Forgot Usemame?

Forgot Password?
CMS PIV Card Only Unlock Account?

Activate Account?

Usemame

Password

PIV Users:To activate the PIV functionality,
you must first sign in using your EUAID and
password during your initial login

EUA Forgot Password

This site is best viewed with Chrome v63+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For
assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
© 2024 CMS.

Figure 15: ICT Sign-In Page
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2. At the WARNING pop-up message, click the Agree button once you are ready to
continue. A successful log in will take you to the ICT Home page, please go to the top
menu and click Manage and then click on POC Access Requests (Figure 16).

Note: You can verify if you have the ICT Point of Contact Role when you click on the
username link on the top menu.

EF' EUA Front-End Interface | Home = Access~  Manage~ Reports~ FAQ  Guides DOC.3PPrOver  Logout (i:(iﬁs
POC Access Reguests

Welcome to the CMS Network, Application, & Buile © CC Authortiss

pplication!
To Manage POC approval User requests, please click the Manage tab above.

Figure 16: POC Access Requests — Menu

3. Search for the request using the Search text field on the “Manage Submitted Access
Requests” page.

4. Click the Review link button for the request you want to review, and then approve once
you have verified that the information in the applicant request is correct. You can go to
the first or last page in the queue by clicking First or Last (Figure 17).

Note: The PIV Request column displays the Reason for Issuance for the request with
values of New Application, Renewal, Lost, Stolen, Damaged, Expired, and Name
Change.

Manage Submitted Access Requests

The list of submitted access requests can be found below. Please review the requests below and take the appropriate action.

:_1_0__ | records per page Isﬁ,[m I
- Submit Logical Risk PIV
Usermname Legal Name Request Type Date Sensitivity Level Request Action
dev.rd applicant15 dev.r4 applicantis Contractor - IT Developmentand  06/06/2018 PIV T2 Damaged

Support Contractors

dev.rd applicanti6  dev.rd applicants Contractor - IT Developmentand  07/02/2018 PV T2 Renewal Review
Support Contractors

dev.rd.applicanti7 dev.r4 applicanti7 Contractor - IT Development and 0672272018 PV T2 Renewal Review
Suppor Contraclors

dev.r4d applicanti8 dev.r4 applicant1d Contractor - IT Development and DE/06/2018 PN T2 Renewal Review
Support Contractors

dev.rd applicant23 Dev.r4 Applicant23 Contractor - Building/Facility 0525/2018 PV (Physical T1 New Review
Access Only Onily) Application

Showing 1 to 10 of 12 entries D Pre D

Figure 17: Manage Submitted Access Requests — Page
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5. Once you complete the review of the applicant request and before proceeding, you will
need to click the Attestation check box (required), so the Approve button becomes
available for your approval (Figure 18).

Note: As a POC, you will be able to open and view the PIV Training Certificate and
“Other” documentation. You can only confirm the presence of the Resume and OF-306.
OSSO0 uses these documents when processing the request.

E By approving this request | attest that the associated applicant is currently working under the CMS contract cited in the application and meets all requirements as included
in the cumrent contract, to include but not limited to:
. E-Verify requirements as stated in the Federal Acquisiion Regulation (FAR), Part 22 - Application of Labor Laws to Government Acquisiion, Subpart 22.18 -,
Employment Eligibility Verification
. Confracter residency requirements as stated in the CMS Security Clause, Section c.i. Confractor Screening of Applicants.

Approve Return For Modification Reject and Delete m

Figure 18: Approve Access Request — Button

6. An email confirmation will be sent to the applicant and to the POC approver (both will
receive separate emails) to notify of the request approval (Figure 19).

From: eua@cms.hhs.gov [mailto:eua@cms.hhs.gov]
Sent: Monday, March 05, 2018 2:10 PM

To: Applicant, Test <test.applicant@gmail.com>
Subject: EFI Request Approved for Test Applicant

Hello Test Applicant,
Primary POC has approved your application in EFI. The application has been routed
for review to the| assigned federal approver. Once reviewed by your federal

approver you will receive an email with the status of your application.

Thank vyou,
Enterprise User Administration (EUA)

Figure 19: Email notification of the request approved
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6.1 Return to Manage Submitted Access Requests

The following steps will guide the POC Approver on how to return to the Manage Requests
page to see the list of pending requests. If you need to continue to review a request, please

refer to the steps in the 6.0 Approve Access Request section.

1. If you need to return to the Manage Access Requests page, click the Return button on

the Details page (Figure 20).

Return For Modific ation Reject and Delete

Figure 20: Return to Manage Submitted Access Requests — Return button

2. The button will return you to the Manage Submitted Access Requests page where you
can see the list of your pending requests. Any sorting or filtering you might have made

will be retained (Figure 21).

:jﬂi v |records per page

Username Legal Name

dev.rd applicant15 dev.rd applicanti5s
dev.r4 applicant16 dev.rd applicant16
dev.rd. applicanti? dev.rd applicant17
dev.rd.applicant1d dev.rd4 applicant13

dev.rd applicant23 Dev.rd Applicant23

Showing 1 to 10 of 12 entries

Manage Submitted Access Requests

Request Type

Contractor - IT Development and
Support Contractors

Contractor - IT Development and
Support Contractors
Contractor - IT Development and
Support Contraclors

Contractor - IT Development and
Support Contractors

Contractor - Building/Fac ility
Access Only

Submit

Date

06/06/2018

07i02/2018

06r2z/2018

06/06/2018

05/25/2018

The list of submitted access requests can be found below. Please review the requests beiow and take the appropriate action.

Logical
Sensitivity
PV
P
PV

PIV

PV (Physical
Onily)

Search: |

Risk

Level

T2

T2

T2

T2

™

PIV

Request
Damaged
Renewal
Renewal

Renewal

New
Application

-

Action

Review
Review
Review

Review

Figure 21: Return to Manage Submitted Access Requests — Page
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7.0 Return Access Request for Modification

The following steps will guide the POC Approver on reviewing the access request, indicate the
Access Request form fields that need to be reviewed, and send it back to the requester for
modification. An email confirmation will be sent to the requester informing them of the required
modification. When the requester returns to view the request, the form fields and the sections
will be marked for correction.

1.

2.

From the ICT log in page (https://eua.cms.gov/efi) enter your EUA Credentials, if you
have an EUA ID or ICT Username and Password and then click the Log In button
(Figure 22). (ICT Credentials are case-sensitive)

EF1 EUAFrontEnd Interface  Home  FAQ Sign In @s

Sign In Methods to EFI

POG and New User Guides here.

Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” bution below 1o create an account and begin an automated
request for access to CIMS assels.

EUA Credentials EFI Credentials
Usemame
Password

e
@

[s} Forgot Usemame?

Forgot Password?
€MS PIV Card Only Unlock Account?

Activate Account?

Usemame

Password

PIV Users:To activate the PIV functionality
you must first sign in using your EUAID and
password during your initial login

EUA Forgot Password

This site is best viewed with Chrome v89+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For
assistance, refer to the FAQ section or the Help Desk at 1-800-562-1363 o Help Desk Email
©2024 CMS.

Figure 22: ICT Sign-In Page

At the WARNING pop-up message, click the Agree button once you are ready to
continue. A successful log in will take you to the ICT Home page. Please go to the top
menu and click Manage and then click on POC Access Requests (Figure 23).

EF1 EUAFrontEnd Interface | Home | Access-  Mansge-  Repors-  FAQ  Guides DOCAPDIOVEr  Logout @‘;s

Welcome o the CMS Network, Application, & Buile ~ o Authories

To Manage POC approval User requests, please click the Manage tab above.

pplication!

Figure 23: Return Access Request for Modification — Menu

3. Search for the request using the Search text field on the “Manage Submitted Access

Requests” page.

Page | 18

April 17, 2025


https://eua.cms.gov/efi

ICT POC Guide April 17, 2025

4. Click the Review link button for the request you want to review to make sure that the
information in the applicant request is correct. You can go to the first or last page in the
queue by clicking First or Last (Figure 24).

Manage Submitted Access Requests

The list of submitted access requests can be found below. Please review the requests below and take the action.
[10° ~|records per page Iseartn I
A Submit Logical Risk PIV
Usermname Legal Name Request Type Date Sensitivity Level Request Action
dev.rd applicant15 dev.rd applicantis Contractor - IT Development and 06/06/2018 PV T2 Damaged

Support Contractors

dev.rd applicanti6  dev.rd applicants Contractor - IT Developmentand  07/02/2018 PV T2 Renewal Review
Support Contractors

dev.rd.applicanti7 dev.r4 applicanti7 Contractor - IT Development and 0672272018 PV T2 Renewal Review
Support Contractors

dev.rd applicant18 dev.r4 applicant1d Contractor - IT Development and 06/06/2018 PV T2 Renewal Review
Support Contractors

dev.rd applicant23 Dev.rd Applicant23 Contractor - Building/Facility 05252018 PIV (Physical T1 New Review
Access Only only) Appiication

Showing 1 to 10 of 12 entries D Previo -

Figure 24: Return Access Request for Modification — Page

5. Review the request information and click the Return For Modification button on the
Status page (Figure 25).

0O By approving this request | attest that the associated applicant is currently working under the CMS contract cited in the application and meets all requirements as included
in the current contract, to include but not limited to:

. E-Verify requirements as stated in the Federal Acquisition Regulation (FAR), Part 22 - Application of Labor Laws to Government Acquisition, Subpart 2218 -
Employment Eligibility Verification.
. Contractor residency requirements as stated in the CMS Security Clause, Secfion c.i. Confractor Screening of Applicants.

Return For Modification

Figure 25: Return Access Request for Modification — Button

Reject and Delete

6. From the Section and Field dropdown options, provide a Reason in the “Decline
Reasons” pop-up box for each revision you would like the requester to make changes.
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7. Click the Add button to add another field to review. For the “Reason”, you will need to

type less than 255 characters (Figure 26).

Note: “Problems:” counter indicates how many fields are already indicated to be

revised.

Decline Reasons

Section
Access (=]
Field
General =]
Reason:
I |
Add

Retumn for User Modification

Figure 26: Return Access Request for Modification - Decline Reasons Form

8. Once you have indicated all the fields for revision, click the Return for User

Modification button.

9. An email confirmation message will be sent to the applicant with information on how to

correct the request (Figure 27).

From: eua@cms.hhs.gov [mailto:eua@cms.hhs.gov]

Sent: Monday, March 05, 2018 2:10 PM

To: Applicant, Test <test.applicant@gmail.com>

Subject: EFl Request Returned for Modification: Test Applicant

Hello Test Applicant,

Primary POC has returned yvour EFI Access Request for modification.
into EFI, review your reguest,

Thank you,
Enterprise User Administration (EUR)|

and correct any mistakes marked by the reviewer.

Please log

Figure 27: Email Notification of the Request Returned for Modification
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8.0 Reject and Delete Access Request

The following steps will guide the POC Approver on rejecting and deleting the access request
from the system. The POC may choose to provide a reason for the deletion of the request.
Once the access request has been deleted, the requester’s account will also be deleted from
the ICT system. An email message will be sent to the requester informing them of the deletion.
If the requester would like to re-submit the request, they would need to re-register in ICT and re-
create the access request.

1.

2.

From the ICT log in page (https://eua.cms.gov/efi) enter your EUA Credentials, if you
have an EUA ID or ICT Username and Password, and then click the Log In button (ICT
Credentials are case-sensitive) (Figure 28).

EFI EUA Front-End Interface  Home  FAQ Sign In (/Eﬁs

Sign In Methods to EFI

POC and New User Guides here

Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” button below to create an account and begin an automated
request for access to CMS assels.

EUA Credentials EFI Credentials
Usemarme

Password

| e

oR Forgot Usemame?

Forgot Password?
CMS PIV Card Only Unlock Account?

Activate Account?

Usemame

Password

PIV Users:To activate the PIV functionality
you must first sign in using your EUAID and
password during your initial login

EUA Forgot Password

This site is best viewed with Chrome v69+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For
assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
© 2024 CMS.

Figure 28: ICT Sign-In Page

At the WARNING pop-up message, click the Agree button once you are ready to
continue. A successful log in will take you to the ICT Home page. Go to the top menu,
click Manage, and then click on POC Access Requests (Figure 29).

EF| EUAFrontEnd Interface | Home | Access-  Manage-  Repots~ FAQ  Guides pocapprover  Logout (E;S

POC Access Requests

Welcome to the CMS Network, Application, & Buil¢ ~0C Autheries

To Manage POC approval User requests, please click the Manage tab above.

pplication!

Figure 29: Reject and Delete Access Request — Menu

3. Search for the request using the Search text field on the “Manage Submitted Access

Requests” page.
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4. Click the Review link button for the request you want to review. You can go to the first or

last page in the queue by clicking First or Last (Figure 30).

Manage Submitted Access Requests

The list of submitted access requests can be found below. Please review the requests below and take the appropriate action.

[10" " V]records per page Search
. Submit Logical Risk
Usemame Legal Name Request Type Date Sensitivity Level
dev.rd applicant15 dev.r4 applicantis Contractor - IT Development and 06/06/2018 PV T2

Support Contractors

dev.rd applicanti6 dev.rd applicantis Contractor - IT Developmentand  07/02/2018 PIV T2
Support Contractors

dev.rd applicant17 dev.r4 applicant17 Contractor - IT Development and 06/22/2018 PV T2
Suppon Contractors

dev r4 applicanti® dev r4 applicant13 Contractor - IT Developmentand 060672018 PIV T2
Support Contractors

dev.rd applicant23 Dev.r4 Applicant23 Contractor - Building/Facility 05/25/2018 PIV (Physical T1
Access Only Only)

Shawing 1 1o 10 of 12 entries

PIV

Request
Damaged
Renewal
Renewal

Renewal

New
Application

Action

Review
Review
Review

Review

Figure 30: Reject and Delete Access Request — Page

5. Review the request information and click the Reject and Delete button on the Status

page (Figure 31).

inthe current contract, to include but not limited to:

Employment Eligibility Verification.
. Contractor residency requirements as stated in the CMS Security Clause, Secfion c.i. Confractor Screening of Applicants

Return For Modification || R nd Delete m

By approving this request | attest that the associated applicant is currently working under the CMS contract cited in the application and meets all requirements as included

. E-Verify requirements as stated in the Federal Acquisition Regulation (FAR), Part 22 - Application of Labor Laws to Government Acquisition, Subpart 22.13 -,

Figure 31: Reject and Delete Access Request — Button

6. Provide a Decline Reason and then click the Reject and Delete button again on the

pop-up box (Figure 32).

Note: For the “Decline Reason”, you must type less than 255 characters.

Decline Reason

Reject and Delete

Figure 32: Reject and Delete Access Request - Pop-up Box

7. An e-mail confirmation will be sent to the requester informing them of the rejection of
their request. The user will need to re-register and submit another request if needed.
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9.0 Request POC Approval Authority

The following steps will guide a regular user on how to request POC Approval Authority from the
primary POC using the POC’s email address designated in the contract. An email message will
then be sent to the primary POC prompting them to grant or deny Approval Authority to the
requester. Once POC Approval Authority is granted, the user will be able to view, approve,
return for modification, reject and delete access requests on behalf of the POC.

A maximum of one (1) user can be assigned delegated Approval Authority at a time per primary
POC. The duration for a delegation of Approval Authority is twenty-one (21) calendar days.

STOP: Before you start, you must have an ICT account (Please refer to the ICT New User
Guide for instructions on the registration process) and ask your CMS COR for assistance.
Please use the contract's POC email address to obtain the POC role.

Note: The primary POC must register and have an ICT account so that when another user
requests the approval authority, the POC role can be added. Approval Authority can be granted
to more than one designated user from the contractor company.

1. From the ICT log in page (https://eua.cms.gov/efi) enter your EUA Credentials, if you

have an EUA ID or ICT Username and Password and then click the Log In button (ICT
Credentials are case-sensitive) (Figure 33).

EFI EUA Front-End Interface  Home  FAQ

Sign In Methods to EFI
POC and New User Guides here

Are you a New User? I so Click the "Register” bution below to
request for access to CIMS assels.

EUA Credentials EFI Credentials

Signin

oR

CMS PIV Card Only
jsers:To activate the

This site is best viewed with Chrome v69+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For
assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
©2024 CMS.

Figure 33: ICT Sign-In Page
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2. From the ICT top menu, click the username link button on the ICT home page (Figure 34).

EF| EvAFrontEnd Interface | Home | Access-  Manage-  Repors-  FAQ  Guides poc.aporover  Logout (i:dﬁs

Welcome to the CMS Network, Application, & Building Access Request Application!
To Manage POC approval User requests, please click the Manage tab above.

Figure 34: Request Approval Authority — Menu

3. Click the Manage Authorities link button on the “Account Details” page (Figure 35).

Account Details

Full Name: Bogus Test

Username: poc.approver

Email: bogustest100@gmai.com Change Email
Password: Change Password

Email Approval Aulhon’tles

Roles:

+ EFl Regular User

Figure 35: Request Approval Authority - Account Details Page

4. Inthe Add Email Address text field, enter the email address of the primary POC (setup
in the contract) on whose behalf you are requesting POC delegated authority and then
click the Add button (Figure 36).

Add Point of Contact (POC) Approval Authorities

*You can request to approve/deny EF| user requests on behalf of another individual (identified by email address) by entering their email below. This is a form of delegation
After requesting delegation, an email will be sent to the email address you indicate for further processing. You will be notified, via email, of the decision and whether
delegation is approved or denied. If you have any questions, please refer to the FAQ page.

Add Email Address

Add

Figure 36: Request Approval Authority - Add POC Email

5. An email will be sent to the primary POC from your delegated approval authority request.
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10.0 Approve and Deny Approval Authority

The following steps will guide the primary POC on how to review an email message when an
Approval Authority request has been made. Two links are provided to grant or deny Approval
Authority to the requester(s).

A maximum of one (1) user can be assigned delegated Approval Authority at a time per primary
POC. The duration for a delegation of Approval Authority is twenty-one (21) calendar days.

Note: The primary POC will approve or deny the delegated approval in an email only.

1. As a primary POC you will receive an email if a user has requested Approval Authority
(Figure 37).

2. Review the ICT Approval Authority Request email and click either the Grant
Approval Authority to <user> or Deny Approval Authority to <user> link from within
the email to grant or deny Approval Authority. After you click one of the links based on
your decision then you will be re-directed to the ICT log in page with a confirmation for
the Approval Authority denied or granted (Figure 38 and Figure 39).

From: eua@cms.hhs.gov [mailto:eua@cms.hhs.gov]

Sent: Monday, March 05, 2018 2:10 PM

To: POC, Primary <primary.poc@gmail.com>

Subject: New EFI Approval Authority Request from Requester POC

Hello,

Requester POC has requested EFI Approval Authority for the email address primary.poc@gmail.com. Granting
approval will allow this user to approve or deny user requests on behalf of primary.poc@gmail.com where
primary.poc@gmail.com is listed as the Point of Contact (POC) for a contract, company, or state agency.

Please use the links below to Grant or Deny their request.

Grant Approval Authority to Regquester POC

Deny Approval Authority to Reguester POC

Thank ycu,
Enterprise User Administration (EUR)

Figure 37: Approve and Deny Approval Authority Request Email

Sign In Methods to EFI POC and Uiser guides may be found here

New User? Chick "Register” o créale an account and begin an aulomaled reques! for atcess 1o CMS
assels

CMS Employee PIV Card EFI Credentials

(Privileged Usars Only)

| Usemame (case-sensitive)
= Password
BN ]

(=

e G

Fargot Usemamea?

Forgat Password?
Login :

Figure 38: Approval Authority Granted
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Sign In Methods to EFI POC and User guides may be found here

Mew User? Chick 'Re.’,_pf.:e: 1o create an account and Degin an automated request fior access o CMS

assets

CMS Employee PIV Card EFI Credentials

d Users Onily

Pt R LIsemame (Case-sensitve)
o Password
= ]
Joina, G
]

Figure 39: Approval Authority Denied

3. An email confirmation will be sent to the user who requested Approval Authority

informing of the decision (Figure 40).

From: eva@cms.hhs.gov [mailto:eua@cms.hhs.gov]

Sent: Monday, March 05, 2018 2:10 PM

To: POC, Requester <requester.poc@gmail.com:>

Subject: New EFI Approval Authority Granted for Requester POC

Hello,

Approval Authority request primary.poc@gmail.com made by Requester POC
has been approved. To manage requests, please log into EFI and use the
manage tab.

Thank you,
Enterprise User Administration (EUA)

Figure 40: Approval Authority Granted Email Confirmation
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11.0 Manage Approval Authority

The following steps will guide the POC on how to view all the users with delegated Approval
Authority. The POC also has the option to remove Approval Authority from a user after an
authority has been granted.

A maximum of one (1) user can be assigned delegated Approval Authority at a time per primary
POC. The duration for a delegation of Approval Authority is twenty-one (21) calendar days.

1. From the ICT log in page (https://eua.cms.gov/efi), enter your EUA Credentials, if you
have an EUA ID, or ICT Username and Password, and then click the Log In button (ICT

Credentials are case-sensitive) (Figure 41).
EFI EUA Front-End Interface  Home  FAQ Sign In (f/ﬁs

Sign In Methods to EFI

POC and New User Guides here
Existing User and Federal Approver Guides here

Are you a New User? If so Click the "Register” button below to create an account and begin an automated
request for access to GMS assets.

EUA Credentials EFI Credentials
Username
Password

°

OR Forgot Usemame?

Forgot Password?
©MS PIV Gard Only Unlock Account?

Activate Account?

Usemame

Password

PIV Users:To activate the PIV functionality
you must first sign in using your EUAID and
password during your initial login

EUA Forgot Password

This site is best viewed with Chrome v69+ or Microsoft Edge v83+ and a 1024x768 or higher resolution. For
assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
©2024 CMS.

Figure 41: ICT Sign-In Page

2. Atthe WARNING pop-up message, once you are ready to continue. A successful log in
will take you to the ICT Home page. Go to the top menu, click Manage, and then POC

Authorities (Figure 42).

EFI EvAFrontEnd interface | Home'| Access-  Manage-  Repors-  FAQ  Guides pocapprover  Logout (/c‘ﬁ

POC Arcess Requests
Welcome to the CMS Network, Application, & Buile pplication!

To Manage POC approval User requests, please click the Manage tab above.

Figure 42: Manage Approval Authority — POC Authorities Menu
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3. Select from the list or search for the POC who made the request for Approval Authority
using the Search text field on the “Manage Point of Contact (POC) Delegated Approval

Authorities” page (Figure 43).

POC

Manage Point of Contact (POC) Delegated Approval Authorities

4 Approved

Action

Figure 43: Manage Approval Authority — Page

4. The “Approved” status of true indicates Approval Authority was given to that user, while
false indicates the approval is still pending, and you should look for an email request.
You can click on the Remove link button to remove the user’s Approval Authority.
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12.0 Where to find this POC Guide

This POC Guide is accessible from the ICT log in screen (Figure 44).

Sign In Methods to EFI

POC and New User Guides herna
Existing User and Fedearal Approver Guides (Internal) here (Extemnal) here
Are you & Mew User? If so Click the "Register” button below to create an account and bagin an automated
requist for access 1o CMS assets
CMS Employea PN Card EFI Credentials
(Privileged Lisers Oniy)
f..\ == Usemamse
L
. Py Passwiond
e 4SRN
b G
HHY
m R‘H;iﬂer
Forgot Usemame?
Fargol Password?
Login R

Figure 44: User Guide on Log In Screen

This ICT POC Guide is accessible in the following locations:

e Users without a CMS EUA ID: Contracting Policy and Guidance
(https://lwww.cms.gov/About-CMS/Contracting-With-
CMS/ContractingGenerallnformation/Contracting-Policy-and-Resources.html)

o Users who access from a CMS Office or VPN (requires CMS EUA ID and password)
CMS EUA Documentation Repository in the Learning Management System (LMS)
(https://cms-Ims.usalearning.net/course/view.php?id=23)

o Users without access to a CMS Office or VPN (requires CMS EUA ID and password)
CMS EUA Documentation Repository in the Learning Management System (LMS)
(https://cms-Ims.usalearning.net/course/view.php?id=23)
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APPENDIX A: FAQ (Frequently Asked Questions)

Please refer to the FAQ on the ICT website for other common questions (Figure 45).
EF| EvAFrontEnd interface  Home | FAG so i FCMS

PIV CREDENTIALING and EUA FRONT-END INTERFACE (EFI)
FREQUENTLY ASKED QUESTIONS (FAQs)
INTRODUCTION:

establishing 2 mandatory,
rL\\.lding individual contractor

tis the p :Hw of the United States to enhai nce =ch|( \ruea £ Go emm=n efficiency. reduc eldermn fraud, and protect personal privacy by

ldar‘L le‘ I'DFI: 14 Er‘d N cT dards,
a CMS federally controlled information system or sensitive information, are require
g common questions associated with Y e ey e (Badging) Provis
for accomplighing this.

obtain a CM
ing/Credent

ued IV card This document seeks to pravide guidance
process and the use of the EFI system as the means

« General Questions
n(s) ars the bsst for using the EF1 application?

because of a Compatibility View issue with IE 11. How can | change the settings in my browser?
for confractor computers?

dmg the HSPD-12 Background Investigations (B} and credentialing process?

to enter an EFI request for a Pl card when they do not have physical access to CMS facilities nor logical access to CMS systems, but
‘mation from other contractors who have been properly vetted?

-ation and how does it differ from my Access Request?
2. What should | do if | did not get the activation link after | registersd in EFI?
. Federal Approver/COR Questions
L ind out mare information on the COR's responsibilities and process associated with contractor account (badging) provisioning?

the job codes they have assigned, what do | do?
count?
ors on a particular contract?

add a contract number to
COR cbtain the status of
explain the POT and what is required

Request Submission Questions
L I check or know the
2. Where can | go to complete my

f my Access Request in EFI?
PI'/ Applicant Training Certificate?

Figure 45: Welcome to the ICT Frequently Asked Questions (FAQ) Page

0.1 I cannot log-in to ICT. It is taking me back to the HOME page

Please ensure that you are entering your ICT credentials correctly (ICT is CASE SENSITIVE)
and that you are NOT using the link from the email notification you receive from either account
activation or password reset.

0.2 | am getting system errors and cannot approve ICT requests

ICT website is not compliant with Mozilla Firefox, Safari or Microsoft Internet Explorer browsers.
If you are having these issues, try opening ICT in either Google Chrome v69+, or newer, or
Microsoft Edge v89+ or newer.

0.3 Approval process for contractors

For a contractor, once the request has been submitted, it will be reviewed by the contract Point
of Contact (POC) or a user with Approval Authority for that contract (This must be someone at
the contract company). After the POC approves the request, the form will be sent to the
Federal Approver/Contract Officer Representative (COR) for final review and the user will then
receive an email notification.
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APPENDIX B: Revision History

Date Version Description of Changes

12/15/2017 1.3 Updated information for Introduction. Updated information and
some screenshots for Approve Access Request, Return Access
for Modification, Reject and Delete Access Request, Request
Approval Authority, Approve and Deny Approval Authority and
Manage Approval Authority.

02/21/2018 1.4 Updated information for Introduction. Updated information and
notes for Request POC Approval Authority. Added a note in the
Approve and Deny Approval Authority. Added FAQ (Frequently
ask questions)

03/16/2018 1.5 Reformatted

06/12/2018 1.6 Updated with current screenshots.

07/18/2018 1.7 Updated with current screenshots and text providing details
regarding Reason for Issuance values in the PIV Request
column.

04/03/2019 1.8 Updated screenshots for new Return button and added section
2.1 for Return to Manage Submitted Access Requests steps.
Updated URL'’s for EUADOCS page.

05/31/2019 1.9 Updated screenshots

06/06/2019 20 Updated FAQ

07/08/2019 2.1 Updated screenshots for Export 745 link removed from menu
for 2.0 Approve Access Request, 3.0 Return Access Request
for Modification, 4.0 Reject and Delete Access Request and 7.0
Manage Approval Authority

08/03/2021 2.2 Updated Appendix A, 2 to specify browser compatibility.

06/25/2024 2.3 Sections 2.0 — 4.0 added for EUA IDM sign in

08/07/2024 24 Updated EFI references to ICT

11/26/2024 2.5 Removed “Formerly known as EFI”

03/10/2025 26 Reformatted the document to meet accessibility best practices.

04/17/2025 2.7 Outlined the ICT Registration section and added it to the table
of contents. Scaled down the Introduction section.
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