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INITIAL SETUP  

SETTING UP MULTI-FACTOR AUTHENTICATION (MFA) FOR THE FIRST TIME 

 

1. Access the HPMS landing page at the following URL:  https://hpms.cms.gov  

 

2. On the HPMS landing page, log in using your CMS EUA ID and password.  

 
Figure 1: HPMS Landing Page 

https://hpms.cms.gov
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3. The HPMS Multi-Factor Authentication set up page will display.   

 
Figure 2: HPMS MFA Initial Set Up Page 

4. You must click on the Setup button for one or more of the three options above to 
establish your MFA factors.   

a. A random PIN sent via e-mail. This method requires users to provide a valid e-mail 
address that will be maintained in a new MFA settings tab in the HPMS “My 
Account” function. This method is the least recommended option, as e-mail can 
often be slower than the following two delivery mechanisms. 

b. A random PIN sent via text message. This method requires users to provide a valid 
cell phone number that will be maintained in a new MFA settings tab in the HPMS 
“My Account” function.  

c. A time-based One Time Password (OTP). This option uses a key generated by a 
mobile application installed on a cell phone, such as Google Authenticator or 
Microsoft Authenticator. The OTP option is often the most efficient and reliable 
way to access a website using MFA.  

5. You must also complete three mandatory security questions.  These questions will be used 
if you are unable to log into HPMS using MFA and need to reset your account.  
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Figure 3: HPMS Security Questions Page 

 
6. You will be sent to the HPMS home page after completing the security questions.   
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LOGGING IN AFTER SETTING UP MFA  

1. Log into HPMS from the HPMS landing page using your CMS EUA user ID and password. 
 

2. Select the method to receive your one-time PIN (OTP).  

 
Figure 4 : Select Method to Receive OTP Page 
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3. Enter your OTP on the following page.  You also have the option to remember the OTP on 
the specific browser on your device for the remainder of the day.   

 
Figure 5: Enter your OTP Page. 

4. After clicking on the Submit button, the HPMS home page displays.   
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RESETTING THE MFA  

1. If you are unable to complete MFA successfully, use the Click here to reset your MFA link.  

  
Figure 6: Reset your MFA link 
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2. You will be directed to complete your HPMS security questions.   

 
Figure 7: Modify HPMS Security Questions Page    

3. After successfully submitting your responses, you will be directed to setup your MFA 
options and proceed with the log on process once again.   



 

HPMS  MFA Quick Reference Guide  8 

UPDATING THE MFA METHOD 

You can update your MFA methods at any time using the My Account module under the User 

Resources menu.   

1. To start, use the Please click here link on the Multi-Factor Authentication tab.  

 
Figure 8:  HPMS User Account Management Page 
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2. You will then be directed to the Multi-Factor Authentication set up page where you can 
update your MFA methods and security questions.   

 
Figure 9: HPMS MFA Method Update Page 


