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A. Overview 

The Centers for Medicare and Medicare Services (CMS) Portal allows users to access one or more CMS 

applications, such as the Marketplace Learning Management System (MLMS) and the Marketplace Assister 

Community (MAC), using a single set of login credentials.  

The CMS Portal now supports Credential Service Providers (CSPs) to make signing in easier and more secure. 

ID.me is one supported CSP that allows you to securely sign in using an existing account or by creating a new 

one. If you have never used the CMS Portal before (for example, if you have never completed annual Assister 

certification training), you must create a new user account and complete identity verification to access CMS 

applications as a Certified Application Counselor (CAC), Navigator, Assister, or Leadership contact. 

There are several ways to access the CMS Portal: 

• If you already have a CMS Portal account, sign in using your existing CMS Portal credentials. Refer 

to the CMS Portal Guide for Existing Users with IDM Accounts for detailed instructions. 

• If you have a Login.gov account, sign in using your Login.gov credentials. Refer to the CMS Portal 

User Guide for New Users - Login.gov for additional instructions.  

• If you have an ID.me account, sign in using your ID.me credentials. Refer to the Logging In to the 

CMS Portal Using Your ID.me Account section in this document. 

If you have an existing ID.me or Login.gov account but have not completed identity verification, 

you must complete verification before accessing CMS applications. 

• If you do not have a CMS Portal, Login.gov, or ID.me account, you will need to create one using the 

ID.me or Login.gov selection. To ensure your account connects properly to the CMS systems, begin 

the account creation process from the CMS Enterprise Portal. Do not create your new ID.me or 

Login.gov account directly on their websites. 

Refer to Figure 1 for a flowchart and decision tree outlining the access request and login process. A Section 508-

compliant text-only description of the workflow is available in Appendix A: Accessible Workflow Transcript. 

  

https://portal.cms.gov/
https://regtap.cms.gov/assisterresources.php
https://portal.cms.gov/
https://regtap.cms.gov/assisterresources.php
https://regtap.cms.gov/assisterresources.php
https://portal.cms.gov/
https://portal.cms.gov/


 

 

 

2 

 

 

Figure 1: CMS Portal Login Flowchart 

You will use this guide to create a new ID.me account or access an existing one.  

If you experience issues creating an ID.me account, refer to Appendix B: Avoiding Creation of a Duplicate 

Account. If you continue to experience issues, please reach out to CACQuestions@cms.hhs.gov or 844-497-2123 

for assistance. 

  

mailto:CACQuestions@cms.hhs.gov
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B. Creating an ID.me Account for New Users 

1. Creating an ID.me Account 

To create an ID.me account: 

Step 1. Access the CMS Enterprise Portal at portal.cms.gov and select Sign In. 

 

Figure 2: CMS Enterprise Portal Sign in Page 

  

https://portal.cms.gov/
https://portal.cms.gov/
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Step 2. The CMS Portal will redirect you to the CMS.gov Identity Management System. In the “ID.me” section, 

select Continue. 

 

Figure 3: CMS.gov Identity Management – ID.me Section 

  

https://idm.cms.gov/
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Step 3. Select Create a wallet to begin creating your ID.me account. 

 

Figure 4: New to ID.me? Create a Wallet Link 
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Step 4. On the “Create an ID.me Wallet” page:  

a. Enter your personal email address. 

b. Create a strong password and enter it in both password fields. Passwords must contain an 

uppercase letter, a lowercase letter, and be at least eight characters. 

c. Check the box to accept the Terms of Service and Privacy Policy. 

  

Figure 5: Create an ID.me Wallet  
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Step 5. ID.me will send a confirmation email from hello@id.me. Confirm your email using one of the 

following: 

• Select the link in the email. 

• Enter the six-digit confirmation code from the email and select Confirm code. 

  

Figure 6: Confirm Your Email Address  

mailto:hello@id.me
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Step 6. Choose at least one multi-factor authentication (MFA) method. For details, review the Multi-factor 

authentication (MFA) options for ID.me web page. 

More secure (recommended) methods include: 

• Passkey 

• Security Key 

• NFC-enabled mobile security key 

• Code generator application 

Other available methods include: 

• Push notification 

• Text message or phone call 

  

https://help.id.me/hc/en-us/articles/360018113053-Multi-factor-authentication-MFA-options-for-ID-me
https://help.id.me/hc/en-us/articles/360018113053-Multi-factor-authentication-MFA-options-for-ID-me
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Figure 7: Secure Your Wallet – Set Up MFA  
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Step 7. Follow the instructions provided for your selected MFA method. ID.me will send a confirmation email 

once setup is complete. 

Step 8. On the “Your Wallet is Now Secure” page, you can: 

a. Select Generate recovery code to create a backup code you can use if you lose access to your MFA 

device. Copy and store this code in a secure place. 

b. Select Continue when you are ready to proceed. 

 

Figure 8: Your Wallet is Now Secure – Generate Recovery Code and Continue Buttons  
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Figure 9: Secure Your Wallet - Recovery Code 

2. Verifying your Identity 

After you create your ID.me account and set up multi-factor authentication, you must verify your identity. 

Please enter your personal information with extreme care during account creation. You must 

use your legal first name exactly as it appears on your official documents, and you should not 

place your middle initial or middle name in the First Name field. Even minor errors, such as 

misspellings, misplaced initials, or incorrect name formatting, can cause identity verification 

issues and cannot be edited after you submit your information. This may prevent you from 

completing the identity verification process. We strongly recommend reviewing all information 

prior to submitting.   
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To verify your identity: 

Step 1. Select a method to verify your identity: 

• Driver’s license or state ID 

• Passport 

• Passport card 

 

Figure 10: Verify Your Identity - Choose a Verification Method  
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Step 2. Review the consent statement for ID.me to collect biometric data and sensitive personal information. 

Select the checkbox to agree and then select Continue. 

 

Figure 11: Consent to Collect Personal Information  
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Step 3. Choose how you will upload your identity document: 

• If you have a smartphone, enter your phone number and select Continue. Proceed to Step 3a.  

• If you do not have a smartphone, select I don’t have a smartphone. Proceed to Step 3b. 

 

Figure 12: Verify Your Identity - Enter Mobile Phone Number  



 

 

 

15 

 

a. To upload documents using a smartphone it must have a camera and a web browser. 

i. ID.me will send a text message with a link. Select the link, review the email address 

displayed on the “You are Verifying for CMS” page, and select Yes.  

 

Figure 13: You are Verifying for CMS – Verify Your Email Address  
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ii. On the “Prepare Your Document” page, follow the guidance: place your documents on a 

well-lit surface with a dark background, keep all four corners visible, and ensure the 

document is valid and unexpired. Select Start Document Upload. 

 

Figure 14: Prepare Your Document - Start Document Upload 
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iii. On the “Take Photos with Your Phone” page, select Take Photo. Use your phone’s camera 

to take photos of the front and back of your document (if applicable). 

 

Figure 15: Take Photos with Your Phone - Take Photos  



 

 

 

18 

 

iv. Review the images. Ensure they are clear, readable, and not angled. Select Continue. 

 

Figure 16: Take Photos with Your Phone 

v. You will be prompted to take a short video of yourself for liveness detection. Select Start, 

then Start liveness detection. If prompted, allow camera access.  
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ID.me will compare the video to your identity document. 

 

Figure 17: Comparing Selfie to ID Document Image 

vi. After the system processes your document and video, you will be prompted to return to 

the original browser tab where you began creating your ID.me account. Proceed to Step 4.  

 

Figure 18: Return to Original Browser Prompt  
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b. If you do not have a smartphone, you may upload images from your computer or use your 

computer’s camera. 

i. Upload clear images of your identity document (front and back if applicable). Ensure 

the images are readable and not angled. Select Continue. 

 

Figure 19: Upload Photos of Your Driver’s License or State ID  
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ii. Choose how you want to record a video of yourself. Select Take video selfie to receive a 

link on a smartphone or Take a selfie with my webcam to use your computer. 

 

Figure 20: Verify Your Identity - Let's Take a Video Selfie 

iii. Select Start liveness detection and allow camera access if prompted.  
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ID.me will compare your video to your document. 

 

Figure 21: Comparing Selfie to ID Document Image  
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iv. Enter your personal phone number and select Continue. After your phone number is 

verified, proceed to Step 4. 

You must enter your own phone number, not a shared one. If you do not have a personal phone 

or the system cannot verify your information, visit the Verifying with an Extended Video Call 

page in the ID.me Help Center. 

 

Figure 22: Verify Your Identity - Enter Your Phone Number  

https://help.id.me/hc/en-us/articles/360052242853-Verifying-with-an-extended-video-call
https://help.id.me/hc/en-us
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Step 4. Enter your Social Security number and select Continue. 

 

Figure 23: Verify Your Identity - Enter Your Social Security Number  
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Step 5. Review the information displayed:  

a. If the information is correct, check the box to attest to its accuracy and select Continue. 

b. If the information is not correct, select No. You will be prompted to attempt identity verification 

again. 

 

Figure 24: Verify Your Identity -Is Your Information Displayed Correctly?  
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Step 6. After your identify is verified, you will be directed to the CMS Enterprise Portal “My Portal” page. 

 

Figure 25: CMS Enterprise Portal “My Portal” Page 

If you already have a CMS Portal or Login.gov account, you will be directed to the “Account 

Found” page. This means CMS located an account that matches your information. You may link 

your CMS Portal and Login.gov accounts to your new ID.me account to access the applications 

associated with your existing account(s). Refer to Appendix D for guidance. 

Once your identity is verified and your account is created, you may request access to the CMS applications 

required for your role. 
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C. Logging In to the CMS Portal Using Your ID.me Account 

Once you have created an ID.me account, you can sign in to the CMS Enterprise Portal using your new ID.me 

credentials. 

Step 1. Access the CMS Enterprise Portal at portal.cms.gov and select Sign In. 

 

Figure 26: CMS Enterprise Portal Sign In Page  

https://portal.cms.gov/
https://portal.cms.gov/
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Step 2. The CMS Portal will direct you to the CMS.gov Identity Management System. In the “ID.me” section, 

select Continue. 

 

Figure 27: CMS.gov Identity Management –ID.me Section 

  

https://idm.cms.gov/
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Step 3. Enter your email address and select Continue. 

 

Figure 28: ID.me – Sign In – Enter Email Address 

Step 4. Enter your password and select Continue. 

 

Figure 29: ID.me - Complete Your Sign-In  
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Step 5. Complete the multi-factor authentication when prompted. 

Step 6. On the “My Portal” page, select Add Application to begin your MLMS access request. 

 

Figure 30: CMS Enterprise Portal “My Portal” Page 

Step 7. In the search field or drop-down menu, type “FFM” then select Federally-Facilitated Marketplace 

(FFM) Request for MLMS Training Access from the drop-down menu. 

 

Figure 31: Select and Application - Request for MLMS Training Access 
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Step 8. Select Assister from the drop-down menu and select Next. 

 

Figure 32: Select a Role – Assister 
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Step 9. When asked to provide a reason for your request, type Access assister training. Select Submit. 

 

Figure 33: Request Application Access - Enter Reason for Request 

Refer to the Assister Certification Training Resources on REGTAP or the Assister Certification Training Resources 

on CMS.gov for additional resources on accessing and completing annual Assister certification training on the 

MLMS. 

If you experience issues signing in, visit the ID.me Help Center. 

https://regtap.cms.gov/assisterresources.php
https://www.cms.gov/marketplace/in-person-assisters/training-webinars/training
https://www.cms.gov/marketplace/in-person-assisters/training-webinars/training
https://help.id.me/hc/en-us
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Appendix A. Accessible Workflow Transcript 

This appendix provides a text-only screen-reader-accessible description of the login and access workflow 

illustrated in Figure 1. 

1. Start at the CMS Enterprise Portal: Go to: portal.cms.gov. 

2. Select Sign in.  

3. Redirect to IDM: After opening the CMS Enterprise Portal, you are redirected to the Identity 
Management (DIM) System. 

4. Decision Point: Do you have a CMS Portal account?  

• If yes:  

• Select EUA or IDM User ID and log in with your current CMS Portal credentials. 

• After logging in, you are redirected back to the CMS Enterprise Portal “My Portal” page. 

• From the “My Portal” page, request access to the MLMS. 

• If no: 

• Continue to the next decision point. 

5. Decision Point: Do you have an existing Login.gov or ID.me account? 

• If yes: 

• Log in using your existing Login.gov or ID.me credentials. 

• After logging in, you are redirected to the CMS Enterprise Portal “My Portal” page. 

• From the “My Portal” page, request access to the MLMS. 

• If no: 

• Create a Login.gov or ID.me account. 

• Once your account is created, log in and you will be redirected to the CMS Enterprise Portal 
“My Portal” page. 

• From the “My Portal” page, request access to MLMS. 
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Appendix B. Avoiding Creation of a Duplicate Account 

New users who create an ID.me account to sign in to the CMS Portal should avoid creating more than one 

ID.me account. Having multiple accounts can delay access to annual Assister certification training. 

This appendix explains how to: 

• Determine whether you already have an ID.me account. 

• Reset your ID.me password. 

If you have ever created an ID.me account, or if you have an existing CMS Portal account, use 

your existing account to log in. 

1. Determine Whether You Already Have an ID.me Account 

ID.me does not currently allow users to look up the email address associated with an existing account. However, 

if you try to create a new account, ID.me will prevent you from continuing and display an error message in one 

of two ways. Depending on the situation, ID.me will either notify you that the email address is already 

associated with an existing account or that your personal information is already linked to an ID.me account. 

1.1 Attempt to Create a New Account Using the Same Email Address 

If you try to create a new ID.me account using an email address already associated with an existing ID.me wallet, 

you will receive an error. 

  

https://idm.cms.gov/
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Step 1. Access the CMS Portal at idm.cms.gov and select Continue in the “ID.me” section. 

 

Figure 34: CMS.gov Identity Management –ID.me Section 

  

https://idm.cms.gov/
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Step 2. On the “Create an ID.me Wallet” page:  

a. Enter your personal email address. 

b. Create a password and enter it in both fields. 

c. Select the Terms of Service and Privacy Policy checkbox. 

 

Figure 35: Create an ID.me Wallet  
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Step 3. After selecting Submit, an error message will appear: “Please correct the errors below and try again.” 

An error message under the Email field will state that the email address is already associated with an 

existing ID.me wallet.  

Step 4. To sign in, select If you have an ID.me Wallet, use it to sign in. 

 

Figure 36: Email Used with an Existing ID.me Wallet  
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1.2 Attempt to Create a New Account with the Same Information 

If you attempt to create a new ID.me account with an email address that is not on file, but the personal 

information you enter matches an existing ID.me account, ID.me will detect this and stop the process.  

You will receive a message indicating that an account matching your identity already exists. 

Some users may be offered the option to merge wallets. If you recognize the email address displayed, select 

Merge Accounts so you can sign in using your new email and password.  

 

Figure 37: ID.me – Existing ID.me Account – Merge Accounts 
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If you do not receive the merge option, ID.me will provide an email hint. If you recognize the email, select Sign 

in with the existing wallet. 

 

Figure 38: Existing ID.me Account - Sign In with the Existing Account 

If you do not recognize the email in the email hint, or do not remember creating the verified 

wallet, contact ID.me Support for assistance. 

  

https://help.id.me/hc/en-us/p/contact_support
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2. Reset Your ID.me Password 

If you forgot your ID.me password, you may use the Forgot password? option on the ID.me “Sign In” page. 

To reset your password: 

Step 1. Access the CMS IDM Portal at idm.cms.gov and select Continue in the “ID.me” section. 

 

Figure 39: CMS.gov Identity Management –ID.me Section  

https://idm.cms.gov/
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Step 2. Enter your email address and select Continue. 

 

Figure 40: ID.me – Sign In – Enter Email Address 
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Step 3. Select Forgot Password? 

 

Figure 41: ID.me – Forgot Password? Link 

a. Enter your email address to receive a password reset link. 

b. Open the email from hello@ID.me and select Reset your password. 

 

Figure 42: Reset Your Password Email  
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c. Enter and confirm your new password. Select Continue. 

 

Figure 43: ID.me – Enter New Password and Confirm New Password 

After your password is reset, you will return to the sign-in page to enter your email address and complete the 

login process. 
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Appendix C. Identity Verification Errors 

Sometimes users may experience issues when verifying their identity. Follow the instructions for each error to 

resolve the issue as quickly as possible. This appendix describes the most common identity verification errors.  

For additional troubleshooting guidance, visit the Technical Troubleshooting page on the ID.me Help Center. 

1. Identity Verification Error Codes E4301, E4302, or E4303 

Errors E4301 E4302, or E4303 usually mean that your personal information - such as your name, phone number, 

or address - recently changed and no longer matches public records. 

To fix this issue:  

Step 1. Select Retry. 

 

Figure 44: ID.me – We Couldn’t Verify Your Identity 

Step 2. On the “Is your information displayed correctly?” page, review the information. If any item is 

incorrect, select Edit next to it and update the information. 

Step 3. If prompted, select your verification method and repeat the identity verification again. 

  

https://help.id.me/hc/en-us/sections/360003279374-Technical-troubleshooting
https://help.id.me/hc/en-us
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2. More Information Requested 

If your identity cannot be verified using the Self-Service option, ID.me may prompt you to complete verification 

through an extended video call with a Video Chat Agent. 

You will need one of the following: 

• Two primary identity documents, or 

• One primary document and one secondary document 

For a full list of acceptable documents, visit Primary and secondary identification documents. 

You may also be asked to submit additional documentation to: 

• Verify your Social Security number 

• Confirm your current address 

• Document a legal name change 

 

Figure 45: We Need More Information – Verify Identity on a Video Call 

For detailed instructions, review Verifying with an extended video call on the ID.me Help Center.  

https://help.id.me/hc/en-us/articles/360017833054-Primary-and-secondary-identification-documents
https://help.id.me/hc/en-us/articles/1500002264822
https://help.id.me/hc/en-us/articles/360061573273
https://help.id.me/hc/en-us/articles/360052242853-Verifying-with-an-extended-video-call
https://help.id.me/hc/en-us
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3. Mismatched Information 

A “Mismatched Information” error means the personal information you entered does not match the information 

already stored in your ID.me Wallet. 

 

Figure 46: Identity Verification Error - Mismatched Information 

Review the information on your ID.me profile. Ensure your name is spelled correctly and matches exactly what is 

displayed in your ID.me Wallet.  

• If your name is correct: Select Retry and attempt verification again. 

• If your name is incorrect, due to: 

• Legal name change: Request a name change. 

• Incorrect Spelling: Request a correction.  

After confirming or updating your name, attempt identity verification again. 

If you continue experiencing issues after completing these steps, contact ID.me Support. 

  

https://account.id.me/overview
https://help.id.me/hc/en-us/articles/4409852829207-Updating-your-name-on-your-ID-me-account#fix-an-error-in-your-name
https://help.id.me/hc/en-us/p/contact_support
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Appendix D. Linking your ID.me and CMS Portal Accounts 

If you have an ID.me account – either existing or newly created – and a CMS Portal or Login.gov account, you 

can link them. Linking accounts allows your permissions and applications to be shared between them.  

After creating an ID.me account, or when accessing the CMS Portal for the first time with an existing ID.me 

account, you may be directed to the “Account Found” page. This page appears when the system finds one or 

more accounts that match your information. You will have the option to link your accounts or continue without 

linking. 

To link your ID.me account to your existing account(s): 

Step 1. On the “Account found” page, select Start linking new sign-in option. 

 

Figure 47: Account Found - Start Linking New Sign-In Option 

If you select Cancel and sign in with existing option, you must use your existing login 

credentials. You will not be able to access the CMS Portal using your ID.me account. 
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Step 2. Select Sign in next to the account you want to link. Only the accounts with information that matches 

your ID.me profile will appear. 

 

Figure 48: Verify Existing Account - Sign In 

Step 3. Complete the sign-in process for the selected account. 
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Step 4. After signing in, the “Review Profile Updates” page will display the user profile information from your 

ID.me account that will be added to your profile, as well as the information from your existing account 

that will be removed during the linking process. (The system overwrites your older information and 

replaces it with your new information.) Updating your existing profile is permanent and cannot be 

undone. 

a. Select Confirm and link to finish linking your accounts.  

b. Select Cancel account linking and continue to IDM Home to stop the process. 

 

Figure 49: Review Profile Updates - Confirm and Link 

Step 5. A confirmation message will indicate that your ID.me account is now linked to your existing profile. 

You may sign in using your ID.me credentials or any other existing login method. Select Continue to 

IDM Home. 

 

Figure 50: Account Linked Successfully - Continue to IDM Home  
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Version History 

Version Description of Change(s) 

August 2026 Initial guide for creating ID.me accounts 
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