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Training Topics 

Training Topics in This Module 

• EPPE Application Access Prerequisites 

• Basic Information About EPPE 

•• Update/Amend 

– Sub-Contracting Organization(s) 
• EPPE Help Desk Information 
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EPPE ACCESS PREREQUISITES 



 

    
 

   

EPPE Access Prerequisites 

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access 

• Obtain access to the CMS Enterprise Portal
• Access CMS Portal

– https://portal.cms.gov/
• Obtain Identity Management (IDM) Credentials, Multi-Factor

Authentication (MFA) and EPPE Access
– https://www.cms.gov/files/document/eppeidm.pdf
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https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0
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Basic Information About EPPE 

Icons Used Throughout the EPPE System 

A red asterisks denotes that a field is required to be entered. * 

The question mark icon when selected will display field specific help. 
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UPDATE/AMEND A DUA 



 

.gov I My Enterpnse Portal ;~ My Apps e Charlotte Webb • Q Help c+ Log Out 

Enterprise Privacy Policy Engine 

EPPEHome 

OUA(s) 

New / Re-Use 

Update / Amend 

Close 

Extend 

My DUA(s) 

Un-Finished 

Submitted 

Pending Action(s) 

Approved 

Expired 

Closed 

Denied 

Re-Assign OUA(s) 

Change Contact 

Ad Hoc Request 

search 

CUA Search 

My Access 

Manage Access 

My Preference(s) 

Email Preference 

Exit EPPE 

Logged in as: DUA REQUESTER 

Welcome to EPPE 
EPPE Is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an online Data Use Agreement 
(DUA). 

Goals: 
• Reduce the amount of time to process a DUA. 
• Transition from a paper-based to an automated process. 
• Provide a 100% traceable record of CMS data disclosures 

Training Materials: Visit the EPPE web page on ems.gov, to download Training Slide Decks for the following: 

• Contractor Approval Workflow. 
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DUA Requester – Update/Amend 

EPPE Menu 

Select the  Update / Amend option on the DUA(s)  menu to  display  a list  
DUAs  that  can be updated. 

of Approved 



 

 
iouA 

UPDATE DUA 

PLEASE SELECT ONE OF THE DUA TO UPDATE 

DUA Number 

CONT-2018-53372 

CONT-2018-541 53 

I Showing 1 to 2 of 2 entries 

Organization 

NORTH CAROLINA STATE UNIVERSITY 

NORTH CAROLINA STATE UNIVERSITY 

Requester 

Taraji Henson 

Taraji Henson 

Search: I 1j 

Request Date Status 

1-5-2018 Approved View 

2-21-2018 Approved View 

j 
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DUA Requester – Update/Amend 

List of DUAs Eligible to Update 

1. A list  of Approved DUAs displays. 
2. Select the  View link or Search for the DUA to  update. 

Note:  If there  are  multiple pages of  Approved DUAs,  the  Previous and Next 
buttons  become  enabled for scrolling through the  listing. 



  
 

 

OUA Life Cycle 

MAIN INFORMATION 

CMS Contact (COR) 

Contracl Peuod - Slarl Dalo 
ConuactPenod-End Date 

CUSTODIAN/DESY USERS 

E t,.ow,ng1102of28<1tnes 

DATA FILE DESC RIPTI O NS 

E t,.ow,ng1105of68<1tnes 

DOCUMENTS - Document Uploaded Files 
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DUA Requester – Update/Amend 

DUA Displays 

1. The My DUA screen displays. 
2. Select the Update button. 



  

 

DUA Request 

OUA C " ~ <o<n ~• ty1 .. 

U UA ,~.,,..,._ , I YI>• 

c,. .. ,,_,, , _ , ..,. , • •• " ,~ .. ,~ 
,,.,,,,, .. ,;, , ,.,,. .... f , ,., .,, .. , ., 

-
-

-
__J 

---------------------

,,.,.._.,,n.,,.,> _________ ,. 

====-

------

-
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DUA Requester – Update/Amend 

DUA Review Screen Displays 

1. The  Update DUA Request  Review 
screen displays  on this slide  with the 
following  editable sections: 

• Main Information 
• Subcontractor Organization(s) 
• Custodian/DESY Users 
• Existing  Data File Descriptions 
• Re-use  Data File Descriptions 
• New  Data File Descriptions 
• Documents 
• Comments 

2. The  second half  is  displayed on the 
next slide. 



 

  

OATA FILE OESCRIPTIONS 

PDE.22 -~ PAEsatlPTION MuG Evfi.Nl' 0-.TA 

Pl'V",4 • ~ PRF~PTION ORUOf"\/l'"NT ™TA {16• \/AlitAl;U. f'"<L) 

l~Cf-~ - ~w.iow.A.1 CJ~1lRISl'CSflL~l!> 

~111;>.loll0fflnll5 

RE-USE OATA FILE OFSCRIPTIONS 

NEW OATA FILF OESCRIPTIONS 

DOCUMENTS 

2010 

''"' 

I Oocument I Uplot!Oed F, i,,.~ 

C4nlhilH~ 

allaEitffil'I· · 1 , i♦ 

2000 t"Jla•Ktws -p•ooo 
,_Jt'llllmJ 

'°'' 0 

0 

0 

--
--

+;,.+•em 
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DUA Requester – Update/Amend 

DUA Review Screen Displays 

The second half  of  the  Update DUA  
Request  Review  screen is  displayed here  
with the  following editable sections: 

• Existing Data File Descriptions 
• Re-use  Data File Descriptions 
• New Data  File Descriptions 
• Documents 
• Comments 



 

  

  

Update DUA Request 

REVIEW 

Up(lalAd DUA Re,que~I 

DUA Lif• eye.It 

MAI INFORMIITION 

..,....,_, 

Ul)tmt,Ol)Lao 

o,:iaoo:■DO!'tr..r• 

,....,,.,_. 
~actlnfDfm•lion 

Ca'ilr.-:lrl!toi Stm'1Dollt 
teftrklFOrod 1:..-.dl>lll'(I 

SUBCONTRACTOR ORGANIZATION(S) 

Q · CMS m0CRM4S 

VPOAll; CllJA 

Cb30lto18 

r+Ot:r't1 C:.•AOt.mA $fAf(Ut,,I\l'Ut~'I' 

, ..... ..., 

0 

--

--
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DUA Requester – Update/Amend 

Edit DUA: Subcontractor Organization(s) 

Select the Edit button associated with the 
Sub-contractor Organization(s) section to 
make changes. 



 

  

Update DUA Request 

ORGANIZATION(S) 
Required fields are marked with an asterisk (*). 

Your Organization : NORTH CAROLINA STATE UNIVERSITY 

Do you wish to add/remove a sub-contracting organization(s) for this DUA request? 

YES• NO Q) 

-
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DUA Requester – Update/Amend 

Edit DUA: Subcontractor Organization(s) 

1. Editable  Organization(s)  section. 
2. In this  example,  the Approved DUA being  updated shows the original selections: 

• The  No button was selected to  answer the question “Do  you wish  to add/remove 
a sub-contracting organization(s) to  this  DUA  request?”. 



 

  

 
      
  

Update DUA Request 

I ORGANIZATION(S) 

Required fields are marked with an asterisk(*). 

Your Organization : NORTH CAROLINA STATE UNIVERSITY 

Do you wish to add/remove a sub-contracting organization(s) for this DUA request? 

YES• NO Q) 
I 

8¥\:Mi+-m 
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DUA Requester – Update/Amend 

Edit DUA: Subcontractor Organization(s) 

1. You can perform the following actions: 
• Select the Yes button to add sub-contracting organization(s) to the table. 

2. Select the Save button after adding sub-contracting organization(s). 



New/ Re-Use DUA Request 
ORGANIZATION (S) 

Your Organization ; NORTII CAROLINA STATE UNIVERSITY 

Do you wish 10 addlrem'JVe a sub-o:mtractir,g organlz.ation(s) for 111ls DUA request? 

• YES NO Q) 
Use the Sub-contracting Organization (autocomptete search fie1d) to selecl an organization and then cllct Add bunon to add the sub-con1ractlng organization to 
IM DUA Request. ~.al 1rie: proce-ss 10 acid a&fltlonal $01:t-cormactlng org.an1.zatlons 10 lhe: DUA R~quesl. 1r tne 0Jganli.a110n Is nol locate-cl rn tne Si!',;1rcn 11$1, 

select Cannot Locate Organization lfnk. The selected sub-oontraclJng organlz.alioos on the DUA requesl are shown In the 1able. 

Salact Sub-Contracting 

OrganlzaUon " : 

(untvcr$1ty ol nonn caroll~ ] cannot locate n,~ Organtzanon? ® 
UNIVERSITY OF NORTH CAROLINA 

• 
UNIVERSITY OF NORTH CAROLINA • CHAPEL HI LL 
UNIVERSITY OF NORTH CAROLINA - GREENSBORO 

UNIVERSITY OF NORTH CAROLINA (UNC) 

UNIVERSITY OF NORTH CAROLI NA • CHARLOTTE 
setocted SUl>-COotrac<tng Orgal UNIVERSITY OF NORTH CAROLINA 

j Sub-Contracting Orgnn!zatlon Name I Action 

Mi-k♦◄·@M MMIN♦M@M 
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DUA Requester – New Contractor DUA Request 

Add Sub-Contracting Organization 

1. Answer Yes to select a Sub-contracting Organization
2. Enter the Sub-Contracting Organization name
3. Select the sub-contracting organization from the drop-down list.
4. Select Add
Note: You must select the organization from the list.



New I Re-Use DUA Request 

ORGANIZATION(S) 
ReqUll9d f/6/d$ are marked w.'rh an al!tf.ttrl$k r•) 

Your Organlz.atlon : NO~TH CA~OLINA STATE UN IVERSITY 

Do you wtsh to adClremove a sub-a>ntracllng organlz.atlon(s) for lnls DUA request? 

• YES NO (D 

Use the Sub--Conlractlr,g Orgal'laatloo (autocomplet«!I seiJrch field) to select an organizaUon and then dick Add button to add the sub-conuacijr)9 organll:atJon to 
I.he DUA Request. Repeat the process 10 add addltlonal sub-contracting organlzatlOns lo the DUA Request, If the organtzation Is not localed In the search 11$1, 
~ Cannot Locate Organization link, The selected s:ub-00n1mc,lng orgal'llzallons oo the DUA reciuest rue Shawn in the !Obie. 

S.l•ct Sub-Contracting 

Organization • : 

Search by entering al 1eas1 3 characters C3nnot kX:ale lhe Organuat.on? (D .. 
Scleaed Sub-Conlractlng Organizallons 

■ Su.t>-eontractlng orgi:nizauon Ni:une Action 

U rv£RSITV OF NORTH CAROLINA 

ew1+ 11++nue 
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DUA Requester – New Contractor DUA Request 

Sub-Contracting Organization Displays in Table 

1. After selecting the Add button, the Sub-Contracting Organization is added to the 
selection table. 

2. Select Next 
Note: You can select the Remove link to remove the sub-contracting organization from 
the table. 



 

 

  
  

 

EXISTING DATA flLE DESCRIPTIONS 
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~,1102o112--

Nt:W D.ArA HU: DESt.':HIPT10N$ 

l..MCMI: . CU NIC'.IIL DM'J,tOSTIC lAt'J rEI!! M;Hl!!t'.11..U. CAAl!llt!A rn..l!! 

SIIOWna,,~2011l!«lllff 

DOC:UMENTS 

m+s1 @I' + I ·♦ 

"'" 
"'" 

""' 

""' 

--
0 

0 

0 

--
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DUA Requester – Update/Amend 

Edit DUA: Add Comments 

1. All updates of the DUA are complete. 
2. Enter any applicable Comments (optional). 
3. Select the Next button. 
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DUA Requester – Update/Amend 

Edit DUA: Terms and Conditions 

1. The Terms and Conditions agreement 
screen displays (shown in 2 parts for 
legibility). 

2. Select the I agree to the terms and 
conditions above check box. 

3. Use your browser to print (if applicable). 
4. Select the Submit button. 
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DUA Requester – Update/Amend 

Edit DUA: Submitted Message 

1. The confirmation message 
displays. 

2. Select the Print DUA button to 
print or save the DUA as a PDF. 

3. Select the green plus sign icon to 
view the DUA Life Cycle. 

4. The DUA can be viewed in the 
Submitted queue. 

5. The DUA will need to be 
reviewed and Approved by the 
COR and then Certified by the 
DMT before it displays in the 
Approved queue. 
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DUA Requester – Print DUA 

Please refer to the Print DUA training module for more information 
on printing your DUA. 
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EPPE Help Desk Information 

EPPE Help Desk Contact Information 

Hours of Operation: Monday – Friday  9:00 AM to 6:00 PM EST 

844-EPPE-DUA (844-377-3382) 

eppe@cms.hhs.gov 

mailto:eppe@cms.hhs.gov

	Enterprise Privacy Policy Engine (EPPE)
	Training Topics
	EPPE access pre-requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE Access Pre-Requisites
	EPPE requester roles and workflow
	Requester Contractor DUA Workflow Roles
	Requester Contractor DUA Approval Workflow
	OBTAINING THE EPPE DUA REQUESTER ROLE
	Obtaining the DUA Requester Role
	Obtaining the DUA Requester Role
	Obtaining the DUA Requester Role
	Obtaining the DUA Requester Role
	Obtaining the DUA Requester Role
	Obtaining the DUA Requester Role
	Basic information�and�logging into EPPE
	Basic Information about EPPE
	EPPE Login
	DUA Requester – EPPE Login
	DUA Requester – EPPE Login
	DUA Requester – EPPE Login
	DUA Requester – Help
	Blank Page
	Blank Page
	Untitled
	Prereqs_BasicInfo_Slides.pdf
	Enterprise Privacy Policy Engine (EPPE)
	Training Topics
	EPPE access prerequisites
	EPPE Access Prerequisites
	Basic Information About EPPE
	DUA Re-assignment
	DUA Re-Assignment
	�Initial re-assignment
	DUA Re-Assignment – Requester’s Initial Log-in
	�change contact
	�DUA Re-Assignment – Change Contact�
	�DUA Re-Assignment – Change Contact�
	�DUA Re-Assignment – Change Contact�
	� DUA Re-Assignment – Change Contact�
	 �DUA Re-Assignment – Change Contact�
	 �DUA Re-Assignment – Change Contact�
	� DUA Re-Assignment – Change Contact�
	� DUA Re-Assignment – Change Contact�
	� DUA Re-Assignment – Change Contact�
	 �DUA Re-Assignment – Change Contact�
	 �DUA Re-Assignment – Change Contact�
	 �DUA Re-Assignment – Change Contact�
	�ad hoc request
	 �DUA Re-Assignment – Ad Hoc Request�
	 �DUA Re-Assignment – Ad Hoc Request�
	 �DUA Re-Assignment – Ad Hoc Request�
	DUA Requester – New LDS DUA Request
	EPPE Help Desk Information

	PrintDUA_Reference_Slide.pdf
	Enterprise Privacy Policy Engine (EPPE)
	Training Topics
	EPPE access prerequisites
	EPPE Access Pre-Requisites
	Basic Information About EPPE
	UPDATE COLLABORATING ORGANIZATION(S)
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	DUA Requester – Update/Amend LDS DUA
	REVIEW & SUBMIT UPDATED LDS DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Submit Updated DUA
	DUA Requester – Print DUA
	EPPE Help Desk Information

	EPPE_Prereqs_NEW_20200228.pdf
	*NEW* EPPE Access Prerequisites

	EPPE_Prereqs_NEW_20200311.pdf
	*NEW* EPPE Access Prerequisites





Accessibility Report





		Filename: 

		8 - EPPE_CONT_DUAReq_UpdateSubContOrgs_FINAL_20210125.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



