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Training Topics 

Training Topics in This Module 

• EPPE Application Prerequisites 
• Basic Information About EPPE 
• Update/Amend DUA​

– New Data Files​
• EPPE Help Desk Information 
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EPPE ACCESS PREREQUISITES 



 

    
 

   

EPPE Access Prerequisites 

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access 

• Obtain access to the CMS Enterprise Portal
• Access CMS Portal

– https://portal.cms.gov/
• Obtain Identity Management (IDM) Credentials, Multi-Factor

Authentication (MFA) and EPPE Access
– https://www.cms.gov/files/document/eppeidm.pdf
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https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0


* 
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Basic Information About EPPE 

Icons Used Throughout the EPPE System 

A red asterisks denotes that a field is required to be entered. 

The question mark icon when selected will display field specific help. 
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UPDATE/AMEND A DUA 
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.gov I My Enterpnse Portal ;~ My Apps e Charlotte Webb • Q Help c+ Log Out 

Enterprise Privacy Policy Engine 

EPPEHome 

OUA(s) 

New / Re-Use 

Update / Amend 

Close 

Extend 

My DUA(s) 

Un-Finished 

Submitted 

Pending Action(s) 

Approved 

Expired 

Closed 

Denied 

Re-Assign OUA(s) 

Change Contact 

Ad Hoc Request 

search 

CUA Search 

My Access 

Manage Access 

My Preference(s) 

Email Preference 

Exit EPPE 

Logged in as: DUA REQUESTER 

Welcome to EPPE 
EPPE Is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an online Data Use Agreement 
(DUA). 

Goals: 
• Reduce the amount of time to process a DUA. 
• Transition from a paper-based to an automated process. 
• Provide a 100% traceable record of CMS data disclosures 

Training Materials: Visit the EPPE web page on ems.gov, to download Training Slide Decks for the following: 

• Contractor Approval Workflow. 

DUA Requester – Update/Amend 

EPPE Menu 

Select the Update / Amend option on the DUA(s) menu to 
display a list of Approved DUAs that can be updated. 



 

 

 
  

      
   

iouA 
UPDATE DUA 

PLEASE SELECT ONE OF THE DUA TO UPDATE 

DUA Number 

CONT-2018-53372 

CONT-2018-541 53 

I Showing 1 to 2 of 2 entries 

Organization 

NORTH CAROLINA STATE UNIVERSITY 

NORTH CAROLINA STATE UNIVERSITY 

Requester 

Taraji Henson 

Taraji Henson 

Search: I 1j 

Request Date Status 

1-5-2018 Approved View 

2-21-2018 Approved View 

j 
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DUA Requester – Update/Amend 

List of DUAs Eligible to Update 

1. A list of Approved DUAs displays. 
2. Select the View link or Search for the DUA to update. 

Note: If there are multiple pages of Approved DUAs, the Previous and Next 
buttons become enabled for scrolling through the listing. 



  
 

 

OUA Life Cycle 

MAIN INFORMATION 

CMS Contact (COR) 

Contracl Peuod - Slarl Dalo 
ConuactPenod-End Date 

CUSTODIAN/DESY USERS 

E t,.ow,ng1102of28<1tnes 

DATA FILE DESC RIPTI O NS 

E t,.ow,ng1105of68<1tnes 

DOCUMENTS - Document Uploaded Files 
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DUA Requester – Update/Amend 

DUA Displays 

1. The My DUA screen displays. 
2. Select the Update button. 



  
  

 

 
 

 

   

  

 

DUA Request 
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DUA Requester – Update/Amend 

DUA Review Screen Displays 

1. The Update DUA Request Review
screen displays on this slide with the
following editable sections:

• Main Information
• Subcontractor Organization(s)
• Custodian/DESY Users
• Existing Data File Descriptions
• Re-use Data File Descriptions
• New Data File Descriptions
• Documents
• Comments

2. The second half is displayed on the
next slide.



 

  

    
    
 

 
 

OATA FILE OESCRIPTIONS 

PDE.22 -~ PAEsatlPTION MuG Evfi.Nl' 0-.TA 

Pl'V",4 • ~ PRF~PTION ORUOf"\/l'"NT ™TA {16• \/AlitAl;U. f'"<L) 

l~Cf-~ - ~w.iow.A.1 CJ~1lRISl'CSflL~l!> 

~111;>.loll0fflnll5 

RE-USE OATA FILE OFSCRIPTIONS 

NEW OATA FILF OESCRIPTIONS 

DOCUMENTS 

2010 

''"' 

I Oocument I Uplot!Oed F, i,,.~ 

C4nlhilH~ 

allaEitffil'I· · 1 , i♦ 

2000 t"Jla•Ktws -p•ooo 
,_Jt'llllmJ 

'°'' 0 

0 

0 

--
--

+;,.+•em 

11

DUA Requester – Update/Amend 

DUA Review Screen Displays 

The second half of the Update DUA 
Request Review screen is displayed here 
with the following editable sections: 

• Existing Data File Descriptions 
• Re-use Data File Descriptions 
• New Data File Descriptions 
• Documents 
• Comments 



 

   

   

EXISTING OATA f1LE DESCR1PTION$ --
'"' 0 

POl2•-401i,PRESCffiP1~D'tl.JOCVDiTCAIA(16•\'~[SI 

'"' 0 

RE-USE DATA FrLE DESCRIPTIONS --
POI; 15 • !!i'- f'nf ..C::RtPTION DRUG fVfHl D,IJ,_ 11- 1~\'MIN!l,F<;) RF--U~-f 

NEW DATA ALE DESCRIPTIONS 

DOCUMENTS --
-=---
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files 

Select the Edit button associated with the New 
Data File Descriptions section. 



 

   

 
 
 
  
  

 

Update DUA Request 

DUA Number · CONT-201~153 

NEW DATA FILE(S) SELECTION 

Prtvac:y Level : (i) 

S.i.ct Cato File Descriptions Start typing IO sea,ch 

Add selection to DUA request 

Selected New Data File DescnptlOlls 

0;1bl'n.DucripC10r1 Prtucy~I 

No data :jiV;)ll,aNe ~ tati6e 

snmmg o too Of o entnes .. 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files 

1. The New Data File(s) 
Selection screen displays. 

2. Select the Privacy Level. 
3. Select the new data file(s). 
4. Select the Add selection to 

DUA request button. 



 

   

   

  

     
   

  
   

Update DUA Request 

DUANun-oer. COl'IT-2018-641$3 

NEW DATA FILE(S) SELECTION 

Pr1Y6C)' LAYII : 10ENllS:1A8LE (f) 

Select Data Fllit Otscr1ptJons Stan typing to se-arcn. 

OM£TSB -100¾ Durabl• Medical Equipment Test System B.,se 

INP · i 00% INPATI.ENTCLAJMS 

CRF • 100'/,CROSS REFERENCE PILE 

PDE22- 20% PRESCRIPTION DRUG EVENT DATA 

MTSB • 25•4 Medicare TOS:l Banarielary Sa.mpJo 

PDE2A • 40% PRESCRIPTION DRUD EVENT DATA (16• VARIABLESI 

Selected New Data File Descripdans 

LABCAR - CLINICAL DIAGNOSTIC LAB FEE 
SCHEDULE CARRIER FILE 

L.A9NAT · CLINICAL DIAGNOSTIC LAB ltE 
SCHEDULE NATIONAL FILE 

IDCNTIFIABLC INCOMPLETE 

IDENTIFIABLE INCOMPLETE 

■ 

EOll IR""""" 0 

Edit I Remove O 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files 

1. The table displays the file 
selections. 

2. The file status is 
Incomplete. 

3. Select the Edit link to add 
attributes to the data file, or 

4. You can select the Remove 
link to remove the file from 
the table. 



 

   

   

 

 
 

 

  
  

 
   

   

Data file Information " 
1 . Data fi I e extractlo n 2. Custodians 3 Shipping !~formation 

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE 

Data File Extraction 'I, I Sel~t an Opt,on . (J) 

Cohort • : 

from * : Select an Option . (?) 

To • : St'lect III Oplkm 0 

Quorte r(s): Choos<>OuMors 

Slate(s) (If applicable) : Se1M1 SomA- Opuons .. 
Selected Multiple From and To Year 

ID I FROM YEAR Mrli5i:HF·i'/H:hl Ezlraction % / Cohort STATES I STATUS ACTION 

Previous Ill 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data File Attributes 

1. The Data File Extraction pop-
up screen displays. 

2. Select the Data File 
Extraction % / Cohort. 

3. Select the From year. 
4. Select the To year. 
5. Choose any Quarters 

(optional). 
6. Select any States (optional). 
7. Select Add. 

Notes: 
Some file years in the year range 
may not be available (e.g. 2019 
file year). 



 

  

 
 

 

Data file Information 

1. Data ftle extraction 2 C tor'ans 3. Sh pp ng l~fo;-matlon 

Data Flle Descr iption : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE 

Data File Extraction % / 

Cohan • : 

From • : 

To • : 

Quarter{s) : 

State(•) (II applicable) : 

select an Ugt • Q) 

anQE!...,__ Q) 

Sdcct an Opt (j) 

Selected Multiple From and To Year 

ID I FROM YEAR I TO YEAR QUARTER Extraction "I. I Cohort STATES STATUS ACTION 

2010 201 8 

Previous Ill: 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data File Extraction Attributes 

1. The data file extraction 
attributes display in the 
table below. 

2. Select Next. 



 

 

 

 

 

  
 

 

Data file information X 

1. Data file extraction 2. Custodians 3. Sh1pning Inforr1almn 

Selected Custodian Locations and Custodians 

l·M·il-+fil,H:E Custodian Location Custodians --UNIVERSITY OF P.O. BOX 250. SAXAPAHAW, North 1. AOEW'O LE ADAMSON 
1. lest@eppe.com 1. (9 19) 843-7092 

NORTH CAROLINA Carolina, 27340, USA 

NORTH CAROLINA 
STATISTICS OEPARTMENT23 11 

1. MONTSERVAT FUENTES 

STATE UNIVERSITY 
STINSON DRIVE. RALEIGH, North 1. lest@eppe.com 1. (9 19) 5 15-1921 

Carolina, 27695, USA 

FMiiHI Ill 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data File Custodians 

1. The Custodians tab displays. 
2. The Organization, Custodian 

Location, and Custodians with their 
Email and Phone are displayed as 
view-only in the table. 

3. Select Next. 

Notes: 
• In this example, the Custodians 

table is automatically populated. 



 

     

 
  

  

   
  

  
 

  

Data file infonnation x 

3. Shipping Information 

Data File Description LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE 

Required fields are marked with an asterisk ( 0). 

Access Method 11 : 
• DIRECT ACCESS SHIPPING BOTH DIRECT ACCESS AND SHIPPING Q) 

DIRECT ACCESS INFORMATION 

Acee•• To Which Data CCW/VRDC • DESY/IDR EFT Other Q) 
01:!isemlnator • : 

FMiHIFIII 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files Shipping Information 

1. The Shipping Information tab 
on the Data File Information 
tab displays. 

2. Select the appropriate Access 
Method. 

Note: In this example Direct Access 
is the default Access Method and 
DESY/IDR is the default Data 
Disseminator because a DESY User 
was added to the DUA. 



 

     

  
 

  

 

 
 

 
  

 
 

Data flte Information 

3. Shipping I nformation 

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE 

R@quired fi@lds ar@ mark@d with an ast@risk ( • ). 

Access Method • : DIR ECT ACCESS SH IPPING • BOTH DIRECT ACCESS AND SHIPPING Q) 

DIRECT ACCESS INFORMATION 

Access To Which Data CCW/VRDC • DESY/IDR EFT Other Q) 
Olssemlnator • : 

Oata Olss@mlnatlon 

System • : SHIPPING INFORMATION 

Data Shipping Locatton "' : u~ ~111ppln<1 Lor.ntion. 

Primary Recipient • : I\OOSt" R~1plf-nt 

Carrier : 5.,1,- t 1n Option 

Selected Shipping Details 

Q) 

Q) 

Add New Locattoo Q) 

Id Shipping Location I Recipient I Canier j Carrier Account Number I Action 

l&IHI--

X 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files Shipping Information 

1. The expanded Shipping 
Information screen displays (this 
example is based on selecting the 
Both Direct Access and Shipping 
option). 

2. Select the Access to Which Data 
Disseminator (the system defaults 
to DESY/IDR in this example 
because a DESY User was added 
to the DUA). 

3. Select the Data Disseminating 
System. 

4. Select the Data Shipping Location 
or Add a New Location. 

5. Select the Primary Recipient. 
6. Select the Carrier (optional). 
7. Select Add. 



 

     

   
  

Data file Information 

3. Shipping Information 

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE 

Required fields are marked with an asterisk(*). 

Access Method • : DIRECT ACCESS • SHIPPING BOTH DIRECT ACCESS AND SHIPPING Q) 

Data Dissemination 

System •: 

Data Shipping Location • : 

Primary Recipient • : 

Carrier : 

OESY/IOR .. 
SHIPPING INFORMATION 

Sh f'P , lo 11 

hoosc Rec. nt .. 
selected Shipping Details 

Q) 

Q) 

Add New Location Q) 

Id I srupptng Loe.anon I ~ecipl9nl I earner earner Account Nurrtb9f AcUon 

-••--

" 
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DUA Requester – Update/Amend 

Edit DUA: Add New Data Files Shipping Information 

1. The shipping information displays in the table. 
2. Select the Finish button. 



 

     

    
  

   
  

 
    

   
  

   
 

    

Update DUA Request 

DUA Nur'l"ber : CONT-2018-54153 

NEW DATA FILE(S) SELECTION 

Pr1Vaey LAVtl : IOENTIFIA8Lf 

Se!Oct Dal.a Fllt ouenptions swt typing to search 

OMElSB - , 00'1. Curable Mltdical Equipment rut sys.tern Bas. 

INP -100'",4 INfl'ATIENT CLAIMS 

CRI= • 100'"-CROSS REFERENCE FILE 

POE22 • 20% PRESCRIPTION DR.UQ EVENT DATA 

MTSB - 25% Medic.air. Test Beneficiary Sample 

POE24 • 40'"1. PRESCRIFl110N ORUG EVENT DATA (15+ VARIABLES) 

Add Al•ctlon to CUA roques:t 

Seleded New Data File Descript,ons 

...... 
I.AecAR - CLINICAi. OIAc,;,,JOSTIC I.Al! fEE 
SCHEDULE CARRIER FILE 

2010 2018 IDEl'ffiFIABLE COMPLETE 

1.AeNAT • Cl.lNICAL DIAGNOSTIC I.AB FEE 
SCHEDULE NATIONAL FILE 

Si-.,,.fng1102ol2enbtes 

IOl;NTIFIABLE INCOMPLETE 

0 

E•• 1- 0 
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DUA Requester – Update/Amend 

Edit DUA: Data File Attributes for First File is Complete 

1. The first file’s status is Complete. 
2. Select the Apply All link to apply the 

same attributes to all the files, or 
3. Select the Edit link to enter attributes 

for each file. 

Notes: 
• The Apply All link will only display if 

the DUA has multiple files. It displays 
once data file attributes for the first 
data file selection have been 
completed. 

• If the data file attributes should be 
different for the files, individual editing 
is available by selecting the Edit link. 



 

    

     
  

      
 

   

Apply Data Selection Attributes X 

Select t he data f ile(s) to wh ich you wish to apply the selected data attr ibutes . 

■ select All Data File Description Status 

LAB NAT - CLI NICAL DIAGNOSTIC LAB FEE SCHEDULE NAT IONAL FILE INCOMPLETE 

Apply to DUA request 
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DUA Requester – Update/Amend 

Edit DUA: Apply First Data File Attributes to All Files 

1. The Apply Data Selection Attributes pop-up displays. 
2. Select the Select All check box to select all data files, or Select individual data files. 
3. Select the Apply to DUA request button. 

Note: When using the Apply All feature on new data files, all Extraction attributes (Year Range, From/To 
Years, and States/Quarters as applicable), Custodian/Data Storage information, and 
Disseminating/Shipping information will be applied to the selected files. 



 

     

  

 

 

 
  

  

Update DUA Request 

DUA Number : CONl'-2018-541SJ 

NEW DATA FI LE(S) SELECTION 

Privacy Level : IOENTIFIABl.E (l) 

Select Data Fih! Oesafptions Stat typmg ID sean;tl .. 

DMETSS - 100% Durable Medrcal Equipment THI sys.tem Sas.a 

INP • 100% INPATIENT CL.AIMS 

CRF • 100~ CROSS REFERENCE FILE 

PDE22 - 20-4 PRESCRIPTION DRUG EVENT DATA 

MTSB · 25% Medlc;ere Tnt hnefkfary Semple-

PD£24. 40% PRESCRIPTION DRUG EVENT DATA (1&-t- VAFUABLES) 

Adel so1ocuon to DUA req1.MSt 

Selected New Data File Descriptions 

1.ASCAR • CLINICAi. OIAGNOSTIC lA8 SEE 
SCI-IEDUlE CARRIER FILE 

IASNAT. CLINICAL DIAGNOSTIC lA8 FEE 
SCI-IEDVLE NATIONAi. FILE 

Sh<M!ng1102C:,2enttle> 

ln'K'tloll 1', I 
c-. 

1001. 

100,. 

..... To 
Prtncyl-1 

"" 
,.,, 

2010 2018 IDENTIFIABLE 

2010 2018 LD€NTIFIABlE 

■ 

Sbtlll ..... 
COMPLETE ECIIII-• 0 Af'P'/1,1 

COMPLETE Edd I RemoY@- 0 
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DUA Requester – Update/Amend 

Edit DUA: Status for All New Files Displays “Complete” 

1. The New Data Files Selection 
screen redisplays. 

2. The status for all data files is 
Complete. 

3. Select the Done button. 

Notes: 
• Select the green plus sign icon to 

see details about a data file. 
• Select Remove to remove a data 

file if applicable. 



 

 

  
  

 

EXISTING DATA flLE DESCRIPTIONS 
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DUA Requester – Update/Amend 

Edit DUA: Add Comments 

1. All updates of the DUA are complete. 
2. Enter any applicable Comments (optional). 
3. Select the Next button. 
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DUA Requester – Update/Amend 

Edit DUA: Terms and Conditions 

1. The Terms and Conditions agreement 
screen displays (shown in 2 parts for 
legibility). 

2. Select the I agree to the terms and 
conditions above check box. 

3. Use your browser to print (if applicable). 
4. Select the Submit button. 



 

 

   

 
 

 

  

-~r..,r~• 
~ RLUI.I C-:!.T :.TAT-...:. 

,,_ __ fl ,.. _____ ..., ________ ... __ , ., ______ _ 

--· .,.__ .... ~ . 

._.-. ..,. _ .. _ ---.... ~--
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DUA Requester – Update/Amend 

Edit DUA: Submitted Message 

1. The confirmation message 
displays. 

2. Select the Print DUA button to 
print or save the DUA as a PDF. 

3. Select the green plus sign icon to 
view the DUA Life Cycle. 

4. The DUA can be viewed in the 
Submitted queue. 

5. The DUA will need to be 
reviewed and Approved by the 
COR and then Certified by the 
DMT before it displays in the 
Approved queue. 



 

 
  

Update DUA Request Mit·WM 
DUA Number: CONT-2018-54153 

DUA REQUEST STATUS 
Your DUA request CONT~2018-54153 has been submitted for appmval. You wm receive a follow-up erTiilll nollflcation. To view the status or yoor DUA request 
n.-.Vlgate to ·My DUA(s)•. 

DUA L ife Cyc le 

MAIN INFORMATION 

CUA Number 

OUA CuSlom,,r lype 

DUA Ca!CIIOfY 

DUA Request Type 

[xpffetK>n Date 

Roquos.tod Cato 

Request 1 

Rcquestru's Phone Number 

Last Ul)doteo By 

PrqcdNamo 

CONT-2018-!>1153 

ConlrACl()C' 

42 . CMS PROGRAMS 

UPDATE DUA 

1,Jbm1Ued 

06-30-2018 

02-27-2018 

TR1HJ1 Henson 

lakepicn)C@gma!I com 

(800) 555-1212 

NORHt CAROLINA TAr~ UNIVERSITY 

Cxton<I Tosi 

0 
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DUA Requester – DUA Life Cycle 

Displaying the DUA Life Cycle 

Select the Green Plus Sign Icon 
to view the DUA Life Cycle. 



 

 

 
 

  
  

  
   

  

Update DUA Request Hdi-'18 

DUA REQUEST STATUS 
'ft:rJ• OUA.~~ICONT-2)1e-M1S3hd~Sl.b·~~ rOl~rJIJ. Vuuwll1~;,1\ll.o:,w-up~•wJ11ollll..abi.To,,ewh:~til}"UII OUA•~~ 

M'~O: 1:1 'Mt' 01..AliJ)' 

DLIASiltl.dl 

lnPTogrtl811 

SlloYttlQl 1 10.&0l~torlc& 

MAIN INFORMATION 

tJLAl\n:Jo1 

nt.-AC..;J I 

OL..AF:~ll!!Pl 

CN..A.~~ 

......... 

OUA. Aadlllllll! 

F'eb:21,2018~17 
PM 

Feb27,20182:.3S.11 
PM 

Feb 2r, 20,e Z:3!5o OJ 
PM 

... 1)21,:20182:00~ 

PM 

F'<!b:27,20112.06,51 
PM 

C(ifitlt(t'JI 

DUA - cam.,,, -...., 
""' tr,mn.ct,on 

UPIM.TEDUA T11a(I~ 

UPOATI;OOA llll~Hi:lll!iCII 

UfDATc DUA '"""'""" 
UPOATE OUI\ """""'°"' 
t.Jf'OAT'EOUA "'"'""""' 

2 l ◄ 5 S t,,c,;t 
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DUA Requester – DUA Life Cycle 

Status Progressions and Actions Display 

1. The DUA Life Cycle details display. 
2. Select the Next button to scroll through 

the life cycle list if applicable. 
3. Select the Update DUA hyperlink to 

display a list of updates made. 
4. Select the Red Negative Sign Icon to 

collapse the DUA Life Cycle table. 



29

DUA Requester – Print DUA 

Please refer to the Print DUA training module for more information 
on printing your DUA. 



     

30

EPPE Help Desk Information 

EPPE Help Desk Contact Information 

Hours of Operation: Monday – Friday  9:00 AM to 6:00 PM EST 

844-EPPE-DUA (844-377-3382) 

eppe@cms.hhs.gov 

mailto:eppe@cms.hhs.gov
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