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Training Topics

Training Topics in This Module

e EPPE Application Prerequisites
e Basic Information About EPPE

e Update/Amend DUA
— New Data Files
e EPPE Help Desk Information



EPPE ACCESS PREREQUISITES



EPPE Access Prerequisites

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access

* Obtain access to the CMS Enterprise Portal
* Access CMS Portal
— https://portal.cms.gov/

e Obtain Identity Management (IDM) Credentials, Multi-Factor
Authentication (MFA) and EPPE Access

— https://www.cms.gov/files/document/eppeidm.pdf



https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0

Basic Information About EPPE

Icons Used Throughout the EPPE System

( * ) A red asterisks denotes that a field is required to be entered.

@ The question mark icon when selected will display field specific help.



UPDATE/AMEND A DUA



DUA Requester — Update/Amend

EPPE Menu

CMS.gov |My Enterprise Portal otte Webb w @ Help

Enterprise Privacy Policy Engine

Logged in as: DUA REQUESTER
Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an online Data Use Agreement
Update / Amend (DUA),
Goals:
« Reduce the amount of time to process a DUA.
« Transition from a paper-based to an automated process.
- Provide a 100% traceable record of CMS data disclosures.

New / Re-Use

Close

Extend

Training Materials: Visit the EPPE web page on cms.gov, to download Training Slide Decks for the following:

« Contractor Approval Workflow.
Un-Finished

Version 27.1
Submitted
Pending Action(s)
Approved
Expired
Closed
Denied
Change Contact
Ad Hoc Request

DUA search

Manage Access

My Preference(s)

Email Preference

Select the Update / Amend option on the DUA(s) menu to
display a list of Approved DUAs that can be updated.




DUA Requester — Update/Amend

List of DUAs Eligible to Update

DUA

UPDATE DUA
PLEASE SELECT ONE OF THE DUA TO UPDATE

Search:

DUA Number ~  Organization ~  Requester ~  Request Date ~  Status

CONT-2018-53372 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 1-5-2018 Approved View

CONT-2018-54153 NORTH CAROLINA STATE UNIVERSITY Taraji Henson 2-21-2018 Approved View

Showing 1 to 2 of 2 entries

1. Alist of Approved DUAs displays.
2. Select the View link or Search for the DUA to update.

Note: If there are multiple pages of Approved DUAs, the Previous and Next
buttons become enabled for scrolling through the listing.




DUA Requester — Update/Amend

DUA Displays

MY DUA
DUA Life Cycle ©

MAIN INFORMATION

Requester's Email cwebb@test.com
CMs Contact (COR)
2. Select the Update button.

Contract Information
Contract Number HHAHHM-208 1
Task Order Numbor

Contract Period - Start Date 03.01-2018

Contract Period - End Date 03-01-2019

CUSTODIAN/DESY USERS

User Naime. - EvAUseria ~ Organization 5
Aditi Pathak NORTH CAROLINA STATE UNIVERSITY ©
BRIAN REICH AR3S NORTH CAROLINA STATE UNIVERSITY ©

Showing 1 to 2 of 2 entries

DATA FILE DESCRIPTIONS

DOCUMENTS
I ™S
o



DUA Requester — Update/Amend

DUA Review Screen Displays

Update DUA Request

EEEEEE

1. The Update DUA Request Review
screen displays on this slide with the
following editable sections:

 Main Information

- e  Subcontractor Organization(s)

-— * Custodian/DESY Users

Saaren: |

* Existing Data File Descriptions
* Re-use Data File Descriptions
* New Data File Descriptions

* Documents

s * Comments
— = 2. The second half is displayed on the
m— next slide.

(2000
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DUA Requester — Update/Amend

DUA Review Screen Displays

EXISTING DATA FILE DESCRIPTIONS

Datn s Uwacripsion om Yoar o
PRI 10N DRIMG EVENT DAT, 018 <
[&] Fhal WENT DA RIABLF! {+]
LARAC T 1 {+]
Showing 1 10 3 0f 3 ontrics.
RE-USE DATA FILE DESCRIPTIONS
e Fil Devcrition Froom Your
Showng O (2008 0 eiliss
MEW DATA FILE DESCRIPTIONS
S —— From vaar o vear
Showang O 1 008  anirss
DOCUMENTS
| Document | Uploaded Files
SIOMATLRE ADDINDUN Ea was————
Commes Ll
e TS e

The second half of the Update DUA
Request Review screen is displayed here
with the following editable sections:

e Existing Data File Descriptions
* Re-use Data File Descriptions
* New Data File Descriptions

* Documents

e Comments
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DUA Requester — Update/Amend

Edit DUA: Add New Data Files

T A FILI
........ - Froem -
PDEZ2 PT
POERE
POECE HA

Showng 1153 013 entres

RE-USE DATA FILE DESCRIPTIONS

Ui e Dimcripiion Proem Ve o man

PDE 15 - 5% PRESCAIPTION DRUG EVENT DATA {1-15 VARIASLES)

Select the Edit button associated with the New
Data File Descriptions section.

Shuperneg 1123 0l T enkies

MNEW DATA FILE DESCRIPTIONS

Ut 1 e Dseripginn Fonm Taat

Showng 0 12 0 0l 0 ks

DOCUMENTS
Document Updoaded Fllos
SITNATUAE ADOENDUM fagranee_Adsencues s
Comemarns :
2000
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DUA Requester — Update/Amend

Edit DUA: Add New Data Files

Update DUA Request

DUA Number : CONT-2018-54153
NEW DATA FILE(S) SELECTION

eids are marked with an asterisk (*).

Frivacy Level :

1. The New Data File(s)
Selection screen displays.

2. Select the Privacy Level.

Select the new data file(s).

4. Select the Add selection to
DUA request button.

Select Data File Descriptions  Start typing to search

w

Add selection to DUA request

Selected New Data File Descriptions

[Data File Description Extraction % | Cohon From Year To Year Privacy Level Status Action

No data avallable in table

Showing 0 to 0 of O entries
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DUA Requester — Update/Amend

Edit DUA: Add New Data Files

Update DUA Request

DUA Number : CONT-2018-54153
NEW DATA FILE(S) SELECTION

Required flelds are marked with an asterisk (%)
Privacy Laval DENTIFIABLE

Select Data File Cescriptions | Stan typing to search.

DMETSE - 100% Durable Medical Equipment Test System Base

INF - 100% INPATIENT CLAIMS

CRF - 100%CROSS REFERENCE FILE

PDEZ2Z - 20, PRESCRIPTION DRUG EVENT DATA

MTSB - 25% Medicare Test Beneficiary Sample

PDE24 - 40%, PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES)

Selected New Data File Descriptions

Extraction % / From To

e i canort Year Year

Privacy Lavel Status Action
LABCAR - CLINICAL DIAGNOSTIC LAB FEE

I FL IN PLE

SCHEDULE CARRIER FILE HENTIFIARLE CRimLRR
LABMAT - CLINICAL DIAGNOSTIC LAB FEE

SCHEDULE NATIONAL FILE IDENTIFIABLE INCOMPLETE

The table displays the file
selections.

The file status is
Incomplete.

Select the Edit link to add
attributes to the data file, or
You can select the Remove
link to remove the file from
the table.

Showing 1 1o 2 of 2 entries
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DUA Requester — Update/Amend

Edit DUA: Add New Data File Attributes

Data file information

1. pata file extraction

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Data File Extraction % /
Cohort *:

From *:
To™:

Quarter(s) :

State(s) (if applicable) :

Selact Soma Oplions
Selected Multiple From and To Year

n FROM YEAR m QUARTER Extraction % / Cohort STATES STATUS m

Next

1. The Data File Extraction pop-
up screen displays.

2. Select the Data File

Extraction % / Cohort.

Select the From year.

Select the To year.

5. Choose any Quarters
(optional).

6. Select any States (optional).

7. Select Add.

W

Notes:

Some file years in the year range
may not be available (e.g. 2019
file year).

15




DUA Requester — Update/Amend

Edit DUA: Add New Data File Extraction Attributes

Data file information

1. Data file extraction

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Data File Extraction % /
Cohort *

From *:
To *:
Quarter(s) :

State(s) (if applicable) :

ted Multiple Fro nd To
o FROM YEAR TO YEAR QUARTER Extraction % / Cohort STATES STATUS m

New Year(s) Remave

The data file extraction
attributes display in the
table below.
Select Next.

16




DUA Requester — Update/Amend

Edit DUA: Add New Data File Custodians

Data file information x

2. custodians

1. The Custodians tab displays.

Selected Custodian Locatiens and Custedians 2. The Organlzatlon, CUStOdlan
(6| oo otz | | e Locati ians with thei
ocation, and Custodians with their
UNIVERSITY OF P.0. BOX 250, SAXAPAHAW, North 1. ADEWOLE ADAMSON 1 test@eppe com 1 (918) 3437082 4
NORTH CAROLINA Carolina, 27340, USA

MORTH CAROLINA SUMALEF 3L S ek 1. MONTSERVAT FUENTES

Email and Phone are displayed as
STATE UNIVERSITY g:L:Ii[;fJQI;)SR;\;FO;{:LEIGH‘Nortn 1. test@eppe.com 1.(919) 9151821 View_only in the table.
3. Select Next.

Notes:
* In this example, the Custodians
table is automatically populated.

17



DUA Requester — Update/Amend

Edit DUA: Add New Data Files Shipping Information

Data file information

3. Shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Required fields are marked with an asterisk ().

Acoers Method s * DIRECT ACCESS 'SHIPPING - BOTH DIRECT ACCESS AND SHIFFING (2

DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC *DESY/IDR JEFT (Other (2

Disseminator * :

1. The Shipping Information tab
on the Data File Information
tab displays.

2. Select the appropriate Access
Method.

Note: In this example Direct Access
is the default Access Method and
DESY/IDR is the default Data
Disseminator because a DESY User
was added to the DUA.

18




DUA Requester — Update/Amend

Edit DUA: Add New Data Files Shipping Information

Data file information

4 Shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Reguired fields are marked with an asterisk ().

Access Method * DIRECT ACCESS ' SHIPPING =BOTH DIRECT ACCESS AND SHIPPING (2

DIRECT ACCESS INFORMATION
Access To Which Data CCW/VRDC =DESY/IDR “EFT «‘Other (2
Disseminator * :

Data Dissemination L
System *: SHIPPING INFORMATION

Data Shipping Location * : 5 i » | Add New Location (2

Primary Recipient *:

Carrier : S J t 2
Selected Shipping Details

o

The expanded Shipping
Information screen displays (this
example is based on selecting the
Both Direct Access and Shipping
option).

Select the Access to Which Data
Disseminator (the system defaults
to DESY/IDR in this example
because a DESY User was added
to the DUA).

Select the Data Disseminating
System.

Select the Data Shipping Location
or Add a New Location.

Select the Primary Recipient.
Select the Carrier (optional).
Select Add.

19




DUA Requester — Update/Amend

Edit DUA: Add New Data Files Shipping Information

Data file information
3. shipping Information

Data File Description : LABCAR - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE CARRIER FILE

Required fields are marked with an asterisk (*).

Access Method *:

Data Dissemination
System *:

DIRECT ACCESS = SHIPPING - BOTH DIRECT ACCESS AND SHIPPING (2

DESY/IDR
SHIPPING INFORMATION

Data Shipping Location = : Add New Location !
Primary Recipient *:
Carrler : an Oytic
Selected Shipping Detalls
Id | Shipping Location Recipiant | Carrier Carrier Account Number m
31 Rock Quarry Road, Raleigh, Nonh Carlina, 27610, USA Ogre Shrek Remae

=

1.
2.

The shipping information displays in the table.
Select the Finish button.

20



DUA Requester — Update/Amend

Edit DUA: Data File Attributes for First File is Complete

Update DUA Request

DUA Number ;: CONT-2018-54153
NEW DATA FILE(S) SELECTION

Required fields are marked with an asterisk (*}

Privacy Level : DENTIFIABLE

Selact Data File Dascriptions  Start typing to search
DMETSE - 100% Durable Medical Equipment Test Systam Base
INP - 100% INPATIENT CLAIMS
CRF - 100%CROSS REFERENCE FILE
PDEZ22 - 207 PRESCRIFTION DRUG EVENT DATA

MTSE - 25% Medicare Test Beneficiary Sample
PDE24 - 40°%; PRESCRIPTION DRUG EVENT DATA 16+ VARIABLES)

Add selection to DUA request

Selected New Data File Descriptions

From To
Data File Descripbon o Yoar Y Privacy Level Statw:
LA BCAR SLMIGA DUGHOSTIC LAB FEE 1005 2010 2018 IDENTIFIABLE COMPLETE

SCHEDULE CARRIER FILE

LABMAT - CLINICAL DIAGNOSTIC LAB FEE

IDENTIFIABLE INCOMPLETE
SCHEDULE MATIONAL FILE

Showing 1 to 2 of 2 entries

1. The first file’s status is Complete.

2. Select the Apply All link to apply the
same attributes to all the files, or

3. Select the Edit link to enter attributes
for each file.

Notes:

* The Apply All link will only display if
the DUA has multiple files. It displays
once data file attributes for the first
data file selection have been
completed.

* |f the data file attributes should be
different for the files, individual editing
is available by selecting the Edit link.
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DUA Requester — Update/Amend

Edit DUA: Apply First Data File Attributes to All Files

Apply Data Selection Attributes %

Select the data file(s) to which you wish to apply the selected data attributes.

LABNAT - CLINICAL DIAGNOSTIC LAB FEE SCHEDULE NATIONAL FILE INCOMPLETE

Apply to DUA request

1. The Apply Data Selection Attributes pop-up displays.
2. Select the Select All check box to select all data files, or Select individual data files.
3. Select the Apply to DUA request button.

Note: When using the Apply All feature on new data files, all Extraction attributes (Year Range, From/To
Years, and States/Quarters as applicable), Custodian/Data Storage information, and
Disseminating/Shipping information will be applied to the selected files.

22



DUA Requester — Update/Amend

Edit DUA: Status for All New Files Displays “Complete”

Update DUA Request
NEL.\' DATA vl.:ILE.(S) SELECTION
i el ilpasndbail 1. The New Data Files Selection
' screen redisplays.

T e B S e e : 2. The status for all data files is

INP - 100% INPATIENT CLAIMS

CRF - 100%CROSS REFERENCE FILE co m p I ete .
PDE22 - 20% PRESCRIPTION DRUG EVENT DATA 3' Select the Done button'

MTSE - 25% Medicare Test Beneficlary Sample
PDE24 - 40% PRESCRIPTION DRUG EVENT DATA 16+ VARIABLES)

.
i Notes:

Selected New Data File Descriptions . .
l : e Select the green plus sign icon to

L:;:::‘.’:::T:\LB!&GNOSTICLABFEE — = = — — Mm',:'-:' ve See details abOUt a data file'

SCHEDULE CARRIER FILE " Apply All L4 Select Remove to remove a data

LABMAT - CLINICAL DIAGNOSTIC LAB FEE i 4 Edit | Remave
S L S RATIONALFLE 100% 2010 2018 IDENTIFIABLE COMPLETE Edit | Remave [+] fi | e if a | ica b I e
PP -

Showing 1 to 2 of 2 entries
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DUA Requester — Update/Amend

Edit DUA: Add Comments

EXISTING DATA FILE DESCRIPTIONS

Dai cranon Frem

PO % PRESC 0]

PO ES RAABL 019

PLE: 010

Stomr
A ESC T

Daia Fils D erigtion o Yoar rear
PHRE SO
W BN

T ——s e 1. All updates of the DUA are complete.
2. Enter any applicable Comments (optional).
e —— 3. Select the Next button.

20
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DUA Requester — Update/Amend

Edit DUA: Terms and Conditions

Update DUA Request

w

The Terms and Conditions agreement
screen displays (shown in 2 parts for
legibility).

Select the | agree to the terms and
conditions above check box.

Use your browser to print (if applicable).
Select the Submit button.

25




DUA Requester — Update/Amend

Lipdaibe DL Recjussi

Edit DUA: Submitted Message

The confirmation message
displays.

Select the Print DUA button to
print or save the DUA as a PDF.
Select the green plus sign icon to
view the DUA Life Cycle.

The DUA can be viewed in the
Submitted queue.

The DUA will need to be
reviewed and Approved by the
COR and then Certified by the
DMT before it displays in the
Approved queue.

26



DUA Requester — DUA Life Cycle

Displaying the DUA Life Cycle

Update DUA Request

DUA Number : CONT-2018-54153

DUA REQUEST STATUS

Your DUA request CONT-2018-54153 has been submitled for approval. You will receive a follow-up email notification. To view the status of your DUA request

navigate to "My DUA{s]".

DUA Life Cycle

MAIN INFORMATION
DUA Numbser

DUA Customar Type

DUA G

DUA Request Type
DA Status

Expiration Date

Requester's Emat
Requester's Phone Number

Lasl Updaled By

an Name

Project Name

®

CONT-2018-54153

Lontractor

42 - CMS PROGRAMS

UPDATE DUA

Subrrmlted

05-30-2018

02-27-201

Taraj Henson

NORTH CAROLINA STATE UNIVERSITY

Extend Test

Select the Green Plus Sign Icon
to view the DUA Life Cycle.
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DUA Requester — DUA Life Cycle

Status Progressions and Actions Display

Update DUA Request  (EEET)

DUA Number ; CONT.2078.55153
DUA REQUEST STATUS
Yot DU 201854153 has L

DUA Life Cycle (c]
Action P
1y amenss
D_"'\ . on User | OMERS D inuctions

Subrittad Watiing for CMS COR Feb 27, 2018 3:04 = =
Appoval FM b gl
In Progress Feb 27, 20182500 POATE DUA e

M
In Progress ;::“ AL E 0 PDATE DUA Tasrsil Henso

Feb 27, 2018 206:09

ogress il POATE DUA Hers

||||| ress T 2018 2050 UPDATE DUA  Tasaii Henscn
Showing 1 1o 5 of 30 eniries

The DUA Life Cycle details display.
Select the Next button to scroll through
the life cycle list if applicable.

Select the Update DUA hyperlink to
display a list of updates made.

Select the Red Negative Sign Icon to
collapse the DUA Life Cycle table.
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DUA Requester — Print DUA

Please refer to the Print DUA training module for more information
on printing your DUA.

29



EPPE Help Desk Information

EPPE Help Desk Contact Information

Hours of Operation: Monday - Friday 9:00 AM to 6:00 PM EST
844-EPPE-DUA (844-377-3382)

eppe@cms.hhs.gov

30
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