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EPPE ACCESS PREREQUISITES



EPPE Access Prerequisites

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access

* Obtain access to the CMS Enterprise Portal
* Access CMS Portal
— https://portal.cms.gov/

e Obtain Identity Management (IDM) Credentials, Multi-Factor
Authentication (MFA) and EPPE Access

— https://www.cms.gov/files/document/eppeidm.pdf



https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0

Basic Information About EPPE

Icons Used Throughout the EPPE System

( * ) A red asterisks denotes that a field is required to be entered.

@ The question mark icon when selected will display field specific help.



PRINT A NEW/RE-USE DUA



DUA Requester — Print New/Re-Use DUA

How to Print the DUA

New / Re-Use DUA Request

DUA Number : CONT-2019-54648

DUA REQUEST STATUS

Your DUA request CONT-2019-54648 has been submitte

DUA Life Cycle

MAIN INFORMATION

DUA Mumber

DUA Customer Type :
DUA Request Type :
DUA Status :
Requested Date :
Requester
Requester's Email
Requester's Phone Number
Last Updated By
Organization Name
Project Name

CMS Contact (COR)

First Name

Last Name :

Print DUA

SpieadRecmens SeveRE S

d for approval. You will receive a follow-up email nofification. To view the status of your DUA request navigate to "My DUA(s)"

CONT-2019-54648
Contractor

CREATE DUA

Submitted

10-09-2019

User TrainingA
emailtestingact@gmail.com

(410) 6551212

Demonstration Organization 2

Test Project

Hera

Doe

After submitting the

DUA request, select the Print DUA button at the top of the
screen to access printing options.




DUA Requester — Print New/Re-Use DUA

The Select to Print a DUA Pop-Up Displays

Select to Print a DUA ®

Select an option *

3 Print DUA Review
O Print DUA Life Cycle
O Print All

-

1. Use Print DUA Review to print all sections of the DUA with the
exception of the DUA Life Cycle.

2. Use Print DUA Life Cycle to print the DUA Life Cycle only.

Use Print All to print both the DUA Review and DUA Life Cycle.

4. Select the Print Button.

w




DUA Requester — Print New/Re-Use DUA

Print DUA Review Displays for Printing

DUA: CONT-2019-54648 B

MAIN INFORMATION - 1. The DUA DiSp|ayS in HTML format fOr printing-

DUA Number: CONT-2019-34648

G CMS COR Ao In this example, Print DUA Review was
Requested Date: 1092019
ki SR selected.

Requester Email Address: emailtestingact@gmail com

Requester Phone Number: (410) 555-1212 2 S . d . I d .
Project Name: Test Project * ECt I O n S I S p aye a re *
Privacy Act Authorization Code:

P *  DUA Number

Name: Hera Doe

B g e  Main Information
l::ii‘jl‘zf::nr ‘ﬂrglninlhn Name | Email Address | Phone Number . c M S co nta Ct (CO R)
Contract Information ° CO R P roxy

Contract Number: HHSM-123-9999-45612A
Task Order Number: GS-01-0001

.
o P S e 6202018 e Contract Information
Subcontracting Organization

P *  Subcontracting Organization

2. Demonstration Organization 3

DOCUMENTS . Documents

m Document Date and Time

| |Signatore_Addendum_Sample 2 paf| Oct 09, 2019 09:18:35 AM. i c u Sto d i a n S/ D E SY U Se rs

2 | Signature_Addendum_Semple_1.pdf| Oct 09, 2019 09:18:23 AM.

CUSTODIANS/ DESY USERS ° Data File Description

ID|  UserName |EUAUserld Organization Email Address Phone Number Address ° P d : D t F H I D H t H

[ Tt o (7093551502 [ 5 i e Bemr, i, 1A TR enaing vata rilie vescription
2 |Training SessionFive Demonstration Organization 2 | test@eppe.com. (410) 555-1313 | 123 Main Street, Baltimore, Maryland, 21244, USA

3 | User TrainingB Demonstration Organization 3 | test@eppe com (410) 555-1212 | 123 Main Street, Baltimore, Maryland, 21244, USA [} Req u e Ste r P roxy

DATA FILE DESCRIPTION

|m ‘mm File l]euﬂphnn{?rnm \'ur‘ Te \'nrlQu:rIrr(s)‘Enrlﬂim % | Re-Used From DUA | Aceess ]'rp!‘S!lm)IDispa!xtinnRznnn 3 . Se | e Ct t h e Pri nt | i n k to :
PENDING DATA FILE DESCRIPTION ° Print the DUA or

m Data File Description From Year | To Year | Quarter(s) | Extraction % | Re-Used From DUA | Access Type | Status | Disposition Reason

1 |INP- 100% INPATIENT CLAIMS 2015 2018 100% SHIPPING | Open .
2 |CRE - 100%CROSS REFERENCE FILE 2015 2018 100% SHIPPING | Open L4 Save th e D UA I n P D F fo rl I I at
3 |PDE22- 20% PRESCRIPTION DRUG EVENT DATA 2015 2019 100% SHIPPING |Open

4 |PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16~ VARIABLES) [ 2015 2019 100% SHIPFING | Open

5 |PDECFS -5 % PART D CHARACTERISTICS FILES 2015 2019 100% SHIPPING | Open

6 |PARTDS - 3 % PART D MEDICARE SAMPLE PDE DATA 2015 2019 100% SHIPPING |Open

REQUESTER PROXY 9

|nmxam[1..sx .\'nmelDr«ganmlhn Name | Email Address | Phone Number.




DUA Requester — Print New/Re-Use DUA

Print DUA Life Cycle Displays for Printing

DUA: CONT-2019-54648
DUA Life Cycle

DUA Status DUA Action Date DUA Action | Action User | Comments
Submitted-Waiting for CMS COE. Approval | Wed Oct 09 09:19:23 EDT 2019 | CREATE DUA | User TrainingA | Testing.
In Progress Wed Oct 09 09:18:41 EDT 2019 | CREATE DUA | User TrainingA
In Progress Wed Oct 09 09:16:39 EDT 2019 | CREATE DUA | User TrainingA
In Progress Wed Oct 09 09:15:21 EDT 2019 | CREATE DUA | User TrainingA
In Progress Wed Oct 09 09:14:57 EDT 2019 | CREATE DUA | User TrainingA

The DUA Displays in HTML format for printing. In this example, Print DUA

Life Cycle was selected.
Sections displayed are:
*  DUA Number
 DUA Life Cycle
Select the Print link to:
 Printthe DUA or
e Save the DUA in PDF format

10




DUA Requester — Print New/Re-Use DUA

Print All Displays for Printing

DUA: CONT-2019-54648 B

AN IFORVATION 1. The DUA Displays in HTML format for printing. In

DUA Number: CONT-2019-54648
DUA Customer Type: Contractor
DUA Status: Submitted-Waiting for CMS COR Approval

BRI this example, Print All was selected.
e i, e 2. Sections displayed are:
by ot 0 e  DUA Number

Requester Email Address: emailtestingact @gmail com
CMS Contact (COR)

Requester Phone Number: (410) 555-1212

Name: Hera Doe

Nl e e  Main Information

Phone Number: (410) 999-9999

conoxy * CMS Contact (COR)

First Name | Last Name | Organization Name | Email Address | Phone Number

Contract Information
* CORP
Contract Number- HHSM-123-9999-45612A rox

Task Order Number: GS-01-0001
Contract Period - Start Dae: 6/26/2018

R S * Contract Information
P g e  Subcontracting Organization

e — J Documents

1 | Signatuse_Addendum Semple 2 pdf|Oct 09, 2019 09:18:35 AM

2 | Sigaatore_Addendum_Sample_1 pdf| Oct 09, 2019 09:18:23 AM

CUSTODIANS/ DESY USERS b CustOdia nS/DESY Users
I T B B * Data File Description

o g ezt P —— [Ty ———rrTy
2 | Trsining SessioaFive D Organization 2 (410) 555-1. 3 Muin Street. Baltimor, lacd, 4, USA . . . .
S (oo T F N ———— Fa—— 10, 5551717 173 Mo Swee Bamore Maroed, 3178, T4 ° Pe n d in g D a t a F i I e D escri pt ion

DATA FILE DESCRIPTION

[10]Data Fite Description | Fram Year | To Vear | Quarterts) [Extraction %] Re-Used From DUA [ Access Type [Status [ Disposition Reason [ ) Re q u e ste r P roxy

PENDING DATA FILE DESCRIPTION

.
o Crr— S A e e L e T e e e o DUA Life Cycle
. .
Select the Print link to:
P :

=
2 |CRF - 100%CROSS REFERENCE FILE 2015 2019 100% SHIPPING | Open
:

4 |PDEX4 . 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) | 2015 2019 100% SHIPPING | Open

5 |FDECES 5 % PART D CHARACTERISTICS FILES. s s o SHIFPING | Open .

6 |PARIDS -5 % PART D MEDICARE SAMPLE PDE DATA 015|018 100% SHIPPING | Open [ ] P rl nt t h e D UA or
REQUESTER PROXY

[First Name [ Last Name [ Organization Name | Emait Address [Phone Sumber L4 Save th e D UA i n P D F fo rm at

DUA Life Cycle

DUA Status DUA Action Date DUA Action | Action User | Comments

Submitied- Waiting for CMS COR Approval | Wed Oct 09 09:19:23 EDT 2019 | CREATE DUA | User TrainingA | Testing.

In Progress Wed Oct 09 09:15:41 EDT 2019 | CREATE DUA | User Trainmga 11
I Progress ‘Wed Oct 09 09:16:39 EDT 2019 | CREATE DUA | User Traininga
In P 21 EDT 2019| CREATE DUA | User TrainingA

Wed Oct 09 05

In Frogress Wed Oct 09 09:14:57 EDT 2019 | CREATE DUA |User Trainme




PRINT AN UPDATE/AMEND DUA



DUA Requester — Print Update/Amend DUA

How to Print the DUA

Update DUA Request

DUA Number : CONT-2018-52316

DUA REQUEST STATUS

DUA Life Cycle

MAIN INFORMATION

DUA Number

DUA Customer Type -
DUA Category :

DUA Request Type :
DUA Status -
Expiration Date -
Requested Date :
Requester -
Requester's Email -
Requesters Phone Number :
Last Updated By
Organization Name
Project Name

CMS Contact (COR)

First Name

Last Name

CONT-2018-62316

Contractor

66 - CMS CONTRACTOR - ACCESS DATA AT CMS
UPDATE DUA

Submitted

10-25-2019

10-09-2019

User TrainingA

emailtestingact@gmail.com

(410) 5551212

Demonstration Organization 1

Comparative Billing Reports/Programs to Evaluate Payment Pattems Electronic Reports

Hera

Doe

Print DUA

Your DUA request CONT-2018-52316 has been submitted for approval. You will receive a follow-up email notification. To view the status of your DUA request navigate to "My DUA(s)".

the screen to access printing options.

After submitting the DUA request, select the Print DUA button at the top of

13



DUA Requester — Print Update/Amend DUA

The Select to Print DUA a Pop-Up Displays

Select to Print a DUA ®

Select an option *

O Print DUA Review
O Print DUA Life Cycle
O Print All

>

1. Use Print DUA Review to print all sections of the DUA with the
exception of the DUA Lifecycle.

2. Use Print DUA Life Cycle to print the Life Cycle only.

Use Print All to print both the DUA Review and DUA Life Cycle.

4. Select the Print Button.

w
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DUA Requester — Print Update/Amend DUA

Print DUA Review Displays for Printing

DUA: CONT-2018-52316 B

ey

MAIN INFORMATION

DA Number CONT01E 5251 1. The DUA Displays in HTML format for

DUA Customer Type: Contractor
DUA Category : 66 - CMS CONTRACTOR - ACCESS DATA AT CMS

DUA St Submitted-W: for CMS COR Aj val H H M H

R B o printing. In this example, Print DUA
Expiration Date: 10/25/2019
Requester: User TrainingA

.
Bt O o Do Ot Review was selected.

, , 2. Sections displayed are:
Project Name: Comparative Billing Reports/Programs to Evaluate Payment Patterns Electronic Reports

Requester Phone Number: (410) 555-1212

Privacy Act Authorization Code: CONTRACTOR RU

HIPAA Authorization Code: Treatment, Payment, Health Care Operations ° D U A N um be r
CMS Contact (COR)

N *  Main Information

Email: emailtestingact@gmail com

Phone Number: (410) 999-9999

coR PROXY « CMS Contact (COR)
e - COR Proxy

e e Subcontracting Organization
e  Documents

S e  Custodians/DESY Users

DOCUMENTS
. . .
: « DataFileD t

» Decument Dae and Time ata File Description

1 |DUA_Signature Forms CONT_2018_52316.pdf Oct 17, 2018 04:50:42 PM

2 |DUA_Signature Form_CONT_2018_52316_File 2.pdf| Oct 17, 2018 04:32:28 PM ° Pe n d i n g Data Fi Ie De SC ri pt i o n
CUSTODIANS/ DESY USERS

B[ e [aiew — T pe—— o * Requester Proxy

1 |Kui Yang TMF HEALTH QUALITY INSTITUTE | test@eppe.com | (312} 334-1773 {3107 Oak Creek Drive, Austin, Texa: IS4

2 |Jyotsna Yarlagadda TMF HEALTH QUALITY INSTITUTE | test@eppe.com | (512) 334-1701 |3107 Oak Creek Dr, Auvstin, Texas, 7 3 Se I e Ct t h e P ri nt I i n k to .

3 |KAREN SABHARWAL TMF HEALTH QUALITY INSTITUTE | test@eppe.com | (512) 334-1645 | 3107 Oak Creek Dr, Austin, Texas, 7! ¥ . *

4 | Michelle Porter TMF HEALTH QUALITY INSTITUTE | test@eppe.com | (512) 334-1646 |3107 Oak Creek Drive, Austin, Texas, 78727, USA .

* Printthe DUA or
DATA FILE DESCRIPTION
.

I Data File Description From Year | To Year | Quarter(s) | Extraction % | Re-Used From DUA |  Access Type | Status | Disposition Reason ° S t h D U A P D F f m t
1 |NPS - NATIONAL PROVIDER SYSTEM 2015 2018 100% DIRECT ACCESS | Open a V e e I n O r a

2 |IDR - IDR - INTEGRATED DATA REPOSITORY | 2015 2019 100% DIRECT ACCESS | Open

PENDING DATA FILE DESCRIPTION

‘ m ‘ Data File Description ‘ From Year | To Year | Quarter(s) ‘ Extraction % ‘ Re-Used From DUA | Access Type ‘ Status ‘ Disposition Reason

15

REQUESTER PROXY

‘ First Name ‘ Last Name ‘ Organization Name ‘ Email Address ‘ Phone Number ‘




DUA Requester — Print Update/Amend DUA

Print DUA Life Cycle Displays for Printing

DUA: CONT-2018-52316

DUA Life Cycle

DUA Status DUA Action Date DUA Action Action User Comments
Submitted-Waiting for CMS COR Approval Wed Oct 09 10:33:11 EDT 2019 |UPDATE DUA User TrainingA | Testing
In Progress Wed Oct 09 10:03:32 EDT 2019 |UPDATE DUA User TrainingA
Approved Wed Sep 23 14:43:21 EDT 2019 |UPDATE DUA Hera Doe
Approved by CMS COR-Waiting for Contractor DUA Management Team Certification | Wed Sep 23 14:42:35 EDT 2019 |UPDATE DUA Hera Doe Approved.
Submitted-Waiting for CMS COR. Approval Wed Sep 25 14:41:51 EDT 2019 (UPDATE DUA User TrainingA | Changed CORL h H I H
In Progress Wed Sep 25 14:41:28 EDT 2019 |UPDATE DUA User TrainingA 1 ' T e D UA D I S p ays I n HTM L
In Progress Wed Sep 25 14:41:06 EDT 2019 | UPDATE DUA User TrainingA format for p rintin g. In this
Denied Wed Sep 23 14:40:25 EDT 2019 | CHANGE CONTACT | Hera Doe Testing. - -
Submitted awaiting Admin approval Tue Sep 17 16:23:00 EDT 2019 |CHANGE CONTACT | User TrainingB exa m p | e' P rl nt D UA Llfe
Canceled Update/Amend Wed Sep 11 13:23:24 EDT 2019 [UPDATE DUA User TrainingA I | d
In Progress Wed Sep 11 13:22:47 EDT 2019 |UPDATE DUA User TrainingA | test Cyc e Wa S S e e Cte ¢
In Progress Wed Sep 11 13:22:31 EDT 2019 | UPDATE DUA User TrainingA 2 Sections dISp|ayed are:
Canceled Update/Amend Wed Sep 11 13:20:58 EDT 2019 |UPDATE DUA User TrainingA
In Progress Wed Sep 11 13:20:35 EDT 2019 |UPDATE DUA User Training L D UA N um be r
Approved Mon Sep 09 08:34:44 EDT 2019 | CHANGE CONTACT | Hera Doe Testing. .
Submitted awaiting Admin approval Mon Sep 09 08:33:16 EDT 2019 [ CHANGE CONTACT | User TrainingA ° D UA Llfe Cyc I e
Approved Thu Oct 25 16:47:20 EDT 2018 [CREATE DUA Wendy Hildt I h H I 1 k .
Approved by CMS COR-Waiting for Contractor DUA Management Team Certification | Thu Oct 25 153:08:50 EDT 2018 (CREATE DUA Charles Cowles 3 * Se e Ct t e P rl nt I n to *
Submitted-Waiting for CMS COR. Approval Wed Oct 17 16:33:22 EDT 2018 |[CREATE DUA Letetia Mossman [ ] P r‘i nt t h e D UA or
In Progress Wed Oct 17 16:34:45 EDT 2018 [CREATE DUA Letetia Mossman .
In Progress Wed Oct 17 16-34:20 EDT 2018 [CREATE DUA Letetia Mossman o Save t h e D UA I n P D F
In Progress Wed Oct 17 16:43:33 EDT 2018 |CREATEDUA Letetia Mossman f
In Progress Wed Oct 17 16:37:41 EDT 2018 |CREATE DUA Letetia Mossman O r m at
In Progress Tue Oct 16 15:43:22 EDT 2018 |CREATEDUA Letetia Mossman
In Progress Toe Oct 16 15:02:31 EDT 2018 |CREATEDUA Letetia Mossman
In Progress Tue Oct 16 15:00:29 EDT 2018 |CREATE DUA Letetia Mossman
In Progress Tue Oct 16 14:56:20 EDT 2018 |CREATEDUA Letetia Mossman
In Progress Tue Oct 16 14:35:32 EDT 2018 |CREATE DUA Letetia Mossman
In Progress Tue Oct 16 14:55:32 EDT 2018 |CREATEDUA Letetia Mossman
In Progress Toe Oct 16 14:52:31 EDT 2018 |CREATEDUA Letetia Mossman 16




DUA Requester — Print Update/Amend DUA

Print All Displays for Printing

1. The DUA Displays in HTML format for
printing. In this example, Print All was
selected.

2. Sections displayed are:

*  DUA Number
*  Main Information
* CMS Contact (COR)
* COR Proxy
* Contract Information
*  Subcontracting Organization
* Documents
e Custodians/DESY Users
* Data File Description
* Pending Data File Description
* Requester Proxy
* DUA Life Cycle
3. Select the Print link to:
*  Print the DUA, or
* Save the DUA in PDF format

17




EPPE Help Desk Information

EPPE Help Desk Contact Information

Hours of Operation: Monday - Friday 9:00 AM to 6:00 PM EST
844-EPPE-DUA (844-377-3382)
eppe@cms.hhs.gov

18
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