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Training Topics

Training Topics in This Module

e EPPE Application Access Prerequisites
e Basic Information About EPPE

e DUA Search
e EPPE Help Desk Information
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EPPE Access Prerequisites

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access

* Obtain access to the CMS Enterprise Portal
* Access CMS Portal
— https://portal.cms.gov/

e Obtain Identity Management (IDM) Credentials, Multi-Factor
Authentication (MFA) and EPPE Access

— https://www.cms.gov/files/document/eppeidm.pdf



https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0

Basic Information About EPPE

Icons Used Throughout the EPPE System

( * ) A red asterisks denotes that a field is required to be entered.

@ The question mark icon when selected will display field specific help.
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DUA Requester — Search

Searching for a DUA

Enterprise Privacy Policy Engine

Logged in as: DUA REQUESTER
Welcome to EPPE

EPPEis an lication that lines the process of
New | Re-Use Goals

questing data from the Centers for Medicare & Medicaid Services {CMS) via an online Data Use Agreement (DUA)

« Reduce the amount of time to process a DUA

Update | Amend « Transition from a paper-based to an automated process
Closs = Provide a 100% traceable record of CMS data disclosures.

Training Materials: Visit the EPPE web page on cms.gov, to download Training Slide Decks for the following
Extend

« Contractor Approval Workflow:

Version 27.0

Un-Finished
Submitted
Pending Action(s)
Approved
Expired

Closed

Denied

g
Y

DUA(s)
Change Contact

Ad Hoc Request

DUA Search

My Access

Manage Access

My Preference(s)

Email Preference

On the Search Menu, select DUA Search.




DUA Requester — DUA Search

Enter DUA Search Criteria

DUA SEARCH

Search Criteria

Search based on one or mulliple oriteria below
DUA Numiber . » | Digits only FJ

DUA Submission Date Range 7

DUA Expiration Date Range : o

DUA Status : A - 7

Study/Project name : 7

ResDAC TICKET ID: 7

Customer Type : » 7
DUA Category

Contract Number :
Crganization :

CMS Contact (COR) Name :
DUA Requester Name :

Custodian Name

VI T I =

Data File Descriptions

MEDHTL - 1 800 MEDICARE HELPLINE

INP - 100% INPATIENT CLAMS

SADHHA - 100% LS WITH STANDARD ANALYTICAL DATE FILE - HOME HEALTH AGENCY
SADHS - 100% LDS WITH STANDARD AMALYTICAL DATE FILE - HOSPICE

SADIP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT

SADOP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - QUTPATIENT

SADSNF - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY
CRF - 100%CROSS REFERENCE FILE

The DUA Search screen displays.
Enter the Search Criteria.

Select the Search button.

Select the Clear Criteria button to
start another search.

PwnN e

Note: The “Search” button must be
clicked to initiate the search function.
Clicking the “Enter” key does not initiate
the search function.




DUA Requester — DUA Search

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected

DUA Status :Approved
Cus .ome-rType :Contractor

Showing 2 of 9 Records.

Export Search Result to Excel

Search:
(e B B | rree— ] ] ST ] ] 1. The DUA Search Results Screen
.
CONT2017- o acior  VORTH CARCLINA STATE Research Study Happy 9.21.2017  9-21.2018  Approved  View . . .
st UnvERSITY penier displays the search criteria at the
CONT-2017- NORTH CAROLINA STATE Cindy-Lo 11-13-
Contractor Traiining Deck ndy-Lou B31.2018  Approved
53200 UNIVERSITY Who 2017 top Of the Screen
.
CONT:2018- == NORTHCAROLINASTATE  EPPE AdminReopen  Taraj T o — . . .
53364 UNIVERSITY Test Henson 2 Th S h R It I t d I
. e Searc esults lISt aisplays In
CONT-2018- NORTH CAROLINA STATE EPPE Admin Reopen Taraji
53365 Confractor UNIVERSITY Test Hensan 1-5-2018 12-31-2018 Approved t h e ta b I e
.
50330'56”'2018’ Contractor Egﬁ;’;gﬁs@“'m SR E::"E A R I'ae’::"o . 1-5.2018  12.31-2018  Approved  View . . .
- T I rrr—— 3. Select the View link to display
CONT. . dmin Reapen araji e
53367 Confractor UNIVERSITY Test Hensan 1-5-2018 12-31-2018 Approved View D UA d eta i IS
CONT-2018- Contractor NORTH CAROLINA STATE EFFE Admin Reopen Taraji 1.5.2018 12.31.2018 ved View *
53372 UNIVERSITY Test Henson - e e =
CONT-2018- NORTH CAROLINA STATE  Requester Training o vew
Pl Gonwactor I SEE Projecs Ogre Shrek  2-20-2018  12-31-2018  Approved  View
CONT-2018- NORTH CAROLINA STATE Testing Document Taraji Ao
54271 Confractor UNIVERSITY Requirerment [y 2-27-2018 12-31-2018 Approved View

Showing 1 1o 8 of 8 entries

ack to Search




DUA Requester — DUA Search

MMMMM

SMB Contast (COR)

BIDMATURE ASDENDUM

.....

View DUA Details

The My DUA Details screen
displays.
Select the Print DUA button
to access printing options.
Select the green plus sign
icon associated with the
following to expand the
sections and view details:

e DUA Life Cycle

e DADSS Comments (not

shown in this example)

e Data File(s)
Select the Back to Results
button to return to the DUA
search results screen.

10



DUA Requester — DUA Search Report

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected

Showing 8 of 8 Records.

Export Search Result to Excel

Search:
oua Customer z Request  Expiration
P K Pt il s T T 1. The DUA Search Results Screen
CONT20TT-  Contractor  [VORTH CAROLINASTATE o cparch swa Hapey 8:21-2017 9212018 Approved  Vicw ’
52668 UNIVERSITY ¥ Newlser o d. | . h h h . .
CONT.2017- =~ NORTHCAROLNASTATE . . Cindylou 1113 T re |Sp ays Wlt t € searc Crlte ria.
53209 UNIVERSITY e Vimo 2017 R
CONTE o NORMGAOLMASNE  Eresmnimen T ol 2. Select the Export Search Result to
53364 UNIVERSITY Test Henson
CONT-2018. MNORTH CARCLINA STATE EPPE Admin Reopen  Taraj . E I b tt t g t p t
NSy VORTIGHS S ——— xcel button to generate a report.
CONT-2018- NORTH CAROLINA STATE ~ EPPE Admin Reopen  Taraj
5 Contractor UNIVERSITY Tost Henaon 1-5-2018 12-31-2018  Approved
CONT-2016- NORTH CAROLINASTATE  EPPE Admin Reopen  Taraj
el Contractor |y ks o 152016 12.312018  Approved
CONT-2018- NORTH CAROLIMA STATE ~ EPPE Admin Reopen  Taraj e
53372 Contractor  nveRsITY Test Henson CSuie; 121Ens. Aectoved
CONT-2016- NORTH CAROLINA STATE  Requester Training
201 31
54108 Contraclor UNIVERSITY Project Ogre Shrek 2-20-2018  12.31-2018  Approved
CONT-2018- NORTH CAROLINA STATE  Testing Document Taraj
i Contractor |y ki s 2272018 12.312018  Approved

Shawing 1 10 9 of 3 entries

Back to Search
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DUA Requester — DUA Search Report

Open Downloaded Report

CMS-QOV | My Enterprise Portal = My Apps @ UserName 5 @Help @ LogOut

Enterprise Privacy Policy Engine

Logged In as: DUA REQUESTER

New | Re-U o o
ewiretse Search Criteria Selected

Update / Amend
DUA Status :Approved

Close CustomerType :Contractor
Extend Showing 9 of 9 Records.
My DUA(s) Export Search Result to Excel
Un-Finished Search: I
Submitted
DuA Customer Request Expiration
. . - ~  Organizat - A ~ A ~  stan -
Pending Action(s) Number Type AT . Date Date o
Approved CONT-2017- MNORTH CAROLINA STATE Happy i
Contractor Research Stud 8-21-2017 8-21-2018 Approved  View
52888 UNIVERSITY Y Mewlser PP g
Expired
CONT-2017- MNORTH CAROLINA STATE . Cindy-Lou 11-13- Ao
Closed 53200 Contractor UNIVERSITY Training Deck Who 2017 8-31-2018 Approved  View
Denied CONT-2018- NORTH CAROLINA STATE EPPE Admin R Taraji
e Contractor 1SR EFPE Admin Reopen - laral 142018 12312018 Approved  View

B EPPE DUAs 2018-. xls ) ~

1. The DUA Search Results Excel Report is downloaded and displays at the bottom of the
screen.
2. Select the file to open it.

12



DUA Requester — DUA Search Report

Potential File Action Messages

X Opening EPPE_DUAs_2017-10-12 x

What do you want to do with EPPE_DUAs_2017-10-12 You have chosen to open:
10-46-57 xIs? (2| EPPE_DUAs_2017-10-12

which is: Microsoft Excel 97-2003 Worksheet (5.2 KB)
from: https://portalval.cms.gov

What shoulo with this file?

Type: Microsoft Excel 2003
From: portalval.cms.gov

— Open

The file won't be saved automatically. ] Microsoft Excel (default) >
() Save File J
—» Save
[] Do this automatically for files like this from now on.
—» Save as

Cancel sornzEl

1. Depending on your internet browser and other settings, messages may display asking if the
file should be opened or saved.

2. Select the Open or Save option.

Note: The examples shown are not all-inclusive.

13



Microsoft Excel

DUA Requester — DUA Search Report

Potential Compatibility and Security Messages

(nternet Explorer Securi K

——

@ A website wants to open web content using
this program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

E MName: Microsoft Office
Publisher: Microsoft Corporation

[] po not show me the warning for this program again

Allows Don't alloww

x

| The file format and extension of 'EPPE_DUAs_2017-10-12 10-46-57[1].xls' don't match. The file could be corrupted or unsafe. Unless you trust its source, don't open it. Do you want to open it

anyway?

Browser messages may also display asking if the file should be trusted.
Select the Allow option if you trust the website.
Microsoft Excel may display a file format/extension compatibility message.

Select the Yes button on the Microsoft Excel message if you trust the source.
Note The examples shown are not all-inclusive.

BN

14




DUA Requester — DUA Search Report

Downloaded Report Details

A B C D E F G H J K L M N (0] P Q R S T U \ -
Dua Status Organization DUA Customer Project/Study Privacy HIPPA R iration R Ri Contract Task Contract Contract CMS Contracting CMS Contracting Project Project ResDAC Close Date
Number Category Type Name Act Author Date Date Name Email Number Order StartDate EndDate Officer Officer Contac Contac Ticket
Code ization Numbe p i p i tName tEmail ID
Code r (COR) Name (COR) Email
1 v v - - - - - - v v v v - v - - v v - - v v
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/1/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53365 STATE MS RU Govern m
2 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA Reopen Test  ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53366 STATE MS RU Govern m
3 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2017 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com
53367 STATE MS RU Govern m
4 UNIVERSITY ment
CONT-  Approved NORTH CMS Contractor Testing COORD Essenti 2/27/201 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/2018 12/31/2 Taraji Henson fakepicnic@gmai
2018- CAROLINA PROGRA Document INATIO al 8 18 Henson @gmail.co 34 123456 018 l.com
54271 STATE MS Requirement NOF  Govern m
UNIVERSITY BENEFI ment
5 TSRU  Functi
CONT-  Approved NORTH CMS Contractor EPPE Admin  CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/1/2018 12/31/2 Taraji Henson fakepicnic@gmai
2018- AROLINA PROGRA ReopenTest ACTOR al 18 Henson  @gmail.co 34 123456 018 l.com -
qb Search Criteria | (@) 4 b
eady i) O - 1 + 100%

The Excel Report of Exported DUA Search Results displays on the first tab.
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DUA Requester — DUA Search Report

Downloaded Report Search Criteria

A B C D
DUA Search Criteria Selected
'DUA Status :Approved
| CustomerType :Contractor

:Tntal Records 9

~N o B W N

_...-F".-___-_-"'lln.__

| DUA Search Result {{ Search Criteria |) )

Ready

Select the second tab of the Excel Report of Exported DUA Search Results
to display the Search Criteria.

16



DUA Requester — DUA Search

Return to the DUA Search Screen

DUA SEARCH

Search Criteria Selected

DUA Status :Approved

CustomerType :Contractor
Showing 9 of 9 Records.
Search: |

:::*" - ;":""" Organization ~  ProjectStudyName Requester m""' DE::"*"" status
:::;;-20‘ 5 Contractor gﬁ:‘;&;;}ﬂTF;DLINA STATE Resaarch Study ::\pllpuyse{ 8212017 8212018 Approved  View
:;ND;“N‘ ™ conactor ﬁs:f;;ﬁ_‘:oum IR Training Deck E:’"Lm 2)"1?3' B31-2018 Approved
CONTE oy, NORTHONOLMASTATE  EPPEAMMRSn B0 ooty raseaots mproved View Select the Back to Search button to
CONTU®. Gy NOTMOMOLNASTATE  EPPEAmaRoopon  Toal oo ageois Apovd Vi return to the DUA Search screen.
m—mt& Contractor v:g;z;;ﬁoum STATE f::t'E AN Eiscoen :‘::l'm 152018 12312018 Approved  View
ﬁ-zma- Contractor ﬁsﬁ;;ﬁou"" STATE f:';'E Adeia Recoen z:l'm 152018 12312018 Approved  View
ﬁ:‘mm Contractor ﬁs::;;f:o"m SIALE i::E At Frecesn Li':im 152018 12312018 Agproved  View
ﬁo;m‘a— Contractor ﬂs:‘g;;‘:l_:_oum STATE ::ct:sler Training Ogre Shrek 2-20.2018 12312018 Approved
x:m‘& Contractor ﬂs:l":;glﬂ;:oum STATE ;iqstﬂfmm&m ::::Ln 2272018 12312018 Approved View

Showing 1 to 8 of 3 enfries

Back to Search
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EPPE Help Desk Information

EPPE Help Desk Contact Information

Hours of Operation: Monday - Friday 9:00 AM to 6:00 PM EST
844-EPPE-DUA (844-377-3382)

eppe@cms.hhs.gov
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