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Training Topics 

Training Topics in This Module 

• EPPE Application Access Prerequisites
• Basic Information About EPPE
• DUA Search
• EPPE Help Desk Information
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EPPE ACCESS PREREQUISITES 



 

    
 

   

EPPE Access Prerequisites 

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access 

• Obtain access to the CMS Enterprise Portal
• Access CMS Portal

– https://portal.cms.gov/
• Obtain Identity Management (IDM) Credentials, Multi-Factor

Authentication (MFA) and EPPE Access
– https://www.cms.gov/files/document/eppeidm.pdf
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https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0
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Basic Information About EPPE 

Icons Used Throughout the EPPE System 

A red asterisks denotes that a field is required to be entered. 

The question mark icon when selected will display field specific help. 
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DUA SEARCH 



  

 

 

.gov I My Enterprise Portal ~ My Apps e User Name ... G Help c+ Log Out 

Enterprise Privacy Policy Engine 

EPPE Home 

DUA(s) 

New / Re-Use 

Update f Amend 

Close 

Extend 

My DUA(s) 

Un~Finished 

Submitted 

Pending Action(s) 

Approved 

Expired 

Closed 

Denied 

Re Ass,gn DUA(s) 

Change Contact 

Ad Hoc Request 

Search 

My Access 

Manage Access 

My Preference(s) 

Email Preference 

ExitEPPE 

Welcome to EPPE 
EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services {CMS) via an on line Data Use Agreement (DUA) 

Goals 
• Reduce the amount of time lo process a DUA. 
• Transition from a paper-based lo an automated process 
• Provide a 100% traceable record of CMS data disclosures 

Training Materials· V1Sit the EPPE web page on ems gov, to download Training Slide Decks for the loOowing 

• Contractor Approval Workflow 

Logged in as: DUA REQUESTER 
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DUA Requester – Search 

Searching for a DUA 

On the Search Menu, select DUA Search. 



 

  

DUA SEARCH 

Search Crlte.rla 
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DUA Requester – DUA Search 

Enter DUA Search Criteria 

1. The  DUA Search screen displays. 
2. Enter the  Search Criteria. 
3. Select the  Search button. 
4. Select the  Clear Criteria button to 

start another search. 

Note:  The “Search”  button must be  
clicked to  initiate the  search function.  
Clicking the  “Enter” key does not initiate  
the  search function. 



 

  

DUA SEARCH 

Search Criteria Selected 

DUA S1atus :Approved 
Cus1omerType :Contr.telor 

ShOW1ng 9 Of 9 Records. 

D<JA C111-tomer 

Pf11m11er -CONT-2017- Con1raelor 
52868 

CONT-2017-
Contrado, 

53209 

CONT-2018- COn1rad0f 
53364 

CONT-2018- Con1racaor 
53385 

CONT-2018-
ContradOf 

53366 

CONT-2018- Con1racaor 
53367 

CONT-2018- Con1raao, 
5331'2 

CONT-2018-
ContradOI 

54108 

CONT-2018- Con1racaor 
54271 

Showing 1 10 9 or 9 en!J'les 

■=11111■ 

" OrganUtlon 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROI.INA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAROLINA STATE 
UNIVERSITY 

NORTH CAAOI.INA STATE 

UNIVERSITY 

" f'roJ..c-~$llolelyNHM 

Research Sludy 

Training Deck 

EPPE Aoo'lln Reopen 
Tc., 

EPPE Aclmln Reopen 
Test 

EPPE Admln Reopen 
Test 

EPPE Admln Reopen 
Tes, 

EPPE Aclmln Reopen 
Test 

Requester Training 
Project 

Tes.ling Oocument 
Requirement 

5Xport soarcn R-as.uH to Exce-1 

Searcn: 

" Req1,1nti1r " 
Req1,1nt EJ;pi,.atton, 

" ....... " .... D;ate 

H3ppy 
9-21-2017 9-21-2018 - View 

Newuser 

Cindy-Lou 11 -13-
8-31-2018 - View 

WhO 2017 

Ta,aji 
1--4-2018 12-31-2018 App,oved View 

Hen.on 

Taro.JI 
1-5-2018 12-31-2018 - View 

Henson 

Tarajl 
1-5-2018 

Henson 
12-31 -2018 - View 

Tarajl 
1-$-2018 12-31-2018 App<ove<l View 

Henson 

~rajl 
Henson 

1-!l-2018 12-31 -2018 - VlfNI 

Ogre Sh•ek 2-20-2018 12-31 -2018 - View 

Tae>) 
2-27-2018 12-31-2018 - View 

Henson 
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DUA Requester – DUA Search 

Results Display for the DUA Search 

1. The DUA  Search Results Screen
displays  the search criteria  at  the
top of  the  screen.

2. The Search Results list  displays  in
the table.

3. Select the  View link  to display
DUA details.



 

 

 

 
 

  
 

  
  

 

  
 

MAIN IN~OAMATION 

$U6CCJNT'RACT(}R 0A:C"-..ANIZATION($) 

DATA nLC DC:.GCRiF"TIONS 

0CX::U'l.1LNTS 

El 5:51 '1 1& 
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DUA Requester – DUA Search 

View DUA Details 

1. The My DUA Details screen 
displays. 

2. Select the Print DUA button 
to access printing options. 

3. Select the green plus sign 
icon associated with the 
following to expand the 
sections and view details: 

• DUA Life Cycle 
• DADSS Comments (not 

shown  in this example) 
• Data File(s) 

4. Select the Back to Results 
button to return to the DUA 
search results screen. 



  

  

  

   
   

DUA SEARCH 

Search Criteria Selected 

DUASta,Ul:Jiwoved 
CUstome(fype :Conuac:IOf 

Shc:Ming9of9Reaxds. 

... CIHIOl'Mf ,,,. 
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52&83 
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CONT-2018-
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53367 
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::1::· ll-lill1'1■ 
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Export se•rch Re,un to E.1.ee-l 

Search; 
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RtqUUt ,._ ~plrwaft "" 

St.1111$ . ... .. ~ -- 9-21 -2017 9-21-2018 

"""'"""" 
...... 

Cindy-Loo 1M3-
S-31-2016 - 11\eW 

Who 2017 

Ta"' 1-4-20 18 12-31-2018 - ...... -T,,., 
1❖2018 - 12-31-2018 - 11\ew 

Ta"' 1-5-2018 12.31.20,e ........ ...... -
Tarajl 1..s.20,a - 12-31..2018 

"""'"""" 
...... 

r,,., 
1-5-2018 12-31-2018 

"""""""' 
...... -

OgreShrck 2-20-20,a 12-31-2018 """'°'°" ...... 
Ta•af 2-27-2018 12-31-201'3 - ...... -
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DUA Requester – DUA Search Report 

Results Display for the DUA Search 

1. The DUA Search Results Screen 
redisplays with the search criteria. 

2. Select the Export Search Result to 
Excel button to generate a report. 



  

 

           

   

CMS.gov I My Enterprise Portal i: My Apps O Um Nam• ,,.,. o Help (♦ Log Out 

Enterprise Privacy Pol icy Engine 

EPPE Homa 

DUA(s) 

New/ Re-Use 

Update I Amend 

Close 

Extend 

MyDUA(s) 

Un-Finished 

Submitted 

Pending Action(s) 

Approved 

Expired 

Closed 

Denied 

~ A 

DUA SEARCH 

Search Criteria Selected 

DUA Status :Approved 
c ustomerType :Contractor 

Showr,g 9 or 9 Records. 

CUA C111tomer 
NumDtl lYP• 

CONT-2017-

52888 
contractor 

CONT-2017-

53209 
Contractor 

CONT-2018-
Contracto, 

a rg.1n1z.1non 

NORTH CAROLINA STATE 

UNIVERSITY 

NORTH CAROLINA STATE 

UNIVERSITY 

NORTH CAROLINA STATE ....... ~~ ...... ~, 

Logged In as: DUA REQUESTER 

, ' 
~ EXport search Result to EXcel ,. 

Search: 

Projl!Ctl !!i llld '.fNJimlf! Re,que.s.tM A 
RMj UHl E;ii;piriJition 

sutus A 

03111 o.u. 

Researcn study 
Happy 
NewUser 

8-21 -2017 S-21-2018 Approved View 

Cindy-Lou 11-13-
Training Deck 

Who 2017 
8--31 -2018 Approved View 

EPPE Admin Reopen Taraji 
1-4-2018 12-31-2018 Approved View 
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DUA Requester – DUA Search Report 

Open Downloaded Report 

1. The DUA Search Results Excel Report is downloaded and displays at the bottom of the
screen.

2. Select the file to open it.
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E rnet Explo~ X 

What do you want to do w ith EPPE_DUAs_2017 -10-12 
10-46-57.x ls? 

Typ e: M icro soft Excel 2003 
From: p o rtalval.cm s.g ov 

➔ Open 
The fi le w on't b e saved autom atica lly. 

➔ Save 

➔ Save as 

Cancel 

Op ening EPPE_D UA s_2017- 10- 12 

You have chosen to o p en: 

~ EPPE_DUAs_20 17-1 0-12 

w hich i s: M icro soft Excel 97- 2003 W orksheet (5.2 KB) 

f rom: http s://po rtalval.cm s. g ov 

What shou l@ o w it h t his fil e? 

X 

@iQp~~ ~ith] ~I M- ic_r_o-so_ft_ Ex- ce_l_(_d_e_fa_u_l_t ) __________ v I 

0 ~ave Fi le 

D D o t hi s _i!utom atically fo r fi les like t his fro m now o n. 

OK L cancel J 

DUA Requester – DUA Search Report 

Potential File Action Messages 

1. Depending on your internet  browser and other settings,  messages  may  display asking  if  the
file should be  opened or saved.

2. Select the  Open or  Save option.
Note:  The  examples  shown are not all-inclusive.



  

 

([nt ernet Explorer Securiiy::> X 

A website wants to open web content using 
this program on your computer 

This program w ill open outside of Protected mode . Internet Explorer's 
Protected mode helps protect your computer. If you do not t rust th is 
website, do not open this program. 

Ii] Name: Mk:ro.soft Office 

Publisher: Mk:rosoft Cor por ation 

0 Do not show me the w arn ing for th is program again 

[ Allow II Don't al low I 

Microsoft Exce l X 

The file format and extension of 'EPPE_DUAs_2017- 10- 12 10 -46-57 [1].x ls ' don 't match. The file could be corrupted or unsafe . Unless you trust its source, don 't open it. Do you w ant to open it 
anyway? 

No 
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DUA Requester – DUA Search Report 

Potential Compatibility and Security Messages 

1. Browser  messages  may  also display asking if  the file  should  be trusted. 
2. Select the Allow  option if you  trust the  website. 
3. Microsoft  Excel may display a file  format/extension  compatibility  message. 
4. Select the Yes button on the  Microsoft  Excel  message  if you  trust the  source. 
Note:  The examples shown  are not  all-inclusive. 



  

       

A B C D F G H K M N 0 Q R T u V 

Du■ St■tus Ors■nlz■llon DUA Customer Proj■ct/Study Privacy HIPPA Raqunt Expiration Raqu■- Raqu■- Contr■ ct Tosic Contr■ ct Contr■ct CMS Contr■ct1n1 CMS Contr■ct1n1 Projoct Projoct R•DAC Clos■ D■ht 

Number C■1111ory Typa Nam• Act Author D■t■ D■l1I Nam• Em■I Number Ord■r St■ rtD■ht EndD■t■ Offlcor Offlc■r Cont■ c Cont■ c Tick■t 

Cod■ lz■tlon Numb■ R■p,...nt■tiv■ R■p,...nt■tiv■ tN■m■ t Em■I ID 

Cod■ (COR) N■m■ (COR)Em■ II 

CONT- Approved NORTH CMS Contractor EPPE Admin CONTR Essenti 1/5/2018 12/31/20 Taraj i fakepicnic CONT12 TO- 1/1/2017 12/ 31/2 Taraji Henson fakepicnic@gmai 

2018- CAROLI NA PROGRA Reopen Test ACTOR al 18 Henson @gmail.co 34 123456 018 I. com 

53365 STATE MS RU Govern m 

UNIVERSI TY ment 

CONT- Approved NORTH CMS Contractor EPPE Admin CONTR Essent i 1/ 5/ 2018 12/ 31/ 20 Taraji fakepicnic CONT12 TO- 1/ 3/ 2017 12/31/ 2 Taraji Henson fakepicnic@gmai 

2018- CAROLI NA PROGRA Reopen Test ACTOR al 18 Henson @gmail.co 34 123456 018 I.com 

53366 STATE MS RU Govern m 

UNIVERSI TY ment 

CONT- Approved NORTH CMS Contractor EPPE Admin CONTR Essent i 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/3/ 2017 12/ 31/2 Taraji Henson fakepicnic@gmai 

2018- CAROLI NA PROGRA Reopen Test ACTOR al 18 Henson @gmail.co 34 123456 018 I. com 

53367 STATE MS RU Govern m 

UNIVERSITY ment 

CONT- Approved NORTH CMS Contractor Testing COORD Essent i 2/ 27 / 201 12/ 31/ 20 Taraji fakepicnic CONT12 TO- 1/ 3/ 2018 12/31/ 2 Taraji Henson fakepicnic@gmai 

2018- CAROLI NA PROGRA Document INATIO al 8 18 Henson @gmail.co 34 123456 018 I.com 

54271 STATE MS Requirement NOF Govern m 

UNIVERSITY BENEFI ment 

TS RU Functi 

CONT- Approved NORTH CMS Contractor EPPE Admin CONTR Essenti 1/5/2018 12/31/20 Taraji fakepicnic CONT12 TO- 1/1/2018 12/ 31/2 Taraji Henson fakepicnic@gmai 

2018- OLI NA PROGRA Reopen Test ACTOR al 18 Henson @gmail.co 34 123456 018 I.com 
Search Criteria 0 

eady llll lilil ID] - + 100% 
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DUA Requester – DUA Search Report 

Downloaded Report Details 

The Excel Report of Exported DUA Search Results displays on the first tab. 



  

 

        
  

A B I C I D 

1 DUA Search Criteria Selected 

2 DUA Status :Approved 
-

3 CustomerType :Contractor 
-

4 
-

5 

6 Total Records 9 

7 i - - ~-
I DUA Search Result (I Search Criteria D 0 -

Ready 
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DUA Requester – DUA Search Report 

Downloaded Report Search Criteria 

Select the second tab of the Excel Report of Exported DUA Search Results 
to display the Search Criteria. 
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■:11111■ 

°'l)~IIR.C-

NORTH CAROLINA STATE 

UNIVERSITY 

NORTH ~INA STATE; 

UNfVERSITY 

NORTH CAROLINA STATE 

UNIVERSITY 

NORTH CAROLINA STATE 
UNrvERSITY 

NORTH CAROLINA STATE 
UNtvf.ASliY 

NORTH CAROLINA STATE 
UNl\ff.A:$1TY 

NORnt CAROLINA STATE 

UNtvf.RSliY 

NORTI-t CAROLINA STATE 

UNIVERSITY 
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"Training Oecic 
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T"" 

EPPE Adrm Reopen 
TOSI 

EPPE-R<open 
Tes, 

EPPE Adrm Reopen 
Tes, 

EPPE Aarm Reopen 
Tes! 
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Export seorch Re.suit to Excel 
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~ 11-13-
8-31-.2018 ""°"'""" \l\ew 
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DUA Requester – DUA Search 

Return to the DUA Search Screen 

Select the Back to Search button to 
return to the DUA Search screen. 
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EPPE Help Desk Information 

EPPE Help Desk Contact Information 

Hours of Operation: Monday – Friday  9:00 AM to 6:00 PM EST 

844-EPPE-DUA (844-377-3382)

eppe@cms.hhs.gov

mailto:eppe@cms.hhs.gov
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