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Centers for Medicare & Medicaid Services 
eXpedited Life Cycle (XLC) 

Enterprise Privacy Policy Engine (EPPE) 

Contractor Approval Workflow: CMS 
Contact (COR) Approve DUA 
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Training Topics 

Training Topics in This Module 

• EPPE Access Prerequisites
• Basic Information About EPPE
• CMS Contact (COR) Approve DUA
• EPPE Help Desk Information



3

EPPE ACCESS PREREQUISITES 



 

    
 

   

EPPE Access Prerequisites 

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access 

• Obtain access to the CMS Enterprise Portal
• Access CMS Portal

– https://portal.cms.gov/
• Obtain Identity Management (IDM) Credentials, Multi-Factor

Authentication (MFA) and EPPE Access
– https://www.cms.gov/files/document/eppeidm.pdf
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https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0
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Basic Information About EPPE 

Icons Used Throughout the EPPE System 

A red asterisks denotes that a field is required to be entered. 

The question mark icon when selected will display field specific help. 
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REVIEW AND APPROVE THE DUA 



     

.gov I My Enterprise Portal .,; My Apps e User Name Two . G Help [♦ Log Out 

Enterprise Privacy Policy Engine 

EPPEHome 

DUA(s) 

UA(s) - Pending Actions 

Re-Assign Request(s) 

Pending Change Contact 
Request(s) 

Search 

DUA Search 

My Access 

Manage Access 

My Preference(s) 

Email Preference 

EXit EPPE 

Welcome to EPPE 
EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Services (CMS) via an onfine Data Use Agreement (DUA) 

Goals· 
• Reduce the amount of time lo process a DUA 
• Transition from a paper-based to an automated process. 
• Provide a 100% traceable record of CMS data disclosures 

Training Materials: Visit the EPPE web page on ems.gov, to dovmload Training Slide Decks for the following· 

• Contractor Approval Workflow. 

Logged in as: CMS CONTACT {COR) 

Vv90n271 

11

CMS Contact  (COR)  – Pending Actions 

EPPE Menu 

Select the DUA(s) – Pending Actions option on the DUA(s) menu to 
display a list of  Submitted DUAs for COR Review.      



  

   

    
 

 

   
  

   
 

 
    

 

DUA AWAITING MY ACTION 

Search: 

DUA Number 
DUA 

Org;miz.ltion 
Action 

Requester 
Request 

Status 
Date 

CONT-2018-
HOWARD UNIVERSITY 

CREATE 

54135 DUA 
Clare Huxtable 4-13-2018 

Submitted-Waiting for CMS COR 

Approval 
View 

CONT-2018- FLORIDAA&M CREATE 

54137 UNIVERSITY DUA 

Kerry Washington-
4-13-2018 

Submitted-Waiting for CMS COR 
View 

Two Approval 

CONT-2018-
SHAW UNIVERSITY 

CREATE 

54139 DUA 
Dorothy Vaughn 4-13-2018 

Submitted-Waiting for CMS COR 
View 

Approval 

Showing 1 to 3 of 3 entries 
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CMS Contact (COR) – Pending Actions 

Search for DUA Pending an Action 

1. The list of DUAs Pending 
an Action displays. 

2. Specify Search criteria. 

3. Select the View link to 
review and take action. 

Note: If there are multiple 
pages of DUAs Pending 
Action, use the Previous and 
Next buttons for scrolling 
through the listing. 



  

  
VIEW 

Updated DUA Request 

DUALi11Cyc11 

MAIN INFORMATION 

DUACUs-Type 

DUAR-1TVPI 

Prh<acyActAndltPMAuthorlta-CO<M 

CMSConlael(CORJ 

SUBCONTRACTOR ORGANIZATION(S) 

--oclln!lCor,-,y 
-Sl.tlawnroclln!lCor,-,y2 
-Tla!IWlgQon_,,3 

CUSTODIAN/OESY USERS 

DATA FILE DESCRIPTIONS 

DOCUMENTS - Doc,.,,.n1 UploadedF,!os 
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CMS Contact (COR) – Pending Actions 

DUA Review for Approval 

  

1. The DUA Revi ew screen displa  ys.
2. Determine  a DUA c an be approved  

by review of the data files  and the 
documents uploaded to the DUA.

3. Enter  Comments (optional).
4. Select the Approve button.

 
Note: All comments can be viewed in 
the DUA Life Cycle.   

  



  

    

   
FILE DESCRIPTIONS 

Data File Description From Year 

PDE22 - 20% PRESCRIPTION DRUG EVENT DATA 

PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) 

NEW 

NEW 

2010 

2010 

l Showing 1 to 2 of 2 entries 

DOCUMENTS 

■ Document Uploaded Files 

SIGNATURE ADDENDUM Signature_Addendum.docx Download 

Comments: 

j 
[ Request more information J 

To Year 

2018 

2018 0 

Mh+iM◄·d:fW 
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CMS Contact (COR) – View DUA Data File Details 

Displaying the DUA Data File Details 

Select the Green Plus Sign Icon to view the Data File Details. 



  

   

  

 

   
 

  
  

FILE DESCRIPTIONS 

Data FlkiDa..:: rlptlon 

POE22 - 20% PRESCRIPTION DRUG EVENT DATA NEW 2010 2018 0 

Privacy Level IDENTIFIABLE 

From. To Year Extraction% / Cohort ; Quarters ; States 2010-20 18; 100% ,NA,NA 

Access Type SHIPPING 

Data Dissemination System CCWNRDC 

Shipping Detai ls 

Id Sh1ppmg Location Eii+ili:id-1111 Carner Account Number 

31 Rock Quarry Road, Raleigh, North Carolina, 27610, USA OgreShrek 

Custodian Locations Custodians Email EH+-
NORTH CAROLINA STATE 31 Rock Quarry Road, Rale igh, 
UNIVERSITY No«h Carolina , 27610, USA 

1 OgreShrek 1 sha@eppe com 1 (800) 301-5555 

POE24 - 40% PRESCR IPTION DRUG EVENT DATA {16+ VARIABLES) NEW 2010 2018 0 

l Showing 1 to 2 of 2 entries 

DOCUMENTS 

• Document Uploaded Flies 

SIGNATURE ADDENDUM Signature_Addendum.docx Download 

Comments: 

M+··}M--
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CMS Contact (COR) – View DUA Data File Details 

Displaying the DUA Data File Details 

1. The Data file details for the
selected file display.

2. Review the following:
• Extraction Details
• Shipping Details
• Custodian Details

3. Select the Red Negative Sign Icon
to collapse the Data file details.

4. Select Green Plus Sign Icon
associated with another data file
to view its details.



 

  

  
FILE DESCRIPTIONS 

Data File Description From Year To Year 

PDE22 - 20% PRESCRIPTION DRUG EVENT DATA NEW 2010 2018 0 

PDE24 - 40% PRESCRIPTION DRUG EVENT DATA (16+ VARIABLES) NEW 2010 2018 0 

[ Showing 1 to 2 of 2 entries j 
DOCUMENTS 

■ Document 

SIGNATURE ADDENDUM 

Comments : 

Request more information e++m++·iH◄ 
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CMS Contact (COR) – View Document Attachments 

Displaying the DUA Supporting Documentation 

Select the Download link to view the Document Attachment(s). 



  

 

  
 

 

i Acknowledgement Statement 

This Ag reement governs t he relationsh ip between the Cent ers fo r Med ica re & Medicaid Serv ices 
(" CMS") representative associated with t he proj ect ("you/your") described in t he DUA request . 

By cl ick ing "Ag ree," you agree to be designated as the point-of-contact for t he specifi ed project on 
behalf of CMS. You agree t o fulfi ll supervisory functions, as required, in protecti ng and upholdi ng 
the t erms of the DUA, including: (a) ensu ring that the requesti ng enti ty is fo llowing all CMS 
information security and privacy pol icies; (b) following all required documentation and procedures 
fo r ent ity access to CMS data; (c) determ ining t hat the requesti ng entity is only approved t o access 
the minimum data necessary to perform t he functions of t he proj ect fo r wh ich data has been 
request ed; and (d) conf irm ing t he return and/ or destruct ion of data released per the DUA 
ag reement. You also attest t hat you are authorized to enter into t his Ag reement on beha lf of CMS 
and tha t you ag ree to all t he terms specified herein. You cert ify that you have reviewed t he DUA 
request and all relevant attachments, and have determined t hat they are satisfactory and 
complet e. 

D I agree . 

Witi@M Eii:l@M 
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CMS Contact (COR) – Approve the DUA 

Approval Acknowledgement 

1. The Acknowledgement 
Statement message pop-up 
displays. 

2. Select the I agree button. 
3. Select the Submit button. 



  

   
      

  
    

 

DUA# CONT-2018-54137 has been approved. You may continue review other req uests as desired 

DUA AWAITING MY ACTION 

l 
DUA Number organization DUA Action A Requester 

Request 
Date 

CONT-2018- HOWARD CREATE 
Clare Huxtable 4-13-2018 

54135 UN IVERSITY DUA 

CONT-2018-
SHAW UNIVERSITY 

CREATE Dorothy 
4-13-2018 

54139 DUA Vaughn 

l Showing 1 to 2 of 2 entries 

I 

Search: I 

Status 

Submitted-Waiting for CMS COR 

Approval 

Submitted-Waiting for CMS COR 

Approval 

p 

View 

View 
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CMS Contact (COR) – Approve the DUA 

Approval Acknowledgement 

1. The Pending Actions Queue re-displays. 
2. A message displays:  “<DUA Number> has been approved.  You may continue 

to  review other requests as desired.” 
3. The DUA no longer displays in the Pending Actions Queue. 
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CMS Contact (COR) – Print DUA 

Please refer to the Print DUA training module for more information 
on printing your DUA. 



     

EPPE Help Desk Information
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EPPE Help Desk Information 

EPPE Help Desk Contact Information 

Hours of Operation: Monday – Friday  9:00 AM to 6:00 PM EST 

844-EPPE-DUA (844-377-3382) 

EPPE@cms.hhs.gov 

mailto:EPPE@cms.hhs.gov
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