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EPPE Access Prerequisites

CMS Enterprise Portal Access, IDM Credentials, and EPPE Access

* Obtain access to the CMS Enterprise Portal
* Access CMS Portal
— https://portal.cms.gov/

e Obtain Identity Management (IDM) Credentials, Multi-Factor
Authentication (MFA) and EPPE Access

— https://www.cms.gov/files/document/eppeidm.pdf



https://portal.cms.gov/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cms.gov%2Ffiles%2Fdocument%2Feppeidm.pdf&data=04%7C01%7Cjudy.moreno%40newwave.io%7C99aa706d27f342a8fd7b08d8be304eed%7Ce23fb87b9a87474d9d8191d0af53601d%7C0%7C0%7C637468461988317962%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xfZKwxTZ0Pl62v%2B%2B4F08jrRlADCrgG%2FFPO7BpcRLPVs%3D&reserved=0

Basic Information About EPPE

Icons Used Throughout the EPPE System

( * ) A red asterisks denotes that a field is required to be entered.

@ The question mark icon when selected will display field specific help.
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CMS Contact (COR) — DUA Search

Searching for a DUA

Welcome to EPPE

EPPE is an application that streamlines the process of requesting data from the Centers for Medicare & Medicaid Senices (CMS) via an online Data Use Agreement (DUA).

DUA(s) - Pending Actions Goals:
« Reduce the amount of time to process a DUA.

Extension Request(s) . Tran.swlmn from a paper-based to an automated [EEEs
« Provide a 100% traceable record of CMS data disclosures.
DUA(s) - Pending Training Materials: Visit the EPPE web page on cms_gov, to download Training Slide Decks for the following:

Extensions
« Contractor Approval Workflow.

Re-Assign Request(s) « LDS Approval Workflow.

Pending Change Contact
Request(s)

Manage Access

My Preference(s)

Email Preference

Exit EPPE

On the Search Menu, select DUA Search.




CMS Contact (COR) — DUA Search

Enter DUA Search Criteria

DUA SEARCH

T 1. The DUA Search screen

Search based on one or multiple criteria below.

e e e displays.

e ¥ 2. Enter the Search Criteria.
1 @ 3. Select the Search button.
e : 4. Select the Clear Criteria button

Custodian Name :

: to start another search.

MEDHTL - 1 800 MEDICARE HELPLINE
INP - 100% INPATIENT CLAIMS
SADHHA - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - HOME HEALTH AGENCY

. .
SADHS - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - HOSPICE Note L] I h e Sea rch WI I I n Ot WO rk If
SADIP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - INPATIENT .

SADOP - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - OUTPATIENT

SADSNF - 100% LDS WITH STANDARD ANALYTICAL DATE FILE - SKILLED NURSING FACILITY t h e “ E nte r” b u tto n iS S e | e Cte d . YO u

must select the “Search” button.
p— ust select the “Search” butto




CMS Contact (COR) — DUA Search

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected

DUA Status :Approved
CustomerType :Contractor

Sh::;:zj:nRZZZZSNORTHCAROUNASTATEUNWERSITY 1. The DUA Search Results
Screen displays the search
— criteria at the top of the

::r‘:her N ?;:;m"er A Organization ~  Project/Study ~ q ~ ;::':“t ~ S:tpg'mic'" A staus ~ SC ree n .
(5:2(;';;'201 e Contractor ESE[L?E??OLINA SR Research Study ::ﬁler 9-21-2017  9-21-2018 Approved  View
gﬁ(;r;;-zm ™ Contractor ESRL:EﬁOLINA STATE Training Deck w:gy-Lou ;:]1173 8-31-2018  Approved  View 2 . Th e Se a rc h Re s u Its I ist
(5:;';:201 & Gontractor ESRL?EﬁOLINA SIAE EZ;)Ee:("rr:;rt] :'ir:ii on 1-5-2018  12-31-2018  Approved  View d i S p | ay S i n t h e t a b I e .
?303';;'201 & Gontractor E(N)E/ngﬁoum STATE ;Ez:e’:(_’r’:;' Lae':gon 15-2018  12-31-2018 Approved View
5@)30321-201 & Gontractor BSE[L’;;‘:?OL'NA STATE :::;)Ee:('ir:;] Lz’:gon 152018  12-31-2018 Approved View 3 . S e I e Ct t h e View I | n k t o
CONT-2018- NORTH CAROLINA STATE ~ EPPE Admin Taraji

Contractor

53372 UNIVERSITY Reopen Test Henson 152018 12312018 Approved  View d |S p | ay D UA d eta i IS .

Showing 1 to 6 of 6 entries

Back to Search




CMS Contact (COR) — DUA Search

View DUA Details

[ e ]

Y . 1. The My DUA Details screen displays.
o 2. Select the green plus sign icon associated with the
S following to expand the sections and view details:
e * DUA Life Cycle,

e TR * DADSS Comments (not shown in this example)
e * Data File(s)
e e 3. Select the Download link associated with any of the
= ek documents to view the supporting documentation
e - details.

e ore= 4. Select the Print DUA button to print the DUA or save
—— it in PDF format.

— S——— - 5. Select the Back to Results button to return to the
e T DUA search results screen.

e — T Notes:

v o : ¢ Refer to prior slides describing displaying data file
e = details and viewing attachments.
S " S » Displaying the DUA Life Cycle and Printing the DUA

will be described next.
| e e ]

10




CMS Contact (COR) — DUA Life Cycle

Displaying the DUA Life Cycle

MY DUA

DUA Life Cycle @

MAIN INFORMATION

DUA Number CONT-2017-52888
DUA Customer Type : Contractor

DUA Category 42 - CMS PROGRAMS
DUA Status : Approved

Expiration Date 09-21-2018

Requested Date 09-21-2017

Requester : Happy NewUser
Requester's Email fakepicnic@gmail com
Requester's Phone Number (301) 555-2010

Last Updated By -
Organization Name - NORTH CAROLINA STATE UNIVERSITY

Project Name : Research Study

Select the Green Plus Sign Icon to view the DUA Life Cycle.

11



CMS Contact (COR) — DUA Life Cycle

Status Progressions and Actions Display

MY DUA

DUA Life Cycle

DUA Status DUA Action Date DUA Action Action User Comments Special Instructions
Approved Dec 6, 2017 4:37:04 PM Happy NewUser
Canceled Update/Amend ~ Nov 14, 2017 11:50:28 AM  UPDATE DUA  Happy NewUser
In Progress Nov 14, 2017 11:36:24 AM  UPDATE DUA  Happy NewUser
In Progress Nov 14,2017 11:33:41 AM  UPDATE DUA  Happy NewUser
In Progress Nov 14,2017 11:31:01 AM  UPDATE DUA  Happy NewUser

Showing 1 to 5 of 24 entries

2 3 4 5 Next

MAIN INFORMATION
DUA Number

DUA Customer Type

DUA Category

DUA Status

Expiration Date

Requested Date

Requester

Requester's Email
Requester's Phone Number
Last Updated By
Organization Name

Project Name

CONT-2017-52888

Contractor

42 - CMS PROGRAMS

Approved

09-21-2018

09-21-2017

Happy NewUser

fakepicnic@gmail.com

(301) 595-2010

NORTH CAROLINA STATE UNIVERSITY

Research Study

1.

The DUA Life Cycle details
display.

Select the Next button to
scroll through the life cycle list
if applicable.

Select the Red Negative Sign
Icon to collapse the DUA Life
Cycle table.
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CMS Contact (COR) — Print DUA

How to Print the DUA

MY DUA

DUA Life Cycle (+)

MAIN INFORMATION

DUA Number CONT-2017-52888
DUA Customer Type : Contractor

DUA Category : 42 - CMS PROGRAMS
DUA Status . Approved

Expiration Date 09-21-2018

Requested Date 09-21-2017

Requester Happy NewUser
Requester's Email fakepicnic@gmail.com
Requester's Phone Number : (301) 555-2010

Last Updated By

Organization Name - NORTH CAROLINA STATE UNIVERSITY

Project Name : Research Study

Select the Print DUA button at the top of the screen to access printing options.

13
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CMS Contact (COR) — Print DUA

Select to Print a DUA

Select an option *

{23 Print DUA Review
O Print DUA Life Cycle
O Print All

Close

1.

The Select to Print a DUA pop up
appears.

a) Select Print DUA Review to
print only the Review
screen.

b) Select Print DUA Life Cycle
to print only the Life Cycle.

c) Select Print All to print DUA
Review and DUA Life Cycle.

In a separate tab, the screen will
display a view of your selection
for printing.

14




CMS Contact (COR) — Print DUA

DUA in HTML Displays for Printing

-
=)

1.

2.

3.

In a separate tab, the DUA displays
in HTML format for printing.
Sections displayed are:

Main Information

CMS Contracting Officer
Representative (COR)
Contract Information
Subcontracting Organization
Documents

DESY Users

Data File Descriptions
Custodians

DUA Life Cycle

Select the Print link to:

Print the DUA or
Save the DUA in PDF format

15




CMS Contact (COR) — DUA Search

View DUA Details

MY DUA
DUA Life Cycle ©

MAIN INFORMATION

DUA Numbor CONT-2017-52888
DUA Customer Type Contractor

DUA Category 42 - GMS PROGRAMS.
DUA Status Approved

Expiration Date 09-21-2018

Requosted Date 09-21-2017

Requester Happy NewUser
Requesters Email fakepicnic@gmail com
Requesters Phone Number (301) 555.2010

Last Updated By

Organization Name NORTH GAROLINA STATE UNIVERSITY

Project Name Research Study
Privacy Act And HIPAA Authorization Code

Privacy Act Authorization Gode GONTRACTOR RU

PNV R—— '.: CMS Enterprise Portal - © X DUA: CONT-2017-52888 X

cms Contact (COR)

First N Shery!

Last Name. Hardy-Austin

S oot & C O & Secure htTpSZ

Contract Information

/portal

Contract Number conT123a
Task Ordor Numbor T0-123456
Contract Poriod - Start Dato: 01.01.2014
Contract Pariod - End Date. 12.312018

SUBCONTRACTOR ORGANIZATION(S)
FLORIDA STATE UNIVERSITY

1. Select the CMS Enterprise Portal tab to re-display the

‘ o e—

T e T ” My DUA screen.

DATA FILE DESCRIPTIONS
\

e s i = 2 Se | eCt t h e BaCk to Resu Its butto n
PDE15 - 5% PRESCRIPTION DRUG EVENT DATA (1-15 VARIABLES) 2010 2018 © . .
DOCUMENTS
T o

Back To Results.

16



CMS Contact (COR) — DUA Search

Results Display for the DUA Search

DUA SEARCH

Search Criteria Selected
DUA Status :Approved
CustomerType :Contractor

Organization Name :NORTH CAROLINA STATE UNIVERSITY

Showing 6 of 6 Records,

Export Search Result to Excel

Search: |

e p—— © rropstsopome - rogenr OO SO 1. The DUA Search Results Screen

Number Type Date Date
cONT2017- NORTH CAROLINA STATE Heppy . redisplays with the search criteria
50888 Contractor UNIVERSITY Research Study NewUser 9-21-2017  9-21-2018 Approved  View p y .
CONTZU. . NORTHGAROLNASTATE L omaplos s oo 2. Select the Export Search Result to
53209 UNIVERSITY 9 Who 2017 e PP
CONT-2018- @i NORTH CAROLINA STATE ~ EPPE Admin Taraji 152018 12312018 Approved  View Exce I b u tto n to ge n e ra te a re p O rt .
53365 UNIVERSITY Reopen Test Henson PP
CONT-2018- NORTH CAROLINA STATE EPPE Admin Taraji .
53366 Contractor UNIVERSITY Reopen Test Henson 1-5-2018 12-31-2018  Approved View
CONT-2018- NORTH CAROLINA STATE EPPE Admin Taraji .
53367 Contractor UNIVERSITY Reopen Test Henson 1-5-2018 12-31-2018  Approved View
CONT-2018- NORTH CAROLINA STATE ~ EPPE Admin Taraji .
53372 Contractor UNIVERSITY Reopen Test Henson 1-5-2018 12-31-2018  Approved  View

Showing 1 to 6 of 6 entries

Back to Search
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CMS Contact (COR) — DUA Search

Open Downloaded Report

EPPE Home Logged in as: CMS CONTACT (COR)

DUA SEARCH

DUA(s) - Pending Actions Search Criteria Selected

Extension Request(s) « DUA Status :Approved
« CustomerType :Contractor
DUA(s) - Pending « CMS Contact(COR) Name :Apollo Doe

Extensions
Showing 19 of 19 Records.

Re-Assign Request(s) Export Search Result to Excel
-arc esult to cel

Pending Change Contact

Request(s;
questis) Search: |
DUA Search DUA Number =« :;:etomer A Organization A Project/StudyName ~ Requester ~ g:'lluest ~ Ezﬂm““ ~ Status  ~
CONT-2007- Demonstration 5 Demo .
e Contractor Organization 1 Test Project = 8-21-2019  5-31-2020 Approved  View
Manage Access - - i idati i
g CONT-2017- Contractor Demohstr.auon Validation of the Quality Payment ~ Demo 11272019 9-19-2020 Approved  View
51575 Organization 1 Program UserTwo
My Preference(s)
CONT-2019- Demonstration Demo 12-23-
Contractor Test Stud: 2-1-2020 Approved  View
Email Preference 53097 Organization 1 v UserOne 2019 PP
CONT-2019- Demonstration Demo
Contractor Test Stud: 6-21-2019 8-15-2020 Approved  View
m 53108 Organization 1 Y UserOne PP

CONT-2019- Demonstration Demo

Contractor Test Sludi 6-24-2019 6-24-2020 Aiimved View

1. The DUA Search Results Excel Report is downloaded and displays at the bottom of the
screen.
2. Select the file to open it.

18



CMS Contact (COR) — DUA Search

Potential File Action Messages

X Opening EPPE_DUAs_2017-10-12

What do you want to do with EPPE_DUAs_2017-10-12 You have chosen to open:

10-46-57 xIs? i EPPE_DUAs_2017-10-12

which is: Microsoft Excel 97-2003 Worksheet (5.2 KB)
from: https://portalval.cms.gov

What shoulo with this file?

Microsoft Excel (default)

Type: Microsoft Excel 2003
From: portalval.cms.gov

— Open

The file won't be saved automatically.

—» Save
[] Do this automatically for files like this from now on.

—> Save as

Cancel Cancel

1. Depending on your internet browser and other settings, messages may display asking if the

file should be opened or saved.
2. Select the Open or Save option.
Note: The examples shown are not all inclusive.

19



CMS Contact (COR) — DUA Search

Potential Compatibility and Security Messages

(Internet Explorer Securi >

e

@ A website wants to open web content using
this program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

E‘ Name: Microsoft Office
Publisher: Microsoft Corporation

[] o not show me the warning for this program again

Allove Don't allow

Microsoft Excel

anyway?

X

| The file format and extension of 'EPPE_DUAs 2017-10-12 10-46-57[11.xls' don't match. The file could be corrupted or unsafe. Unless you trust its source, don't open it. Do you want to open it

Browser messages may also display asking if the file should be trusted.
Select the Allow option if you trust the website.
Microsoft Excel may display a file format/extension compatibility message.

Select the Yes button on the Microsoft Excel message if you trust the source.
Note The examples shown are not all inclusive.

PwhNE

20




CMS Contact (COR) — DUA Search

Downloaded Report Details

A B C D E F G H l J K L M N 0 P Q R S T u \ -
Dua Number Status Organization DUA Customer Project Privacy Act HIPPA Request Date Expiration Requester Requester Contract Task Contract Contract CMS CMs Project Project ResDAC Close
Cate Type /Study Code Author Date Name Email Number Order StartDate EndDate Contracting Contracting Contact Contact Ticket Date
gory Name ization Number Officer Officer Name Email ID
Code Representative Representa
(COR) Name tive (COR)
1 Email
CONT-2018- Approved NORTH CAROLINA CMS Contractor EPPE CONTRACT Essenti 1/5/2018 12/31/2018 |Taraji fakepicnic CONT12 TO- 1/1/2017 12/31/2 TarajiHenson  fakepicnic test@e
53365 STATE UNIVERSITY PRO Admin  ORRU al Henson  @gmail.c 34 123456 018 @gmail.co ppe.co
GRA Reopen Govern om m m
MS Test ment
Functio
ns
2
CONT-2018- Approved NORTH CAROLINA CMS Contractor EPPE CONTRACT Essenti 1/5/2018 12/31/2018 Taraji fakepicnic CONT12 TO- 1/3/2017 12/31/2 TarajiHenson  fakepicnic test@e
53366 STATE UNIVERSITY PRO Admin ORRU al Henson  @gmail.c 34 123456 018 @gmail.co ppe.co
GRA Reopen Govern om m m
MS Test ment
Functio
ns -
Search Criteria ® 4 3
Ready H 0 = 1 + 100%

The Excel Report of Exported DUA Search Results displays on the first tab.
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CMS Contact (COR) — DUA Search

Downloaded Report Search Criteria

A B C D

DUA Search Criteria Selected
DUA Status :Approved

CustomerType :Contractor
Organization Name :NORTH CAROLINA STATE UNIVERSITY

Total Records 6

w00~ O B W N e

,._..-———-_-_K
| DUA Search Result q Search Criteria D ©)
R :

Ready

Select the second tab of the Excel Report of Exported DUA Search Results
to display the Search Criteria.

22



CMS Contact (COR) — DUA Search

Return to the DUA Search Screen

DUA SEARCH

Search Criteria Selected
DUA Status :Approved
CustomerType :Contractor

Organization Name :NORTH CAROLINA STATE UNIVERSITY

Showing 6 of 6 Records.

Export Search Result to Excel
Search:

DUA Customer Request Expiration

T - Vpe ~ Organization ~ Project/StudyName ~ Requester ~ Date Date Status  ~
:g;;.zm " Contractor ES&L:E:S{OL'NA STATE  Research Study ::fv‘gser 9212017 9212018  Approved \View S e I e Ct th e B a ck t o S earc h b Utt on t 0
;?2[;;-201 v Contractor ESI‘T/L:(SIGSOLINA STATE Training Deck S\j:gy'mu ;10'1173' 8-31-2018  Approved View ret u r n to t h e D UA Se a rc h SC re e n .
gg;;-zm & Gontractor ESEL:S(:'?{OL' MRS EZ::;:OT':: Laersﬁon 152018 12312018 Approved  View
;:g;;-zow 8 Contractor Eﬁﬂlgﬁw NA STATE E:::e’:‘i':;? ;aefgon 152018 12312018 Approved  View
;gr;;.zm & Contractor :Sﬁ;;;’:ﬁo"' NA STATE E:::e’:‘i':;'t‘ I;'sion 1-5:2018  12:31-2018  Approved  View
:g;;.zm & Gontractor Eﬁﬁ/g;ﬁou NA STATE :Z::e’:‘frr:;? ;aersﬁm 1-5-2018  12-31-2018  Approved  View

Showing 1 to 6 of 6 entries

Back to Search
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EPPE Help Desk Information

&
EPPE Help Desk Contact Information
Hours of Operation: Monday - Friday 9:00 AM to 6:00 PM EST

844-EPPE-DUA (844-377-3382)

EPPE@cms.hhs.gov
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