How to Complete On-Line Form with Signature Image in Self-Signed Digital Id

1) References
a) Tutorial - Creating a Self-Sign Digital ID with Adobe Acrobat Pro X (runtime 5:19)

b) “Sign Here...” Getting Started with Electronic Signatures in Adobe

2) Complete the fillable-form on-line CMS DUA Forms and www.cms.gov/Privacy

3) From the “Tasks” toolbar, select ~ Sign > Sign Document, figure 1

Figure 1

® [19% - o [ | son- P comment~ [Find -

Sign Document

AW € e[ e
Please fill out the following form. You can save data typed into this form.

Validate All Signatures

4) Using the mouse, click and drag a square in the signature block of the form, if you do not have any
digital Ids in your certificate store, the “Add Digital Id” window will appear, figure 2

e | (een T~

I'want to sign this document using: @ a @ @ ‘ o E
@ My existing digital ID from: ~ 7 Comment - |Find
@ A file
() A roaming digital ID stored on a server I

() A device connected to this computer .
lividual hereby attest:

©) A new digital ID  want to create now Il the terms specific

| (e State

Office Telephone (include Area Code) E-Mail

Signature

17. The parties mutually agree that the following named individua
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http://tv.adobe.com/watch/acrobat-tips-and-tricks/creating-a-selfsigned-digital-id/
http://blogs.adobe.com/security/2009/05/sign_here_getting_started_with.html
http://www.cms.gov/Research-Statistics-Data-and-Systems/Computer-Data-and-Systems/Privacy/DUA_-_Forms.html
http://www.cms.gov/Privacy
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5) Inthe Add Digital Id window, select

Figure 3

6) Inthe Add Digital Id window, select

Figure 4

7) Inthe Add Digital Id window

Figure 5
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A new digital Id | want to create now, figure 3
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Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature, Add or create a digital ID using:

() My existing digital ID from:
@ A file
A roaming digital ID stored on a server I

A device connected to this computer

@ A new digital ID I want to create now

the location where you would like to store your self-
signed digital Id, figure 4
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Add Digital ID - > =55

Where would you like to store your self-signed digital ID?

() New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This commen digital ID file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .pl2 file extension.

(7) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available

to other Windows applications. The digital ID will be protected by your Windows login.

enter your identity information, figure 5

-

Add Digital ID - > =5

Enter your identity information to be used when generating the self-signed certificate.

MName (e.g. John Smith): ’|7
Crganizational Unit: ’7
Organization Name: ,7

Email Address: ’7

Country/Region: ’US - UNITED STATES v]

[7] Enable Unicode Support

Key Algorithm: ’1024-bit RSA v]

Use digital ID for: ’Digital Signatures and Data Encrypticn v]

<Back | | Finish |
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8) Select 2048-bit RSA in the Key Algorithm drop-down, figure 6

Figure 6

1024-bit RSA

Use digital ID for:  ERYEETTETY

Key Algorithm: [2048-bitRSA v]

9) Enter the file location and password for the digital Id file

Figure 7
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<Back | [ Finish |

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt doecuments, You should make a note of the file location
so that you can copy this file for backup or other purposes, You can later change options for this
file using the Security Settings dialog.

File Name:

I.Jsers\P uma‘AppData\Reaming'AdobelAcrobat'\9.0\Security’ CyberTyger2. pfx Browse...

Password:

I

Confirm Password:

I

10) The “Sign Document” window reappears,
from the “Appearance” drop-down, select Create New Appearance, figure 8

Figure 8
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Sign Document
—

Sign As: [ Cyber Tyger < Cyber.Tyger@cms.hhs.gov= v] @

Password: I
Certificate Issuer: Cyber Tyger

Appearance: [ Standard Text - J

Standard Text
Create Mew Appearance ..

Cyber e
@

ou=_CM5,
email=Cyber Tyger@cms.hhs.gov

I e r e=ls
Date: 2012.05.28 12:49:37 -04'00°

[ Lock Document After Signing @
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11) In the “Configure Signature Appearance” window, select

Figure 8

Import graphic, File, figure 8

-
Configure Signature Appearance -

a0 B S

Title: |w/real Tyger signature image

Preview

l Configure Graphic

Show: (7) No graphic

H ) Name

Configure Text

Showr: MName Location
Date Reason

Text Properties

Digits: | 0123456789 =

Import Graphic from:

@ Imported hi -

Text Direction: @ Auto () Left to right () Right to left

Digitally signed by your common
name here

DM: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2012.05.28 12:55:54 -04'00

Distinguished narme Logo
Labels

oK l l Cancel

e

12) Select the file location of your signature image, figure 9

Figure 9
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r
Select Picture

S=X)

Sample

[=I P28 </ Tyger real signature in PDF.pdf]

T

1 out of 1 images

oK ] l Cancel

4 0of 5



How to Complete On-Line Form with Signature Image in Self-Signed Digital Id

13) Enter the password, do NOT check the “Lock Document After Signing” box, figure 10

Figure 10

Sign As: lC}rber Tyger personalized digital Id vl )
Password: I
Certificate Issuer: cyber tyger
= |
Appearance: .
- cybertyger |
L;T 14920 20120527 @
18:11:04 -04'00'
[] Lock Document After Signing 2
[ Sign ] [ Cancel ]
14) The signature and text must be clearly legible, figure 11a & 11b & 11c
. I ri T =
Figure 11a Signature ’
ol Digitally signed by Cyber Tyger
/ . DN:cn=Cyher Tyger, o=DHHS, ou=CMS|
W( email=cyber.tyger@cms.hhs.gov, c=US
Date: 2012.05.28 16:07:24 -04'00"
I I
. Office Telephone (inciude Area Code) E-Mail Address
F|gure 11b 410-786-9999 Digitally signed by Cyber Tyger
-_— - T T o e T
Signature Cﬁ? ou=CMS,
%@( email=cyber.tyger@cms.hhs.gov
=L
Date: 2012.05.28 16:31:29 -04'00°
17. The parties mutually agree that the following named individual is desig

Figure 11c B : STITZ < ST07

Type or Pri Digitatly signed by Cyber Tyger

%@( DN: cn=Cyber Tyger, o=DHHS,

Signature TU=vis; Date

email=cyber.tyger@cms.hhs.gov, c=US

—Date: 201220528 16:54:50-04'00°

S _On hohalf of CAMS tha undarcionad individnal horahy attacte that ha ar cha ic antharizad
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