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Introduction

If your ACO is participating in the Medicare Shared Savings Program (Shared Savings Program)
for performance year 2017, then you must set up the necessary Enterprise Identity Management
(EIDM) accounts and roles to enter and submit quality data through the CMS Web Interface
(CMS WI) and access its Merit-based Incentive Payment System (MIPS) performance
feedback. When available, the CMS WI and MIPS performance feedback will be accessible
through the Quality Payment Program (QPP) Portal that will be available on the QPP website at
app.cms.gov and announced through the ACO Spotlight Newsletter.

This ACO guide describes EIDM roles for the ACO Security Official and the ACO’s Web
Interface Submitter only.

EIDM accounts will allow your ACO to:

e Access the QPP Portal gpp.cms.gov;

e Access the CMS WI to download your Beneficiary Sample prior to the CMS WI data
submission period;

e Access the CMS WI training environment;
Enter and submit quality data via the CMS WI during the submission period to fulfill program
requirements for complete and accurate reporting.

o Access the ACO’s MIPS performance feedback and payment adjustment information; and

e Submit a targeted review request on qpp.cms.gov

Groups and individual practitioners participating in an ACO should refer to the MIPS EIDM User
Guide for guidance on creating group or individual EIDM roles.

EIDM Accounts and Roles Overview

In order to report CMS WI data and access its MIPS performance feedback, each ACO must
have individuals with the ACO Security Official (ACO SO) and Web Interface Submitter roles
within the EIDM Physician Quality and Value Programs Application. In order to access the
EIDM Physician Quality and Value Programs Application to request the ACO SO and Web
Interface Submitter roles, individuals will need to first create an EIDM account. The table below
provides important information describing each role needed for CMS WI quality reporting and to
access MIPS performance feedback.



https://qpp.cms.gov/
https://qpp.cms.gov/
https://www.cms.gov/Medicare/Quality-Payment-Program/Resource-Library/Enterprise-Identity-Data-Management-EIDM-User-Guide.pdf
https://www.cms.gov/Medicare/Quality-Payment-Program/Resource-Library/Enterprise-Identity-Data-Management-EIDM-User-Guide.pdf
http:qpp.cms.gov

Role

Responsibilities

Approval

ACO Security Official
(ACO SO)

User must be from the ACO and
approves Web Interface Submitter
ole requests by EIDM account
holders for their organization. The
IACO SO validates the users who
can access the CMS WI and report
quality data. The ACO SO has
access to the CMS WI to download
the Beneficiary Sample, participate
in the training environment, enter
and submit quality data, and
generate reports. The ACO SO can
also access the ACO’s MIPS
performance feedback and
payment adjustment information,
and submit a targeted review
request on qpp.cms.gov.

*All users must be in the United
States of America.

Requests may be
automatically approved in
the system when requesting
the ACO SO role. Individuals
have 3 attempts to submit
their ACO SO role request
with accurate information.
After 3 failed attempts, the
request will be sent to the
QPP Service Center for
manual approval. Please
contact the QPP Service
Center at gpp@cms.hhs.gov
for assistance.

ACOs may have more
than 1 ACO SO. We
recommend having more
than 1 ACO SO, in case
your ACO SO is out of the
office or unable to
approve WI Submitters.



mailto:qpp@cms.hhs.gov

Role

Responsibilities

Approval

Web Interface Submitter

User has access to the CMS W,
through the QPP Portal, to download
the Beneficiary Sample, participate
in the training environment, enter
and submit quality data, and
generate reports. The Web Interface
submitter can also access the ACO’s
MIPS performance feedback and
payment adjustment information,
and submit a targeted review
request on gpp.cms.gov.

Note: An organization must have an
IACO Security Official before a user can
request the Web Interface Submitter
role.

To determine the ACO’s Security Official,
please contact the QPP Service Center
at 1-866-288-8292 / TTY 877-715-6222
or by email at gpp@cms.hhs.gov. You
will need to provide the ACO’s Primary
TIN and Legal Business Name.

*Third party vendors may be a Web
Interface Submitter, but all users must

be in the United States of America.

The ACO SO must approve
Web Interface Submitter
reguests.




How to Register and Create EIDM Accounts

If you already have an active EIDM account, then you do not need to set up a new EIDM
account. Please note screenshots are taken from a test environment and may not display
exactly what you see on your screen.

Steps for Creating a New EIDM Account:

1. Navigate to https://portal.cms.gov/.
The CMS Enterprise Portal page is the same website used to access the ACO Portal, but your
CMS user ID for the ACO Portal will not give you the access you need to request roles. Please
create an EIDM account if you do not have one or use your existing EIDM account to request
the necessary roles.

2. Select the ‘New User Registration’ link.

CMS.gov I Enterprise Portal S2Find Your Application @ Help @ About &% E-Mail Alerts

CMS.gov | Enterprise Portal

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

Step 2
New User Registration



https://portal.cms.gov/

3. Select Physician Quality and Value Programs application from the dropdown menu and
agree to the terms and conditions.

Step #1: Choose Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms.

Choose Your Application ~

PQRS: Physician Quality Reporting System

PSR/STAR: Provider Statistical and Reimbursement/System for Tracking Audit and Reimbursement

PV: Physician Quality and Value Programs s Step 3

QARM: Quality Net Authorization & Role Management

RNSGUI: Research and Support Graphical User Interface

salesforce: Salesforce/CMMI

SERTS/SERVIS/CPMS: State Exchange Resource Virtual Information System/CO-OP Program Management System
SHIM: Enrollment and Payment Portal

SPOT(FCSO): First Coast Service Options Internet Portal

STARS: Services Tracking Analysis and Reporting System

T-MSIS: Transformed Medicaid Statistical Information System

\iI}

UCM: Unified Case Management

B aEETSeEEEs  VMS Client Letter: VMS Durable Medical Equipment DME Client Letter Application -




4. The ‘Register Your information’ page is displayed. Provide the information requested on the
‘Register Your Information’ page. The fields with an asterisk (*) are required fields and have
to be completed. After all required information has been provided, select ‘Next’ tocontinue.

CMS.gov | Enterprise Porfal %% Find Your Application ~ @H

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information.

All fields are required unless marked "Optional'.

Enter First Name Enter Middle Name (optional) Enter Last Name Suffix (optional) v
Enter Social Security Number (optional) Birth Month Vv Birth Date b Birth Year v
Is Your Address US Based?
@ Yes 9] No
Enter Home Address #1 Enter Home Address #2 (optional)
Enter City State v Enter Zip Code Enter Zip+4 (optional)
Enter E-mail Address Confirm E-mail Address

Enter Phone Number

BaCk “ Cance'

NOTE: You may select ‘Cancel’ at any time to exit out of the user ID registration process. All
information provided, and any changes made, will not be saved.

After providing the required information on the ‘Register Your Information’ page, the ‘Create
User ID, Password & Security’ page is displayed.




5. Create and enter a user ID of your choice and based on the requirements for creating a user
ID.

6. Create and enter a password of your choice. Enter the same password for ‘Confirm
Password’. The passwords must match before you can continue.

NOTE: Please follow the following rules for setting up a user ID and password:

e USER ID: Your user ID must: Be a minimum of 6 and a maximum of 72 alphanumeric
characters — Contain at least 1 letter — Cannot contain your Social Security Number (SSN)
or any 9 consecutive numbers — Allowed special characters are dashes (-), underscores
(L), apostrophes (‘),and periods (.), followed by alphanumeric characters.

¢ Note: Do not use the @ symbol when creating your User ID.

Password: Your password must be a minimum of 8 and a maximum of 20 characters
long. It must contain at least 1 letter, 1 number, 1 uppercase letter, and 1lowercase letter.
It cannot contain your user ID.

7. Inthe ‘Select Security Questions and Answers’ section, select a question of your choice

and enter the answer you want to be saved with the question. Repeat for questions 2 and 3.

Step #3: Create User ID, Password & Security

Step 3of 3 - Please create User ID and Password, Select security questions and provide answers,

Enter User ID '— Step 5
Step 7
Enter Password Enter Confirm Password ' Step 6
Select Security Question #1 v Enter Security Question #1 Answer
Select Security Guestion #2 v Enter Security Question £2 Answer
Select Security Question #3 v Enter Security Question #3 Answer

“¢_‘ Step 8




NOTE: You may select ‘Cancel’ at any time to exit out of the user ID registration process. All
information provided, and any changes made, will not be saved.

8. Select ‘Next’ and you will be directed to Registration Summary page.

9. The Registration Summary page is displayed, review your information and make necessary
changes before submitting. Select Submit User to complete the registration.

== Find Your Application @ Help @ About % E-|

MS.gov | Enterprise Portal

Registration Summary

Please review your information and make any necessary changes before submitting.

PQRS: Physician Quality Reporting System

All fields are required unless marked "Optional’.

First Name
Daisy

Social Security Number (optional)
258456321

Home Address #1
2810 Baltimore

City
Baltimore

E-mail Address
daisy kittles(@gmail. com

Phone Number
4102654137

User ID
dkittles123

Password

What is your favorite radio station?

~

Last Name

Enter Middle Name (optional) Kittles Suffix (optional) ~

Birth Month Birth Date Birth Year
January ~ 1 ~ 1982 -

Enter Home Address #2 (optional)

State Zip Code

Maryland ~ 21244 Enter Zip+4 (optional)

Confirm E-mail Address

daisy kittles @ gmail.com

Confirm Password

Security Question #1 Answer
~ station

Security Question #2 Answer

What is a relative's telephone number that is not your own? v own

Security Question #3 Answer

What is the name of your favorite childhood friend?

m e

friend

Step 9




10. Confirmation message is displayed with information that your ID has been successfully
registered with CMS Enterprise Portal and e-mail has been sent to your registered e-mail
address. Select ‘here’ to login to CMS Enterprise Portal.

CMS.gov | Enterprise Portal 82 Find Your Application @ Help @About XE-M

®Confirmation X

Your ID has been successfully registered with CMS Enterprise Portal. An e-mail has been sent to your registered e-mail address. You can now login by clicking here _
Step 10




How to Set Up ACO Security Official (SO) Role

After successfully creating an EIDM user ID and password you must set up an ACO SO. If you
were previously an ACO SO and maintained an active EIDM account, you can check the status
of your role using the instructions provided in the section titled, “How to Check Your Role
Status.” Please note screenshots are taken from a test environment and may not display exactly
what you see on your screen.

Important: You will not be able to log into the QPP Portal if your username includes an @
symbol. Please contact the Quality Payment Program by phone at 1-866-288-8292 / TTY 877-
715-6222 or by email at gpp@cms.hhs.gov for assistance.

Steps to Create a New ACO SO Role:
1. Navigate to https://portal.cms.gov. The CMS Enterprise Portal home page is displayed.

2. Once on the page, enter your user ID and password and agree to Terms and Conditions by
clicking the checkbox.

CMS.gov I Enterprise Portal 22 Find Your Application @ Help @ About

CMS.gov | Enterprise Portal

Step 2
.——

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?



mailto:qpp@cms.hhs.gov
https://portal.cms.gov/

3. The ‘My Portal’ page is displayed. Select the ‘Request/Add Apps’ link to request access to

CMS Systems/Applications.

CMS.gov | My Enterprise Portal

My Portal

Use the below link to request access to CMS Systems/Applications.

=t

—
Request/Add Apps Step 3

4. For the PQRS and the PV-PQRS Applications; scroll down to the ‘Physician Quality and
Value Programs’ domain and select ‘Request Access.’

C gov | My Enterprise Portal

Access {:atalog _ W REQUEST ADMIN ROLE -

Physician Value - Physician Quality Reporting Physician Value - Physician Quality Reporting POLICYAPP
System Program. This por More... System Program. This por More...
Help Desk Information
Help Desk Information Help Desk Information 123-455-7380
123-458-7200 123-455-7200 SsmplelMPL@gssinc.com
SemplelMPL@qgssine.com SemplelMPL@assine.com
Request Access Request Access Reguest Access
Provider istical and Reimby 'System for Physician Value - Physician Quality Reponing\ St 4
Tracking Audit and R More... System Program. This por More... ep
Help Desk Information Help Desk Information
123-488-7200 123-485-7200
SemplelMPL@qssinc.com SemplelMPL@assinc.com

Request Access Request Access




5. At the top of the next screen, the Physician Quality and Value Programs Domain will be auto-
populated. Under ‘Select a Group’, select ‘Provider Approver.’

v/My Access Request New Application Access

@ View and Manage My * Required Field
Access

(2 Request New Application Application Description: | Physician Quality and Value Programs _:J

Access Physician Value - Physician Quality Reporting System Program. This portal allows access to applications such as Submissions, Web Interface,

¥ Requests Feedback Dashboard and Reports and, if applicable, electing CAHPS.

@ Annual Certification
[@ My Pending Requests Select a Group: ( CMS/Helo Desk User
" PV Provider

PR

" PQRS Provider

ﬂ

6. Select the appropriate ‘Approver Role’ which is the ‘ACO Security Official’, thenselect

‘Next’.
/My Access Request New Application Access
@ View and Manage My * Required Field
Acess
() Request New Application Application Description: | Physician Quality and Valus Programs v]
Agcess Physician Value - Physician Quality Reporting System Program. This portal allows access to applications such as Submissions, Web Interface, Feedback Dashboard and
+ Requests Reports and, if applicable, electing CAHPS,

g Annuzl Certification

[ MyPending Requests  Select a Group: () PQRS Provider
() PV Provider
® Pravider Appraver
() CM5/Help Desk User

j Select 2 Role: | ACQ Security OFficial ¥

Role Description: Role for @ Physician group to approve other users for that group for PQRS and PV-PQRS. To register in the PV-PQRS for PY 2014, view PY2013
registration data and view QRURS Reports (drill down, dashbeard).

This role requires Identity Verification and may reguire multi-factor authentication credentials to ba set up. If your Level of Assurance has nat been
met for this role, you will be asked to provide additional information to verify your identity and if applicable, register a device for multi-factor
authentication. Please select Next' to continue

Step 6 w———— D D




7. Select ‘Next’ to complete the ‘Identity Verification’ section. The Identity Verification process
will only be completed the first time a user requests a role in the Physician Quality and Value
Programs domain in EIDM. If the Identity Verification has been completed, users can skip to
step 17 to request additional roles.

NOTE: Users must be in the United States of America to complete Identity Verification.

~|My Access Request New Application Access
@i, View and Manage My
Access

@ requesttew spoicatin  |lentity Veerification

Access

~|Requests

a My Pending Requests To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below

are a few items to keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external Identity Verification provider.

2. ldentity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may
see an entry called a “soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur
any charges related to them.

3. You may need fo have access to your personal and credit report information, as the Experian application will pose questions to
you, based on data in their files. For addifional information, please see the Experian Consumer Assistance website
-hitp:/fwwy.experian.com/nelp/

If you elect to proceed now, you will be prompted with & Terms and Conditions statement that explains how your Personal ldentifiable
Information (PIl) is used to confirm your identity. To continue this process, select ‘Next'.




8.

Read the Terms and Conditions. Select the ‘I agree to the terms and conditions’ checkbox
and then select ‘Next’. ‘Next’ will be enabled only after checking the ‘Il agree to the terms and
conditions’ checkbox.

-

Request Mew Application Access

Terms and Conditions

OME No. 02381235 | Expiration Datz: 0473072017 | Paperwork Reduction Act

Pratecting Your Privacy

Frotecting your Privacy is 3 top pricrity 3t CMS. We sr=2 committed to ensuring the security and confidentizlity of the usar
registzring to EIDW. Pleaz= read the CMS Privacy Act Ststement |, which describes how we == the information you
provids,

Parzonal information is described 35 dats that is unigus to an individusl, such 35 3 name, sddress, telephons numbsr,
Socizl Sscurity Mumbser, and date of birth {DOB). CMS is veny sware of the privacy concems around Pl data. In fact, we
share your concems. We will anby collect pereons information to wernify your identity. “our information will be disclossd to
Experizn, an external authentication service provider, to help us vernify your identity, |7 collectd, we will validates your
Bocisl Sscurity Mumbser with Exparian onhy for the purposss of verifying your identity. Experian verifizs the informsation you
give us against their records. We may slso wss your answars to the challengs quastions and ather Pl to lzter dentify yvou
in case you forget or misplacs your Usar |0 /Password.

HHS Rules Of Behaviar

We encourage you to read the HHS Rules of Bshsvior |, which provides the sppropriste us= of all HHS information
t=chnology resources for Departmant usars, including Federsl employsss, contractors, and other system users,

| have r=ad the HHS Rules of Behavior (HHS RoB), version 2010-0002.0015, dated Avgust 25 2010 and wnderstand and
agre= to comphy with its provisions. | understand that vislations of the HHS RoB or information security policies and
standards may lead to disciplinany action, up to and incleding termination of employmeant; removal or debarmant from work
on Fedaral contracts or projects; andlor revecstion of access to Federal information, information systems, andior facilitiss;
and may also incleds criminzl penslties andior imprisonmant. | understand that exceptions to the HHS RoB must be
suthorized in advance inowriting by the QPDIV Chisf Information Officer or hisiher designes. | slso understand that vislstion
of lzws, such 3= the Privaoy Act of 1574, copyright lzw, and 18 USC 2071, which the HHS RoB draw upon, can result in
monstany fines andior criminal charges that may result in imprisonmant.

Identity Verification
| undarstand that the identity proofing ssrvices being reguested are regulated by the Fair Credit Reporting Act and that my
explicit consant is requirsd to use thess ssrvices. | undarstand that any specisl procedures established by CMS for identity

proofing using Experizn have besn mat and the sarvices reguested by CMS to Experian will be vsad solehy to confirm the
applicant’s idantity to svoid fraedulent transzctions in the applicant’s nams,

| agree to the terms and c-nru:litl'l-is- -

SteD 8 S—p QD GEZID




9. Enter the required information under ‘Your Information’ section. Select ‘Next’ when
complete.

Your Information

Enter your legal first name and last name, as it may be reguired for Identity Verification. Middle Name:
* First Name:

[John

 Last Name: Sufi

[Smith

Enter your E-mail address, as it will be used for account related communications.

* E-mail Address:
John.Smith@yahoo.com

Re-enter your E-mail address.
= Confirm E-mail Address:
John.Smith@yahoo.com

Enter your full @ digit social security number, as it may be required for Identity Verification.
Social Security Mumber:

Enter your date of birth in MMDDNYYYY format, as it may be required for ldentity Werification.

» Date of Birth:
12 [11 [1988

® U.8. Home Address (O Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

* Home Address Line 1:
[2810 Lord Balfimore Dr

Home Address Line 2
= City: * State: = Zip Code:  Zip Code Extension:
Baltimore [Maryland |21244 Country: USA

Enter your primary phone number, as it may be required for Identity Verification.

* Primary Phone Number:
301 121 1212

Step 9




10. Select an answer to each question under ‘Verify Identity’. Select ‘Next’ after providing an
answer to each question. ‘Verify Identity’ question information is provided from Experian in
association with the SSN Number provided in step 9.

—8
o o melon Verily Youd ldentity
Vierify Identity

You may have opened 3 martgage loan in or @round August 2012 Please select the lender to whomyou cumrently make your mortgage
payments. If you do not have a mortgage, sekect'NOME OF THE ABOVEDOES NOT APRLY'.

() BN WEST NTG

[ HORWVEST BANK

) NDEPBIDENT MTG

L PARKYWAY MTG

() HOWE OF THE AROW BDOES HOT APFLY

Vhich of the following is a current or previous employer? If there is not a matched employer name, please select 'MONE OF THE
ABOVE.

' pRPEONS

) EMGRCUSTOM PLASTIC

() SOUTH JERSEY GASCO

() US MARNES

() HONE OF THE ABOV EDOES HOT APFLY

According to our records, you previously lved on (7TTH). Pleass choose the city from the following list where this street is located.
) VIRGINA

) CHISHOLM

) WINONA

) GRAND RAPIDS

() HOWE OF THE ABOW EDOES HOT APFLY

Plzase select the number of bedrooms in your home from the fallowng choices. If the number of bedrooms in your home is not one of
the choices please select 'NONE OF THE ABOVE.

e

O3

a

s

) NONEOF THE ABOV EDOES HOT APPLY

Please select the county for the address you provided. Step 10
i eeRGEIl

) camDEl

) ATLANTIC

O morRs

7 NONE OF THE ABOV BTOES HOT APFLY




11. Remote Identity Proofing is now complete. Select ‘Next’ to proceed to the ‘Multi-Factor
Authentication Registration’ process.

™My ¥ Unas

CMS Partal > EIDM user menu page > My Access

v/ My Access Request New Application Access

Vierwr and Manage M
%cess Y Screen reader mode Off | Accessibility Settings

Q) Requast New Appicata

pacess Complete Step Up

v Requests
& My Pendng Requasts

You have successfully completed the Remote Identity Proofing process.

Step 11 meie QEEZEED

12. Select ‘Next’ to begin registration for ‘Multi-Factor Authentication Information’ process.

CMS.gov |r-f1y Enterprise Portal Welcome w [

My Access Request New Application Access
. View and Manzge My
Aocess

(0 Reques New Apication Multi-Factor Authentication Information

Aroess
* Requests

@) My Pending Requests continuing the role request process.
To confinue this process, please select Next'

Sep 12 e (D

B Annual Certification To protect your privacy, you wil ned to add an addiional level of security to your account. This wil entail successfully registering your Phone, Computer or E-mail, before




13. Read the Register Your Phone, Computer, or E-mail notification and then select an option
from the ‘Credential Type’ drop-down menu.

CMS.gov |F'-x1-y- Enterprise Portal

Access Register Your Phone, Computer, or E-mail

[2) Request New Application

Access
~ Requests Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
@ Anmusl Certficaion L=er name and password.

@ My Pending Requests fou can associate the Security Code to your profile by registering your Phione, Computer or E-mail. Select the links below to find out more infarmation about the options.

7 PhonelTablet/PC/Laptop
To use the Validation and 1D Protection {VIP) access software on your phone or computer, you must download the VIP Access software, if you do not already have it
Select the following link - hitps.//m.vip.symantec com

7 Text Message Short Message Service (SMS)

The SIS option will send your Security Code directly to your mabile device via text message. This aption requires you to provide a ten (10) digits U.S. phone number for
amobile device tnatis capable of receiving text messanes. Carmier service charges may apply for this option.

7 Interactive Voice Response (IVR)
The IVR opfion will communicate your Security Code through a voice message that will be sent directly to your phone. This option requires you to provide a valid ten (10)
digits LS. phone number and (Optional) exiension that will be used during login to obtain the Security Code. The extension may begin with any one of e following
asterisks ™, period".’; comma ', pound ¥, followed by numeric 0 to 9. For example; 4385554444, 1112,

«  (comma) Creates a short delay of approximately 2 seconds;

» . [period) Creates a longer delay of approximately & seconds;
« *(asterisk) Used by some phone systems 0 access an extension; and
« #(poundinash) Used by some phone systems to access an extension;

You may use a comma if you are not sure of the special character supportad by your phone system
To access the application, you must enter the provided Security Code on the login page. Carrier senvice charges may apply for this option.

7 E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using the E-miail opiion. When logging into a secure application,
your Security Code that is required at the login page will be E-mailed to the E-mail address on your profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back in
to try again.

Select the MFA Device Type that you want to use for logging inte
Select the MFA Device Typs that you Want 0 your appeation. : iy below.

Zeleot MRA Device Tyze
Select MRA Device Type

j :-r;;i'Tablat'PCfLaplop h Step 13

Text Message-Short Message Service(SNE)

* MFA Device Type:

Interactive Voice Responze(VR)




14. (a) If selecting Phone/Tablet/PC/Laptop as Credential Type, the following required
information fields will be displayed: NOTE: If you intend to use the VIP access software on
your mobile device or computer, you must download the VIP software.

o Credential ID
o Credential Description

(b) f selecting E-mail One Time Password (OTP) as Credential Type, the following required
information fields will be displayed:

o E-mall

o Credential Description

(c) If selecting Text Message — Short Message Service (SMS) as Credential Type, the
following required information fields will be displayed:

o Phone Number
o Credential Description

(d) If selecting Interactive Voice Response (IVR) as Credential Type, the following required
information fields will be displayed:

o Phone Number
o Credential Description

After providing the required information, select ‘Next’.




Request New Application Access

Register Your Phone, Computer, or E-mail

L&

Adding a Security Code to your legin also known as Multi-Factor Authentication (MFA) can make your login mere secure by providing an extra layer of protection to your user name
and password.

“ou can associate the Security Code to your profile by registering your Phone, Computer or E-mail. Select the links below to find out more information about the options.

7 PhoneiTablet/PCiLaptop
To use the Validation and ID Pretection (VIP) access software on your phone or computer, you must downlead the VIP Access software, if you do not already have i. Select the

follewing link -_hitps./m.vip.svmantec.com

7 Text Message Short Message Service (SM5)
The SMS option will send your Security Code directly to your mobile device via text message. This option reguires you to provide a ten (10) digits U.S. phene number for a mobile

device that is capable of receiving text messages. Carrier service charges may apply for this option.

7 Interactive Voice Response (IVR)
The IR option will communicate your Security Code through a voice message that will be sent directly to your phone. This option reguires you to provide a valid ten (10) digits

U.5. phone number and (Optional) extension that will be used during legin to obtain the Security Code. The extension may begin with any one of the following: asterisks **; period
"% comma ", pound '#, followed by numeric 0 to 9. For example; 4235554444 1112,
*  (comma) Creates a short delay of approximately 2 seconds,

» _ (period) Creates a longer delay of approximately 5 seconds;
* *(asterizk) Used by some phone systems to access an extension; and
« # (pound/hash) Used by some phone systems to access an extension;

ou may use a comma if you are not sure of the special character supported by your phone system.
To access the application, you must enter the provided Security Code on the login page. Carrier service charges may apply for this option.

7 E-mail
The E-mail address on your profile wil be used when registering for Multi-Factor Authentication (MFA) using the E-mail option. When logging inte a secure application, your

Security Code that is required at the login page will be E-mailed to the E-mail address on your profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back in to try

again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below,
* MFA Device Type: | Fhone/Tablet/PC/Laptop E|

Enter the alphanumeric code that displays under the [abel Credential ID on your device,
* Credential D : |

* MFA Device Description: |

D e

Step 14




15. Registration for the Multi-Factor Authentication is now complete. Select ‘Next’ to proceed to
request the role.

¥|My Access Request New Application Access
&, View and Manage My

Actess Register Your Phone, Computer, or E-mail
(] Request New Application

P You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to continue with your role request

¥|Requests

@ Annual Certfication St
S Step 15
@ My Pending Requests “ P

16. MFA is now complete and Business Contact Information screen is displayed. Enter the
required information under Business Contact Information and Phone section and Select

Next.
Request New Application Access
* Required Field
Please update your profile to continue the request for an application access.
Name
Title: E First Name: | Daisy Middle Name: Last Name: | Kittles Suffix: E|

Professional Credentials: |

Social Security Number; | ****=**6321

Business Contact Information

{ * Company Name: |

* Address 1 |

Address 2: |
* City: |
* State/Territory: | v

* Zip Code: Zip Code Extension:
Phone

* Company Phone Number: Extension:
* Office Phone Number: Extension:




i

17. To create your ACO Security Official:

o Select ‘Create an Organization’ (screen shot ‘Create New ACO Organization’ on page
21) if you are registering your first ACO Security Official on behalf of your ACO.

o If your ACO has already set up the first ACO Security Official role and would like to
request additional ACO Security Officials, then please select ‘Associate to an Existing
Organization’ (screen shot ‘Associate to Existing ACO Organization’ on page 22).

o Complete the required information for ‘Create an Organization’ or enter the search
criteria and select the appropriate organization for ‘Associate to an Existing
Organization’. Once the form has been completed, including entering a ‘Reason for
Request’, select ‘Next’.

NOTE: You must use the ACO’s Primary TIN, the CMS ACO ID, and at least 2 participant TINs
for setting up your ACO Security Official role.

Single TIN Shared Savings Program ACOs: If your ACO is a single TIN ACO, then due to
limited data available, your ACO must be routed to the QPP Service Center for manual
approval. Your ACO SO submission will be routed to the QPP Service Center and you will
receive a tracking number. Updates to your role request status will be provided via email. For
support and questions, the QPP Service Center can be reached at 1-866-288-8292 or
gpp@cms.hhs.gov_(Business hours are Monday-Friday from 7am to 7pm Central Time).

CMS.QOV |MV Enterprise Portal = My Apps Welcome w Tom Cat
g Annal Lertiication Provider Approver
@ My Peing Requects SfHelp Desk User Create New ACO Organization
~ Administration
& View and Manage Users Select a Role:

Role Description: Rele for a Physician group to approve other users for that group for PQRS and PV-PQRS. To register in the PV-PQRS for PY 2014, view PY2013 registration data and view
QRURs Reports (drill down, dashboard).

* Create/Assodiate: () Assodiate to an Existing Organization ) Create an Organization I _
—
* Primary TIN:
Shared Savings Program and Pionesr: ACO's Primary Tax Identification Number (TIN)
* A0O ID:
ACO ID issued by CMS

* | egal Business Name:
* Program Type:
Shared Savings Program or Pionesr
* ACO Participant 1D 1:
Shared Savings Program and Pioneer: ACO's Participant Tax Identification Number (TIN)
* ACO Participant 1D 2:
Shared Savings Program and Pioneer: ACO's Participant Tax Identification Number (TIN)
ACO Participant 1D 3:
Shared Savings Program and Pioneer: ACO's Participant Tax Identification Number (TIN)

* Address Line 1: Address Line 2:
*City: - I
* Zip Code: - Zip Code Extension:
Country: United States
* Phone Number: Extension:
Fax Number:

Email:
Website:

* Reasen for Request:



mailto:qpp@cms.hhs.gov

/My Access Request New Application Access . s .
& Modify Business Contact Associate to Existing ACO Organization * Required Field
Infarmation
&, View and Manage My Application Description: | Physician Quality and Value Programs
Access Physician Value - Physician Quality Reporting System Program. This portal allows access to applications such as Submissions, Web Interface, Feedback Dashboard and Reports and, if applicable,
(L) Request New Application electing CAHPS.
Access

~Requests
& Annual Certification
My Pending Requests

Select  Group: (7) CMS/Help Desk User
() PV Provider
(@ Provider Approver
() PQRS Provider

Select a Role: | ACO Security Offidal ]

Role Description: Role for a Physidan group to approve other users for that group for PQRS and PY-PQRS. To register in the PY-PQRS for PY 2014, view PY2013 registration data and view
QRURs Reports (drill down, dashboard).

I * Create /Associate: (@) Assodate to an Existing Organization (7) Create an Organization
j Please provide the complete Medicare biling Tax Toentiication Number (TIN); or the Legal Business Name (LBM) and State; or the LBN and Street Address to perform the
organization search,

Legal Business Name: | Test

TIN:
Address Line 1: Address Line 2:
City: State: |Maryland |Z|
Zip Code: Zip Code Extension:
* Organization: E

*Reason for Request:

— D

NOTE: Please use the ACO’s Legal Business Name and the ACO’s Primary TIN when
completing the Legal Business Name and TIN fields, respectively.

NOTE: Make sure that the search criteria entered is accurate. If the organization is unable to be
found, contact the QPP Service Center forassistance.

When associating to an existing organization, the request will be sent to the ACO Security
Official for approval. ACO SOs creating an organization who are participating in the Shared
Savings Program be approved in the system without being routed to the QPP Service Center, if
all data entry matches CMS records and your ACO is not a single-TIN ACO.

18. Review the entire request to confirm all of the data was entered accurately. If the information is
accurate, select ‘Submit’. If a change needs to be made, select ‘Edit’ and make the

appropriate changes.




19. A tracking number will be displayed on screen, select ‘ok’. The tracking number is also sent
via email to the requestor. This tracking number should be retained until the requested role

has been applied to the account.

/My Access Request New Application Access Acknowledgement

§ Modify Business Contact
‘Your EIDM request has been successfully submitted.

E:DLT;:{;TM Manage M The tracking number for your request is:
A 9e Hy 2610402~ ADD - ACO Security Official - Organization - Physician care (2810 Baltimore , Baltimore, MD)
ccess

[0 Request New Application  piesse e this number in all correspondence conceming this requast.
Access You will receive an email once your request has been processed.

¥|Requests

4@ My Pending Approvals
@ Annual Certfication

@ My Pending Requests

Step 19 iy €

NOTES: The ACO SO who created the organization is the approver for subsequent ACO SOs

associating to the organization.

e The approver (ACO SO) will receive an email notifying them of the request for an ACO SO

associating to the organization for approval.

e The approver (ACO SO) will need to log into the CMS Enterprise Portal to approve or reject

the request.

The notification of approval, denial, or other requests will be sent to the role requestor’'s email

address on file for the request.




How to Set Up the Web Interface Submitter Role

After an ACO SO role has been created and approved, a Web Interface Submitter Role must be
established. The Web Interface Role cannot be set up until there is at least one ACO SO role
set up.

Steps to Create a Web Interface Submitter Role:
1. Navigate to https://portal.cms.gov. The CMS Enterprise Portal page is displayed.

2. Once on the page, enter your user ID and password and agree to Terms and Conditions by
clicking the checkbox.

CMS.gov | Enterprise Portal 22 Find Your Application @ Help € About

CMS.gOV | Enterprise Portal

Step 2
L

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

3. The ‘My Portal’ page is displayed. Select the ‘Request/Add Apps’ link to request access to
CMS Systems/Applications.

CMS.gov |I\/‘|y Enterprise Portal

My Portal

Use thhe below link to reguest access to CIVIS Systems/Applications.

e

il—
Request/Add Apps Step 3



https://portal.cms.gov/

4. For the PQRS and the PV-PQRS Applications; scroll down and select ‘Request Access’ for
the ‘Physician Quality and Value Programs’ application.

CMS.gov | My Enterprise Portal

Access Catalog N = REQUEST ADMIN ROLE - [RETENERE

Physician Value - Physician Quality Reporting Physician Walue - Physician Quality Reporting POLICYAFPP
Systemn Program. This por More... System Program. This por More...
Help Desk Information
Help Desk Information Help Desk Information 123-4558-T200
123-456-7200 123-4568-T200 SamplelMPLREqgssine.com
SamplelMPL@gssinc.com SamplelMPLEgssine.com
Request Access Request Access Request Access
Provider Statistical and Reimbursement/System for Physician Walue - Physician Quality Reporting St 4
Tracking Audit and R More... System Program. This por More... ep
Help Desk Information Help Desk Information
123-456-7200 123-454-7200
SamplelMPLEgssinc.com SampleIMPLEgssinc.com
Reguest Access Request Access

5. The Physician Quality and Value Programs Domain will be auto-populated. Under ‘Select a
Group’, select ‘PQRS Provider.’




6. Select ‘Web Interface Submitter’ under ‘Select a Role’ from the drop-down menu.

v|My Access Request New Application Access
@ Modify Business Contact * Required Field
Information
@ View and Manage My Application Description: | Physician Quality and Value Programs [+]
Access - Physician Value - Physician Quality Reporting System Program. This portal allows access to applications such as Submissions, Web Interface,
Ece‘:seq”e“ New ApDIatON  ocqack Dashboard and Reports and, if applicable, lecting CAHPS,

v/Requests

Select a Group: @) PQRS Provider
3 PV Provider
© Provider Approver
7 CMS/Help Desk User

[@ My Pending Requests

{ Select a Roke: =]

User Roles
PQRS Submitter SO
PQRS Representative

Individual Practitioner Representative
Physician Quality Initiatives Portal (PQIP) Group Representative

7. Select ‘Next’ to complete the ‘Identity Verification’ section. The Identity Verification process
will only be completed the first time a user requests a role in the Physician Quality and Value
Programs domain in EIDM. If the Identity Verification has been completed, users can skip to
step 17 to request additional roles.

NOTE: Users must be in the United States of America to complete Identity Verification.

~|My Access Request New Application Access
f. View and Manage My
Access . . .
@ request e sppiicaton — [l@ntity Verification

Access

~|Requests

My Pending Requests To protect your privacy, you will need to complete Identity Verification successfully, before requesting access fo the selected role. Below

are a few items to keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external Identity Verification provider.

2. ldentity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may
see an entry called a "soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur
any charges related to them.

3. You may need to have access to your personal and credit report information, as the Experian application will pose guestions fo
you, based on data in their files. For additional information, please see the Experian Consumer Assistance website
-http:iwmw.experian.com/help/

[T you elect to proceed now, you will be prompled with a Terms and Conditions statement that explains how your Personal Identifiable
Information (PIl) is used to confirm your identity. To continue this process, select ‘Next'.




8. Read the Terms and Conditions. Select the ‘1 agree to the terms and conditions’ checkbox
and then select ‘Next’. ‘Next’ will be enabled only after checking the ‘I agree to the terms and

conditions’ checkbox

Reqguest Mew Application Access

Terms and Conditicons
DR Mo, OS3E-1235S | Expiration Dats: Q423002017 | Paperecrks Redection Saot

Frotecting Your Frivacy

Frot=oting wour Privacys is 2 top prioritys =t SMES. Ws srs committ=d to Snswuring the Ssscurity and confidentislity of the wser
regist=ring to EIDM. Flass= resd the CME Privscy Aot Ststement - which desoribes how we wss the information wow
prowids.

r=onzl information is describsd == that is wnigus o =m |r-d|'\.-n:l|.lal swch as a name, address. telephonre number,

ions =nd other Fll to later identify wow

Iso wsa yeor
in case= you forget or misplace youwr User 1D /Password.

HHS= Rules Of Behawiar

read the HHS Rules ol’ Eellavrcr . which prowides the asppropriste ss= of 2l HHS information
. contractors. and other system ssars.

Wis encoursgs wou o
technology: rescurces for Department . =mp
| haws re==d the HHS Rules of Behawvior (HHS RoB}. wersion 2010-0002.001S. datsd Auvgust 25 2010 and wndsrstand and
agre= to comph with its prowisions. | und=srstsnd that wiclstions of the HHE RoB or informstion s=curity policie=s and
standards may lead to disciplinens sotion. up to and incleding terminaticn of =employment: remow sl or debarment from work
on Fedorsl CoORracts of projscts: snd/or rewoostion of socosss to Fadersl information. informstion systems. sndior facilities:
and may sl=o incleds orimins] pensltiss impri 1 that ssec=ptions to the HHE RoB must bs
Suthorized in sdwanos in writing by the OFDIW Chisf Information OF ficer or his/her S | sl=o that wiclstion
=f laws. such 2= the Frvacy &otof 1574, copyright lew. and 15 USC 2071, whish the HHES Rl draw upon. san result in
that

Meonetanys fines may reswult in inprisonmeent.

Identity Werification

| und=rstand that the identity proofing s=rwicss bsing sr= by the Fsir Credit Reporting Aot and that mye
=xplicit consent is reguirsd to wse these servicses. | understand that any special procedures =stablished by CMS for idontity:
proofing using Experian hawe besn met and the servicss reguested by CHE to Experian will be use=d solely to confinm the
applicant’s identity to awoid fresdulent transactions in the spplicant’s name.

I agree to the terms and conditi




9. Enter the required information under Your Information section. Select ‘Next’ when complete.

Your Information

Enter your legal first name and last name, as it may be reguired for Identity Verification. Middle Name:
* First Name:

[John

* Last Name: Suffic:

[smif

Enter your E-mail address, as it will be used for account related communications.

* E-mail Address:
John.Smith@yahoo.com

Re-enter your E-mail address.
* Confirm E-mail Address:
John.Smith@yahoo.com

Enter your full 9 digit social security number, as it may be required for Identity Verification.
Social Security Number:

Enter your date of birth in MMDDYYYY format, as it may be required for Identity Verification.

- Date of Birth:
[12 11 1938

® U.S. Home Address O Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

* Home Address Line 1:
[2810 Lord Balimere Dr

Home Address Line 2:
* City: « State: +Zip Code:  Zip Code Extension:
| Baltimore [Maryiand [21244 | Country: USA

Enter your primary phone number, as it may be reguired for |dentity Verification.

* Primary Phone Numbar:
W 121 [f212

Step 9




10. Select an answer to each question under ‘Verify Identity’. Select ‘Next’ after providing an
answer to each question. ‘Verify Identity’ question information is provided from Experian in
association with the SSN provided in step 9.

Fouw Wfomeion Werily Your ldentity
Verify ldentity

You may have opened @ mortgage loan in or around August 2012, Please seled the lender to who m you currently make your mortgage
payments. If you do not have a martgage. select ‘MNONE OF THE ABOVEDOES HOT APPLY .
0 BUNWEST MTG
) MORWEST BANK
) INDEPEMDENT MTG
O PARKWAY MTG
) MOHE OF THE ABOW BDOES NOT ARPLY
Wihich of the followang i=a current or previous employer? If there is not a matched employer name, please select "NOMNE OF THE
ABOVE .
) DRPCONS
U EMGRCUSTOM PLASTIC
) SOUTH JEREEY GASCO
O Us MARNES
) MONEOF THEABOV EDOES NOT APPLY
According to our records, you previoushy lived on (TTH). Please choose the city from the following list where this street is located.
O wIRGIHA
O CHISEOLM
LTI et
) GRAND RAPIDS
) MONEOF THEABOV EDOES NOT APPLY
Please select the number of badrooms in your home from the following choices. If the number of bedrooms in your home is not one of
the choices please select 'NOMNE OF THE ABOVE .

2
3
F
=]
RN

66666

EOF THE ABCW EDOES NOT APPLY
ease select the county for the address you provided. Step 1 [l
EERGEN
CAMDEN
AT LANTIC
MORRIS
HEHIE OF THE ABOV BDOES NOT APPLY

)360 7D

e




11. Remote Identity Proofing is now complete. Select ‘Next’ to proceed to the ‘Multi-Factor
Authentication Registration’ process.

My ¥ Unas

CMS Portal > EIDM user menu page > My Access

v My Access Request New Application Access

View and Manage
%cess 3 o Screen reader mode Off | Accessibility Seltings

() Requast New Appication

oS Complete Step Up

~ Requests
@ My Pendng Requasts

You have successfully completed the Remote [dentity Proofng process.

Step 11 weei> (D

12. Select ‘Next’ to begin registration for ‘Multi-Factor Authentication Information’ process.

CMS.gov |r-.;1-y- Enterprise Portal Welcome w [

My Access Request New Application Access
fi. View and Manage My
Arcess

() Request New Application Multi-Factor Authentication Information

Aocess
~ Requests

@ Annual Crtification To protect your privacy, you will need fo add an additional level of security 1o your account. This will entall successiully registering your Phone, Compuiter or E-mail, before
B My Pending Requests continuing the role request process.

To continue this process, please select 'Nexd'.

Step12 = GHEHD GEZID




13. Read the Register Your Phone, Computer, or E-mail notification and then select an option
from the ‘Credential Type’ drop-down menu.

CMSQOJ |r"-"1".~" Enterprise Portal Welcome w Dai

Access ~Register Your Phone, Computer, or E-mail
[0 Request New Application
Aocess
+ Requests Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
@ Annusl Certicaton user name and password.
@ My Pending Requests 'You can associate the Security Code to your profile by registering your Pnone, Computer or E-mail. Select the links below to find out more information about the options.
7 Phone/Tablet/PC/Laptop

To use the Validation and 1D Protection (VIP) access software on your phone or computer, you must download the VIP Access software, if you do not already have it
Select the following link - hitps:/im. vip.symantec com

7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mabile device via text message. This option requires you to provide a ten (10) digits U.S. phone number for
amobile device that is capable of receiving text messages. Carrier senvice charges may anply for this option.

7 Interactive Voice Response (IVR)
The IVR opfion will communicate your Securty Code through a voice message that will be sent directly to your phone. This option reguires you fo provide a valid ten (10)
digits US. phone number and (Optional) extension that will be used during login to obtain the Security Code. The extension may bagin with any one of the following
acterisks ™ perod ", comma ", pound '#, followed by numeric Oto 8. For example: 4385554444 1112

« , (comma) Creates a short delay of approximately 2 seconds;

» . [period) Creates a longer delay of approximately 5 seconds;
« *(asterisk) Used by some phone systems to access an extension; and
« #(poundash) Usad by some phone systems to access an exdension;

You may usa & comma if you are not sure of the special character supported by your phane system.
To access ihe application, you must enter the provided Security Code on the login page. Carrier service charges may apply for this option.

7 E-mail
The E-mail address an your profile will be used when registering for Multi-Factor Authentication (MFA) using the E-mail opfion. When logaing into a secure application,
your Secunity Code that is required at the login page will be E-mailed to the E-mail address on your profile.

Flease nate that you are anly allowed fwo atiempts to register your MFA device. If you are unable to register your device within two aftempfs please log out, then log back in
to try again.

. Select the MPA Device Type that you want to use for logging into
Selact the MRA Device Type that you wantto your zppication. e s nu below.

* MFA Device Type: [Selec WFA Device Tyoe
Salect MFA Device Type

j :_r;;i-TablevPc:Lamop h Step 13

Teuxt Message-Short Message Service(SNE)
Interactive Voicz




14. (a) If selecting Phone/Tablet/PC/Laptop as Credential Type, the following required
information fields will be displayed:

o Credential ID
o Credential Description

(b) If selecting E-mail One Time Password (OTP) as Credential Type, the following
required information fields will be displayed:

o E-mail

o Credential Description

(c) If selecting Text Message — Short Message Service (SMS) as Credential Type,
the following required information fields will be displayed:

o Phone Number

o Credential Description

(d) If selecting Interactive Voice Response (IVR) as Credential Type, the following
required information fields will be displayed:

o Phone Number

o Credential Description

NOTE: If you intend to use the VIP access software on your mobile device or computer, you
must download the VIP software.

After providing the required information, select ‘Next’.




R Hew A ion Access

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by prowviding an extra layer of protection to your user name
and password

“fou can associate the Security Code to your profile by registering your Phone, Computer or E-mail. Select the links below to find out more information about the options.

7 PhoneiTablet/PCiLaptop
To use the Validation and ID Protection (VIP) access software on your phone or computer, you must download the WIP Access software, if you do not already have it. Select the
following link -_https.im.vip. svmantec.com

7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10} digits U.S. phone number for a mobile
devwice that is capable of receiving text messages. Carrier service charges may apply for this option.

7 Interactive Woice Response (IVR)

The VR option will communicate your Security Code through a woice message that will be sent directly to wour phone. This option reguires vou to provide a valid ten (10) digits
U.S. phone number and (Optional} extension that will be used during login to obtain the Security Code. The extension may begin with any one of the following: asterisks *=; period
*% comma 7 pound ¥, followed by numeric 0 to §. For example: 4385554444, 1112,

. (comma) Creates a short delay of approximately 2 seconds;

. (period} Creates a longer delay of approximately S seconds;

* (asterisk) Used by Some phone systems to access an extension; and
= # (poundihash} Used by some phone systems to access an extension;

ou may use a comma if you are not sure of the special character supported by your phone system.
To access the application, you must enter the prowvided Security Code on the login page. Carrier service charges may apply for this option

7 E-mail
The E-mail address on your profile wil be used when registering for Multi-Factor Authentication (MFA) using the E-mail option. When logging into a secure application, your
Security Code that is required at the login page will be E-mailed to the E-mail address on your profile

j Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back in to try

again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
= MFA Device Type: | FroneTabletFCiLaptop =1

Enter the alphanumeric code that displays under the label Credential ID on your device.
= Credential ID : [

~ MFA Device Description: |

Step 14

15. Registration for the Multi-Factor Authentication is now complete. Select ‘Next’ to proceed to
request the role.

/My Access Request New Application Access
L, Vizw and Manage My

Access Register Your Phone, Computer, or E-mail
(4] Request New Application

Acress You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to continue with your role request.

v|Requests

@ Annual Certfication St
S Step 15
@ My Pending Requests “ P




16. Enter required Business Contact Information. Once the required information has been
entered, select ‘Next’ to continue.

Request New Application Access
* Required Field
Please update your profile to continue the request for an application access.
Name
Title: |:| First Name: | Daisy Middle Name: Last Name: | Kittles Suffix: EI

Professional Credentials: |

Social Security Number: | *******6321

Business Contact Information

4 * Company Name: |

* Address 1: |

Address 2: | _ Step 16
* City: |
* State/Territory: | v

* Zip Code: Zip Code Extension:
Phone

* Company Phone Number: Extension:
* Office Phone Number: Extension:

) ¢




17. Enter the specific criteria to search the existing Organization and select ‘Search’. When the
desired Organization has been found, associate to it and enter a ‘Reason for Request’ then
select ‘Next’.

NOTE: Please use the ACO’s Legal Business Name and the ACO’s Primary TIN when
completing the Legal Business Name and TINfields respectively.

~|My Access Request New Application Access
i Modify Business Contact * Required Field
Information
&. View and Manage My Application Description: [ Physician Quality and Value Programs ]
Access . Physician Value - Physician Quality Reporting System Program. This portal allows access to applications such as Submissions, Web Interface, Feedback Dashboard and
[ Request New Application Reports and, if applicable, electing CAHPS.
Access
~IRequests Select a Group: (@) PQRS Provider
«% My Pending Aporovals PV Provider

[# Annual Certification

E My Pending Reguasts @ Provider Approver

() CMS/Help Desk User

| Administration
& View and Manage Users Select a Role: [ Web Interface Submitter 7]
Role Description:  Allows access to the GPRO and ACO Web Interface for data abstraction and submission.

ﬂ Please provide the complete Medicare billing Tax Identification Number (TIN); or the Legal Businass Name (LBN) and State; or the LBN and Street
Address to perform the orqanization search,
Legal Business Name:
e Step 17
Address Line 1: | Address Line 2: |
City: | State: | v —
Zip Code: li Zip Code Extension: ’7
[ Search J
* Reason for Request: 1
&
[ Cancel ]




18. Review the request to confirm the accuracy of the role request and organization affiliation.

Select ‘Submit’ to complete the request or ‘Edit’ to make any corrections.

NOTE: Information was removed from this screen shot but the user will see all required

information entered.

My Access Request New Application Access Review

&, View and Manzgs My
Aceass

LL) Request New Appication
Access

Apglication Description: [Bhysiian Quaiity and Vakue Programs ¥]

~ Requests.
@ Annual Cerdfication

& W perig v Group Selectzd: PQRS Provider
' Pending Requests

Role Selectad: Web Inerface Submitter
Role Description: Allows access to the GPRO and AOO Web Imerface for data abstraction and submission.

Name

Title: [ W] First Mame: [Daisy Middle Mame: Last Name: [Kitles suffee [ %]

Professional Cradentisls:
Social Sacurity Numbert S5 6321

Business Contact Information

4 company Name: [Kittes Company d——— Review all information entered for

Address 1: | 2810 Baltimors Drive accuracy.
Address 2:

City: |Bsimore

Seats/Tarritory:
ip Code: (21244 Zip Code Extension:
Phone

Company Phone Number: [410-265-4137
Office Phone Number: [410-265-4137

Extension:
Extension:

Plzzse provide the complets Mediczre billing Tex
rgznizztion: [Test Automation (2810 lord baktimore, Baltimore, MD) v

Reason for Requast: [fale request Stﬁp 18

Physician Value - Physician Quality Reporting System Program, This portal allows sccess t applications such as Submissions, Web Inverface, Feedback Dashboard and Reports and, if applicable, electing CAHPS.

Number (TIN); or the Lagal Businass Name (LBN} and State; or the LEN and Street Address to parform the organization search,

* Requirad Fiskd

N\

[ i 3 suivere 3 concel

19. Role request acknowledgement provides the tracking number that will also be sent via email to
the requestor. Select ‘OK. This tracking number should be retained until the requested role

has been applied to the account.

v My Access Request New Application Access Acknowledgement
Vigw and Manage M
;%cess e Your EIDM request has besn successfully submitted,
(0 Reaues N Appicaion ing number for your request is
i 2610419} ADD - Web Interface Submitter - Organization - Test Automation (2810 lord baltimore, Baltimore, MD)
(0SS
v Requests Please use this number in &l correspandance concerning this raquest,

el Cefcaton You will receive an email ance your request has been processed,
My Pending Requests

SEP 19 e @




NOTES:

o The above role requests will be directed to the appropriate approver(s), which are the ACO
SOs, for the organization to complete the process.

e The approver(s) will receive an email notifying them of the request for approval.

e The approver will need to log into the CMS Enterprise Portal to approve or reject the request.

The notification of approval, denial, or other requests will be sent to the role requestor’'s email
address on file for the request.




<

How to Check Your Role Status

Users can check their approved EIDM roles by logging into the CMS Enterprise Portal using
their EIDM account and following the steps outlined below. Please note screenshots are taken

from a test environment and may not display exactly what you see on your screen.

1. Login to CMS Enterprise Portal using valid EIDM user ID and password and completing MFA
process. As areminder, this is not the CMS user ID (EUA) that is used for accessing the
Shared Savings Program ACO portal or HPMS. You must use your EIDM user ID.

CMS.gov l Enterprise Portal == Find Your Application

CMS.gov I Enterprise Portal

UserlD
Password
Choose MFA Device

Send MFA Code Enter security code

Trouble Accessing Security Code?

v Agree to our Terms & Conditions
Login

Forgot your User ID or your Password?

New User Registration



https://portal.cms.gov/

2. After successfully logging into the CMS Enterprise Portal using your EIDM user ID, password,
and completing MFA process, click on Welcome <Your Name> at the top right of your
screen. Once selected, a dropdown will allow you to then click on My Access.

CMS.gov ||V|y Enterprise Portal

Welcome w AnitalestGSOKat @ Help @ LogOut

My Access

My Portal

My Profile

& @ &+

PV-PQRS View Apps Request/Add Apps

3. After selecting My Access, you will be able to view your approved roles. You may also take
other actions, such as removing or adding another role. Please note, no single user can be
both an ACO Security Official and a Web Interface Submitter.




How to Remove a Role

1. Loginto CMS Enterprise Portal using your valid EIDM user ID and password.

2. Select one of two options:

o Click on Welcome <your name> at the top right corner of the form. Once selected click

on My Access value in the dropdown.

OR

o Click on Request/Adds Apps option.

CMS.gov |le Enterprise Portal

My Portal

PV-PQRS

@

View Apps

&+

Request/Add Apps

Welcome w AnitalestGSOKat @ Help (% Log Out

My Access

My Profile



https://portal.cms.gov/

3. The Available Actions menu will be displayed on your screen. Click on the Remove Role
option.

My Access

Physician Quality and Value PR
Programs
Add Role

Help Desk Information I Rermnars. ke I
123-456-F890
SamplelMPL @ gssinc. com

Orther Actions

Existing Roles
Web Interface Submitter
PORS Submitter

4. The screen will display you user roles. Click on the Remove hyperlink that is next to the role
you want to remove from your profile.

CMS.QOV ‘ My Enterprise Portal i My Apps Welcome w AnitaTestGSOKat @ Help @ Log Out

v|My Access Request to Remove Physician Quality and Value Programs Role _

§ Modfy Business Conact o _ _ iHelp

Infomation To remove a role from an application, click the Remove a Role ink. You can only remave one role at a time. Once a role .

%; View and Marage My is removad from an 2pplication, you will nesd to request access again to have it restored, Interactive Help

Arcess This section will automatically update
(2] Request New Aopicztion My Role Information: EY gfulu %[l’.thfm”gh.the site, It provides
Aucese My Rokes | Existing Role Detals | RemoveaRoe | : Deas‘l‘r; mﬁ;%&e%ﬁm
v|Requests Web Interface Submitter TestNGC (2610 lord baftmara dr, Windosr, MD) |__Remoie_| _

% My Pending Appravals PORS Submitter My Home (Test, Columibia, MD) Remove

Annual Certfication

My Pending Requests @

~|Administration

& View and Manage Users ﬂ




5. A Confirmation pop-up will be displayed. Click on OK to confirm role removal. After clicking
ok, a confirmation of role removal will be displayed.

CMS.gov ‘ My Enterprise Portal = My Apps
v My Access Request to Remove Physidan Quality and Value Programs Role
§ Modiy Business Contact - ; ;
Infamaton Toremove a role from an apphcatmn, ;||ck the Remove 2 Role link. You can only remave ong role at a time, Once a role
% Viesw 2 Marage My is removed from an application, you will nead to request access again to have it restored,
Access .
[ Request New Application My Role Information:
Access My Roles Existing Role Details | Remove a Role
+| Requests Web Interface Submitter TestNGC (2810 lord baltmare dr, Windosr, MD) Remave
< My Pending Approvals PQRS Submitter My Home (Test, Columbia, MD) Remove
Annual Certification
My Pending Requasts @
| Administration
dy View and Manage Users ﬁ
Confirmation )
Are you sUre you want to remove this role?
Once the role is removed, you will nezd to requsst access again to have it restored, Select ‘0K to continue, Otherwise, select 'Cancel.

Welcome w AnitaTestGSO




Technical Assistance

If you have questions or need further assistance, please contact the QPP Service Center:
o OQPP@cms.hhs.gov

e 1-866-288-8292

Business hours are Monday-Friday from 7am to 7pm Central Time.



mailto:QPP@cms.hhs.gov
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