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Introduction

EIDM User Guide
MO YG§NRRIAOGAZ2Y

The Centers for MedicareMedicaid Services (CMS) is a federal agency that ensures health care coverage

for more than 100 million Americans. CMS administers Medicare and provides funds and guidance for all

2T GKS pn adrdisSa Ay (GKS yIGA2y 3 edit® INSurankeSPkoythma SRA O F
(CHIP). CMS works together with the CMS community and organizations in delivering improved and better
coordinated care.

What isEIDM?

CMS has established tBmterprise Identity Management (EIDB)stemto provide our Business Pa#rs
with a means to apply for, obtain approval, and receive a sibgkr ID they can use to access one or
more CMS applications.

What is thedEIDM User Guide?

This EIDM User Guide providgep-by-step instructions on how to registér EIDM how to obtain access
to anapplicdion and request a roleandhow to manageyour user profile
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Before You Begin
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Before accessing the application, consider certain computer settingi‘%’
ensure it functions properly. - =

To optimize youEIDM system access, check the following items:

1. Screen ResolutionCMSscreens are designed to be viewed at a minimum resolution of 800 x 600.
Your resolution is the number of pixels your monitor displaggazontally and verticalland is
generally expresseds width times heighfe.g., 800 pixels wide x 600 pixels high or 800 x.600)
The more pixels thadisplay the better your orscreen text and images will look.

2. Pluglns: Verify thatyour computer hashe latest version of JAVA and ActiveX installed.

Verify the latest versions of JAVA or ActiveX by going to the JAVA websitejfiva.con)
and Adobe websitenww.adobe.con), or by contacting your internal IT Help Desk.

3. PopupBlockers+ SNRA & G KI 0 aupomdekes NE disabfetlDad L2 LJ
4. SupportedBrowsess:. EIDM supporténternet Explorer1, Fiefox, Google Chrome, and Safari.

As part of getting started, pleaseview the following procedures:

1. How toverify your Computer Settings
2. What you may need before you begin

If needed, please refer tdppendix AAccessing EIDM in 508 Accessibility Mode

Verify YourComputerSettings

This section outlines the steps to verify your computer settings.

Action
SN Verify your screen resolution.

Windows 7 and 8:
Select theStart button, selectControl Panel find Appearance and Personalizatioand
selectAdjust Screen ResolutiorEnsure the correct monitor is selected in tbésplay
drop-down list Below that list, theResolutiondrop-down list displays your settin§lote
this setting ad selectCancelo leaveyour settingsas they are.

SOV Installthe latest version of JAVA and ActiveX
JAVA

Open your browser, navigate fava.com selectFree Java DownlogdselectAgree
and Start FreeDownload, open the download, accept the terms, and selkdtall,
selectNext, wait for the program to install, and seleCtose

ActiveX
Open your browser, navigate tget.adobe.com/flashplayeiselectAdobe® Flash® Play
system plugin, selectinstall Now, open the download, sele®un accept the terms, an
selectNext, wait for the program to install, and seldginish
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Before You Begi

Action
SICEN 5 A al of S &2 dzupdhNdkersa SNRa Lk L

Internet Explorer 11:

Open your browserselectthe Toolsicon, selectinternet options, open thePrivacy
tab, uncheck thél'urn on Popup blockercheckbox, angelectOK

Firefox:

Open your browser, select thdenuicon, selectContentin the navigation pane, find
the Pop-upssection, and uncheck thiglock Popup windowscheckbox.

Chrome:

Open your browser, select thilenu icon, selectSettings selectShow Advanced
Settings find the Privacysection, selec€Content Settingsfind the Pop-Upssection,
selectAllow all sites toshow popups, and selecDone

Safari:
Open your browser, select thgafaributton, selectPreferences open theSecuritytab,
find the Web contentsection, and uncheck thBlock popup windowscheckbox.

What You May Need Before You Begin

Prior torequesting accesyou should have received instructions from your organization or CMS contact.
Theyshould include applicaticapecific information you may need to complete the request, such as:

Social Security Number (SSN) /gayerldentification Numbe (TIN)

Legal Business Name (LBN) or Organization

Application Name Application Role

Other information specific to your application, for example, Contract NuntBentranMailbox,

National Provider Identifier (NPI), Organization number

1 You will have to create dser ID and password of your choosing if you do not already bage
EIDM allows you to create a User ID up to 74 characters; however, some applications have
restrictions on the number of characters, and special characters, aoohave in the User ID you
create.Check with your CMS point of contact to identify restrictions for your application.

1 Not every CMS application requires the same information, so it is important to get the specifics

directly from your organization or CM8ntact.

1
1
)l
1

CMS EIDM User Guide




Registering for the Portal
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This section provides information on how to registed createauser ID and password@he following are
the basic stegby-step instrictions

Action
SICIOME Navigate tohttps://portal.cms.gov TheCMS Enterprise Portgagedisplaysas illustrated
below.

CMS.gov Enterprise Portal Home | About CUS | Newsroom | ) Heio& FAQs | /) Emai | ) Bot

Centers for Medicare & Medicaid Services

Learn about your healthcare options | | searncmsgov |

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

VWelcome to CMS Enterprise Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required

@ Login 1o CMS Secure Portal

Eorgot User ID?

The CMS Enterprise Portal is a gateway being offered to allow
the public to access a number of systems related to Medicare ~
Advantage, Prescription Drug, and other CMS programs.

Forgot Password?

New User Registration

et el e s e e et | o L]
MCU | PECOS | Quality Reporting || CBIC

Get E-Mail Alerts Non-Production

Environments
Informstion o people wih edesre.
CMS Provides Health Coverage for 100 Million People... : Medicare open enrolment and benefts e
gov

Manage Your Subscriptions
Privacy Policy

Information for children up to the age of
through Medicare, Medicaid, and the Children's Health Insurance Program. And '"J 191n need of health care coverage.
InsureKids
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa e

Selecthe New User Registratiofink.

CMS Secure Portal

To log into the CMS Portal a CMS user account
IS required

8 Login to CMS Secure Portal

Forgot User ID?

‘ New User Reqistration
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Registering for the Port

Action

SiclOCl Read theTerms and Conditionsselectl agree to the terms and conditionsand then
selectNextto continue with the registration process.

» I agree to the terms and conditions ¢

Terms and Conditions

OMB No. 0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act
Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or change information on this web site are
strictly prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec.1001 and 1030. We encourage
you to read the HHS Rules of Behavior for more details.

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read
the CMS Privacy Act Statement which describes how we use the information you provide

Collection Of Personal Identifiable Information (PIl)

“"Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social security number and date of
birth (DOB)

CMS is very aware of the privacy concerns around PlI data. In fact, we share your concems. We will only collect personal data to uniquely identify the user
registering with the system. We may also use your answers to the challenge questions and other Pl to later identify you in case you forget or misplace your
User ID /Password

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.001S, dated August 26 2010 and understand and agree to comply with its provisions
| understand that violations of the HHS RoB or information security policies and standards may lead to disciplinary action, up to and including termination of
employment; removal or debarment from work on Federal contracts or projects; and/or revocation of access to Federal information, information systems,
and/or facilities; and may also include criminal penalties and/or imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance
in writing by the OPDIV Chief Information Officer or his/her designee. | also understand that violation of laws, such as the Privacy Act of 1974, copyright
law, and 18 USC 2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal charges that may result in imprisonment

D

of

B) TN G
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Registering for the Portal

Action
ST/ TheYour Informationpagedisplays

Providethe information requested on th&our Informationpage. The fields with an
asterisk (*)are required fields and have to be completed.

After all required information has been provided, selsiextto continue.

You may selecCancelat any time to exit out of the registration proceddew
informationor changes enteredo not save

Your Information

Enter your legal first name and last name, as it may be required for Identity Verification.

) Middle Name:
First Name:
Last Name: Suffix:
]
Enter your E-mail address, as it will be used for account related communications.
E-mail Address
Re-enter your E-mail address.
Confirm E-mail Address:
Enter your full 9 digit social secunty number, as it may be required for Identity Venfication
Social Security Number:
Enter your date of birth in MM/DD/YYYY format, as it may be required for Identity Verification.
Date of Birth
« U.S. Home Address  Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.
* Home Address Line 1:
Home Address Line 2
* City - State: Zip Code:  Zip Code Extension

Country: USA

[ Y]

Enter your primary phone number, as it may be required for |dentity Verification

* Primary Phone Number

) G eI
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Registering for the Port

Action

SISl After providing the required information on théour Informationpage, theChoose User
ID and Passworgagedisplays

Create and enter aser ID ofyour choicebased on the requirements for creatinguser ID.

EIDMdisplaysnstructions on what you are required to include in yoser ID.

Choose User ID And Password

- * User |D: joanne12

* Password

* Confirm Password:

Select your Challenge Questions and Answers:

Your challenge questicns and answers will be required for password and account management functions

* Question:1 * Answer: 1
lF'-zase choose one Question v I

* Question:2 * Answer:2
lPease choose one Question v ]

* Question:3 * Answer:3

lPease choose one Question v I

SICIJGM Create and enter a password of your choieater the same passwoid the Confirm
Passwordield.

1 EIDMdisplaysinstructions on what you are required to include in yqu
password.

1 Passwords must not contain any commonly usedds or phrases that are
characters or more itengh, sdzOK | & af 2 SétcE & Wdzy

1 The passwords must match before you can continue
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Registering for the Portal

Choose User ID And Password

* User |D: joanne12

- - Password:

* Confirm Password: | sssessses

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for passwerd and account management functions.

* Question:1 * Answer:1
|Pesse choose one Question v J

* Question:2 * Answer:2
|Pesse choose one Question v J

* Question:3 * Answer-3
|Pesse choose one Question v J

CMS EIDM User Guide




Registering for the Port

Action
Step FA@l After entering theuser ID and password you have created, select a question of your ct

in the Select your Challenge Questioasd Answerssection and entethe answer you
want to be saved with the question.

Continue to select guestion and enter an answer for Question 2 and Question 3.

SelectNextto complete the registration process.

You may selec€ancelto exit out of the registration procesdew information or
changes enteredo not save

Choose User ID And Password

* User ID: joannei2
- Password .

* Confirm Password: | sssssssss

Select your Challenge Questions and Answers:

* Question: 1 * Answer:1
|F’ease choose one Question A ]

‘ * Question:2 * Answer.2
|F’ease choose one Question ¥ ]
* Question:3 * Answer:3
|F’ease choose one Question v ]

SiCIRl The RegistrationCompletepagedisplaysand informs you that yoshouldreceivean e
mail that acknowledges your successful registration and includes your user ID

SelectOKto close theRegistration Complet@age.

Registration Complete

You have now successfully completed your registration to CMS Enterprise Identity
Management (EIDM). You will receive an E-mail acknowledging your successful
registration to EIDM and the E-mail will include your User ID

Please wait 5 minutes before logging in. Selecting the ‘OK’ button will direct you to the
CMS Portal Landing page.

» (D
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Logging In
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This section provides information on howltogin using your uséb and passwordThe following are the
basic stepby-step instructions.

Action
SICIOMM Navigate tohttps://portal.cms.gov TheCMS Enterprise Portglagedisplaysas illustrated
below.

CMs.gOV Enterprise Portal colem s il o L et ay

Centers for Medicare & Medicaid Services

Learn about your heatheare options | T searchcms gov

Health Care Quality Improvement System  Provider Resources

CMS Portal > Welcome to CMS Portal

‘Welcome to CMS Enterprise Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

8 Login to CMS Secure Portal

Forgot User ID?

The CMS Enterprise Portal is a gateway being offered to allow
the public to access a number of systems related to Medicare
Advantage, Prescription Drug, and other CMS programs.

Forgot Password?
New User Registration

e e, Lo ] o et
MCU ] PECOS | Quality Reporting [] CBIC

Environments
Information for people with Medicare.,
CMS Provides Health Coverage for 100 Million People... e -

Get E-Mail Alerts Non-Production

Get Email Updates
ledicare open enroliment. and benefits

Medicare Already a subscriber?
-gov

Manage Your Subscriptions
Privacy Policy.

Information for children up to the age of
-.through Medicare, Medicaid, and the Children's Health Insurance Program. And 'uhﬂJ 19 in need of health care coverage.
InsureKids|
with haalth inciiranca rafarme and haalth cara avehanaac wa ara imnrovina haalth oo

SelectLogin to CMS Secure Portal

CMS Secure Portal

To log into the CMS Portal a CMS user account is
required.

8 Login to CMS Secure Portal

Forgot User ID?
Forgot Password?

New User Registration
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Logging |

Action
SiCIel Read theTerms and Conditionandselectl Acceptto continue.

Terms and Conditions

OMB N0.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penalties

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

Atany time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose

To continue, you must accept the terms and conditions. If you decline, your login will automatically be cancelled

» e

SICIF/ Enter yourUser IDand €lectNextto continue.

Welcome to CMS Enterprise Portal

- User ID
=) GEZED

Forgot User ID?
Need an account? Click the link - New user reqistration
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Logging In

Action
SISl Enteryour PasswordandselectLog In

Welcome to CMS Enterprise Portal

mp e J
= -==»

Forgot Password?

The system displays th&elcome to CMS Enterprise Portaage.

CMS
JoV
- P

NS Pt - Wy e

Welcome to CMS Enterprise Portal

Request Access
" T W Jene T e N g
wr Wi 30 OapAa ¥ forred @ e
e - e 1o 5900 X OV I JENONIRIION 10 pravent €3
v e ey ans a6 ™ .l e Porta
Contact Help Desk
be o0 Mixey p - euewnie an)
B FRR 00 Aguats & Bevtars Matp Devt - » Cgw -
Application Access e e e —— X
There are several ways 00 manage access te PR YR 7 s e O sloctdichue .
spplications tn the CMS Eaterpeine Portal I ACD Weig Des s e A — e
e 3 P ACD Poter atows TTY wsery 990088 18
PO B cawe o MR ahers miered ¥y LA 90 W Pe
Looeaurne Seer Admmenat aen + ™
) . g Cpmn Puymants Moty Duat - Comsact e Cown Paymerey ey Dee ¢ Jotogmns 21 2
I T pe mcienn A S e BaETe
e & A0S Row bt p— BCARE ety Cush - P a1 90 BCARE M Dows & 143 M RS ATLT IR LT
v S s et 7w St Shaty S ———"-- wt Pw v CaryT oot (o
2o o CARS Mty Dwal | DUA - Se (5 g LoN e
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Requesting Acce
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pavSljdzSaiAy3d ! OOSaa
This section provides basic stbg-step instructions and assistance on how to request actessn
application and a role.

If you do not have aser ID and password, you have to register and creaisea
ID and password. Please follow theps undeHow to Register and Create
User ID and Password

Each application is different and may require you to enter or select irdtbam not indicated in the basic
step-by-step instructions in thitser Guide.

2KFG AF Ye FLIWX AOFGA2Y NBldzZANBaE YS (2 LINRPOARS
by-step instructions?
After following theinstructions forHow to Reister and Create a User ID and PasswdtDM promps

you to enter or select any additional information needed, based on the application and role you are
requesting. In addition, EIDMsplayshelp messages to assist you in completing your requests.

If you currently have a role in an application and you need to request access for
another role in the same application, please follow the gbggstep instructions fo
How t Add aRole
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Requesting Access

The Application Access Catalog

TheapplicationAccess Catalodisplays all the CMS applications that use EIDM services. Registered users
who are logged into EIDM can use the catalogetjuestaccess to applicatiorend select from a number
of additional options that are described in more detail below.

TR o e g Start typing to filter apps. W REQUEST ADMIN ROLE

ASETT iz & Web-based application that allows The Medicare Part B Drug Average Sale Prics Bundled Payments for Care Improvemeant Data

individuals and organizations to fie electro [ASP) application is a data collection system File Transfer.
More... More...
Help Desk Infermation
Help Desk Information Help Desk Information BundledPaymentsifems. hhs.gov
T03-8515810 844-876-0785
asettf@actionet.com asphelpdeskidcea.com
Request Access Request Access Request Access

The catalog is accessed by selectingMlyeAcces®ption from the CMS My Portal home pagi@p-down
list or by selectingthe Request Accessdw button as shown in thémagebelow. Requesting access is
covered in more detail in theection titledHow to Request a Role

@ Portal Help & FAQs

£ Print B
CgMO§ Enterprise Portal

My Portal

CMS Portal > My Portal
|

‘Welcome to CMS Enterprise Portal

~

Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports

) ¥ O Request Access Now
simplified sign-on, and uses role-based access and personalization to present each
user with only relevant content and applications. The vision of the Enterprise Portal is to

provide “one-stop shopping” capabilities to improve customer experience and
satisfaction Contact Help Desk
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Requesting Acce

Access Catalog Features

The features listed below refer to the numbered image that follows.

1. Request Accesg Request access to a particular application by selectingRibguest Access
button2y GKS | LILX AOF A2y Qa GAf SO

2. Searchg Search for a particular application by typing the name of the application in the search
box on theAccess Catalotitle bar.

3. My Accesg; This panel displays information for each application for which the user has access
including:
a. Contact information forth@lLJLJX A OF GA2y Q& | St LJ 5541 @
b. The existing roles the user has been granted for the application.

4. Available Actionsg This panel appear®r each application for which the user has access. The
user can select from the following options:

a. Add a Role; Directs the user to th€Request Additional Rolescreen to request an
additional role for the application.

b. Remove a Role Directs the user tahe View and ManageMy Accessscreen to remove
a role from the application.

c. Other Actionsc Directs the user to th&/iew and ManageMy Accessscreen to select
other options.

5. My Pending Requests Thissectionlists the pending requests for which the user has requested
access.

CgMo§ Enterprise Portal

My Portal  Marketplace Change Utsity

CMS Portal > EIQ menu page > My Access

Start typing to filter apps.

M REQUEST ADMIN ROLE My Access
MCU

Access Catalog

Help Desk Information
5 8 7151

ASETT 15 3 Web-03820 appiication that alows The Maacare Pant 8 Average Sae Price  Buncled Fayments fr Care Improvement Data Fiie 855-CMS-1515 (855-287-1515)
INGVIGU3IS 3n3 OFGANIZaTONS 10 M2 Secko More (ASP) applcation I§ 3 Caka 0lection system Transter. CMS_FEPS@CMS HHS goy
nore Otner Actions
Help Desk Information Help Desk Information Existing Roles
703-851-6510 Help Deek information EundegSaymentaQome NNE QoY MCU Tier-1 (Read Only)
2senfactionst com 844-876-0765
‘ 3EphapdRsKRaces com
Request Acooes Request Access Request Access
AS0R66 10 118 3ppICation Is restncted 10 Trading Connexion provioes SUPPIES wWih secure oning
Parnens that excnange d3ta with e B More. 300266 10 thelr Meaicare DMERPOS Competity

The CCHO Enroliment Resolution and
Reconcitation System (CERRS) suppons
CCHO Ennan More Help Duu- K W

Mere.

e S‘D.E-;. -3069 Help e!:)u:x lrdgw?uon My P d_ R
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Requesting Access

How to Request a Role

The following are the basic stdgy-step instructions orhow to request access to an application and a
role, when you currentlgo not have a role in the applicatn.

Important Note

To request a role for one of the applications listed
below:

 ASETT 1 MACPro

1 ASP T MCU

1 EPPE T MLMS

1 ESD 1 Open Payments
1 FFM/Training Agents/Brokers/Assistel { SHIM

T IC q T-MSIS

1 IDHD  zONE

To requesta rolefor all otherapplications pleaseFOLLOWIHESESTEPS

Action
STl L og into the CMS Enterprise Portal

Select the down arrow icon that appears next to your name at the top of paggnselect
My Accesdrom the drop-down listto continue.

Alternately, you may sele®equest Access Note continue.

Cg%§ Enterprise Portal

My Portal

CMS Portal > My Portal
11

Welcome to CMS Enterprise Portal

Use the ink below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
Request Access Now
simplified sign-on, and uses role-based access and personalization to present each
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Action
Il The applicatiorAccess Catalodisplays.

Scroll down to locate the application you need.

Alternatively, enter the first few letters of the application in tBearchsection and all of the
applications beginning with those lettedssplaybelow.

If you currently have access to one or more applicatitney displayin the My Acces
section. If you have pending requests, thliksplayin the My Pending Requestsection.

Access Catalog B REQUEST ADMIN ROLE My Access

Start typing the application *You currently do not have access to any applications. Please use the
name to begin your search. access catalog to request access fo the applications.

Help Desk Information Help Desk Information

Request Access Request Access Request Access

Help Desk Information

Help Desk Information

My Pending Requests

“You do not have any pending requests at this fime.
Request Access Request Access Request Access

Community Based Grganzation/Cu
Represeniatve

Help Desk Information

Help Desk Information ‘ B
»

After entering the first few letters of the application Search the applications beginnin
with those letters are displayed.

SelectRequest Accesor the application you need.

Access Catalog =i W REQUEST ADMIN ROLE

Community Based Organization/Customer Service
Representative.

Help Desk Information
£98-804-0685
VCSHelpDesk@VCSHalp Dask com

» Request Access
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Action

1T/ TheApplication Descriptiorand Select arole sections are displayed.

Select the role you need from tigelect a roledrop-down list

Request New Application Access

v/ My Access
6 Modify Business Contact Information
‘é_p View and Manage My Access Application Description: |CSR
[;] Request New Application Access Community Based Organization/Customer Service Representative.

v/ Requests

¢ My Pending Approvals » Select a role: |User v

My Pending Requests

The Request New Application Accepsgedisplays

If all of your required business contact information is not on file, you have to provide
information before you can continue.

Required fields are marked with an asterisk (*) and an error messéays if the
information has not been entered or selected correctlyjs@ntered in thewrong format.

If all of your business contact infoation isonfile,thé t £ ST &S dzLIJR |
messagedoes not displayand the Select a roledrop-down listdisplaysfor you to
continue.

Iftheat £ SI &S dzLIRI (i Bessagiigpldyd i@ thé regBitéd information an
then selectNext.

Request New Application Access

. Please update your profile to continue the request for an application access.
Name
Title: First Name: Middle Name: Last Name:

)
|
Professional Credentials:

Sodial Security Number:

9652

. (Business Contact Information

1 * Company Name:
ABC
* Address 1:
123 Main Street

Address 2:

* Gty: * State/Territory: * Zip Code: Zip Code Extensior

Any Town Arkansas v] 3333

Phone
* Company Phone Number: Extension:
333-333-3333
* Office Phone Number: Extension:

333-333-3333

» Next | | Cancel |

\_
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Action
Il After providing your business contact information, EIDM may ask you to provide

additional information that is required for your application and the role you have selec

Provideany additional informatiorthat is requested, enter a reason for the request in t
Reason for Requegiox and then seleckubmit

What You May Need Before You Begin

In the example below, we selected tl&SRapplication and theJserrole. EIDM also
needs to know the Call Center. We setetP2nd Avenue, Phoenix, AZ from the list of
Call Centers and theselecedthe single right arrow icon. This malthe 22nd Avenue,
Phoenix, AZ Call Center to the Selected Call Center(s) bakewentered the reason
for the request in thdReason for Requedtox and selecBubmitto continue the process.

Request New Application Access

Appication Description: | CSR v

Community Based Organization/Customer Service Representative.

s

Select a role: | User v |

Role Description: The user with this role is 3 customer service representative or staff member who
organization.

* Cal Center: | 28th Avenue, Phoenix, AZ * 22nd Avenue, Phoenix, AZ
Black Canyon, Phoenix, AZ
Coralvile, 1A
i Corbin, KY
Lawrence, KS @j
Paimetto, Lawrence, KS
Paimetto, Richmond, VA

Richmond, VA
Senture, Monticelo, KY «g'
Tampa, FL J
* Reason for Request: Needed for the role ’ " "
' o ; Submit J Cancel
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S After selecting Submit, thRequest NewApplication Access Reviepagedisplays

Review the information displayed. Selé&ditto modify the information.

SelectSubmitto submit the request for approval.

‘n

You may selecCancelto exit out of the Request New Application Access proc
New information or changes enteretb not save

» Request New Application Access Review

Community Based Organszation/Customer Service Representative.

Business Contact Information

wne

<
‘Phone

Role Selected: User

Role Descriptior The user with thes role is & customer service representative or staff member wih

ol Center: 28th Avenue, Phoenix, AZ 22nd Avenue, Phoenix, AZ
Black Canyon, Phoerix, AZ
Corabville, 1A
Corbin, KY
Lawrence, KS 2
Paimetto, Lawrence, KS
Paimetto, Richmond, VA
Richmond, VA
Senture, Monticello, KY
Tampo, FL

Reason for Request Needead for the rok.

_ once
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SELE After selectingSubmit, theRequest New Application Access Acknowledgemeage

displays

The acknowledgement page displays the tracking number for the request and informn
you that youshouldreceive are-mailwhen the request has been processed.

If you have submitted a request for a role in an application where a Charécter
ResourceAccess Control Facility (RACF) is used for identification and verification,
may have to change your password and create and enter-eémagcter passwor
the next time you log in, after your request has been approved. A&ha8acter
password may be muired for applications that use RACF IDs.

SelectOKto close the acknowledgment page.

Request New Application Access Acknowledgement

Your EIDM request has been successfully submitted.
The tracking number for your requests is:
» 16928 - Call Center - 22nd Avenue, Phoenix, AZ

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.

| o
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To request a role for one of the applications listed below

1 ASETT 1 FFM/Training 1 MACPro 1 SHIM
1 ASP Agents/Brokers/Assisters MCU 1 T-MSIS
1 EPPE 1 IC 1 MLMS 1 zONE
1 ESD 1 IDHD 1 Open Payments

Pleasd-OLLOWIHESESTEPS

Action
STl L og into the CMS Enterprise Portal

Select the down arrow icon that appears next to your name at the top of Jdgm
selectMy Accesgrom the drop-down listto continue.

Alternately, you may sele@®equest Access Note continue.

@ Portal Help 8 FAQs

& Print

CgMO§ Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports

Request Access Now
simplified sign-on, and uses role-based access and per to present each
user with only relevant content and applications. The vision of the Enterprise Portal is to

provide “one-stop shopping” capabilities to improve customer experience and
safisfaction Contact Help Desk

The applicatiorAccess Catalodisplays.

Scroll down to locate the application you need.

Alternatively, enter the first few letters of the application in tBearchsection and
all of the applications beginning with those lettatisplay

1 The applications are listed by their acronym not their full name. You must use
acronym of the application to search.

T If you currently have access to one or more applications, those applications
displayed in theMy Accesssection. If you have pending requests, they ar
displayed in theMy Pending Requestsection.
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Action
TR o T o J Start typing to filter apps... B REQUEST ADMIN ROLE

ASETTis a Web-based application that allows  The Medicars Part B Drug Average Sale Prce  Bundled Payments for Care Improvement Data
individuals and arganizations to file lectro (ASP) application it & data callection systam File Transfer.
Mare... More...
Help Desk Information
Help Desk Information Help Desk Information BundiedPaymentsi@ems.hhz.qov
T03-251-8810 844-876-0765
asetti@actionet.com ssohelpdesk@deea.com
Request Access Request Access Request Access

SISl Select theRequest Accedsutton on theapplicationtile.

SHOW ALL

Access Catalog

Meoag 370 Ol
00078 T DS Nes $ ¢ somiEng. e

Roquest Lcoess

The Request New SysterAccesgage for that applicationlisplays

Select &Rolefrom the dropdown list. There may also be additional information that
you need to provide to request a role, such&tate Region Authorization Code
User Typeor other user information.

My Access

¥ Request New System Access
Request New System
2 Select a System and then a role to request access.
View and Manage My
Access

Level of Assurance (LOA) and the role that y you request access to, to satisfy system security requirements you may need to complete Identity \ erwcauon
iti-Factor Authentication (MFA), or change your password the nex l("7€ OuKX] tothe s S(E'W V\S"W require you to provide additio

of e request process. If applicable, please note that your request cannot be fufiied until Identity Veification i complete and Multi-Factor Aww cation

HFA is establishe

» ' System Description:

Role:
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Action
My Access

Request New System Access

jentity em ation
733(

» ' System Description:

Role: WAT Use:

Region: TWS San Francisco CA v
States and Territories

Please enter any comments you want your Approver to see in the ‘Notes to the Approver’ field.
Notes to the Approver:

SICEH Select theSubmitbutton to submit the request. To terminate the request, select @ancel
button and the system retursiyou to theView and Manage My Accegmge

Depending on the application selected, you may have the option of entering a mess
the Notes to the Approvefield shown below.

My Access
Request New System Access
Request New System
Access

- Select a System and then a role to request access.
View and Manage My
Access

Depending on your Level of Assurance (LOA) and the role that you request access 1o, to satisfy system security requirements you may need to complete Identity Verification
estabiish credentials for IMulfi-Factor Authentication (MFA), or ¢hange your password the next time you login to the system Hs req

information as part of the rol

(MFA) is established

y v
e request process. If applicable, please note that your request ¢ a*r\at:)e fulfilled until Identity Veerification is complete and Multi-Factor Authentication

» " System Description

Role. & Use
Region [EVEFegen TS Francsca CA v ]
States and Territories.
Please enter any comments you want ypur Approver to see in the ‘Notes to the Approver’ field.
Notes to the Approver: &

I GEZID 6=

SICCM After submitting the request, a Request Acknowledgement mesdispéays Select
the OKbutton to exit the screen and return to th€iew and Manage My Access
page

If you have selected aapplicationi K &t R2S& bh¢ KI @S Wi
the requestis evaluated by the application approver. Yshiouldreceive ane-mail
once the approver takes an action on the role request.
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Request Acknowledgement

Your request to access FFE Application using the FFE Application Approver role has been successfully submitted
Your request id is : 1367
Please use this number in all correspondence concerning this request

You will be contacted via E-mail after your request has been processed

*
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Action

SICYM LT e2dz KIS a8t SOGSR +y LI AOLGAZY (K
entered valid information, yoshouldreceive a message similar to the one below
for the application that younave chosen.

Select theOKbutton to exit the screen and return to th&iew and Manage My
Accesgage

Toaccess the requested application, you need to logout and log back in.

CMS Portal > My Access

Screen reader mode Off | Accessibility Settings

My Request Acknowledgement

Access ‘ ,
Your request has SUCCQSSTU][_- comple!ec You will needto IOQOUI andthen |09 in to access the Health Insurance

Oversight System Application. Select ‘OK' to continue
Request New System
Access

View and Man M
Access

You may return to thédccess Catalogt any time by selecting thily Accessoption from
the drop-down list

Q) Portal Help & FAGs

& print
CQMO§ Enterprise Portal

My Portal  Marketplace Change Utility

CMS Portal > EIDM user menu page > My Access

Screen reader mode Off | Accessibility Settings

My Access

Request New System Access
Request New System
— Select a System and then a role to req
\_\4&‘5’;:“"“”“ My » * System Description: T

Role:
Region
States and Territories:

Please enter any comments you want your Approver to see in the "Notes to the Approver’ field.
Notes to the Approver.

CMS EIDM User Guide




Requesting Acce

How to Cancel a Pending Role Request

The following are the basic stdgy-step instructions onow to cancel a pending roleequest

Important Note

Tocancela role for one of the applications listed below
T ASETT T MACPro
1 ASP 1T MCU
1 EPPE 1T MLMS
1 ESD 1 Open Payments
1 FFM/Training Agents/Brokers/Assister § SHIM
1 IC 1 T-MSIS
T IDHD T zONE

To cancel a pending role requdet all other applicationspleaseFOLLOWTHESESTEPS

Action
SICIOMM Log into the CMS Enterprise Portal

Select the down arrow icon that appears next to your name at the top of gadwmselect
My Accesdrom the drop-downlist to continue.

Alternately, you may sele@®equest Access Note continue.

@) Portal Help & FAQs

5 Print
C&)§ Enterprise Portal

My Portal

CMS Portal > My Portal
I

Welcome to CMS Enterprise Portal

Request Access

. ) 4 Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
N - Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

user with only relevant content and applications. The vision of the Enterprise Portal is to

provide "one-stop shopping” capabilities to improve customer experience and
o Contact Help Desk
satisfaction.
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Action
Siclol The applicatiorAccess Catalodisplays

In the My Pending Requestsectionof the Access catalogelectthe Request I0ink for the
pending request.

Access Catalog Start typing 8o fiter 3905 mrecuesTAOMNROLE [EEREEE My Access

| vorcummty o rothom scuev 1 o atciens Puse e e
| sccems catalog s gt accons W P syt
The Vet e Pur B Dog Aevage Sute Pue Dot Faymats b Core bmprommmast Ot |
S Siatonh o it melsh Toe Yot
e
g (eh b e
~—p Doet Shoatue Drded -3t a1 5
boryterrs
L e ]
—T— - [y
- e (e e o A irea e e e o 4 et b ey
@ Comonan prosts 2 : Pt Bt oihargs Auie wh So § Wee
P WPVOY RO
o’ : L Bt
e v [N T
oty Gt st Py
TR 13- 2 My Pending Requests
' ety Ovet e 2ergQutten s
< e e
ERTRES Ny { ¥ Result Found
— —— Rele Moo
e roatet i ot wve Uy Tho Fust oy Prap
o [ e Aapastes ” .oy -
o -
e B R A T
porptepe
JERT LN - N e L

ThePending Requestsaneldisplayson the View and Managevly Accespage.

In the Cancel Requestolumn, select th&€€Cancelink for the role request you wish to cance

« My Access My Pending Request

@ Modfy Busness Contact — o X . )
information olowng s a st of pending requests submitted for approval
@= Vew and Manage My
Access

() Request New Appicaton
Access

~ Requests Close
¥ My Pendng Approvals -

B Avual Certficaton
@ My Pendng Requests
¥ Administration

_h View and Manage Users
0 Loockup User's Hep Desk

Request Number Applcation
278169 CSR

Role Request Expra
Authorger 05/11/2016

A popup confirmationdisplays SelectOKto submit the request.

Confirmation

Are you sure you want to cancel this
pending role request? Once the
request is canceled, you may need to
request access for the role again.
Select "OK' to continue. Otherwise,
select 'Cancel.

= O
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Action
Step W The pending role request is removed from tRending Requestqueue and a confirmatior

messagelisplays

~ My Access My Pending Request

@ Moddy Business Contact

Your pending role request has been canceled
Information
&, View and Manage My

[ There are no pending requests
"\l,l_l'\\
(J Request New Apphcation

v Requests
9 My Pending Requests

IOl Youshouldreceive are-mail notification that the role request has been cancelled.

Your request 277759 has been canceled.
You requested:

Application Name: IC Application

Role Name: IC_BO

If you did not initiate this action, please contact your Application Help Desk.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

Ane-mailnotification of the role request cancellation is sent to both the user and|tt
approver of the application

Tocancela role for one of the applications listed below

T ASETT 1 FFM/Training 1T MACPro 1 SHIM
1 ASP Agents/Brokers/Assisters MCU 1 T-MSIS
1 EPPE T IC T MLMS 1 zONE
1 ESD 1 IDHD 1 Open Payments

Pleag FOLLOWTHESESTEPS

Action
SO Log into the CMS Enterprise Portal

Select the down arrow icon that appears next to your name at the top of pdgmselect
My Accesdrom the drop-down listto continue.

Alternately, you may sele®equest Access Note continue.
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epﬂm Welcome . v &

Enterprise Portal

@ Portal Help & FAQs

CMS$
.gov

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Request Access

Use the link below to request access to

The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
S 3 " Request Access Now
simplified sign-on, and uses role-based access and personalization to present each

iieer with anlv ralavant rantent and annlicatinne Tha vicinn of the Fntarnrica Partal i tn

The applicatiorAccess Catalodisplays

In the My Pending Requestsectionof the Access catalogelectthe Request I0ink for the
pending request.

Access Catalog Start typing 10 fiter 3905 mreouesTAOMNROLE [EENEEE My Access

| Vonr ey 0 rot ha mccews o oy potcanens Puase e e
| ccwms st bn et accons 1o P syt st

2 Lerad ute 800 4 Puna The Vet os Pur § Dng Aevags Soe Pue Bmiad ¥ w et s Lo Care mgromast Tt
Nt o e s 1 S sl W mte @ 4 0 A8 ¢ et v o Lt
- [T

e N

oy Cont htrmomon ~—p (ot St Orded ortaa 't2 52
Tt bt 27570

wr et o e et B
(USRS p— Bugens Asosn B g A o

AR My Pending Requests

{ 1 Resutt Found

eyt b v

e e L R A e Mo 3, wan
Serewt I an Vi on DMEPOS Computhe  Agoha son & 5 b 0o
oe

v e e ~ e h o
byt

Lo s U uredin e

ThePending Requestpaneldisplayson the My Accesgpage.
In the Cancel Requestolumn, select th&€€Cancelink for the role request you wish to cance

[y— Pty Regoestn1]

My Access Pending Requests
Roguest New System e e
Access
Syvtems Role Requested Request Sutus  Requent iD Date Request ancel Request
View and Manage My
Access Pyv— e o o O - “ aw cac

Use tes i 10 Cancel Dt pending role fequest

A popup confirmationdisplays SelectSubmitto submit the request.
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Are you sure you want to cancel this role request?

Are you sure you want to cancel this pending role request? Once the request is canceled, you may need to request access for the role again
Select 'Submit’ to continue. Otherwise, select ‘Cancel'

D GEZID =

2STS

The pending role request is removed from tending Requestqueue and a confirmatior
messagelisplays

Ponding Hegques
My Access Pending Requests

Systems Role Requested Request Satus  Request © Date Requested  Cancel Request

SICIJGE  Youshouldreceive are-mail notification that the role request has been cancelled.

Your request 277759 has been canceled.
You requested:

Application Name: IC Application
Role Name: IC_BO

If you did not initiate this action, please contact your Application Help Desk.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

An e-mail notification of the role request cancellation is sent to both the user and|tt
approver of the application.
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Identity Verification

Depending on the role and the information you provide, the system may take you to the Identity
Verification page. Tdldentity Verification process, also knavas Remote Identity Proofing (RIDB),
necessary for roles that require a higher level of security to actiesstity Verification is done bysking

you questions based on your persoirgEbrmation.

CMS usesredit reporting agencies like Experian to verify identity information.
This is only an inquiry ardbesnot affect your credit score

To begin the Identity Verification proce$®LLOWIHESESTEPS
Action

1IN |f you select a role that requires identity verification, tldentity Verification pagedisplays

SelectNextto begin the Identity Verification process.

Identity Verification

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below
are a few items to keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and E-mail address
correctly. We will only collect personal information to verify your identity with Experian, an external Identity Verification provider

2. Identity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may see
an entry called a “soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur any

charges related to them.
3. You may need to have access to your personal and credit report information, as the Experian application will pose questions to you,

based on data in their files. For additional information, please see the Experian Consumer Assistance website
-http://www.experian.com/help/

If you elect to proceed now, you will be prompted with a Terms and Conditions statement that explains how your Personal Identifiable
Information (PI1) is used to confirm your identity. To continue this process, select ‘Next'.

» (G| e
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Action

Siclol Readthe important Termsand Conditionsinformation on this screen and indicate yo
agreement byselecting thel agree to the terms and conditionsheckbox Selectthe Next
button to continue.

Terms and Conditions

OMB No. 0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering
to EIDM. Please read the CMS Privacy Act Statement , which describes how we use the information you provide.

Personal information is described as data that is unique to an individual, such as a name, address, telephone number, Social
Security Number, and date of birth (DOB). CMS is very aware of the privacy concerns around PIl data. In fact, we share your
concerns. We will only collect personal information to verify your identity. Your information will be disclosed to Experian, an external
authentication service provider, to help us verify your identity. If collected, we will validate your Social Security Number with Experian
only for the purposes of verifying your identity. Experian verifies the information you give us against their records. We may also use
your answers to the challenge questions and other PII to later identify you in case you forget or misplace your User ID /Password

HHS Rules Of Behavior

We encourage you to read the HHS Rules of Behavior , which provides the appropriate use of all HHS information technology
resources for Department users, including Federal employees, contractors, and other system users.

| have read the HHS Rules of Behavior (HHS RoB), version 2010-0002.001S, dated August 26 2010 and understand and agree to
comply with its provisions. | understand that violations of the HHS RoB or information security policies and standards may lead to
disciplinary action, up to and including termination of employment, removal or debarment from work on Federal contracts or projects;
and/or revocation of access to Federal information, information systems, and/or facilities;, and may also include criminal penalties
and/or imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief
Information Officer or his/her designee. | also understand that viclation of laws, such as the Privacy Act of 1974, copyright law, and
18 USC 2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal charges that may result in imprisonment.

Identity Verification

| understand that the identity proofing services being requested are regulated by the Fair Credit Reporting Act and that my explicit
consent is required to use these services. | understand that any special procedures established by CMS for identity proofing using
Experian have been met and the services requested by CMS to Experian will be used solely to confirm the applicant’s identity to
avoid fraudulent transactions in the applicant’'s name

| agree to the terms and conditions @«

) GIZED GE=1D
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Action
SICIOE Enter your information into the required fields of tieur Informationpage.

SelectNextto continue the Identity Verification process.
Your Information

Eniter hegal first name and last name, 85 it may be requingd for Tdentity Verification,
r your kgl Fir I r . 05 it may i ity Vi ol Mictdla
* First Nama

MARY

* Las] Marmi Sufin
SCHULTZ =l

Enitier your E-mail address, as it will be wsed for sccount relabd comeranications,
* E-mail Address
I SEinG . Com

Re-enter your E-rmail sddress,
* Confirm E-mail Address
4 IasharuEasSind Com

Enber your full B digit SoCial Secunty Numbsar, as it may be required for igendity Venhcabion

* Social Security Murmber

LT T - LI 2T

Enter your date of birth in MMDDAYYYY format, as it may be required for Identity Venfication

j‘ Date of Birth
01 o 1064

@ LS. Home Address ) Foreign address
Enter your current or most recent home address, as it may be required for Identity Verification.

* Home Address Line 1
T416 GRAHAM

Home Address Line 2

* City - Stata *Zip Code:  Zp Code Exiension

5T LOUIS r— =] 63100 Country: USA

Enter your primary phone number, as it may be required for dentity Venficabon

* Primary Phone Mumbar
856 445  TTeH

’“
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Action
Step 8 Depending on the information you provided, therify Identity pagemay be displayed. Yo

are required to answer several questions about information that may be in your per:
records. Please answer the questions to the best of your ability.

Selectthe Next button to submit the request. If you wish to terminate the requesglect
Cancelo return to the View and Manage My Accegmge.

v My Access Request New Application Access
@, View and Manage My
Access Screen reader mode Off | Accessibility Settings
() Request New Appiication
Access Verify Your Identity
v <
. Verify Identity

@ My Pending Requests

You may have opened a student loan in or around September 2013. Please select the lender that you have previously or you are currently
making payments to. If you have not received student loans with any of these lenders now or in the past, please select 'NONE OF THE
ABOVE/DOES NOT APPLY"
BANK ONE
US DEPT OF EDUCATION
GLHEC STUDENT LOAN
FIRST SECURITY BK
NONE OF THE ABOVE/DOES NOT APPLY
You may have opened a (HOME SAVING OF AMERICA) credit card. Please select the year in which your account was opened
2009
2011
2013
2015
NONE OF THE ABOVE/DOES NOT APPLY
Which one of the following retail credit cards do you have? If there is not a matched retail credit card, please select 'NONE OF THE ABOVE'
AMERICAN CREW
KRAGEN
SELFRIDGES
SARAY
NONE OF THE ABOVE/DOES NOT APPLY
Which of the following is a current or previous employer? If there is not a matched employer name, please select 'NONE OF THE ABOVE"
SECOND CHANCE CONSIGNNE
USC SCH OF MED
ROYAL TIRE AND AUTO
FAITH CONSTUCTION
NONE OF THE ABOVE/DOES NOT APPLY
Please select the county for the address you provided
KOHALA
HONOLULU
MAUI
KAUAI

NONE OF THE ABOVE/DOES NOT APPLi :

SICIEN After submitting the request, the Identity Verification confirmatidisplays Select théNext
button to continuewith the role request process

If the role auteapprovesthe roleis granted log out and log back in tccesst.

CMS Portal > EIDM user menu page > My Access

v/ My Access Request New Application Access
a 4

Screen reader mode Off | Access

Complete Step Up

@ My Pending Requests
You have successfully completed the Remote Identity Proofing process.

n) | GzED

CMS EIDM User Guide



Requesting Access

Identity Cannot be Verified

If you receive an error meage that your identity cannot not be verified, it may simply mean that the
information you provided could not be matched with thidormation available in the electronic records
used for verificationYou may need to take some addit@ steps to erify your identty.

Pleasdollow the stepsbelow.

Action
SiIONM Check your personal information before trying again to register thighsystem.

Sicclo |If you have entered the correct information and still cannot be verified,areinstructed
to call the Experian Help Desk and provide Review Reference Numbaeatisplayed on

the screen so the help desk representative can help you verify your identity. Experian
the contractor CMS uses to complete the Identity Verification process.

Ildentity Verification
e ane .'EZIE"E'.?"_- 2 Iriarretion ol proeAced C'e:-c_-c.' personal infarmation beftre Infing 2Jain o reglster wilh ks s)sem ‘_-G. Nk you Fave entered e
cormnect InformEtion, please contact Expertan Vertication Suppor Senices 3 1-806-5T5-5409 and provice e Fescue Retenence NUMDer - 12480020

SICIORE After you have contacted Experian login@/S Enterprise Portaind proceed again
through Role Request proce¢see How to Request a Role

for the steps)

SiCIo On theYour Informationscreen selectthe checkbox if you have contacted Experian
and completed the identity verification process over the phone with the Experiar
Support personnel.

Selecting this checkbox instrecthe system to retrieve your identity verification
results from Experiatbased onthe phone verification processtou do have th
option of not selecting the checkbox and continuing as you did in your origi
attempt of Identity Verification, prior to cdacting Experian.

Enter your information ithe required fields.

Flemme sadc The checinoo B o heve contmcied
T Experian Suppor: Sendoes

Flease galect the checkbon i you ewe cortached the Evperian Werificetion Support Sanices o

Your Information &

Erfer Your kegal firss eme andl las? nerme, &5 B may be reguired for ident®y Verifioation
* First Mame helididlile Name
CARMELLY

SICIolsMl If your identity cannot not be verified by Experiggease contact your Application Help
Deskfor the next steps(see AppendixB: Application Help Deskformation for the

contact information)
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Action

Depending on the type of rolgou requested you may not be granted the role yo
requesteduntil youhavesuccessfullyindergonelD proofng.
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Multi -Factor Authentication (MFA) Registration

Multi-Factor Authentication (MFA) is a security mechanism that is implementebtade an extra layer
of securitysuch as a securitgode when logging in with your User Hhd Password

Registered CMS portal users who wish to access a CMS MFA protected apieadioacted through
the MFA registration process.

During the MFA registration process, the CMS EIDM system requires registration of a phone or computer
toadda/ I RRAGAZ2Yy LI S@St 2F &aSOdzNRGe& G 2froth whidatd ND&a | O
select,to complete the registration process:

1 Smart Phone Users can download VIP access software on their smart phone/tablet. The user
must enter the alphanumric Gredential ID that is generated by the VIP access cli€hé user
then enteisthe Security Gde generated by the VIP client.

1 Computer Users can download VIP access software on their computer. The user must enter the
alphanumeridXedential IDgenerated by the VIP acced®nt. The user entesthe Security Gde
generated by the VIP client.

1 Short Message Service (SM$8)sers can wsthe SMS option to have their Securitydé texted
to their phone. The user must enter a valid phone number. Thenphmust be capable of
receiving text messages. Carrier charges may apply.

1 Interactive Voice Response (IVVR)he user can select the IVR option to receiveiae message
containing their Securitydde. The user must provide a valid phone number and (optigphone
extension.

1 Email: Users can select the-mail option to receive are-mail containing the Security Code
required at login. The-YF Af | RRNBaa 2igusellKS dzaSNR& LINRPTFACE S

1 Delays in enail transmission, spam filters, and other issoatside the use®
control can make this the least desirable option to receive a security code.

9 Users can register more than one phone number for the SMS device |type.
Symantec will only use one number (the lowest number by area code) to|send
the Security Gde.

f 2KAES GKS W{SOdzNAG& /2RSQ F2NJ GKS Lt ! O0Sa
every 30 secondsktS W{ S OdzNA U &Y |/ 2{RE QTiyfeSashtykS W9
/| 2RSQ 2LJiA2ya SELANB Ay on YAydziSaod ¢KS Wy
device types expira 10 minutes. If you are unable to enter the code within
the allotted period, youmustrequest a new one.

To gain access to a CMIEAprotected applicationFOLLOWIHESESTEPS
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Action

SICIOMM If you select a CM3MFAprotected application, theMulti-Factor Authentication
Information pagedisplays SelectNextto begin the MFA Registration process.

¥ My Access Request New Application Access
&= View and Manage My
Access

() Request New Appication
Access

v Requests
@ My Pendng Requests

Screen reader mode Off | Accessibility Settings

Multi-Factor Authentication Information

To protect your privacy, you will need to add an additional level of security to your account. This will entail successfully registering your
Phone, Computer or E-mail, before continuing the role request process.

To continue this process, please select ‘Next'

»| G e

SiclOPAl To make your account more secure, yare directed to the Register Your Phone,
Computer, or BMail page Select thaviFA Device Typgou wish to register from the

drop-down list

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make your
login more secure by providing an extra layer of protection to your user name and password.

You can associate the Security Code to your profile by registering your Phone, Computer or E-mail. Select
the links below to find out more information about the options

= Phone/Tablet/PC/Laptop

- Text Message Short Message Service (SMS)
[> Interactive Voice Response (IVR)

&= E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to
register your device within two attempts please log out, then log back in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the

dropdown menu below.
* MFA Device [ Select MFA Device Type v | -
Type:

1 ForVIP Client Enter the Credential ID generated by the VIP Access client.
1 ForText Youhave toenter a valid phone number to receive your Security Cad
1 ForInteractive Voice Response (IVRBnterthe phone number and (optional)
extensionto beused during login to obtain the Security Code. The extension|rr
0S3AAY BAGK yed 2yS 2F GKS TF2tt28Ay
followed by numeric O to 9. For example: 4885554444, 1112.
, (comma)Creates a short delay of approximately 2 seconds;
. (period)Creates a longer delay of approximately 5 seconds;
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*(asterisks)Used by some phone systems to access an extension;
# (pound/hash)Used by some phone systems to access an extension; an
1 You may use a comma if you are not sure of the special character supporte:
@2dz2NJ O2YLJI yeQa LIK2yS aegaiusSvyo
1 ForEmail: Thee-mail on your profilds used to send the Security Code requir
at login.

Using the VIP Client

1. Depending on the option you seledownload the VIP kSt
Access software from the URL provided on tl
Register Your Phone or Computpage. e

2. Once downloaded, select thélP Access Icoon your
desktop to activate th&/IP Acceswindow. PERpe— d |

3. Select thgpagesdon next to theCredential IXo copy 5202 1 5 0
the alphanumeric code. ' '

4. Place your cursen the Credential 1Don the Register @3{;‘;’;}:;.
Phone or Computepageand right click tgasteit in. e

Enter the credentials of the device (VIP Client shoavit) a short description in of the
device in theMFA Device Descriptiofield. ThenselectNextto submit your registration

@

"Credential ID
VSHM87282813

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login, also known as Multi-Factor Authentication (MFA), can make your
login more secure by providing an extra layer of protection to your user name and password

You can associate the Security Code to your profile by registering your Phone, Computer or E-mail. Select
the links below to find out more information about the options.

= Phonel/Tablet/PC/Laptop

I~ Text Message Short Message Service (SMS)

I Interactive Voice Response (IVR)

> E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to
register your device within two attempts please log out, then log back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the
dropdown menu below.

* MFA Device |PhoneTablet/PCilaptop v

Type:
Enter the alphanumeric code that displays under the label Credential ID on your
device.

* Credential ID: VSHM34188146

- MFA Device My computer

Description:

» GETED GEND
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Action
Step a8 After submitting the registration, a message that you have successfully registered yo

devicedisplays SelectNextto continue the role request process.

aton

Register Your Phone, Computer, or E-mail

You have successfully registered your Phone/Computer/E-mail to your user profile. Please select ‘Next' to continue with your role request
sts

)
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Optional Multi-Factor Authentication (MFA)

Some roles have a reduced level of security requirements and offer MFA as an topédd to their
profile.

A user who selesta role that offers MFA as an optidgs directed tothe Multi-Factor Authentication
Information Page. The user caalectAdd MFA to begin the MFA process described in Malti -Factor
Authentication (MFA) Registratiosection, orSkip MFAto skip MFA athentication altogether.

Multi-Factor Authentication Information

Adding a security code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an
extra layer of protection to your user name and password. You may choose to add this additional level of security to prevent
unauthorized access to your account

To access a CMS application which requires a security code to be input at the time of login, select "Add MFA" and follow the on-screen
instructions to add the additional level of security

Select "Skip MFA" to skip adding the additional level of security and to continue with the role request. If you choose to skip MFA now,
you can always add it later to your account by accessing the "My Profile’ link from the Welcome menu on the top right corner of the

page

Select 'Cancel’ to end the role request

While registeing an MFA device, if a user wishes to continue without MFA, he can Bebegted without
MFA The useisdirected to the next step of the role request process.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
* MFA Device Type: [PhoneTsbletPC/Laptop v ]

Enter the alphanumeric code that displays under the label Credential ID on your device.
* Credential ID :

* MFA Device Description:

G D e
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Checking the Status of a Pending Req

cd KSONKRSY I G G dzB [j3E

The following are the basic stdyy-step instructions on how to use thdy Pending Requestiature to
check the status of a pending request.

Action
SICIOMM | og into the CMS Enterprise Portal

Select the down arrow icon that appears next to your name at the top of gdumnselect
My Accesdrom the drop-down listto continue.

Alternately, you may sele®equest Access Note continue.

@) Portal Help & FAQs [% Log Out Welcome - v &

5 Print

CgMoé Enterprise Portal

My Portal

CMS Portal > My Portal
|

Welcome to CMS Enterprise Portal

Request Access

Use the link below to request access to
Systems/Applications

Request Access Now

TheAccess Catalodly Accesand My PendingRequestssections are displayed.

The Enterprise Portal combines and displays content and forms from multiple

applications, supports users with navigation and cross-enterprise search tools, supports

simplified sign-on, and uses role-based access and personalization to present each

Scroll down tavly Pending Request\ll of your pending requests are displayed in Mg
Pending Requestsection.

Select the Request ID number of a pendiaguest to view the details

mrecuesT aomnrole [EEREE

’ | cCoowe sotimng o oot e

My Access

Access Catalog Start typing 10 Aiter 3905

! v Ty B P N AN b s e e

-y
P gyt s

Re g At om

L

P S b g At S D e

B

My Pending Requests

3 eeaGuttais

T 505577 208 T -
Vi g i esult Found
gt bev v e
Prns rage ot o ~ - -
Vi oe A -~ oo ‘> -
e “
e A g ~p Dot bararne
e O e
N AR R
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Checking the Status of a Pending Request

Action
SICTOel After selecting theRequest ID numberdditional informationdisplaysabout the pending

request.

Youshouldnot be able to open or view a pending request. dbouldreceive ane-
mailwhen a pending request has been approved, rejected or has expired.

SelectCloseto close the My Pending Request information.
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