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EIDM User Guide 

мΦ LƴǘǊƻŘǳŎǘƛƻƴ 
The Centers for Medicare & Medicaid Services (CMS) is a federal agency that ensures health care coverage 
for more than 100 million Americans. CMS administers Medicare and provides funds and guidance for all 
ƻŦ ǘƘŜ рл ǎǘŀǘŜǎ ƛƴ ǘƘŜ ƴŀǘƛƻƴΣ ŦƻǊ ǘƘŜƛǊ aŜŘƛŎŀƛŘ ǇǊƻƎǊŀƳǎ ŀƴŘ /ƘƛƭŘǊŜƴΩǎ Iealth Insurance Program 
(CHIP). CMS works together with the CMS community and organizations in delivering improved and better 
coordinated care. 

What is EIDM?  

CMS has established the Enterprise Identity Management (EIDM) system to provide our Business Partners 
with a means to apply for, obtain approval, and receive a single User ID they can use to access one or 
more CMS applications.  

What is the άEIDM User Guideέ?  

This EIDM User Guide provides step-by-step instructions on how to register in EIDM, how to obtain access 
to an application and request a role, and how to manage your user profile.  
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нΦ .ŜŦƻǊŜ ¸ƻǳ .ŜƎƛƴ 
Before accessing the application, consider certain computer settings to 
ensure it functions properly.  

To optimize your EIDM system access, check the following items: 

1. Screen Resolution: CMS screens are designed to be viewed at a minimum resolution of 800 x 600. 
Your resolution is the number of pixels your monitor displays horizontally and vertically and is 
generally expressed as width times height (e.g., 800 pixels wide x 600 pixels high or 800 x 600). 
The more pixels that display, the better your on-screen text and images will look. 

2. Plug-Ins: Verify that your computer has the latest version of JAVA and ActiveX installed. 

Note 
Verify the latest versions of JAVA or ActiveX by going to the JAVA website (www.java.com) 
and Adobe website (www.adobe.com), or by contacting your internal IT Help Desk. 

3. Pop-up Blockers: ±ŜǊƛŦȅ ǘƘŀǘ ȅƻǳǊ ōǊƻǿǎŜǊΩǎ ǇƻǇ-up blockers are disabled. 
4. Supported Browsers: EIDM supports Internet Explorer 11, Firefox, Google Chrome, and Safari. 

As part of getting started, please review the following procedures: 

1. How to verify your Computer Settings. 
2. What you may need before you begin. 

If needed, please refer to Appendix A: Accessing EIDM in 508 Accessibility Mode. 

Verify Your Computer Settings 

This section outlines the steps to verify your computer settings. 

 Action 

Step 1 Verify your screen resolution. 

Windows 7 and 8: 
Select the Start button, select Control Panel, find Appearance and Personalization, and 
select Adjust Screen Resolution. Ensure the correct monitor is selected in the Display 
drop-down list. Below that list, the Resolution drop-down list displays your setting. Note 
this setting and select Cancel to leave your settings as they are. 

 

Step 2 Install the latest version of JAVA and ActiveX. 

JAVA: 

Open your browser, navigate to java.com, select Free Java Download, select Agree 
and Start Free Download, open the download, accept the terms, and select Install, 
select Next, wait for the program to install, and select Close. 

ActiveX: 
Open your browser, navigate to get.adobe.com/flashplayer, select Adobe® Flash® Player 
system plug-in, select Install Now, open the download, select Run, accept the terms, and 
select Next, wait for the program to install, and select Finish. 

 

http://www.java.com/
https://get.adobe.com/flashplayer
http://www.java.com/
https://get.adobe.com/flashplayer
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 Action 

Step 3 5ƛǎŀōƭŜ ȅƻǳ ōǊƻǿǎŜǊΩǎ ǇƻǇ-up blockers. 

Internet Explorer 11: 

Open your browser, select the Tools icon, select Internet options, open the Privacy 
tab, uncheck the Turn on Pop-up blocker checkbox, and select OK. 

Firefox: 

Open your browser, select the Menu icon, select Content in the navigation pane, find 
the Pop-ups section, and uncheck the Block Pop-up windows checkbox. 

Chrome: 

Open your browser, select the Menu icon, select Settings, select Show Advanced 
Settings, find the Privacy section, select Content Settings, find the Pop-Ups section, 
select Allow all sites to show pop-ups, and select Done. 

Safari: 
Open your browser, select the Safari button, select Preferences, open the Security tab, 
find the Web content section, and uncheck the Block pop-up windows checkbox. 

 

What You May Need Before You Begin 

Prior to requesting access, you should have received instructions from your organization or CMS contact. 
They should include application-specific information you may need to complete the request, such as: 

¶ Social Security Number (SSN) / Taxpayer Identification Number (TIN) 

¶ Legal Business Name (LBN) or Organization 

¶ Application Name & Application Role 

¶ Other information specific to your application, for example, Contract Number, Gentran Mailbox, 
National Provider Identifier (NPI), Organization number. 

¶ You will have to create a User ID and password of your choosing if you do not already have one. 
EIDM allows you to create a User ID up to 74 characters; however, some applications have 
restrictions on the number of characters, and special characters, you can have in the User ID you 
create. Check with your CMS point of contact to identify restrictions for your application. 

¶ Not every CMS application requires the same information, so it is important to get the specifics 
directly from your organization or CMS contact. 
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оΦ wŜƎƛǎǘŜǊƛƴƎ ŦƻǊ ǘƘŜ tƻǊǘŀƭ 
This section provides information on how to register and create a user ID and password. The following are 
the basic step-by-step instructions. 

Action 

Step 1 Navigate to https://portal.cms.gov. The CMS Enterprise Portal page displays as illustrated 
below. 

 

 

Step 2 Select the New User Registration link. 

 

 

https://portal.cms.gov/
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Action 

Step 3 Read the Terms and Conditions, select I agree to the terms and conditions, and then 
select Next to continue with the registration process. 
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Action 

Step 4 The Your Information page displays. 

Provide the information requested on the Your Information page. The fields with an 
asterisk (*) are required fields and have to be completed. 

After all required information has been provided, select Next to continue. 

Note 

You may select Cancel at any time to exit out of the registration process. New 
information or changes entered do not save. 
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Action 

Step 5 After providing the required information on the Your Information page, the Choose User 
ID and Password page displays. 

Create and enter a user ID of your choice, based on the requirements for creating a user ID. 

Note 

EIDM displays instructions on what you are required to include in your user ID. 

 

 

 

 

Step 6 Create and enter a password of your choice. Enter the same password in the Confirm 
Password field.  

Notes 

¶ EIDM displays instructions on what you are required to include in your 
password.  

¶ Passwords must not contain any commonly used words or phrases that are 3 
characters or more in length, sǳŎƘ ŀǎ άƭƻǾŜέΣ άWǳƴŜέΣ άмноέ, etc. 

¶ The passwords must match before you can continue. 
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Action 
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Action 

Step 7 After entering the user ID and password you have created, select a question of your choice 
in the Select your Challenge Questions and Answers section and enter the answer you 
want to be saved with the question. 

Continue to select a question and enter an answer for Question 2 and Question 3. 

Select Next to complete the registration process. 

Note 

You may select Cancel to exit out of the registration process. New information or 
changes entered do not save. 

 

 

 

Step 8 The Registration Complete page displays and informs you that you should receive an e-
mail that acknowledges your successful registration and includes your user ID. 

Select OK to close the Registration Complete page. 
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пΦ [ƻƎƎƛƴƎ Lƴ 
This section provides information on how to Login using your user ID and password. The following are the 
basic step-by-step instructions. 

Action 

Step 1 Navigate to https://portal.cms.gov. The CMS Enterprise Portal page displays as illustrated 
below. 

 

 

Step 2 Select Login to CMS Secure Portal. 

 

 

https://portal.cms.gov/
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Action 

Step 3 Read the Terms and Conditions and select I Accept to continue. 

 

 

Step 4 Enter your User ID and select Next to continue. 
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Action 

Step 5 Enter your Password and select Log In. 

 

 

Step 6 The system displays the Welcome to CMS Enterprise Portal page. 
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рΦ wŜǉǳŜǎǘƛƴƎ !ŎŎŜǎǎ 
This section provides basic step-by-step instructions and assistance on how to request access to an 
application and a role. 

Note 
If you do not have a user ID and password, you have to register and create a user 
ID and password. Please follow the steps under How to Register and Create a 
User ID and Password.  

Each application is different and may require you to enter or select information not indicated in the basic 
step-by-step instructions in this User Guide.   

²Ƙŀǘ ƛŦ Ƴȅ ŀǇǇƭƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜǎ ƳŜ ǘƻ ǇǊƻǾƛŘŜ ŀŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘΩǎ ƴƻǘ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ ōŀǎƛŎ ǎǘŜǇ-
by-step instructions? 

After following the instructions for How to Register and Create a User ID and Password. EIDM prompts 
you to enter or select any additional information needed, based on the application and role you are 
requesting. In addition, EIDM displays help messages to assist you in completing your requests. 

Note 
If you currently have a role in an application and you need to request access for 
another role in the same application, please follow the step-by-step instructions for 
How to Add a Role  
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The Application Access Catalog 

The application Access Catalog displays all the CMS applications that use EIDM services. Registered users 
who are logged into EIDM can use the catalog to request access to applications and select from a number 
of additional options that are described in more detail below. 

 

The catalog is accessed by selecting the My Access option from the CMS My Portal home page drop-down 
list or by selecting the Request Access Now button as shown in the image below. Requesting access is 
covered in more detail in the section titled How to Request a Role. 
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Access Catalog Features  

The features listed below refer to the numbered image that follows. 

1. Request Access ς Request access to a particular application by selecting the Request Access 
button ƻƴ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǘƛƭŜΦ  

2. Search ς Search for a particular application by typing the name of the application in the search 
box on the Access Catalog title bar. 

3. My Access ς This panel displays information for each application for which the user has access 
including:  

a. Contact information for the aǇǇƭƛŎŀǘƛƻƴΩǎ IŜƭǇ 5ŜǎƪΦ 
b. The existing roles the user has been granted for the application.  

4. Available Actions ς This panel appears for each application for which the user has access. The 
user can select from the following options: 

a. Add a Role ς Directs the user to the Request Additional Role screen to request an 
additional role for the application. 

b. Remove a Role ς Directs the user to the View and Manage My Access screen to remove 
a role from the application. 

c. Other Actions ς Directs the user to the View and Manage My Access screen to select 
other options. 

5. My Pending Requests ς This section lists the pending requests for which the user has requested 
access. 
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How to Request a Role 

The following are the basic step-by-step instructions on how to request access to an application and a 
role, when you currently do not have a role in the application. 

Important Note 

To request a role for one of the applications listed 
below: 

¶ ASETT 

¶ ASP 

¶ EPPE 

¶ ESD 

¶ FFM/Trainingς Agents/Brokers/Assisters  

¶ IC 

¶ IDHD 

¶ MACPro 

¶ MCU 

¶ MLMS 

¶ Open Payments 

¶ SHIM 

¶ T-MSIS 

¶ zONE 

To request a role for all other applications, please FOLLOW THESE STEPS. 

Action 

Step 1 Log into the CMS Enterprise Portal. 

Select the down arrow icon that appears next to your name at the top of page. Then select 
My Access from the drop-down list to continue.  

Alternately, you may select Request Access Now to continue. 
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Action 

Step2 The application Access Catalog displays. 

Scroll down to locate the application you need.  

Alternatively, enter the first few letters of the application in the Search section and all of the 
applications beginning with those letters display below.  

Note 

If you currently have access to one or more applications, they display in the My Access 
section. If you have pending requests, they display in the My Pending Requests section. 

 

 

Step 3 After entering the first few letters of the application in Search, the applications beginning 
with those letters are displayed. 

Select Request Access for the application you need.   
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Action 

Step4 The Application Description and Select a role sections are displayed.  

Select the role you need from the Select a role drop-down list.  

 

 

Step 5 The Request New Application Access page displays. 

If all of your required business contact information is not on file, you have to provide this 
information before you can continue. 

Required fields are marked with an asterisk (*) and an error message displays, if the 
information has not been entered or selected correctly, or is entered in the wrong format. 

Note 

If all of your business contact information is on file, the άtƭŜŀǎŜ ǳǇŘŀǘŜ ȅƻǳǊ ǇǊƻŦƛƭŜΧέ 
message does not display and the Select a role drop-down list displays for you to 
continue.  

If the άtƭŜŀǎŜ ǳǇŘŀǘŜ ȅƻǳǊ ǇǊƻŦƛƭŜΧέ message displays, enter the required information and 
then select Next. 
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Action 

Step 6 After providing your business contact information, EIDM may ask you to provide some 
additional information that is required for your application and the role you have selected. 

Provide any additional information that is requested, enter a reason for the request in the 
Reason for Request box and then select Submit. 

Note 

What You May Need Before You Begin 

In the example below, we selected the CSR application and the User role. EIDM also 
needs to know the Call Center. We selected 22nd Avenue, Phoenix, AZ from the list of 
Call Centers and then selected the single right arrow icon. This moved the 22nd Avenue, 
Phoenix, AZ Call Center to the Selected Call Center(s) box. We then entered the reason 
for the request in the Reason for Request box and select Submit to continue the process. 
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Action 

Step 7 
After selecting Submit, the Request New Application Access Review page displays. 

Review the information displayed. Select Edit to modify the information.  

Select Submit to submit the request for approval. 

Note 

You may select Cancel to exit out of the Request New Application Access process. 
New information or changes entered do not save.   
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Action 

Step 8 
After selecting Submit, the Request New Application Access Acknowledgement page 
displays. 

The acknowledgement page displays the tracking number for the request and informs 
you that you should receive an e-mail when the request has been processed.  

Note 

If you have submitted a request for a role in an application where a CMS 4-character 
Resource Access Control Facility (RACF) is used for identification and verification, you 
may have to change your password and create and enter an 8-character password 
the next time you log in, after your request has been approved. An 8-character 
password may be required for applications that use RACF IDs. 

Select OK to close the acknowledgment page. 
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To request a role for one of the applications listed below: 

¶ ASETT 

¶ ASP 

¶ EPPE 

¶ ESD 

¶ FFM/Trainingς 
Agents/Brokers/Assisters 

¶ IC 

¶ IDHD 

¶ MACPro 

¶ MCU 

¶ MLMS 

¶ Open Payments 

¶ SHIM 

¶ T-MSIS 

¶ zONE 

Please FOLLOW THESE STEPS: 

Action 

Step 1 Log into the CMS Enterprise Portal. 

Select the down arrow icon that appears next to your name at the top of page. Then 
select My Access from the drop-down list to continue.  

Alternately, you may select Request Access Now to continue. 

 

 

Step 2 The application Access Catalog displays.  

Scroll down to locate the application you need.  

Alternatively, enter the first few letters of the application in the Search section and 
all of the applications beginning with those letters display.  

Notes 

¶ The applications are listed by their acronym not their full name. You must use the 
acronym of the application to search. 

¶ If you currently have access to one or more applications, those applications are 
displayed in the My Access section. If you have pending requests, they are 
displayed in the My Pending Requests section. 

 



Requesting Access 

 

 

CMS EIDM User Guide 

23 23 

Action 

 

Step 3 Select the Request Access button on the application tile. 

 

 

Step 4 The Request New System Access page for that application displays.  

Select a Role from the drop-down list. There may also be additional information that 
you need to provide to request a role, such as State, Region, Authorization Code, 
User Type, or other user information. 
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Action 

 

Step 5 Select the Submit button to submit the request. To terminate the request, select the Cancel 
button and the system returns you to the View and Manage My Access page. 

Depending on the application selected, you may have the option of entering a message in 
the Notes to the Approver field shown below.   

 

 

Step 6 After submitting the request, a Request Acknowledgement message displays. Select 
the OK button to exit the screen and return to the View and Manage My Access 
page. 

Note 

If you have selected an application ǘƘŀǘ ŘƻŜǎ bh¢ ƘŀǾŜ ΨŀǳǘƻƳŀǘƛŎΩ ƻƴƭƛƴŜ ŀǇǇǊƻǾŀƭΣ 
the request is evaluated by the application approver. You should receive an e-mail 
once the approver takes an action on the role request. 
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Action 
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Action 

Step 7 LŦ ȅƻǳ ƘŀǾŜ ǎŜƭŜŎǘŜŘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ Ƙŀǎ ΨŀǳǘƻƳŀǘƛŎΩ ƻƴƭƛƴŜ ŀǇǇǊƻǾŀƭ ŀƴŘ ȅƻǳ ƘŀǾŜ 
entered valid information, you should receive a message similar to the one below 
for the application that you have chosen. 

Select the OK button to exit the screen and return to the View and Manage My 
Access page. 

Note 

To access the requested application, you need to logout and log back in. 

 

You may return to the Access Catalog at any time by selecting the My Access option from 
the drop-down list. 
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How to Cancel a Pending Role Request 

The following are the basic step-by-step instructions on how to cancel a pending role request. 

Important Note 

To cancel a role for one of the applications listed below: 

¶ ASETT 

¶ ASP 

¶ EPPE 

¶ ESD 

¶ FFM/Trainingς Agents/Brokers/Assisters  

¶ IC 

¶ IDHD 

¶ MACPro 

¶ MCU 

¶ MLMS 

¶ Open Payments 

¶ SHIM 

¶ T-MSIS 

¶ zONE 

To cancel a pending role request for all other applications, please FOLLOW THESE STEPS. 

Action 

Step 1 Log into the CMS Enterprise Portal. 

Select the down arrow icon that appears next to your name at the top of page. Then select 
My Access from the drop-down list to continue.  

Alternately, you may select Request Access Now to continue. 
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Action 

Step 2 The application Access Catalog displays. 

In the My Pending Requests section of the Access catalog, select the Request ID link for the 
pending request. 

 

 

Step 3 The Pending Requests panel displays on the View and Manage My Access page. 

In the Cancel Request column, select the Cancel link for the role request you wish to cancel. 

 

 

Step 4 A pop-up confirmation displays. Select OK to submit the request. 
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Action 

Step 5 The pending role request is removed from the Pending Requests queue and a confirmation 
message displays. 

 

 

Step 6  You should receive an e-mail notification that the role request has been cancelled. 

 

Note 

An e-mail notification of the role request cancellation is sent to both the user and the 
approver of the application. 

 

To cancel a role for one of the applications listed below: 

¶ ASETT 

¶ ASP 

¶ EPPE 

¶ ESD 

¶ FFM/Trainingς 
Agents/Brokers/Assisters 

¶ IC 

¶ IDHD 

¶ MACPro 

¶ MCU 

¶ MLMS 

¶ Open Payments 

¶ SHIM 

¶ T-MSIS 

¶ zONE 

Please FOLLOW THESE STEPS: 

Action 

Step 1 Log into the CMS Enterprise Portal. 

Select the down arrow icon that appears next to your name at the top of page. Then select 
My Access from the drop-down list to continue.  

Alternately, you may select Request Access Now to continue. 
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Action 

 

Step 2 The application Access Catalog displays. 

In the My Pending Requests section of the Access catalog, select the Request ID link for the 
pending request. 

 

 

Step 3 The Pending Requests panel displays on the My Access page. 

In the Cancel Request column, select the Cancel link for the role request you wish to cancel. 

 

 

Step 4 A pop-up confirmation displays. Select Submit to submit the request. 
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Action 

 

Step 5 The pending role request is removed from the Pending Requests queue and a confirmation 
message displays. 

 

 

Step 6  You should receive an e-mail notification that the role request has been cancelled. 

 

Note 

An e-mail notification of the role request cancellation is sent to both the user and the 
approver of the application. 
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Identity Verification 

Depending on the role and the information you provide, the system may take you to the Identity 
Verification page. The Identity Verification process, also known as Remote Identity Proofing (RIDP), is 
necessary for roles that require a higher level of security to access. Identity Verification is done by asking 
you questions based on your personal information. 

Note 
CMS uses credit reporting agencies like Experian to verify identity information. 
This is only an inquiry and does not affect your credit score. 

To begin the Identity Verification process, FOLLOW THESE STEPS: 

Action 

Step 1 If you select a role that requires identity verification, the Identity Verification page displays.  

Select Next to begin the Identity Verification process.  
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Action 

Step 2 Read the important Terms and Conditions information on this screen and indicate your 
agreement by selecting the I agree to the terms and conditions checkbox. Select the Next 
button to continue. 
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Action 

Step 3 Enter your information into the required fields of the Your Information page.  

Select Next to continue the Identity Verification process. 
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Action 

Step 4 Depending on the information you provided, the Verify Identity page may be displayed. You 
are required to answer several questions about information that may be in your personal 
records. Please answer the questions to the best of your ability. 

Select the Next button to submit the request. If you wish to terminate the request, select 
Cancel to return to the View and Manage My Access page. 

 

 

Step 5 After submitting the request, the Identity Verification confirmation displays. Select the Next 
button to continue with the role request process. 

Note 

If the role auto-approves, the role is granted; log out and log back in to access it. 
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Identity Cannot be Verified 

If you receive an error message that your identity cannot not be verified, it may simply mean that the 
information you provided could not be matched with the information available in the electronic records 
used for verification. You may need to take some additional steps to verify your identity.  

Please follow the steps below. 

Action 

Step 1 Check your personal information before trying again to register with the system. 
 

Step 2 If you have entered the correct information and still cannot be verified, you are instructed 
to call the Experian Help Desk and provide the Review Reference Number displayed on 
the screen so the help desk representative can help you verify your identity. Experian is 
the contractor CMS uses to complete the Identity Verification process. 

 

 

Step 3 After you have contacted Experian login to CMS Enterprise Portal and proceed again 
through Role Request process (see How to Request a Role 

 for the steps). 
 

Step 4 On the Your Information screen, select the check box if you have contacted Experian 
and completed the identity verification process over the phone with the Experian 
Support personnel.  

Note 

Selecting this checkbox instructs the system to retrieve your identity verification 
results from Experian based on the phone verification process. You do have the 
option of not selecting the checkbox and continuing as you did in your original 
attempt of Identity Verification, prior to contacting Experian.  

Enter your information in the required fields. 

 

 

Step 5 If your identity cannot not be verified by Experian, please contact your Application Help 
Desk for the next steps (see Appendix B: Application Help Desk Information for the 
contact information). 
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Action 

Note 

Depending on the type of role you requested, you may not be granted the role you 
requested until you have successfully undergone ID proofing.  
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Multi -Factor Authentication (MFA) Registration 

Multi-Factor Authentication (MFA) is a security mechanism that is implemented to provide an extra layer 
of security such as a security code, when logging in with your User ID and Password.. 

Registered CMS portal users who wish to access a CMS MFA protected application are directed through 
the MFA registration process. 

During the MFA registration process, the CMS EIDM system requires registration of a phone or computer 
to add aƴ ŀŘŘƛǘƛƻƴŀƭ ƭŜǾŜƭ ƻŦ ǎŜŎǳǊƛǘȅ ǘƻ ŀ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘΦ ¢ƘŜ ǳǎŜǊ ƛǎ ƎƛǾŜƴ ŦƛǾŜ ƻǇǘƛƻƴǎ from which to 
select, to complete the registration process: 

¶ Smart Phone: Users can download VIP access software on their smart phone/tablet. The user 
must enter the alphanumeric Credential ID that is generated by the VIP access client. The user 
then enters the Security Code generated by the VIP client. 

¶ Computer: Users can download VIP access software on their computer. The user must enter the 
alphanumeric Credential ID generated by the VIP access client. The user enters the Security Code 
generated by the VIP client. 

¶ Short Message Service (SMS): Users can use the SMS option to have their Security Code texted 
to their phone. The user must enter a valid phone number. The phone must be capable of 
receiving text messages. Carrier charges may apply. 

¶ Interactive Voice Response (IVR): The user can select the IVR option to receive a voice message 
containing their Security Code. The user must provide a valid phone number and (optional) phone 
extension. 

¶ E-mail: Users can select the e-mail option to receive an e-mail containing the Security Code 
required at login. The e-Ƴŀƛƭ ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǇǊƻŦƛƭŜ is used.  

Notes 

¶ Delays in e-mail transmission, spam filters, and other issues outside the userΩs 
control can make this the least desirable option to receive a security code. 

¶ Users can register more than one phone number for the SMS device type. 
Symantec will only use one number (the lowest number by area code) to send 
the Security Code.  

¶ ²ƘƛƭŜ ǘƘŜ Ψ{ŜŎǳǊƛǘȅ /ƻŘŜΩ ŦƻǊ ǘƘŜ ±Lt !ŎŎŜǎǎ {ƻŦǘǿŀǊŜ ǊŜŦǊŜǎƘŜǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 
every 30 seconds, tƘŜ Ψ{ŜŎǳǊƛǘȅ /ƻŘŜΩ ŦƻǊ ǘƘŜ Ψ9-ƳŀƛƭΩ ŀƴŘ ΨhƴŜ-Time Security 
/ƻŘŜΩ ƻǇǘƛƻƴǎ ŜȄǇƛǊŜ ƛƴ ол ƳƛƴǳǘŜǎΦ ¢ƘŜ Ψ{ŜŎǳǊƛǘȅ /ƻŘŜΩ ŦƻǊ ǘƘŜ ƻǘƘŜǊ aC! 
device types expire in 10 minutes. If you are unable to enter the code within 
the allotted period, you must request a new one. 

 

 

 

 

To gain access to a CMS MFA-protected application, FOLLOW THESE STEPS: 
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Action 

Step 1 If you select a CMS MFA-protected application, the Multi -Factor Authentication 
Information page displays. Select Next to begin the MFA Registration process.  

 

 

Step 2 To make your account more secure, you are directed to the Register Your Phone, 
Computer, or E-Mail page. Select the MFA Device Type you wish to register from the 
drop-down list. 

 

 

Notes 

¶ For VIP Client: Enter the Credential ID generated by the VIP Access client. 

¶ For Text: You have to enter a valid phone number to receive your Security Code. 

¶ For Interactive Voice Response (IVR): Enter the phone number and (optional) 
extension to be used during login to obtain the Security Code. The extension may 
ōŜƎƛƴ ǿƛǘƘ ŀƴȅ ƻƴŜ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ ŀǎǘŜǊƛǎƪǎΨϝΩΤ ǇŜǊƛƻŘ ΨΦΩΤ ŎƻƳƳŀ ΨΣΩΤ ǇƻǳƴŘ ΨІΩΣ 
followed by numeric 0 to 9. For example: 4885554444, 1112. 

, (comma) Creates a short delay of approximately 2 seconds; 
. (period) Creates a longer delay of approximately 5 seconds; 
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Action 

*(asterisks) Used by some phone systems to access an extension; 
# (pound/hash) Used by some phone systems to access an extension; and 

¶ You may use a comma if you are not sure of the special character supported by 
ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ǇƘƻƴŜ ǎȅǎǘŜƳΦ 

¶ For E-mail: The e-mail on your profile is used to send the Security Code required 
at login. 

Using the VIP Client 

1. Depending on the option you select, download the VIP 
Access software from the URL provided on the 
Register Your Phone or Computer page. 

2. Once downloaded, select the VIP Access Icon on your 
desktop to activate the VIP Access window. 

3. Select the pages icon next to the Credential ID to copy 
the alphanumeric code.  

4. Place your curser in the Credential ID on the Register 
Phone or Computer page and right click to paste it in. 

Step 3 Enter the credentials of the device (VIP Client shown) and a short description in of the 
device in the MFA Device Description field. Then select Next to submit your registration. 
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Action 

Step 4 After submitting the registration, a message that you have successfully registered your 
device displays. Select Next to continue the role request process. 
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Optional Multi-Factor Authentication (MFA)  

Some roles have a reduced level of security requirements and offer MFA as an option to add to their 
profile. 

A user who selects a role that offers MFA as an option is directed to the Multi-Factor Authentication 
Information Page. The user can select Add MFA, to begin the MFA process described in the Multi -Factor 
Authentication (MFA) Registration section, or Skip MFA, to skip MFA authentication altogether. 

 

While registering an MFA device, if a user wishes to continue without MFA, he can select Proceed without 
MFA. The user is directed to the next step of the role request process. 
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сΦ /ƘŜŎƪƛƴƎ ǘƘŜ {ǘŀǘǳǎ ƻŦ ŀ tŜƴŘƛƴƎ wŜǉǳŜǎǘ 
The following are the basic step-by-step instructions on how to use the My Pending Requests feature to 
check the status of a pending request. 

Action 

Step 1 Log into the CMS Enterprise Portal. 

Select the down arrow icon that appears next to your name at the top of page. Then select 
My Access from the drop-down list to continue.  

Alternately, you may select Request Access Now to continue. 

 

 

Step 2 The Access Catalog, My Access and My Pending Requests sections are displayed. 

Scroll down to My Pending Requests. All of your pending requests are displayed in the My 
Pending Requests section. 

Select the Request ID number of a pending request to view the details.  
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Action 

Step 3 After selecting the Request ID number, additional information displays about the pending 
request. 

Note 

You should not be able to open or view a pending request. You should receive an e-
mail when a pending request has been approved, rejected or has expired.  

Select Close to close the My Pending Request information. 

 

 








































































































