Comparison of EIDM and IDM Helpdesks
	Workflows
	Steps in EIDM
	Steps in IDM

	Login
	User Interface:

1) Navigate to https://portal.cms.gov
2) Select “Login to CMS Secure Portal”
3) Accept the Terms & Conditions
4) Enter User ID and select Next
5) Enter your Password, select an MFA Device Type, receive and enter Security Code, and select Log In.
6) From the “Welcome” dropdown select “My Helpdesk” or 
a. Alternatively select “Request Access Now”, select “Other Actions, select “View and Manage Users”. User is at “My Helpdesk”.


Notes:




	User Interface:

1) Navigate to https://portal.cms.gov
2) Enter User ID and Password, agree to Terms & Conditions and select Login.
3) Select an MFA Device, enter phone number, and select Send Code. (If applicable)
4) Receive code, enter code and select Verify. (If applicable)
5) Next steps under development.

Notes:
1) [bookmark: _GoBack]In IDM Users need to setup the means to use self-services like password reset and account unlock as soon as possible after their first login. Email is setup automatically for these services, but there are other “Factors” available, such as SMS text and Voice messages. Some of these “Factors” also double-up as MFA for users required to login with a second factor. Still under discussion are how and what order the next steps for these services will be presented. 
2) Factors and services are shown in the chart below:
	Factor/Service
	Self-Service Password Reset
	Self-Service Account Unlock
	MFA

	Email
	Yes
	Yes
	Yes

	SMS
	Yes
	Yes
	Yes

	Voice
	Yes
	Yes
	Yes

	Google Auth
	No
	No
	Yes

	Okta Verify
	No
	No
	Yes





	Application Search
	User Interface:

1) After login navigate to “My Helpdesk” through “Welcome” dropdown or “View and Manage Users”. See Login above.
2) Enter criteria in at least the “Application” field.
3) Refine your search using other criteria
4) Select the User

	User Interface:

1) Under development

Notes:
1) 

	Enterprise Search
	User Interface:

1) After login navigate to “My Helpdesk” through “Welcome” dropdown or “View and Manage Users”. See Login.
2) Select the “Enterprise Search” toggle in the upper right corner of the screen.
3) Enter criteria in at least the “First Name”, “Last Name”, “User ID” or “email address” field.
4) Refine your search using other criteria
5) Select the User

Notes:


	User Interface:

1) Under development.






Notes:



	Viewing User Details
	User Interface:

1) After login, use Application Search to find a user and select the user’s “ID” link in the “UserID” column.
2) The “User Details” page displays.
3) Open any of the User Detail areas in the vertical column to view: 
a. Basic Information
b. Personal Contact Information
c. Security Information
d. Business Contact Information
e. Account Information
f. Pending Request Information
4) Open any of the actions areas across the top of the screen:
a. Update LOA
b. Disable User
c. Reset Password
d. Manage MFA Device
e. Remove Role/Attribute
f. Back to Search

Notes:


	User Interface:

1) Under development.






Notes:
1) 

	Updating a User’s LOA
	User Interface:

1) After login, use Application Search or Enterprise Search to find and select a user.
2) Open the “User’s Details” page by selecting the user’s “ID” link in the “UserID” column. The “User Details” page displays.
3) Select the “Update LOA” tab at the top of the screen. The Update LOA screen displays. 
4) Select a new “LOA”, select the "LOA Change Reason”, enter a “Justification”, and select “Save”. 
5) Select “OK” on the confirmation page.

	User Interface:

1) Under development.





Notes:


	Disabling a User
	User Interface:

1) After login, use Application Search to find a user.
2) Select “Disable User” from the dropdown under the “Actions” column header for the selected user. The “Disable User” page displays.
3) Enter a justification and select “OK”.

	User Interface:

1) Under development.





Notes:


	Resetting a User’s Password by Email
	User Interface:

1) After login, use Application Search or Enterprise Search to find and select a user.
2) Select “Reset Password” from the dropdown under the “Actions” column header for the selected user. The “Reset Password” page displays.
3) Enter a justification and select “OK”. A confirmation message displays.
4) Select “OK”.

Notes:
1) The email’s reset password link expires in 24 hours.
2) As part of the ‘Reset Password’ process, the system prompts the user to change their challenge questions and answers as well. 
	User Interface:

1) Under development.





Notes:





	Resetting a User’s Password Manually
	User Interface:

1) After login, use Application Search or Enterprise Search to find and select a user.
2) Select “Reset Password” from the dropdown under the “Actions” column header for the selected user. The “Reset Password” page displays with a choice of radio buttons:
a. Manually Change the Password
b. E-mail a Password Reset Link to the User
3) Select the “Manually Change the Password” radio button.
4) Enter “New password”, “Confirm password” and justification. Select “OK”. A confirmation message displays.
5) Select “OK”.

Notes:
1) Currently, the manual password reset function is only applicable to SHIM Application Help Desk Users. 


	User Interface:

1) Under development.







Notes:


	Managing MFA Devices
	User Interface:

1) After login, use Application Search or Enterprise Search to find and select a user.
2) Select “Manage MFA Device” from the dropdown under the “Actions” column header for the selected user. The “Manage MFA Device” page displays with the following buttons at the bottom right of the screen:
a. Unlock MFA Devices
b. Remove MFA Devices
c. Generate Security Code
d. Cancel
3) Select the desired action. The page refreshes.
4) Select “OK”. A confirmation page displays.
5) Select “OK”.

Notes:
1) Generating a security code will, by default, send an email to the user. The Helpdesk User is required to select a “Justification” and select “OK” on confirmation page. The Helpdesk User also has the option to share the security code by phone, check the “Security Code Provided to the User by Phone” check box and select “OK”.
	User Interface:

1) Under development.







Notes:


	Removing Roles and Attributes
	User Interface:

1) After login, use Application Search to find and select a user.
2) Select “Remove multiple Roles/Attributes”
3) Select the “Select All” checkbox or individually select the roles or attributes to be removed.
4) Select “Remove”.
5) Review the “Details” page and enter a justification and select “Ok”.
6) Review the “Confirmation” page and select “Ok”.

Notes:

	User Interface:

1) Under development.







Notes:


	Cancelling a User’s Pending Role Request
	User Interface:

1) After login, use Application Search or Enterprise Search to find and select a user.
2) Open the “User’s Details” page by selecting the user’s “ID” link in the “UserID” column. The “User Details” page displays.
3) Select the “Pending Request Information” button at the bottom left of the page. The “Pending Request Information” page displays.
4) Check the desired request and select “Cancel Pending Requests”.
5) Provide a justification and select “OK”. A confirmation message displays.
6) Select “OK”.


Notes:
1) The Application Help Desk will be able to cancel a user’s role request related to their own application. 
2) The Application Help Desk will be able to search for users using Application Search only if the user already has a role in the application. 

	User Interface:

1) Under development.







Notes:





	Promoting a User
	User Interface:

1) After login, use Application Search to find and select a user.
2) On the “Application Search” page select an application and select the “Click the checkbox to search for promotable users only” checkbox.
3) Select “Promote User” from the dropdown under the “Actions” column header for the selected user. The “Promote User” page displays.
4) Select the role to which to promote the user and select “Promote”.  The “Review Details” page displays.
5) Enter a justification and select “OK”.
6) Select “OK” on the confirmation page.


Notes:

1) The ‘Promote User’ function is only applicable to Connexion and PV/PQRS Application Help Desk Users. 

	User Interface:

1) Under development.







Notes:
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