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1. Introduction

The Centers for Medicare & Medicaid Services (CMS) Enterprise Portal project supports the
implementation of a viable and effective portal program. The essence of the CMS Enterprise
Portal strategy is the user interface (Ul) presented by a portal as an “Integration Glass,” a single
window through which users may see and access information and applications from multiple
sources, based on each individual user’s roles and permissions. A portal combines and displays
content and forms from multiple applications and information sources, supports users with
navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based
access and personalization to present each user with only relevant content and applications.
Portal benefits include enhanced productivity, efficiency, workflows, communication, and the
exchange of ideas among CMS user communities.

CMS Enterprise Portal allows for a common gateway for applications, data query, analysis, and
reporting needs for a variety of users. Users can collaborate; share queries and reports; use
browser-based reporting applications; manipulate data and information; and save that data and
information in the Portal layer, all without having to exit the Portal to use other applications. This
flexible, convenient, and comprehensive access to data promotes activities across the CMS
enterprise, and increases the overall return on investment in the modern CMS data environment.
CMS established the Enterprise Portal to provide business partners with a means to create a
single user ID that they can use to access one or more CMS applications.

This user guide provides the information necessary for Help Desk users to effectively use CMS
Enterprise Portal. This document will be updated as new features and functionality are added to
CMS Enterprise Portal.

There are no privacy or security concerns for this document because it does not contain any
Personal Health Information (PHI) or Personally Identifiable Information (PII).

1.1. Users of CMS Enterprise Portal

CMS Enterprise Portal users typically fall into three functional categories:

e Application End Users — Users of CMS applications. End Users do not approve the role
requests that are made by other users.

e Approver Users — Users who review and approve application role requests that are submitted
by the End Users, Help Desk Users, and other Approvers. Some Approvers also assist in user
management.

¢ Help Desk Users — Users who provide Tier 1 application Help Desk support to application
Approvers and End Users. For many applications, Help Desk users also approve the role
requests of other users.

The CMS Enterprise Portal Help Desk structure consists of two tiers. Applications are
responsible for maintaining their own Tier 1 Help Desk to assist their application end users. Tier
1 capabilities and functions are discussed in later sections. Tier 1 Help Desks may escalate
issues beyond their capabilities to the Tier 2 Help Desk.

This user guide provides the information necessary for any user that has Help Desk privileges
(i.e., Help Desk users and some Approver users) in their support of the CMS Enterprise Portal
users.
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1.2. Conventions

This document provides figures and corresponding narrative to describe how to use CMS
Enterprise Portal. There are no specific stylistic commands or syntax used within this document.
Typically, a direction or step is described, followed by a screen print that shows the
corresponding action or result.

1.3. Cautions & Warnings

CMS Enterprise Portal Help Desk users are provisioned by the Enterprise User Administration
(EUA) process and the CMS Enterprise Portal process. Users must have their CMS identifier (ID)
added to the relevant Portal job code or role prior to accessing CMS Enterprise Portal.
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2. Getting Started

This section provides information about setting up, accessing, navigating, and exiting CMS
Enterprise Portal.

2.1. Set-up Considerations

CMS Enterprise Portal users are provisioned either by the Enterprise User Administration (EUA)
process or the CMS Enterprise Portal setup process. CMS Enterprise Portal users can only view
the applications to which they have been granted access through the respective job code(s) or

approved role request(s).

The following additional considerations optimize access to CMS Enterprise Portal:
Use one of the following browsers with JavaScript enabled:

e Google Chrome

e Microsoft Edge (Chromium)

e Mozilla Firefox

e Apple Safari

Note: CMS Enterprise Portal no longer supports Microsoft’s Internet Explorer web browser.

Please be sure to disable pop-up blockers (if allowed by your organization) and disable your
Chrome browser extensions as these may impact the use of the CMS Enterprise Portal.

The only computer input device needed to access CMS Enterprise Portal is a keyboard; a mouse
is not required, although it is recommended.

2.2. Login Flows

Users create their CMS Enterprise Portal account and request access to applications and roles
through the CMS Enterprise Portal. Once a user has created their account and has been granted
arole in Enterprise Portal, there are two login flows that exist within CMS Enterprise Portal. Both
login flows require users to login using the Login portlet of the CMS Enterprise Portal home page,
although how they get to CMS Enterprise Portal will differ.

2.2.1. Non-Portal Integrated CMS Applications

Users of a CMS application, not integrated with CMS Enterprise Portal, access their application
by navigating directly to their application’s URL. When the user attempts to login, they will be
redirected to the CMS Enterprise Portal login screen. Upon successful authentication, the user is
then returned to their application’s URL and will be allowed access to the application. Approvers
and Help Desk personnel who need to access the “Help Desk/Manage Users” functionality must
navigate directly to the Login portlet of the CMS Enterprise Portal home page, instead of their
application’s URL.
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2.2.2. Portal-Integrated CMS Applications

Users of a Portal-integrated CMS application navigate to the CMS Enterprise Portal login screen,
and upon successful authentication, access their application by selecting the application’s tile
from the My Portal home page.

Note

In order for an application tile to appear on the My Portal home page, you must have an approved
role in that application.

2.3. Accessing the System

To access CMS Enterprise Portal, open a browser window (refer to the list of approved browsers
in Section 2.7 - Set-up Considerations) and type the following URL into the address bar: https://
portal.cms.gov (Internet) or https:/portal.cms.cmsnet (CMS VPN or CMS network).

The system displays the CMS Enterprise Portal public home page, as shown in Figure 1: CMS
Enterprise Portal Public Home Page.
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E= An official website of the United States government Here's how you know v

CMS_gov | Ente 2 &= Applications @ Help © About

Login Login with PIV Card

CMS.gov | Enterprise Portal

Password
[l ! agree to the Terms & Conditions
Login

Forgot your User ID or your Password?
Need to unlock your account?

Enterprise Portal

The Enterprise Portal is a gateway that provides access to over 50 different
Centers for Medicare & Medicaid Services (CMS) healthcare-based
applications. It provides the ability to request access to multiple Portal-
integrated CMS applications and to launch/access those applications.
Learn more about Enterprise Portal.

Learn About Your Application & Help Desk Contact Information

Select Your Application

i A federal government website managed by the U.S.

Centers for Medicare & Medicaid Services. 7500 u E g
Security Boulevard, Baltimore, MD 21244 How canl

help you?

Figure 1: CMS Enterprise Portal Public Home Page

2.4. Logging In

The following instructions demonstrate the login process for users.

1. Navigate to the CMS Enterprise Portal public home page.

The CMS Enterprise Portal login screen displays, as shown in Figure 2: Login Portlet on CMS
Enterprise Portal Public Home Page.
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CMS.gov | Enterprise Portal BE Applications @ Helpw @ About

Login with PIV Card

CMS.gov |Ems~:~rprise Portal

[l ! agree to the Terms & Conditions
Login

Forgot your User ID or your Password?
Need to unlock your account?

Figure 2: Login Portlet on CMS Enterprise Portal Public Home Page
2. Enter the CMS user ID in the User ID field.

Howcan |
help you?

3. Enter the CMS password in the Password field.

4. Agree to the terms and conditions and click Login.
Upon entering a user name and password correctly, an additional screen is displayed, as
shown in Figure 3: Login with MFA Device.

CMS.gov |Eﬂferprise Portal BE Applications @ Helpw @ About

Login | Login with PIV Card

CMS.gov |En‘rerprise Portal

@ Multi-—factor Authentication

Select Authentication Method v

Unable to Access MFA Device or MFA Code?  Cancel

[ ]
How canl
help you?

Figure 3: Login with MFA Device

5. Select your desired Multi-Factor Authentication (MFA) device from the Select Authentication
Method drop-down list, as shown in Figure 4: Registered MFA Device Options. You will be
presented with the MFA Devices that you have previously setup.
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Login with PIV Card

CMS'QGV |Ef—1TE‘FDr’iSE Portal

@ Multi-factor Authentication

Select Authentication Method

Select Authentication Method
Security Question

Interactive Voice Response (IVR)

Email
Text Message (SMS)
Google Authenticator

Okta Verify

Figure 4: Registered MFA Device Options

6. Follow the onscreen instructions to complete MFA.
After you have successfully completed the MFA verification process, you will be redirected to
the My Portal home page, as shown in Figure 5: My Portal Home Page.

A" O DaisyWyomingw @ Help €3 LogOut

CMS.gov |My Enterprise Portal

My Portal
a0
< ) & &

Approvals Help Desk / Manage Users BCRS DEX

Figure 5: My Portal Home Page

2.5. Session Timeout

Session timeout occurs if users do not perform any action on the CMS Enterprise Portal site and
remain idle for 30 minutes. When this happens, the session will automatically be terminated, and
the user will be required to login again.
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3. Help Desk Functions

CMS Application teams are responsible for managing their own Tier 1 Help Desk to assist their
application end users. Tier 1 Help Desk users and some Approver roles can perform the
following functions in CMS Enterprise Portal:

e Search User
e Application Search

e Enterprise Search

e View User Details
e Cancel Pending Role Request

e Update User Level of Assurance (LOA)

e Reset Password
¢ Via Email

e Manual Password Reset

e View List of MFA Devices

e Remove Role/Attribute

e Suspend User

¢ Unsuspend User

e Unlock User Account

e Update User Email Address

Note

The functions available for use by a user with Help Desk privileges depend on the role of the Help
Desk user and the current status of a target user. For instance, some Help Desk users are not
allowed to update users’ LOA and a target user can only be unlocked if they currently have the
status of Locked Out.

3.1. Launching Help Desk/Manage Users

Users with Help Desk privileges within CMS Enterprise Portal can access the “Help Desk/Manage
Users” functionality by clicking the Help Desk/Manage Users tile on the My Portal home page, as
shown in Figure 6: Accessing Help Desk/Manage Users via My Portal Home Page.
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CMS.gov |My Enterprise Portal A" O paisyWyomingw @ Help G LogOut

My Portal
@ & & &

Approvals Help Desk / Manage Users BCRS DEX

Figure 6: Accessing Help Desk/Manage Users via My Portal Home Page

Alternatively, the Help Desk/Manage Users page can be accessed by clicking My Apps in the top
navigation bar (on all pages except for the My Portal page) and then selecting Help Desk/
Manage Users under the IDM menu, as shown in Figure 7: Accessing the Help Desk/Manage
Users Page via My Apps.

CMS.gov | My Enterprise Portal E 2" ©nvisywomingw @Help € Logout

Add Application BCRS 1BCRS
Approvals 1BCRS 1BCRS Admin
Help Desk/ Manage Users 1BCRS Admin PBCRS

BCRS Admin BCRS

Figure 7: Accessing the Help Desk/Manage Users Page via My Apps

Clicking the Help Desk/Manage Users tile takes you to the Help Desk/Manage Users page, as
shown in Figure 8: Help Desk/Manage Users Page. The Application Search tab is selected by
default.

CMS.gov ]Mv Enterprise Portal E LB 0l Olozon

Help Desk [ Manage Users

Q Application Search Q Enterprise Search

Please select an application.

Please select an application. Text fields are "Starts With" search fields and must contain a minimum of 2 characters.
Allfields are optional unless marked as required.

Select Application (required) v

Enter User ID Enter Email Address

Enter First Name Enter Last Name

Figure 8: Help Desk/Manage Users Page

The Application Search tab provides the ability to perform a search for users within an
application, while the Enterprise Search tab provides the ability to search for users across the
entire system.
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4. User Search Options

This section outlines how users with Help Desk privileges can perform a search for users in CMS
Enterprise Portal.

In general, Tier 1 Help Desk users have the ability to search for users within their application
(Application Search) as well as the ability to search across the entire system (Enterprise Search).
Tier 2 Help Desk users only have the ability to search for users across the entire system
(Enterprise Search).

In general, Approvers only have the ability to search for users within their application (Application
Search).

4.1. Search Parameters

When performing an Application Search, the Help Desk users and Approvers can search for user
accounts using any one of the following search fields, as shown in Figure 9: Application Search
Parameters.

e Application

Application Role

User ID

Email Address

First Name

Last Name

Note

Application is a required field and at least one other search criteria must be used. All text search
fields must contain a minimum of 2 characters.

The Application Search does a "starts with" search. For example, a search for first name of "ary"
will not find "Mary" or "Maryanne”, but will find "Aryana".
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CMS.gov |Mv Enterprise Portal i A O AnakinKenobiA ¥ @ Help¥ €3 LogOut

Help Desk / Manage Users

Q Application Search Q Enterprise Search

Please select an application.

d at least one other seal

Please select an Application an
Text fields are "Starts With" search fields and must co

Select Application (required) v

Enter User ID Enter Email Address

Enter First Name Enter Last Name

Figure 9: Application Search Parameters

When performing an Enterprise Search, Help Desk users can search for users using the following
search fields:

e UserID

e Email Address

e First Name

e Last Name

e Birth Month, Birth Day, Birth Year
e State

e Last 4 Digits of SSN

Note

You must enter User ID OR Email Address OR both (First Name AND Last Name) for Enterprise
Search. All other search fields are optional. All text search fields must contain a minimum of 2
characters.

The Enterprise Search does a "starts with" search. For example, a search for first name of "ary"
will not find "Mary" or "Maryanne”, but will find "Aryana".
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CMS.gov |Mv Enterprise Portal E Lo T @i O logout

Help Desk /| Manage Users

e —
Q Application Search Q Enterprise Search

Please be aware that the searches performed here are closely monitored for security purposes.

Enter User ID OR Email Address OR both (First N

Text fields are "Starts With" search fields and mu num of 2 characters. All other search fields are optional.

Enter User ID Enter Email Address

Enter First Name Enter Last Name

Select Birth Month v Select Birth Date v Select Birth Year v

Select State v Enter Last 4 Digits of SSN.

“

Figure 10: Enterprise Search Parameters

4.2. Performing Application Search

Help Desk users and Approvers should utilize the Application Search function to search for users
that have a role within one of your applications.

‘Application’ is the only required field in Application Search, but the other available fields can be
used to further refine the search.

Note

If a Help Desk user or Approver has access to only one application, that application will be pre-
selected, and the ‘Application’ field will be disabled.

The following are the instructions on how to search for a user using Application Search.
1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.

The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure
8: Help Desk/Manage Users Page.

4. From the Application Search tab, select an application, as shown in Figure 11: Application
Search - Selecting an Application. For example, select DEX (Data Exchange) System.
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CMS.gov ]Mv Enterprise Portal E Pl T

Help Desk / Manage Users

Q Application Search Q Enterprise Search

Please select an application.

Please select an app| xt fields are " Starts With" search fields and must contain a minimum of 2 characters.

Allfields are optiona arked as required

DEX (Data Exchange) System v

Select Role v

Enter User ID Enter Email Address
Enter First Name Enter Last Name

“

Figure 11: Application Search — Selecting an Application

5. At this point, you can click the Search button to execute the search. Alternately, you can select
a role and/or other search fields to further refine the search, as shown in Figure 12: Application
Search — Selecting Role Attributes, and then click Search.

o 1
CMS.gov IM\/ Enterprise Portal E A O naisyWyoming v @Help €3 LogOut

Help Desk /| Manage Users

Q Application Search Q Enterprise Search

Please select an application.

Please select an application. Text fields are "Starts With" search fields and must contain a minimum of 2 characters.
Allfields are optional unless marked as required.

Application (required)

DEX (Data Exchange) System v
Role
DEX State Basic v
State
Dist of Columbia v
Enter User ID Enter Email Address
Enter First Name Enter Last Name

Figure 12: Application Search — Selecting Role Attributes

The search results are returned, as shown in Figure 13: Application Search Results. Results can
be sorted by User ID, User First/Last Name, or Roles. Results can be filtered by User ID, First
Name, and Last Name.
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CMS.gov |MV Enterprise Portal i= My Apps A O DaisyWyoming v @ Helpw > LogOut

Help Desk / Manage Users

Q Application Search Q Enterprise Search

=
Roles/Attributes :/

HHHHHHHHHHHHH

BLAKEA406

Figure 13: Application Search Results

6. If your search does not return the desired users, you can refine the search criteria by clicking
the Edit button, as shown in Figure 13: Application Search Results, to return and alter the search
criteria.

Note

The maximum number of users returned in a search is limited to 50 users. If the user that you are
looking for is not returned in the original search you should include additional information in the
search criteria (i.e. User ID, First Name, Last Name, or Email Address).

4.3. Performing Enterprise Search

Help Desk users can utilize the Enterprise Search function to search for users across the entire
system, regardless of application affiliation. This search is especially helpful when an end user
does not yet have a role, the user contacts the wrong Help Desk, or is uncertain with which
application they are associated.

The following are the instructions on how to search for a user using Enterprise Search.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure
8: Help Desk/Manage Users Page.

4. Click the Enterprise Search tab.
The Enterprise Search tab of the Help Desk/Manage Users page displays, as shown in Figure
14: Help Desk/Manage Users — Enterprise Search.
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CMS.QOV |My Enterprise Portal

A O DaisyWyoming ¥ @Help (> LogOut

Help Desk /| Manage Users
Q Application Search Q Enterprise Search

Please be aware that the searches performed here are closely monitored for security purposes.

Enter User ID OR Email Address OR both (First Name AND Last Name).
Text fields are "Starts With" search fields and must contain a minimum of 2 characters. All other search fields are optional.

Enter User ID Enter Email Address

Enter First Name Enter Last Name

Select Birth Month v Select Birth Date v Select Birth Year v
Select State v Enter Last 4 Digits of SSN

“

Figure 14: Help Desk/Manage Users — Enterprise Search
5. Enter at least two characters into:

¢ the User ID field, OR
¢ the First Name and Last Name fields, OR

¢ the Email Address field.

6. After you have entered at least two characters into one of the above fields, then you can enter
information into any of the other search criteria (e.g., Birth Month, Birth Day, Birth Year, State,
or Last 4 Digits of SSN) as needed. After your search criteria is completely entered, as shown
in Figure 15: Enterprise Search via User ID, you can then click Search.

CMS.QOV |My Enterprise Portal

A O DaisyWyoming ¥ @Help (> LogOut

Help Desk /| Manage Users
Q Application Search Q Enterprise Search

Please be aware that the searches performed here are closely monitored for security purposes.

Enter User ID OR Email Address OR both (First Name AND Last Name).
Text fields are "Starts With" search fields and must contain a minimum of 2 characters. All other search fields are optional.

JaneDoe123 Enter Email Address

Enter First Name Enter Last Name

Select Birth Month v Select Birth Date v Select Birth Year v
Select State v Enter Last 4 Digits of SSN

m

Figure 15: Enterprise Search via User ID

The search results are returned, as shown in Figure 16: Enterprise Search Results from User ID.
Results can be sorted by User ID, First Name, Last Name, Email Address, State, and Status.
Results can be filtered by User ID, First Name, Last Name, Email Address, and State. To refine
the search criteria, click on the Edit button next to Search Criteria.
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CMS.gov |My Enterprise Portal E 4" O naisywoming v @Help €3 Logout

Help Desk /| Manage Users

Q Application Search Q Enterprise Search

User ID: JaneDoe123

| B searchCriteria  [ZEdit

UseriD & First Name & Last Name & Email Address $ State & Status & Actions

JANEDOE123 Jane Doe jane_doe@xyz.com Virginia Active Select Action v

Showing 10f 1 record. e

Figure 16: Enterprise Search Results from User ID

4.4. Performing Actions on Search Results

The functions available for use by a user with Help Desk privileges depend on the role of the Help
Desk user and the current status of a target user. For instance, some Help Desk users are not
allowed to update users’ LOA and a target user can only be unlocked if they currently have the
status of Locked Out. On the Search results page, a Select Action drop-down is available under
the Actions column with the following options to select from:

e Reset Password — allows resetting a user’s password either manually or via email.

¢ View MFA Devices — allows viewing the registered MFA devices associated with a user’s
account.

¢ Update User Email Address — allows updating a user’s email address.
e Update User Level of Assurance (LOA) — allows manually raising a user’'s LOA.

¢ Remove Role/Attribute — allows removal of one or more of a user's role attributes or an entire
role assigned to a user.

¢ Unlock User Account - allows unlocking of a user's account (only available if the user's
account is currently in the Locked Out status).

e Suspend User — allows suspending of a user's account so that they will no longer be able to
log in and use their account (only available if the user's account is currently NOT in the
Suspended status). Formerly called "Disable".

¢ Unsuspend User - allows unsuspending of a user's account so that they will be able to log in
and use their account (only available if the user's account is currently in the Suspended
status). Formerly called "Enable".

The Status column may show one of the following listed values for a user depending on the
cause.

Table 1: User Account Status
Status Cause

Active User can actively use the CMS Enterprise Portal.

Locked Out | User exceeded three login attempts. The user will be unable to log in again until
their account has been unlocked.

Suspended [ User account has been explicitly suspended. The user will be unable to log in
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again while they are in the Suspended state.

Password The password associated with the user account has expired. The user will be
Expired able to log in but, after successful log in, will be asked to reset their password.
Recovery User's password was either reset by Help Desk (either manually or via email), or

the user is using the self-service Forgot Password feature to reset the
password. The user must complete the recovery process to get to the Active

status.
Pending User account has not been provisioned yet. The user will be set to Active status
Activation and be able to log in once the provisioning process has been completed.
Staged User account was created, but the activation flow has not been initiated or there

is some administration action pending. The user will be set to Active status and
be able to log in once the staging process has been completed.
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5. Viewing User Details

This section outlines how users with Help Desk privileges can view the information associated
with a user's account in CMS Enterprise Portal.

The following are the instructions on how to view the user details.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.
3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure

8: Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink under the User ID column, as shown in Figure
17: Selecting User ID Hyperlink to view the user details associated with a specific user.

CMS.gov |My Enterprise Portal E s 4" O naisywoming v @Help €3 Logout

Help Desk [ Manage Users

Q Application Search Q Enterprise Search

/

| B searchCriteria @it

User ID: JaneDoe1234

Q, Global Filte
UserID & First Name % Last Name & Email Address % State ¥ Status & Actions

JANEDOE1234 Jane Doe jane_doe@xyz.com MD Active Select Action v

Showing 1 of 1 record. 10 | v

Figure 17: Selecting User ID Hyperlink
You are directed to the User Details page, as shown in Figure 18: User Details.

CMS.gov |MY Enterprise Portal E A" O DaisyWyomingw @ Help > LogOut

Help Desk / Manage Users
User Details

€ Back To Search Results Q Perform New Search

UserID: JSmiths5

[ Update LOA > BASIC INFORMATION

& Reset Passwiord > PERSONAL CONTACT INFORMATION

> BUSINESS CONTACT INFORMATION

O View e Devices

&+ S > ACCOUNT INFORMATION
emove Role/Attribute

- > ROLE INFORMATION
= Update Email

> PENDING REQUEST INFORMATION

Figure 18: User Details
The following user information can be viewed on the User Details page.

Table 2: User Information on User Details Page
Section Information

Basic Information ¢ First Name
e Middle Name
e Last Name
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Suffix

Display Name

User ID

Date of Birth

Email Address

Last 4 Digits of SSN

Personal Contact
Information (if the user
has a U.S. Address)

Home Address Line 1
Home Address Line 2
City

State

ZIP Code

ZIP+4 Code

Phone Number

Foreign Contact
Information (if the user
has a Foreign Address)

Foreign Address Line 1
Foreign Address Line 2
City

State

ZIP/Postal Code
ZIP/Postal Code Extension
Province/Region/Territory
Country

Country Code

Phone Number

Business Contact
Information

Company Name

Address Line 1

Address Line 2

City

State/Territory

ZIP Code

ZIP+4 Code

Company Phone Number and Extension
Office Phone Number and Extension

User Status

Users Status Change Reason
Source of Account Creation
Level of Assurance (LOA)
LOA Change Reason

LOA Change Justification
Review Reference ID

Reset Password Justification
Last Profile Update Date
Last Login Date

Account Information

Role Information This section displays roles for the selected user. The role details
will only be shown for the applications for which the Help Desk

user has a Help Desk role.

Pending Request
Information

This section displays pending role requests. The Help Desk user
is allowed cancelation of pending role requests for target users
only for the applications for which the Help Desk user has an
Approver role.

CMS User Guides Page 21 of 47



Enterprise Portal Help Desk User Guide

To return to the search results from the User Details page, click Back to Search Results available
above the left navigation pane.
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6. Canceling Pending Role Request

This section describes how users with Approver privileges (i.e., Approver Users and some Help
Desk users) can cancel a pending role request which has not yet been rejected, approved, or
expired.

When a user submits a request for multiple contracts or states, CMS Enterprise Portal issues
multiple request numbers (i.e., they become separate requests). The role management component
in CMS Enterprise Portal supports cancelling individual subtasks. The cancellation happens at the
request level.

The following are the instructions on how to cancel a pending role request without attributes.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID
column.
You are directed to the User Details page, as shown in Figure 19: Selecting Pending Request
Information.

6. On the User Details page, click on the Pending Request Information header to expand that
section, as shown in Figure 19: Selecting Pending Request Information.

CMS.gov |M,v Enterprise Portal A' O DaisyWyomingw @ Help G LogOut

Help Desk /| Manage Users
User Details
€ Back To Search Results Q Perform New Search
°
A\
@' updateLoA > BASIC INFORMATION
& reset password > PERSONAL CONTACT INFORMATION
© viewMFADey
(@ Remove Role/Attribute
% Update Email
s > PENDING REQUEST INFORMATION

Figure 19: Selecting Pending Request Information

You will be able to review the details of any role requests that are currently pending, as shown in
Figure 20: Viewing Pending Role Request Information.
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CMS.gov |My Enterprise Portal

Help Desk /| Manage Users

€ Back To Search Results

& UserDetails
[@ update LOA

& Reset Password
© view MrA Devices

@ Remove Role/Attribute

% Update Email

User Details

Q Perform New Search

Name: Jane Smith

> BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

> BUSINESS CONTACT INFORMATION

> ACCOUNT INFORMATION

> ROLE INFORMATION

 PENDING REQUEST INFORMATION

# Application
BCRS Web
Bundled Payments EFT

Showing 1 to 2 of 2 records.

ACTIVE
Q Global Filter
% Request ID + Role Name % Attribute
135231 BCRS Web
135264 Bundled Payments EFT

User

Figure 20: Viewing Pending Role Request Information

7. Select the role request you wish to cancel by clicking the checkbox next to the request, then click

A' O DaisyWyomingw @ Help G LogOut

UserID: JSmith55

< Submitted Date
Feb 20, 2020
Feb 20,2020

% Expiration Date
Feb 21,2020
Feb 21,2020

Cancel Pending Request, as shown in Figure 21: Canceling Pending Request.

CMS.gov |Mv Enterprise Portal

Help Desk /| Manage Users

€ Back To Search Results

& serDetails

[@ Update LoA

& Reset Password

Q View MFA Devices

@ Remove Role/Attribute

¥ Update Email

User Details

Q Perform New Search

Name: Jane Smith

> BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

> BUSINESS CONTACT INFORMATION

> ACCOUNT INFORMATION

> ROLE INFORMATION

 PENDING REQUEST INFORMATION

# Application
BCRS Web
Bundled Payments EFT

Showing 1 to 2 of 2 records.

ACTIVE
Q Global Filter
% RequestID # Role Name + Attribute
135231 BCRS Web
135264 Bundled Payments EFT

User

Figure 21: Canceling Pending Request

You will be prompted to enter a justification for canceling the pending request, as shown in

Figure 22: Entering Justification for Cancel Pending Request.

A" O DaisyWyomingw @ Help > LogOut

UserID: JSmith55

+ Expiration Date
Feb 21,2020
Feb 21,2020

< Submitted Date
Feb 20, 2020
Feb 20, 2020

Cancel Pending Request
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CMS.gov|f\«'W orta A" O DaisyWyomingw @ Help > LogOut

X Close
Justification

Please enter a justification to cancel selected pending
request(s).

Justification (required)

S

Figure 22: Entering Justification for Cancel Pending Request

8. Enter a justification in the provided field in the modal dialog box, and then click Submit to cancel
the selected pending role request.
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7. Updating User LOA

This section describes how Help Desk users can update a user’s Level of Assurance (LOA) in CMS
Enterprise Portal. Help Desk users have the ability to manually raise another user’'s LOA after
determining their identity; however, they cannot lower the LOA of a user. Once LOA 3 is reached, no
changes can be made to the LOA level or user details. Help Desk can only take the action to raise
the LOA of an active user and cannot raise the user’s LOA if the user’s account is suspended.

The following are the instructions on how to update a user’s LOA.

1.

2.

3.

Navigate to the CMS Enterprise Portal public home page.
Login using your user ID and password.

On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure
8: Help Desk/Manage Users Page.

Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

On the results page, click the user ID hyperlink of the user you wish to act upon, under the User
ID column.

You are directed to the User Details page, as shown in Figure 23: Selecting Update LOA.

Q& 2% - x|+ Splunk. Env @ Plans X P Docs @ cMsWsRsP [T Portal D portallab-beta.cms.c. IDM Bug Board 374 portalnextgen-dev.cm. C-HITTime Sheet @ email I'a portallab-beta [ portaldev-beta »

CMS.gov IMv Enterprise Portal E s 2 aisyWyoming v @ Help G LogOut

Help Desk /| Manage Users
User Details

€ Back To Search Results Q Perform New Search

r Details i
> BASIC INFORMATION

G ResetPassword > PERSONAL CONTACT INFORMATION

> ACCOUNT INFORMATION
> ROLE INFORMATION

> PENDING REQUEST INFORMATION

Figure 23: Selecting Update LOA
Click Update LOA in the left pane, as shown in Figure 23: Selecting Update LOA.

The Update LOA page displays, as shown in Figure 24: Update LOA.
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CMS.gov IMy Enterprise Portal

A O paisyWyoming ¥ @Help [ LogOut

Help Desk /| Manage Users
Update LOA

€ Back To Search Results Q Perform New Search

& UserDetails

UserID: JaneDoe1234

[# update LOA W ACCOUNT INFORMATION

& ResetPassword

User Status
| ACTIVE
© viewMFA Devices
Update Email Last Profile Updated Date Last Login Date
Nov14,2020 2:58PM Nov 14,2020 3:27PM
LOA (required)
1 v Select

LOA Justification (required)

> BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

conee

Figure 24: Update LOA

8. From the LOA drop-down, select the appropriate LOA (2-3) to update the user to, as shown in
Figure 25: Selecting the LOA for the User.

CMS.gov | My Enterprise Portal

A O DaisyWyoming ¥ @Help 3 LogOut

Help Desk /| Manage Users
Update LOA

€ Back To Search Results Q Perform New Search

& UserDetails

UserID: JaneDoe1234

[ update LOA ~ ACCOUNT INFORMATION

& ResetPassword

Userstatus
I ACTIVE
© viewMFa Devices
Update Email Last Profile Updated Date Last Login Date
Nov 14,2020 2:58 PM Nov 14,2020 3:227PM

LOA (required)
C s

1

3

> BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

e

Figure 25: Selecting the LOA for the User

9. From the LOA Change Reason drop-down, select the reason for LOA update, as shown in Figure
26: Selecting LOA Change Reason.
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CMS.gov | My Enterprise Portal

Help Desk /| Manage Users

€ Back To Search Results
& UserDetails
[ Update LOA
& Reset Password

© View MFA Devices

Update Email

Justification.

CMS.QOV !Mv Enterprise Portal

Help Desk /| Manage Users

€ Back To Search Results

& UserDetails

[ update LOA
& ResetPassword
© view MEa Devices

Update Email

11. Click Submit.

Confirmation.

i= My Apps A O DaisyWyoming ¥ @Help [ LogOut

Update LOA
Q Perform New Search
Name: Jane Doe

ACTIVE UserID: JaneDoe1234

 ACCOUNT INFORMATION

User Status
I ACTIVE
Last Profile Updated Date Last Login Date
I Nov 14,2020 2:58PM I Nov 14,2020 3:27PM
LOA (required)
1 v | Select v

Select
Documents verified- Change of User Name
Documents verified- Change of Address

LOA Justification (required)
Documents verified- User record in Experian not updated
Other

> BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

o

Figure 26: Selecting LOA Change Reason
10. Enter a justification for the LOA update, as shown in Figure 27: Entering LOA Change

A O paisyWyoming ¥ @Help > LogOut

Update LOA

Q Perform New Search

Name: Jane Doe ACTIVE UserID: JaneDoe1234
~ ACCOUNT INFORMATION
User Status
I ACTIVE
Last Profile Updated Date Last Login Date
I Nov 14,2020 2:58PM Nov14,2020 3:27PM
LOA (required) LOA Change Reason (required)
2 v Manually vetted by Application Help Desk v

LOA Justification (required)
Help Desk manually vetted user to LOA2

 BASIC INFORMATION

> PERSONAL CONTACT INFORMATION

“ concet

Figure 27: Entering LOA Change Justification

You will be prompted to confirm if you want to update LOA, as shown in Figure 28: LOA Update
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Update LOA

Are you sure you want to update this user's LOA?

coneel

Figure 28: LOA Update Confirmation

12. In the Update LOA modal dialog box, click Submit to approve the LOA update. Click Cancel to
cancel the change and return to the Update LOA page.
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8. Resetting Password
This section describes how a Help Desk user can reset a user’s password in CMS Enterprise Portal.

Help Desk users with the password reset capability can assist users with a password reset in two
ways:

¢ Via Email: A link is emailed to users which allows them to reset their password. This is the
same email that is sent when the user uses the self-service "Forgot Password" process.

¢ Manually: Help Desk generates a temporary password and shares the password with the user
over the phone. The end user will use the temporary password to login to the system, and upon
login, the end user will be required to reset their password (using the temporary password).

8.1. Resetting Password via Email

The following are the instructions on how to reset a user’s password via email.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID
column.
You are directed to the User Details page, as shown in Figure 29: Selecting Reset Password.

CMS.gov |My Enterprise Portal &' © paisyWyomingw @ Help G Logout

Help Desk / Manage Users

User Details

% Update Email

> PENDING REQUEST INFORMATION

Figure 29: Selecting Reset Password
6. Click Reset Password in the left pane, as shown in Figure 29: Selecting Reset Password.
The Reset Password page displays, as shown in Figure 30: Reset Password.
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A" O DaisyWyomingw @ Help > LogOut

CMS.gov |va Enterprise Portal

Help Desk /| Manage Users
Reset Password
€ Back To Search Results Q Perform New Search
e Name: Jane Smith UserID: JSmith55
- User Details
Please choose one of the following options:
N
Update LOA
[ vpdate 0 @ Ermait o Password Reset Link to the User
O Generate Temporary Password
& ResetPassword
© view MFA Devices Justification (required)
& Remove Role/Attribute

“ =

Figure 30: Reset Password
7. Make sure the first radio button E-mail a Password Reset Link to the User is selected.

& Update Email

8. The user who is resetting the password is responsible for authenticating the target user over the
phone prior to sending the link for password reset. Enter a justification in the provided field, as
shown in Figure 31: Entering Justification for Password Reset via Email.

A" O DaisyWyomingw © Help € LogOut

CMS.gov |My Enterprise Portal

Help Desk /| Manage Users
Reset Password
€ Back To Search Results Q Perform New Search
& Useretails Lz e i UserID: JSmithss
Please choose one of the following options:
N
Update LOA
[ vpe s> @) imail  Password Reset Link to the User
O Generate Temporary Password i
& Reset Password
Justification (required)
() view MFA Devices sl Reset user's password
& Remove Role/Attribute

“ =

Figure 31: Entering Justification for Password Reset via Email
9. Click Send Link.

% Update Email

You will see a confirmation that the password reset link has been sent to the user’s registered
email address.

The user will receive a system generated email with a link to reset their password. The user must
click the link in the email to reset their password. The user will be required to verify their identity
using one of their registered MFA devices, answer their Security Question, followed by a prompt
to create a new password.

8.2. Resetting Password Manually
The following are the instructions on how to reset a user’'s password manually.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.
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5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID

column.
You are directed to the User Details page, as shown in Figure 29: Selecting Reset Password

6. Click Reset Password in the left pane, as shown in Figure 29: Selecting Reset Password.
The Reset Password page displays, as shown in Figure 30: Reset Password.

7. Click the Generate Temporary Password radio button, as shown in Figure 32: Entering
Justification for Manual Password Reset.

8. The user who is resetting the password is responsible for authenticating the target user over the
phone prior to generating a temporary password. Enter a justification in the provided field, as
shown in Figure 32: Entering Justification for Manual Password Reset.

&' @ DasyWyomingw @ Help B> LogOut

CMS.gov |My Enferprise Portal

Help Desk /| Manage Users

Reset Password

€ Back To Search Results Q Perform New Search

& Userpetails Name: Jane Smith UserID: JSmithss

Please choose one of the following options:

o
Update LOA
(@ vpaa O Email a Password Reset Link to the User
d
& ResetPassword
Justific: required)

© View P Devices sl Reset user's password to a temporary password
@ Remove Role/Attribute

_erate Password Cancel
& Update Email

Figure 32: Entering Justification for Manual Password Reset

9. Click Generate Password.
A system generated password displays on the Reset Password page, as shown in Figure 33:

Temporary Password.

A" O DaisyWyomingw @ Help €3 Logout

CMS,go\/ |My Enterprise Portal

Help Desk /| Manage Users
Reset Password

€ Back To Search Results Q Perform New Search

UserID: JSmith55

& User Details

Please choose one of the following options:

R
@ vpdaeron O Emaila Password Reset Link to the User
@ Generate Temporary Password |
& Reset Passworc
Q) View A evices © Temporary Password: 3e=HxK6+

o ‘ The user’s password has been changed to the password listed above. Once logged in, the user will be required to change their password.
9’ Remove Role/Attribute

% Update Email

Figure 33: Temporary Password

Upon their next successful login with the temporary password, the user will be required to reset
their password.
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9. Viewing List of MFA Devices

This section describes how Help Desk can view the MFA devices associated with another user’s
account in CMS Enterprise Portal.

In CMS Enterprise Portal, email is automatically setup as the default MFA method (MFA device)
once a user successfully logs in for the first time. The roles a user has will determine if they need to
login using an MFA (in addition to their user ID and password). End users can add other MFA
devices to their account at any time from the My Profile page.

Help Desk users can only view MFA devices; they cannot add or remove MFA devices to or from the
user’s profile.

The following are the instructions on how to view a user’s registered MFA devices.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID
column.
You are directed to the User Details page, as shown in Figure 34: Selecting View MFA Devices.

CMS.gov |Mv Enterprise Portal A' O DaisyWyomingw @ Help €3 LogOut

Help Desk | Manage Users

User Details

Figure 34: Selecting View MFA Devices

6. Click View MFA Devices in the left pane, as shown in Figure 34: Selecting View MFA Devices.
You are directed to the View MFA Devices page, as shown in Figure 35: Viewing MFA Devices
Associated with a User's Account, where you can see the devices associated with a user’s
account.
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CMS.gov IMV Enterprise Portal

Help Desk | Manage Users

€ Back To Search Results

& User Details

@ pdate LOA

& Reset Password

Q view MFa Devices

@ Remove Role/Attribute

% Update Email

Figure 35: Viewing MFA Devices Associated with a User's Account

View MFA Devices

Q Perform New Search

Name: Jane Smith ACTIVE
Q Global Filter
+ Device Type # Identifier
Interactive Voice Response (IVR) +1 443-688-6048 Active
Email Jane.Smith@email.com Active
Text Message (SMS) +1443-679-7512 Active
Google Authenticator JSmithss Active
Okta Verify JSmiths5 Active

10

< Status

© DaisyWyomingw @ Help

Jan 22,2020

Jan 23,2020
Jan 23,2020
Jan 23,2020
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10. Removing Roles/Attributes

This section describes how users with Help Desk privileges can remove roles/attributes from a
user’s profile in CMS Enterprise Portal.

The following are the instructions on how to remove a user’s roles/attributes.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID

column.
You are directed to the User Details page, as shown in Figure 36: Selecting Remove Role/Attribute.

A" O DaisyWyomingw © Help € LogOut

CMS.gov | My Enterprise Portal

Help Desk | Manage Users
User Details

€ Back To Search Results Q Perform New Searct

UserID: EPCUser229

& UserDetails

[@ Update LoA > BASIC INFORMATION
& Reset Password > PERSONAL CONTACT INFORMATION
O Whiow MEK D 2 BUSINESS CONTACT INFORMATION

> ACCOUNT INFORMATION

ve Role/Attribute

> ROLE INFORMATION

© suspend User

> PENDING REQUEST INFORMATION
¥ Update Email

Figure 36: Selecting Remove Role/Attribute

6. Click Remove Role/Attribute in the left pane, as shown in Figure 36: Selecting Remove Role/
Attribute.
You are directed to the Remove Role/Attribute page, as shown in Figure 37: Remove Role/

Attribute.

A" @ DaisyWyomingw @ Help G LogOut

CMS.gov |My Enterprise Portal

Help Desk /| Manage Users
Remove Role/Attribute

€ Back To Search Results Q Perform New Search

UserID: EPCUser229

o s
& User Details

Slobal Filte

[@' UpdateLOA Q Global Filter
Application Role Name Attributes
& Reset Password BCRS Web BCRS Web
Bundled Payments EFT Bundled Payments EFT User BPID(s): 8394-223

0 v

© view MFA Devices [ 1]
@ Remove Role/Attribute

© suspend User

% Update Email

Figure 37: Remove Role/Attribute

7. Select the role/attribute you wish to remove from the user’s profile by clicking the checkbox next
to the application and then click Remove, as shown in Figure 38: Selecting Role/Attribute for

Removal.
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CMS.gov|NW Enterprise Porfal A" O paisyWyomingw @ Help > Logout

Help Desk [ Manage Users
Remove Role/Attribute

€ Back To Search Results Q Perform New Search

& Userdetails

Q Global Filter

[@' pdate LOA
Application Role Name Attributes
& ResetPassword BCRSWeb BCRS Web
Bundled Payments EFT Bundled Payments EFT User BPID(s): 8394-223
© view MrA Devices 0 -
P X —. -
© suspend i User

Figure 38: Selecting Role/Attribute for Removal

You will be prompted to enter a justification for role/attribute removal, as shown in Figure 39:
Entering Justification for Remove Role/Attribute.

CMS.gov |M'v’ Enterprise Portal A" O DpaisyWyomingw © Help €3 LogOut

Justification (required)

m S

Figure 39: Entering Justification for Remove Role/Attribute

8. Provide a justification in the modal dialog box, and then click Submit to confirm the role/attribute
removal. Or click Cancel to cancel the role/attribute removal process.

10.1. Removing Roles/Attributes for Multiple Users

Removal of role/attribute for multiple users is only available from the application search results
page (upon performing an application search) and role is set as part of the search criteria. If users
are returned in the search results, then they will include role/attribute information.

The following are the instructions on how to remove roles/attributes for multiple users.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in the Performing Application Search section to complete a valid user search.
Ensure that role is specified in the search criteria.

5. On the results page, click Remove Multiple Role/Attributes, as shown in Figure 40: Remove
Multiple Roles/Attributes.

CMS User Guides Page 36 of 47



Enterprise Portal Help Desk User Guide

CMS.gov |My Enterprise Portal A" O DaisyWyomingw @ Help € LogOut

Help Desk /| Manage Users

Q Application Search Q Enterprise Search

B search Criteria ZEdit

Application: Bundled Payments EFT /Role: Bundled Payments EFT User
Help Desk search returns a maximum of 10 results. Please narrow search.
1l Remove Multiple Roles/Attributes | & Export Results

Q Global Filter
UserID ¢ User Details & Roles/Attributes #

testautotwo Name: testautotwo testautotwo Role: Bundled Payments EFT User
Email:
State: Virginia

ACO_TEST 200 Name: User First Name User Last Name Role: Bundled Payments EFT User
Email: stumma@akira-tech.com
State: NJ

$10_BPX_Bundled_Payments EFT User User1 Name: User6 Name6 Role: Bundled Payments EFT User
Email: User6.Name6@akira.com
State:

$10_BPX_Bundled_Payments_EFT_User_User Name: User336 Name336 Role: Bundled Payments EFT User
Email:
State:

devridtester3 Name: FirstName DEVTestA Role: Bundled Payments EFT User
Email: Jeremy.Sprout@cms.hhs.gov
State: MD

Figure 40: Remove Multiple Roles/Attributes
6. Click the checkbox for each user for which you want to remove the role or click the Select All
checkbox to select all users, as shown in Figure 41: Selecting Users for Roles/Attributes Removal.

CMS.gov |Mv Enterprise Portal A" O DaisyWyomingw @ Help € LogOut

Help Desk /| Manage Users

Q Application Search Q Enterprise Search

B search Criteria [ZEdit
Application: Bundled Payments EFT / Role: Bundled Payments EFT User

Help Desk search returns a maximum of 10 results. Please narrow search.
oy | SelectAll & Export Results

Q Global Filter
UserID User Details & Roles/Attributes &

testautotwo Name: testautotwo testautotwo ]y Role: Bundled Payments EFT User
Email:
State: Virginia

ACO_TEST 200 Name: User First Name User Last Name pum— Role: Bundled Payments EFT User
Email: stumma@akira-tech.com
State: NJ

$10_8PX Bundled_Payments EFT_User Userl Name: User6 Name6 Role: Bundled Payments EFT User
Email: User6.Name6@akira.com
State:

$10_8BPX_Bundled Payments_EFT_User User2 Name: User336 Name336 Role: Bundled Payments EFT User
Email:
State:

devgridtester3 Name: FirstName DEVTestA Role: Bundled Payments EFT User

Email: Jeremy.Sprout@cms.hhs.gov
State: MD

Figure 41: Selecting Users for Roles/Attributes Removal

7. Click Remove to proceed with the multiple roles/attributes removal or click Cancel to cancel the
roles/attributes removal process.
You will be prompted to enter a justification for roles/attributes removal, as shown in Figure 42:
Entering Justification for Remove Multiple Role/Attributes.
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CMS.gov |Mv Enterprise Portal E A" O DpaisyWyomingw @ Help > LogOut

Review Details

Are you sure you want to remove the Roles/Attributes?
Application: Bundled Payments EFT
[0 UserID Role Name Attributes
testautotwo Bundled Payments EFT User

ACO_TEST_200 Bundled Payments EFT User

Justification (required)

“ conee

Figure 42: Entering Justification for Remove Multiple Role/Attributes

8. Provide a justification in the modal dialog box, and then click OK to confirm the roles/attributes
removal. Or click Cancel to cancel the roles/attributes removal process.
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11. Suspending User

This section describes how users with Help Desk privileges can suspend an active user account in
CMS Enterprise Portal. End users in CMS Enterprise Portal are suspended when they violate the
system’s user agreement. Examples of user agreement violations include users sharing their
account with another individual, using screen scraping software, and cases where the user’s
identity has been stolen and their account may be accessed fraudulently. In such cases, the users’
Approver or the Business Owner of the application will request that the user’s account be
suspended.

The following are the instructions on how to suspend a user account.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID

column.
You are directed to the User Details page, as shown in Figure 43: Selecting Suspend User.

CMS.gov |MV Enterprise Portal E A' O DaisyWyomingw @ Help 3 LogOut

Help Desk /| Manage Users
User Details

€ Back To Search Results Q Perform New Search

User ID: jtRequester

o |
& User Details

[@' update LoA > BASIC INFORMATION
& ResetPassword > PERSONAL CONTACT INFORMATION

> BUSINESS CONTACT INFORMATION
© view Mra Devices

> ACCOUNT INFORMATION

> ROLE INFORMATION
% Update Email

> PENDING REQUEST INFORMATION

Figure 43: Selecting Suspend User
6. Click Suspend User in the left pane, as shown in Figure 43: Selecting Suspend User.
You are directed to the Suspend User page, as shown in Figure 44: Suspend User.

A" O paisyWyomingw @ Help > LogOut

CMS.gov | My Enterprise Portal

Help Desk | Manage Users

Suspend User

€ Back To Search Results

User ID: jtRequester

& userDetails

»
E,/ Update LOA Justification (required)

& Reset Password
conee
© view MrA Devices
© suspend user
% Update Email

Figure 44: Suspend User
7. On the Suspend User page, enter a justification for suspending the user, as shown in Figure 45:
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Entering Justification for Suspend Account, and then click Suspend.

CMS.gov |My Enterprise Portal A" @ paisyWyomingw @ Help G LogOut

Help Desk / Manage Users
Suspend User

€ Back To Search Results Q Perform New Search

User ID: jtRequester

& User Details

Justification (required)

[@ update LoA sl Suspend user account

& Reset Password i

“ coneel
© view Mra Devices

© suspend User

Update Email

Figure 45: Entering Justification for Suspend Account

You will be prompted to confirm if you want to suspend the user’s account, as shown in Figure
46: Suspend Account Confirmation.

CMS.gov |Mv Enferprise Portal g A" @ pasywyomingy @ Help €3 LogOut

Suspend Account

re you sure you want to suspend this user's account?

“ e

Figure 46: Suspend Account Confirmation

8. In the Suspend Account modal dialog box, click Submit to approve the user’'s suspension. Or
click Cancel to cancel the update.

At this point, the suspended user will no longer be able to log in and use the CMS Enterprise Portal.
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12. Unsuspending User

This section outlines how Help Desk users can unsuspend a user account that is currently
suspended in CMS Enterprise Portal. Only Tier 2 Help Desk users have the ability to unsuspend a
user account.

The following are the instructions on how to unsuspend a user account.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile and then click the Enterprise
Search tab.
The Enterprise Search tab of the Help Desk/Manage Users page displays, as shown in Figure 14:
Help Desk/Manage Users — Enterprise Search.

4. Follow the steps in the Performing Enterprise Search section to complete a valid user search.

5. On the results page, if the target user has a status of "Suspended’, click the user ID hyperlink of
the user you wish to act upon, under the User ID column.
You are directed to the User Details page, as shown in Figure 47: Selecting Unsuspend User.

CMS.gov |My Enterprise Portal =My Apps A O DaisyWyomingw @ Help 3 LogOut

Help Desk [ Manage Users
User Details
€ Back To Search Results Q Perform New Search

& User Details SUSPENDED User ID: jtRequester

& Remove Role/Attribute > PERSONAL CONTACT INFORMATION
2 BUSINESS CONTACT INFORMATION
> ACCOUNT INFORMATION
> ROLE INFORMATION

> PENDING REQUEST INFORMATION

Figure 47: Selecting Unsuspend User
6. Click Unsuspend User in the left pane, as shown in Figure 47: Selecting Unsuspend User.
You are directed to the Unsuspend User page, as shown in Figure 48: Unsuspend User.

CMS.gov |M\, Enterprise Portal A& O pasywyommgw © Help (3 LogOut

Help Desk / Manage Users
Unsuspend User

€ Back To Search Results Q Perform New Search

SUSPENDED

& UserDetails
© View MFA Devices Justification (required)

(@ Remove Role/Attribute
Figure 48: Unsuspend User

7. On the Unsuspend User page, enter a justification for unsuspending the user, as shown in Figure
49: Entering Justification for Unsuspend Account, and then click Unsuspend.
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CMS.gov |m. Enterprise Portal E & O DaisyWyomingw @ Help 3 LogOut
Help Desk / Manage Users
Unsuspend User
€ Back To Search Results Q Perform New Search
& User Details SUSPENDED UserID: jtRequester

© View MR Devices ﬂ Reinstate user account.

& Remove Role/Attribute

“ s
PP Unsuspend User

Figure 49: Entering Justification for Unsuspend Account

You will be prompted to confirm if you want to unsuspend the user’s account, as shown in Figure
50: Unsuspend Account Confirmation.

CMS.gov|h'~‘[ﬂ""v;ﬂ”:f‘""mr:\ E A O DasyWyomingy @ Help > LogOut

Unsuspend Account

Are you sure you want to unsuspend this users account?

coneel

Figure 50: Unsuspend Account Confirmation

8. In the Unsuspend Account modal dialog box, click Submit to approve the user’s unsuspension. Or
click Cancel to cancel the update.
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13. Unlocking User Account

This section describes how users with Help Desk privileges can unlock the account of a user
whose account has been locked in CMS Enterprise Portal.

The following are the instructions on how to unlock the account of a user.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.
On the results page, you will see the user’s status as “Locked Out”’, as shown in Figure 51: User
Status - Locked Out.

CMS.gov |M\/ Enterprise Portal E A' O DpaisyWyomingw @ Help B> LogOut

Help Desk /| Manage Users

Q Application Search Q Enterprise Search

B search Criteria [ZEdit
User ID: JDoe55

Q| Global Filter
¢ UserID ¢ First Name 4 LastName ¢ Email Address ¢ State + Status / Actions

JDoe55 John Doe JDoe@email.com MD LOCKED oUT Select Action v

Showing 1 of 1 record. [ 1] 0 =

Figure 51: User Status - Locked Out

5. If the target user has a status of "Locked Out", then click the user ID hyperlink of the user you
wish to act upon, under the User ID column.
You are directed to the User Details page, as shown in Figure 52: Selecting Unlock Account.

CMS.gov IM.v Enterprise Portal E A" @ paisyWyomingw @ Help B3 LogOut

Help Desk [ Manage Users
User Details

€ Back To Search Results Q Perform New Search
® |ccr Details Name: John Doe LOCKED OUT UserID: JDoes5
& Userdet:

[@' Update LOA > BASIC INFORMATION

& Reset Password > PERSONAL CONTACT INFORMATION

BUSINESS CONTACT INFORMATION
© view MrA Devices % .

> ACCOUNT INFORMATION

= > ROLE INFORMATION
% Update Email

> PENDING REQUEST INFORMATION

Figure 52: Selecting Unlock Account
6. Click Unlock Account in the left pane, as shown in Figure 52: Selecting Unlock Account.
You are directed to the Unlock Account page, as shown in Figure 53: Unlock Account.
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A! © DaisyWyomingw @ Help > LogOut

CMS.gov |My Enterprise Portal

Help Desk / Manage Users
Unlock Account
€ Back To Search Results Q Perform New Search
& Uservetais LOCKED OUT UserID: JDoess
N
[#' uvdate LOA Justification (required)

& ResetPassword

“ conee
Q view MFA Devices

% Update Email

Figure 53: Unlock Account

7. On the Unlock Account page, enter a justification for unlocking the user account, as shown in,
Figure 54: Entering Justification for Account Unlock, and then click Unlock.

A" O DaisyWyomingw @ Help €3 LogOut

CMS.gov |Mv Enterprise Portal

Help Desk /| Manage Users
Unlock Account
€ Back To Search Results Q Perform New Search
‘ User Details LOCKED OUT User ID: JDoe55
Justification (required)
[ Update LOA sl User entered the wrong password multiple times

& Reset Password

“ e
© view MFA Devices

P Unlock Account

Update Email

Figure 54: Entering Justification for Account Unlock

You will be prompted to confirm if you want to unsuspend the user’s account, as shown in Figure
55: Account Unlock Confirmation.

CMS.gov|Mv Enferprise Portal A" O paisyWyomingw @ Help 3 LogOut

X Close
Unlock Account

Are you sure you want to Unlock this user's account?

m e

Figure 55: Account Unlock Confirmation

8. In the Unlock Account modal dialog box, click Submit to approve the unlocking of user’s account.
Or click Cancel to cancel the unlock request.

9. Confirm that the user’s account has been unlocked by viewing the “Account Information” section
within the User Details page. If the account was unlocked, the user status will show as “Active”.

CMS User Guides Page 44 of 47



Enterprise Portal Help Desk User Guide

14. Updating User Email Address

This section describes how users with Help Desk privileges can update a user’s email address in
CMS Enterprise Portal.

The following are the instructions on how to update a user’'s email.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal home page, click the Help Desk/Manage Users tile.
The Application Search tab of the Help Desk/Manage Users page displays, as shown in Figure 8:
Help Desk/Manage Users Page.

4. Follow the steps in either the Performing Application Search or Performing Enterprise Search
sections to complete a valid user search.

5. On the results page, click the user ID hyperlink of the user you wish to act upon, under the User ID

column.
You are directed to the User Details page, as shown in Figure 56: Selecting Update Email.

A" O DaisyWyomingw @ Help  ©>LogOut

CMS.gov |M\/ Enterprise Portal

Help Desk [ Manage Users
User Details

€ Back To Search Results Q Perform New Search

User ID: JDoe55

& Userbetails
[@ Update LOA > BASIC INFORMATION
& Reset Password > PERSONAL CONTACT INFORMATION

> BUSINESS CONTACT INFORMATION

Q view MFA Devices

 ACCOUNT INFORMATION

2 ROLE INFORMATION

> PENDING REQUEST INFORMATION

Figure 56: Selecting Update Email
6. Click Update Email in the left pane, as shown in Figure 56: Selecting Update Email.
You are directed to the Update Email page, as shown in Figure 57: Update Email.

A' O DaisyWyomingw @ Help > LogOut

CMS.QOV | My Enterprise Portal

Help Desk /| Manage Users

Update Email
€ Back To Search Results Q Perform New Search

& UserDetails Name: John Doe ACTIVE UserID: JDoess

Old Email Address
[ Update LOA I JDoe@yahoo.com
& Reset Password

New Email Address (required)

© view MrA Devices

Changing user's email address will also update their current email MFA upon next login.

% Update Email
Confirm New Email Address (required)

Justification (required)

“ cancel

Figure 57: Update Email

7. Enter the new email address in the ‘New Email Address' field, then enter it again in the ‘Confirm
New Email Address’ field, as shown in Figure 58: Enter New Email Information. Enter a justification
for changing the user's email address, and then, click Submit.
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CMS.gov |Mv Enterprise Portal A" O paisyWyomingw @ Help [ LogOut
Help Desk /| Manage Users
Update Email
€ Back To Search Results Q Perform New Search
& Useretails [

Old Email Address
[ Update LOA JDoe@yahoo.com

& Reset Password New Email Address (required)

JohnD@gmail.com

© view MrADevices
Changing user's email address willalso update their current email MFA upon next login.

% Update Email Confirm New Email Address (required)
JohnD@gmail.com

Justification (required)
New email address

“ coneet

Figure 58: Enter New Email Information

You will be prompted to confirm if you want to update the user's email address, as shown in
Figure 59: Email Update Confirmation.

CMS.gov |My Enterprise Portal A" O DaisyWyomingw @ Help G LogOut

X Close
Update Email

Are you sure you want to update this user's Email Address?

Sl

Figure 59: Email Update Confirmation

8. In the Update Email modal dialog box, click Submit to approve the email address change. Or click
Cancel to cancel the update.
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15. Appendix: Acronyms

Table 3: Acronyms provides a literal translation of terms used in this document and related to the

document.

Table 3: Acronyms

Acronym | Literal Translation

CHIP Children’s Health Insurance Program

CMS Centers for Medicare & Medicaid Services
DDS Division of Data Strategy

HHS Department of Health and Human Services
EADG Enterprise Architecture and Data Group
EIT Electronic and Information Technology
EUA Enterprise User Administration

GPO Government Printing Office

HIPAA Health Insurance Portability and Accountability Act
ID Identifier

IE Internet Explorer

LOA Level of Assurance

MFA Multi-Factor Authentication

oIT Office of Information Technology

PHI Personal Health Information

Pll Personally Identifiable Information

PIN Personal Identification Number

PIV Personal Identity Verification

Ul User Interface

VPN Virtual Private Network
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