Guide for Completing EIDM Account setup for Migrated IACS Users who are
currently inactive

l. Introduction

This guide is for users who had an Individuals Authorized Access to the CMS Computer Services (IACS) account, but
never logged into Enterprise Identity Data Management (EIDM) with a Physician Value — Physician Quality Reporting
System (PV-PQRS) role. These users are currently inactive in EIDM and need to contact the QualityNet Help Desk at
866-288-8912 to reactivate their account. This guide provides step-by-step instructions on how users can sign up for an
Enterprise Identity Data Management (EIDM) account in order to access the ‘Physician Quality and Value Programs’
application in the CMS Enterprise Portal after their account is reactivated by the QualityNet Helpdesk.

Note: Do not use this guide (1) if you already have an EIDM account, or (2) if you do not have an EIDM account
with a PV-PQRS role. Please visit http://www.cms.gov/Medicare/Medicare-Fee-for-Service-
Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html to determine which guide you should use based
on your needs.

On July 13, 2015, users with IACS accounts were migrated to the EIDM. Please follow the instructions in this guide in
order to sign up for an EIDM account through the CMS Enterprise Portal. Depending on the role you had in IACS, you
will be allowed to perform the same tasks in the CMS Enterprise Portal that you were able to perform with your IACS

account.

e Security Official role: The Security Official role in the EIDM allows the user to perform the following tasks on

behalf of a group practice:

0 Register the group practice to participate in the Physician Quality Reporting System (PQRS) Group Practice
Reporting Option (GPRO);

o Obtain the group practice’s Mid-Year and Annual Quality and Resource User Report (QRUR), Supplemental
QRUR, and PQRS Feedback Report;

0 Submit a VValue Modifier Informal Review Request on behalf of the group practice; and

0 Approve requests for the ‘Group Representative’ role in the EIDM.

o Group Representative role: The Group Representative role in the EIDM allows the user to perform the following
tasks on behalf of a group practice:
0 Register the group practice to participate in the PQRS GPRO;
0 Obtain the group practice’s Mid-Year and Annual QRUR, Supplemental QRUR, and PQRS Feedback Report; and
0 Submit a Value Modifier Informal Review Request on behalf of the group practice.

e Individual Practitioner role: The Individual Practitioner role in the EIDM allows the user to perform the following
tasks on behalf of a solo practitioner:
0 Obtain the solo practitioner’s Mid-Year and Annual QRUR, Supplemental QRUR, and PQRS Feedback Report;
0 Submit a Value Modifier Informal Review Request on behalf of a solo practitioner; and
0 Approve requests for the ‘Individual Practitioner Representative’ role in the EIDM.

e Individual Practitioner Representative role: The Individual Representative role in the EIDM allows the user to
perform the following task on behalf of the solo practitioner:
0 Obtain a solo practitioner’s Mid-Year and Annual QRUR, Supplemental QRUR and PQRS Feedback Report; and
o0 Submit a Value Modifier Informal Review Request on behalf of a solo practitioner.

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST

1


http://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html
http://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html

Guide for Completing EIDM Account setup for Migrated IACS Users who are
currently inactive

Information about registering to participate in the PQRS GPRO and obtaining QRURs is available at
http://www.cms.gov/PhysicianFeedbackProgram.

Step-by-Step Instructions: You have twenty-five (25) minutes to complete each screen (unless a different time is noted
on the screen). Otherwise, you will lose all of the information you filled in and will need to start the process again.

Il.  Questions

For questions about setting up an EIDM account, please contact the QualityNet Help Desk at:
e Monday - Friday: 8:00 am — 8:00 pm EST
e Phone: (866) 288-8912 (TTY 1-877-715-6222)
e Email: gnetsupport@hcaqis.org

For additional information on how to complete the EIDM account setup for the users migrating from the IACS to access
the ‘Physician Quality and Value Programs’ application using the EIDM, please visit
http://www.cms.gov/Medicare/Medicare-Fee-For-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-

QRUR.html.
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V.

Setting-up an EIDM Account for Migrated IACS User — Please follow each step listed below

unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov and select
Login to CMS Secure Portal.

Note: The CMS Enterprise Portal supports

the following internet browsers:

e Internet Explorer 8 (without
compatibility mode)

e Internet Explorer 9 (without
compatibility mode)

o Internet Explorer 10 (without
compatibility mode)

e Internet Explorer 11 (without
compatibility mode)

e Mozilla-Firefox

e Chrome

e Safari

Enable JavaScript and adjust any zoom
features to ensure you are not seeing the
screen in too wide of a view.

CMS,gOV Enterprise Portal

Centers for Medicara & Medicaid Senices

Heatth Care Cuakity Improvement System  Provider Resources

CM3 Portal > Welcome to CMS Portal

tiome | AboutCMS | Netsroom | Arive | @ Help& FADs | 7} Eml | 2 P

Leam about your heaificare opbions Seach CHS v

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being
offered fo allow the public to access a number of
systams ralated to Medicare Advantage,

v

Prescription Drug, and other CMS programs.

/|

i
o Mﬁﬁ
Innevation Center | CU | PCCOS

CMS Secure Portal

To log info the CMS Mortal a CHMS wser

acoount s required.
»
i | -»>
7 ' Forgt UserID?

Forgot Passwoed?
New User Reqistration

/

2. Read the Terms and Conditions and
select I Accept to continue.

Health Care Quality Improvement System = Provider Resources

=

(OMB No.0838-1236 | Expiration Date: 0443012017 | Paperwork Reduction Act

use only.
Unauthorized or improper use of this system may result in disciplinary action, as wel

By using this information system, you understand and consent to the fellowing:

At any time, and for any lawiul Government purpose, the government may meniter, |
this information system.

Terms and Conditions

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected fo this network,
and {4) all devices and storage media aftached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized

| as civil and criminal penalties.

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

ntercept, and search and seize any communicatien or data transiting or stored on

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

To continue, you must accept the terms and conditions. If you decling, your login will automatically be cancelled.

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps

Screenshots

3. Enter your IACS User ID and select
Next on the Welcome to CMS
Enterprise Portal screen.

Home ‘ About CME | Newsroom | Archive | eHeIp&:AQs | L] Email ‘ lau Print

CMngV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Guality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

=

—) GZID G=1D

Forgot User ID?
Meed 2n account? Click the link - Mew user registration

4. Enter Your IACS Password and select
Log In.

Note: If your password is less than eight
(8) characters in IACS, then a new
password will be assigned. The new
password will be upper case of first letter
on last name, lowercase second letter of
last name and last six (6) digits of your
Social Security Number.

Home | About G | Newsoom | Achive | (@) Help & FaG | ) Email | (5 Pint
Enterprise Portal

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Weleome to CMS Enterprise Portal

Password h

= (I =B

Forgot Password?

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps

Screenshots

5. Select Next on the Welcome to EIDM
screen to begin creating your EIDM
account.

My Portal Business Intelligence ¥  PV-PQRS ¥

CMS Porial > StepUp

Screen reader mode OFf | Accessibility Settings
S

Welcome to EIDM

You are logging into the system for the first time. You will need to provide some of your information to complete your profile. Select Next'to proceed.

B -

6. Read the Terms and Conditions.
Select the I agree to the terms and
conditions checkbox and select Next.

Note: Next will be enabled only after
checking the I agree to the terms and
conditions checkbox.

Terms and Conditions

OMB No. 09381236 | Expiration Date: 04/30/2017 | Paperwark Reduction Act

Consent To Monitoring
By logging onto this website, you consent to be monitored. Unauthorized attempts to upload infrmation and/ar change information an this web site are strictly prohibited and are

subject ta prosecution under the Computer Fraud and Abuse Act of 1386 and Title 18 U.5.C. Sec.1001 and 1030. We encourage you to read the HHS Rules of Behavir for mare
detals.

Protecting Your Privacy

Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please read the CMS Privacy Act
Statement which describes how we use the information you provide.

Collection Of Personal Identifiable Informatien (PII)

"Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social secunty number and date of birth (DOB).

CMS is very aware of the privacy concemns around PIl data. In fact, we share your concermns. We will only collect personal data to uniquely identify the user reqistering with the
system. We may also use your answers to the challenge questions and other PIl to later identify you in case you forget or misplace your User ID /Password.

Ihave read the HHS Rules of Behavior (HHS RoB), version 2010-0002.0018, dated August 26 2010 and understand and agree to comply with its pravisions. | understand that
violations of the HHS RoB or information security policies and standards may lead to disciplinary action, up to and including termination of employment; removal or debarment from
work on Federal contracts or projects; and/or revocation of access to Federal information, information systems, andfor facilities; and may also include criminal penalties and/or
imprisonment. | understand that exceptions to the HHS RoB must be authorized in advance in writing by the OPDIV Chief Information Officer or his/her designee. | also understand
that violation of laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS RoB draw upon, can result in monetary fines and/or criminal charges that
may result in imprisonmant.

| agree to the terms and conditions «

Cancel Hext «

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps Screenshots
7. Inthe Your Information section, the
following fields will be pre-populated
with the corresponding information Your Information
from your IACS account :
o First Name Enter your legal first name and last name, as it may be required for Identity Verification. ) )
Middle Name:
o Last Name * First Name:
o E-mail Address |John
o Confirm E-mail Address
o Social Security Number r'DL.iSt”ame-
o Date of Birth =
Review all pre-popu_lated mf_ormatlon Enter your E-mail address, as it will be used for account related communications.
and enter the following required « E-mail Address
information: [ Jofin. Doe@alccom
0 Home Address Line 1
o City Re-enter your E-mail address.,
0o State * Confirm E-mail Address:
o Zip Code [ Jonn.Doe@ahc.com
0 Primary Phone Number
. . Enter your full 9 digit social security number, as it may be required for Identity Verfication.
After all required fields are completed, _ _
lect Next Social Security Number,
select Next. e [oe [esns
Note: You will be required to add the
address information associated with your Enter your date of birth in MMDDYYYY format, as it may be required for Identity Verification.
account. All other information cannot be * Date of Birth:
edited on this screen. However, once your offor[1ew
EIDM account has been established, you
will be able to update the email address ,
iated with your account by navigatin ® U Home Address O Foreign address
assocla y_ y 9 . 9 Enfer your current or most recent home address, as it may be required for Identity Verification.
to the Your Profile screen and completing ,
. * Home Address Line 1
the appropriate steps. |
Home Address Line 2
|
“City: - State: +Zip Code:  Zip Code Extension;
| ity | State: | p Code p Code Extension Country: USA
Enter your primary phone number, as it may be required for Identity Verification.
* Primary Phone Mumber:
| | |

IT you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps Screenshots
8. (a) Create your EIDM Password.

CM§ Enterprise Portal
Note: Your EIDM Password must be a .go

minimum of eight (8) and a maximum of
twenty (20) characters in length. It must
contain at least one (1) letter, one (1)
number, one (1) uppercase letter, and one
(1) lowercase letter. It cannot contain your
User ID and the following special
characters may not be used: ?, <, >, (,), |,
" 1,], and &. Your password must be
changed at least every 60 days and can
only be changed once a day."

(b) Select and provide the answer to
three (3) challenge questions under
Select your Challenge Questions and
Answers section.

(c) Select Next

My Portal Business Intelligence ¥ PV-PQRS ¥

CM3 Portal » StepUp

Screen reader mode OFf | Accessibility Settings

=

= F
Create Challerge Queitions and ARRES Create Challenge Questions and Answers Cresle Challenge Cuestisns and Ansven

Change Password And Setup Challenge Questions

+ Password

* Confirmn Pagsword | esseness

Select your Challenge Questions and Answers:

Your challenge questions and answers will be required for password and account management functions,

+ Question:1 + Answer.1
| Vinat is your faverite radio siation? :I station

* Question:2 * Answier.2
| Wihatwas your faverite toy when you were a child® e . child

» Question:3 + Answer.3
| Vinatis yaue faverile cuitine? :] cuising

=D G ¢

9. Your registration for an EIDM account
is now complete. You will receive an
E-mail acknowledging your successful
account creation with your EIDM User
ID.

Select OK to navigate to the CMS
Enterprise Portal in order to access the
Physician Quality and Value
Programs application.

Note: Wait approximately five (5) minutes
before logging in to the portal with your
EIDM User ID and EIDM Password.

My Portal Business Intelligence ¥  PV.PQRS ¥

CMS Portal » StepUp

Screen reader mode O | Accessibility Settings

™

—n

» Complete Registration

Profile Update Complete

You have now succassfully updated your profile. Please log out and log in siain in order for your profile update to take effect.

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps

| Screenshots

Multi-Factor Authentication (MFA)

Follow steps 10 to 18 to register for MFA. MFA is an approach to security authentication which requires users to provide
more than one form of verification in order to prove their identity. MFA registration is required only once when you are
requesting a user role, but will be verified every time you log into the CMS Enterprise Portal. Additional information on
how the MFA process works can be found at http://www.cms.gov/Medicare/Medicare-Fee-for-Service-
Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html.

10. Select Login to CMS Secure Portal on
the CMS Enterprise Portal.

Note: Multi-Factor Authentication (MFA)
is a new approach to security
authentication which will help improve
CMS’ ability to reduce fraud and ensure
system security. It requires users to provide
more than one form of verification in order
to prove their identity in order to access
certain information provided via the
‘Physician Quality and Value Programs’
application.

CMS gOV Home | Aboud CMS | Newstoom | Aive | @) Heo & FAQs | (\Email | 5 Pand
L]

Centers for Medicare & Medicaid Services

Enterprise Portal

I eam abaurt your heaiihczre nofions Searh CHS.0w

Health Care Cuuality Improvement System Provider Resources

CMS Porial > Weleome to CMS Portal

CMS Secure Portal

Talog inf the CHE Portal a CMS user
account is required.

-

Forgot User I0?
Foigul Password?
Mew User Registration

rWelcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being

offered to allow the public to access a number of . *

systems related to Medicare Advantage, 5 ‘

/
CMS Enterprise Portal | MACEAS | Medicare Shared Savings Program | Physician Value ﬁm
Innovation Cener | CU | FECOS

Prescription Drug, and other CMS programs.

11. Read the Terms and Conditions and
select I Accept to continue.

Terms and Conditions

-

OMB No.0935-1235 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

‘You are

inga U3 G ion system, which includes (1) this tter, (2) this ter network, (3) all compi connected to this network,
and (4) all devices and storage media aftached to this network or to & computer on this netwerk. This informatien system is provided for 1S, Government-authorized
use only.

Unzuthorized or improper use of this system may result in disciplinary sction, as well as civil and criminal penalties.

By using this information system, you understand and consent to the follawing:

“You have ne reasenable expectation of privacy regarding any cormmunication or data transiting or stored en this infermation system.

At any time, and for any lawful Govemment purpose, the govemment may monitor, intercept, and 2sarch and seize any communication or data transiting or stored on
this information system.

Any communicstion or data transiting or stored on this information system may be disclosed or used for any lswful Government purpozs.

To continue, you must accept the terms and conditions. If you decling, your login will aulomatically be cancelled.

- D &3

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps

Screenshots

12. Enter Your EIDM User ID and select
Next on the Welcome to CMS
Enterprise Portal screen.

Homz ‘ About CME | Newsroom | Archive | eHelp&ZAQs | L] Email ‘ & Brint
CMngV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

=

) EID =D

Forgot User [D?

Meed an account? Click the link - Mew user registration

13. Enter Your EIDM Password and
select Log In.

Home | About CMS | Newstoom | Arcive | (gD Help & Fas | (£ Email | 5 Prin
CMS.gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

Password h

-~ - I -

Foraot Passwaord?

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps Screenshots
14. Select Username and then select My
Profile from drop-down menu. @rotaitepsracs @ Ppin [# LogOut Welcome Sam Sandy v

Cg% Enterprise Porfol

My Access

My Portal |PV-PQRS ¥

CMS Portal > My Portal

—

Welcome to CMS Enterprise Portal

. . ' ) Use the link below to request access to
The Enterprise Portal combines and displays content and forms from multiple Systems/Applications

applications, supports users with navigation and cross-enterprise search tools, supports
Request Access Now
simplified sign-on, and uses role-based access and personalization to present each user

il L L L Lol 1 Looll Tl - Lil. ol R . T L Y

15. Under Change My Profile, select
Register Your Phone, Computer, or CMS
E-mail. .gov

Enterprise Portal

My Portal PV-PORS ¥

CMS Portal > EIDM user menu page = My Profile

Screen reader mode Off | Accessibility Settings
-
W Change My Profile
Change E-mail Address
Change Phone number
Change Challenge Questions and Answers

View My Profile

Change Address First Name : jacob
Wiew My Profile Last Name : matthew

Change Password . R
Register Your Phone, Computer. or E-mail Date of Birth - (1/01/1961

Remove Your Phone or Computer E-mail Address : nvemana_nlirEgss

U.S Home Address

Phone Number : 3019777584
Home Address Line 1 : 10 Street
Home Address Line 2 :

City : Baltimore

State : MD

Zip Code - 21001

Country: USA

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Steps

Screenshots

16. Read the Register Your Phone,
Computer, or E-mail notification and
then select an option from the MFA
Device Type drop-down menu.

Note:

If selecting phone/Tablet/PC/Laptop as
MFA Device Type, you will first need to
ensure you have the appropriate VIP
Access software downloaded to your
device. The VIP Access software can be
downloaded via the Symantec Site (link is
provided on your screen). Refer to the link
on the screen to make selection. If the VIP
Access software is not installed on your
device, you will be unable to complete the
Multi-Factor Authentication process

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Mult-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user nams nd password.

You can associate the Security Code to your profle by registenng your phone, computer or E-mail. Select the links below to find out more information abaut the
aptions.

7 Phone/TabletPC/Laptop
To usa the Validation and 1D Protection (VIP| access sofware on your phone, you must download the VIF Access sofware to your phone, if you da nat alieady

have it Select the fallowing link -https://m.vip.symantec. comhome.y

To use VIP acoess software on your computer, you must download the VIP Access sotware, ifyou do not already have it Select the following link
-hitpsidoratect vip.symantec.com/desktop/dawnload.v

7 Text Message Short Message Service (SMS)
The SMS option will send your Securty Cods dirsctly to your mabile device via taxt message. This option requires you to provide 2 ten (10) digits U.S. phane
number for a mobile device that is capable af receiving text messages. Carier senice charges may apply fr this aption.

7Interactive Voice Response (IVR)
The IVR option wil communicate your Security Cods through 2 voice message that will b sant dirscly to your ghane. The option requires you to provide 2 vald
ten (10) digts U.3. phane number and (Optional) extension that will be used dung login to abtain the Security Code. The extension may begin with any one of
the following: asterisks™ ; period""; comma""; pound % followsd by numeric 0ta 9. For example: 4885354444, 112
To access the application you must enter the provided Securty Code on the login page. Camier senic charges may apply for this option.

7Email
The E-mal addrass on your profile wil be used when registering for Multi-Factor Authentication (MFA) using E-mal option. When logging into & secure
applicatian, your Secuity Code that is required at the login page will be e-mailed to the e-mail address on the profle.

Pleasz nate that you ars only allowed two atiemats to register your MFA device. f you are unable to register your device within two attempts please log out, then log
backin to try again.

Select the MFA Device Type that you want to use to login to secure applications from the drapdown menu below.
« IFA Device Type: :Select A Device Tipe v

Cancal Phane/TabletPCiLaptop
Text Message-Short Message Senvice (SMS)
Interactive Voice Respanse (IVR)
E-mail

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST

11




Guide for Completing EIDM Account setup for Migrated IACS Users who are

currently inactive

Steps

Screenshots

17. (a) If selecting
Phone/Tablet/PC/Laptop as MFA
Device Type, enter the alphanumeric
code that displays under the field label
Credential 1D on your device. Enter
the MFA Device Description which is
a nick-name that can help you identify
your device.

OR
(b) If selecting E-mail —as MFA
Device Type, the E-mail address on
your profile will automatically be used
for the E-mail option to obtain the
security code. Enter the MFA Device
Description.

OR
(c) If selecting Text Message — Short
Message service (SMS) as MFA
Device Type, enter the Phone Number
that will be used to obtain the security
code and the MFA Device
Description.

OR
(d) If selecting Voice Message —
Interactive Voice Response (IVR) as
MFA Device Type, enter the Phone
Number and Extension that will be
used to obtain the security code. Enter
the MFA Device Description.

Select Next to continue.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login mare secure by providing an extra layer of protection to
yaur user name and password.

You can associate the Security Code to your profle by registering your phone, computer or E-mall. Select the links below to find out more information about the
options.

 Phone/Tablet/PCiLaptop
To use the Validation and ID Protection (VIP) access software on your phone, you must download the VIP Access software to your phone, if you do not already

have it. Select the following fink -https://m.vip.symantec comhome.v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following link
-https:/fidpratect vip.symantec. com/desktop/dovnload v

WV Text Message Short Message Service (SMS)
The SMS option will send your Securty Code dirsctly to your mobile device via text message. This option requires you to prowide a ten (10) digits U.S. phone
number for a mobile device that 15 capable of receiving text messages. Carmier senice charges may apply for this option.

VlInteractive Voice Response (IVR)
The VR aption will communicate your Securtty Code through & voice message that will be sent directly to your phone. The option requires you to provide a valid
ten (10) digits U.S. phone number and (Optional) extension that will be used during login to obtain the Security Code. The extension may begin with any one of
the following: asterisks™ ; period "' ; comma " ; pound # followed by numeric 0 to 9. For example: 4885554444, 1112,
To access the application you must enter the provided Security Code on the login page. Carmier senvice charges may apply for this option.

¥ E-mail
The E-mail address on your profile will be used when registering for Mutt-Factor Authentication (MFA} using E-mail option. When logging into & secure
application, your Security Code that is required at the login page will be e-maled to the e-mail address on the profle.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.

+ MFA Device Type: Phone/TebletPC/Laptop E|

Enter the alphanumeric code that displays under the label Credential ID on your device.
+ Credential I0:
+ MFA Device Description:

«D &+

18. Your registration for the Multi-Factor
Authentication is now complete.
Select OK to proceed to the My
Profile landing screen.

Note: You will receive an E-mail
notification for successfully registering the
MFA credential type.

Change My Profile

Chanoe Email Address
Change Phone number

hange Challen Jestions and Answ

View My Profile

Change Password
Redister Your Phone, Computer_or E-mail
Remave Your Phone or Computer

Regqister Your Phone, Computer, or E-mail

You have successfully registered your Phone/Computer/E-mail to your user profile

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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Guide for Completing EIDM Account setup for Migrated IACS Users who are

currently inactive

V. Completing the Multi-Factor Authentication (MFA) — Multi-Factor Authentication will need to

be completed each time you log into the CMS Enterprise Portal. Additional information on how

the MFEA process works can be found at http://www.cms.gov/Medicare/Medicare-Fee-for-

Service-Payment/PhysicianFeedbackProgram/Obtain-2013-ORUR.html.

Steps

Screenshots

19. Log In to the CMS Enterprise Portal
and then Accept the Terms and
Conditions.

Note: Multi-Factor Authentication (MFA)
is a new approach to security authentication
which will help improve CMS’ ability to
reduce fraud and ensure system security. It
requires users to provide more than one
form of verification in order to prove their
identity in order to access certain
information provided via the *Physician
Quality and Value Programs’ application.
MFA registration is required only once
when you are requesting a role but will be
verified at every logon.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

Bl

OB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer nefwork, (3) all computers connected fo this network,
and (4) all devices and storage madia attached to this network or to a computer en this nefwork. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as ¢ivil and criminal penalties.

By using this information system, you undersiand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any time, and for any lawful Gowvernment purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored on
this information system.

Any communication er data transiting or stered on this information system may be disclosed or used for any lawful Government purpose

To continue, you must accept the terms and conditions. If you decline, your login will autematically be cancelled.

— CEDEES

20. Enter Your EIDM User ID and select
Next on the Welcome to CMS
Enterprise Portal screen.

Home | About CME | Newsroom | Archive | (G Help & FAGs | (] Emsil | &) Prin:

CMngV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

-

b GZED G310

Forget User ID?
Meed an account? Click the link - Mew user registration

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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currently inactive

Steps

Screenshots

21. Multi-Factor Authentication (MFA)
will need to be completed each time
you log into the CMS Enterprise Portal.

a) Enter Your EIDM Password.

b) Select the MFA Device Type from the
drop-down menu.

Note: You previously registered to
complete the MFA process when setting-up
your Physician Quality and VValue Programs
account. Please ensure that you select the
same MFA Device Type you selected when
registering for the MFA process during
your initial account set-up. You will not be
able to complete the MFA process if your
selection from the MFA Device Type does
not match your initial selection when
setting-up your account.

c) Select Send to retrieve the Security
Code.

Note: The Send option will appear only
when the following MFA Device Type is
selected:
o Text Message-Short Message
Service (SMS)
¢ Interactive Voice Response (IVR)
e Email

d) Enter the Security code and select Log
In.

Welcome to CMS Enterprise Portal

Enter Security Code
A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as vour Multi-Factor Authentication(MFA)
device when yau originally requested access, from the MFA Device Type dropdown menu below,

Security Codes expire, be sure to enter vour Security Code promptly.

Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be
directed away from this page. For security purposes, you will be prompted to answer your challenge questions before the Secunty Code
s generated, The Security Code will be sent to the email address in vour profile. You will be required ta login again with yaur User 10,
Password and Security Code.

You may alsa call your Application Help Desk to obtain a Security Cade.

After you receive the Security Cade using this link or from your Help Desk, you must select the 'One-Time Security Code' optian from the
MFA Device Type dropdown menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do o now, you may use the "Register MFA Device" link. For security purposes
you will be prompted to login again and answer your challenge questions before registering an MFA device.

F3ZEWOrd: sesesnnes h
MFA Device Type: Text Message- Short Message Service (SHS) B «

uccess
Security Code: 764974 h
- @B

Forgot Password?

Unable to Access Security Code?

Reaister MFA Device

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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currently inactive

Steps

Screenshots

22. You will be directed to CMS Portal
Homepage. Select Registration (to
register for the PQRS GPRO),
Feedback Reports (to obtain a Mid-
Year or Annual QRUR, Supplemental
QRUR, or PQRS Feedback Report), or
VM Informal Review (to submit an
informal review request on behalf of a
group practice) from the PV-PQRS
drop-down menu.

@rortaikeip&FaQs {&Print

CMS§
go

.

Enferprise Portal

Iy Portal  PV-PQRS ¥

ONS Pore CEMe

p— Registration

Feedback Reports

Lwelc VM Informal Review Tprise POIT&]

The Enterprise Portal cambines and displays content and forms from multiple applications, supports users with
navigation and cross-enterprise search tools, supports simplified sign-on, and usas role-hased access and
personalization to present each user with only relevant content and applications. The vision of the Enterprise

Partal is to provide "one-stop shopping” capahilities to improve customer experience and satisfaction.

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST
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