
WHITE PAPER
MAY 2023

HEALTHCARE
FRAUD
PREVENTION
PARTNERSHIP



The Healthcare Fraud Prevention Partnership would like to 
thank participating Partners for their contributions.

This paper was prepared in collaboration with Nilpa D. Shah, M.P.H.,  
Jason Hom, M.D., Neera Ahuja, M.D., and Tina Hernandez-Boussard, Ph.D.

For questions related to this white paper, 
please email ttp@gdit.com.

This communication was printed, published, or produced and disseminated at U.S. taxpayer expense.

mailto:ttp@gdit.com


i
The following disclaimer applies: 42 U.S.C. 1320a–7c(a) (6) authorizes the HFPP. All HFPP activities are purely voluntary. HFPP-sponsored communications and activities are to be 
used solely as avenues by which individual members may share facts, information, or individual input. The Secretary or the Secretary’s designees will make the final policies or 
other decisions.

TABLE OF  
CONTENTS

EXECUTIVE SUMMARY ������������������������������������������������������������������������������������������������������������������������������������������������������� 1
INTRODUCTION ���������������������������������������������������������������������������������������������������������������������������������������������������������������������3

Defining Fraud, Waste, and Abuse in Healthcare .......................................................................................................... 4

HEALTHCARE DELIVERY THROUGH TELEHEALTH ����������������������������������������������������������������������������������������������� 6
Implementation of Telehealth in Healthcare Delivery: Prior to the PHE .........................................................6

Expansion of Telehealth Services: Changes to Policies ................................................................................................7

Comparing Telehealth Utilization from Pre-PHE to PHE .......................................................................................... 11

TELEHEALTH: BENEFITS AND BARRIERS ���������������������������������������������������������������������������������������������������������������� 13
Patient-Level Barriers ........................................................................................................................................................................14

Provider-Level Barriers ......................................................................................................................................................................14

System-Level Barriers ........................................................................................................................................................................ 15

VULNERABILITIES IN TELEHEALTH ����������������������������������������������������������������������������������������������������������������������������16
Significance of Fraud, Waste, and Abuse Related to Telehealth .........................................................................16

Prevalence and Drivers of Fraud, Waste, and Abuse in Telehealth ....................................................................17

Fraud, Waste, and Abuse Schemes Related to Telehealth ......................................................................................18

IDENTIFYING AND MITIGATING FRAUD, WASTE, AND ABUSE IN TELEHEALTH ����������������������������������� 22
Referrals and Hotlines ......................................................................................................................................................................22

Data Analytics ........................................................................................................................................................................................22

Databases, Electronic Health Records, and Other Data Sources .......................................................................23

Provider-Based Prevention Programs ..................................................................................................................................24

Patient Education ...............................................................................................................................................................................24

Cross-Disciplinary Collaboration and Data Sharing ....................................................................................................25

TELEHEALTH FRAUD, WASTE, AND ABUSE ENFORCEMENT ������������������������������������������������������������������������26
Corrective Actions ...............................................................................................................................................................................27

Law Enforcement Operations ....................................................................................................................................................27

RECOMMENDATIONS ������������������������������������������������������������������������������������������������������������������������������������������������������29
Methods of Identifying Fraud, Waste, and Abuse in Telehealth .........................................................................29

Considerations in Identifying Fraud, Waste, and Abuse in Telehealth ...........................................................30

CONCLUSION AND FUTURE DIRECTION ���������������������������������������������������������������������������������������������������������������� 32
REFERENCES ����������������������������������������������������������������������������������������������������������������������������������������������������������������������� 33



1
The following disclaimer applies: 42 U.S.C. 1320a–7c(a) (6) authorizes the HFPP. All HFPP activities are purely voluntary. HFPP-sponsored communications and activities are to be 
used solely as avenues by which individual members may share facts, information, or individual input. The Secretary or the Secretary’s designees will make the final policies or 
other decisions.

EXECUTIVE
SUMMARY

Healthcare delivery through telehealth allows a provider to consult with patients 
remotely through electronic and telecommunication technologies. Prior to the 
COVID-19 Public Health Emergency (PHE), telehealth services were, generally, 
only used and paid for in limited circumstances; however, in response to the 
PHE, the need for telehealth services accelerated due to quarantine, shelter-in-
place, and stay-at-home restrictions implemented to reduce COVID-19 exposure 
and community spread. Subsequently, most federal, state, and private payers 
introduced flexibilities in telehealth policies during the PHE, which allowed 
for an increase in access to healthcare when traditional office visits were not 
feasible. Aware of these PHE flexibilities and the associated increase in telehealth 
utilization, bad actors have sought to take advantage of the growing acceptance 
of telehealth to both expand the scope and reach of existing fraud, waste, and 
abuse schemes and create novel ones.

Healthcare fraud, waste, and abuse can have a direct impact on individual and 
population health outcomes, pose a risk to one’s private health information, 
and burden the United States (U.S.) healthcare system. Large-scale fraud 
schemes can also increase healthcare costs and waste limited resources. In 
addition, healthcare fraud, waste, and abuse can increase the risk for mortality 
or emergency hospitalization if patients are prevented from accessing medically 
needed services or they receive inappropriate medical direction. Due to 
these collective effects of healthcare fraud, waste, and abuse, it is crucial to 
identify potential vulnerabilities to help detect and prevent potential schemes 
from occurring as they may continue to evolve in novel ways. Furthermore, 
it is imperative that fraud, waste, and abuse do not corrupt the use of new 
technologies and policies that have the potential to expand access, improve care, 
and reduce costs.



2
The following disclaimer applies: 42 U.S.C. 1320a–7c(a) (6) authorizes the HFPP. All HFPP activities are purely voluntary. HFPP-sponsored communications and activities are to be 
used solely as avenues by which individual members may share facts, information, or individual input. The Secretary or the Secretary’s designees will make the final policies or 
other decisions.

In response to the necessary accelerated use of flexibilities with respect to 
telehealth during the COVID-19 PHE – in addition to its subsequent exploitation 
by bad actors – federal, state, and local agencies together created a wide-
reaching collaborative effort that took an innovative and instructive approach 
to combat related fraud, waste, and abuse. In support of these efforts, the 
Healthcare Fraud Prevention Partnership (HFPP) developed this white paper in 
collaboration with the Stanford University School of Medicine. Based on HFPP 
Partner interviews, peer-reviewed publications, and federal and state reports, 
this report aims to review current telehealth policies, summarize the benefits 
and multi-level barriers in telehealth care delivery, describe vulnerabilities, and 
identify and characterize telehealth-related schemes. Vulnerabilities in telehealth 
delivery include billing and coding, COVID-19-related telehealth schemes, 
and telemarketing schemes that falsely appear to deliver healthcare using 
telehealth. This paper reviews methods to identify and mitigate fraud, waste, 
and abuse in telehealth using referrals and hotlines, data analytics, databases 
and electronic health records, healthcare provider and patient education, and 
cross-disciplinary collaboration and information sharing. It also identifies several 
systemic challenges in detecting fraud, waste, and abuse in telehealth, such 
as the evolving nature of telehealth policies and schemes. Lastly, this white 
paper provides recommendations to mitigate these vulnerabilities, such as 
incorporating strong data analytics and machine learning, increasing patient 
and healthcare provider awareness about fraud, waste, and abuse schemes, and 
developing strong collaborative relationships among various types of healthcare 
organizations.
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INTRODUCTION

Telehealth allows a healthcare provider to offer 
care for their patients primarily using electronic 
and telecommunications technologies via a 
computer, tablet, or phone for patient-provider 
information exchange and remote monitoring.1 
When delivering care via telehealth, healthcare 
providers use telecommunications technology to 
remotely provide access to medical care, including 
assessments, diagnoses, and health information.2 
Prior to March 2020, telehealth services were 
allowed and paid under limited circumstances.  
For example, in the Medicare Part B Fee-for-
Service program (Medicare FFS)a, telehealth 
services were restricted by statute for use in 
certain types of medical care locations that were 
in rural areas or health professional shortageb 
areas.3 They were also restricted to established 
Medicare patients and certain types of healthcare 
practitioners.3 Even with those limitations, 
telehealth allowed access to specialty healthcare 
providers, reduced travel time and cost, and 
lessened wait times for an appointment for many 
patients.1,4

In response to the COVID-19 Public Health 
Emergency (PHE), utilization of telehealth 
services accelerated due to necessity, especially 
during quarantine, shelter-in-place, and stay-at-
home restrictions.2,8 Rapid changes in state and 
federal laws, policies, and regulations governing 
telehealth were implemented to ensure access 
to healthcare when traditional office visits were 
not feasible. As an example, changes under Medicare FFS allowed more healthcare 
practitioners to conduct telehealth visits outside of designated sites in rural areas and 
deliver care via telehealth to both established and new patients.3  Although in-person 
visits are necessary to provide certain services that require physical examination and/or 
treatment, telehealth usage increased in popularity for numerous reasons, including the 
reduction of potential exposure to COVID-19.1 Furthermore, given the difficulties reported 
by hospitals in maintaining adequate staffing, hospital capacity, clinical space, and 
supplies (e.g., beds, personal protective equipment) during the PHE,9 telehealth services 
allowed patients to receive care outside of a clinical setting – limiting the utilization of 

WHAT IS TELEHEALTH?

Telehealth is the exchange of 
health information between a 
healthcare practitioner and a 
patient through electronic and 
telecommunications technologies 
(e.g., video conferencing, wireless 
communications, or store-and-
forward imaging) to address 
the patient’s health remotely.1,3,5 
Although telehealth is sometimes 
referred to as telemedicine, 
telehealth encompasses a 
broader scope of remote 
healthcare services compared to 
telemedicine.  

Telemedicine is specific to 
providing remote clinical services, 
whereas telehealth services can 
be used to provide remote non-
clinical services, such as long-
term home monitoring, health 
coaching or education, sharing 
health information, behavioral 
modification, and timely 
feedback.5–7

aSee § 1834(m) of the Social Security Act, titled “Payment for Telehealth Services.”
bRead more about the Health Professional Shoratage Areas (HPSA) designation by Health Resources and Services Administration here.

https://www.ssa.gov/OP_Home/ssact/title18/1834.htm
https://bhw.hrsa.gov/workforce-shortage-areas/shortage-designation#hpsa
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these constrained resources. Telehealth has also 
been supported as an appropriate and efficient 
means of improving healthcare services during 
the PHE when conducted using appropriate 
standards of care.5 Overall, telehealth has allowed 
many people to receive healthcare services in a 
timely manner, avoiding delays that potentially 
could have led to more serious health issues.8

Defining Fraud, Waste, and Abuse in Healthcare

While telehealth is vitally necessary to enable 
the continued delivery of healthcare to patients, 
some individuals may try to take advantage of 
the growing usage of telehealth and use sham 
telehealth visits and companies to expand 
and scale their fraud schemes. In some cases, 
these bad actors use the guise of a telehealth 
visit to steal a beneficiary’s identity to support 
future fraudulent billing for expensive items 
and services. In other cases, these individuals 
use purported telemedicine companies to 
identify and recruit healthcare providers with 
kickbacks to order or prescribe unnecessary 
items and services. Many of these schemes 
also involve telemarketing or other recruitment 
companies that are used to target beneficiaries 
and generate leads.11,12 These types of schemes 
are often referred to as “telefraud,” which, for 
example, the Department of Health and Human 
Services Office of Inspector General (HHS-OIG) 
has described as “scams that leverage aggressive 
telemarketing and so-called telehealth services,” 
to offer unnecessary or fraudulent durable 
medical equipment (DME) services, genetic 
testing, diagnostic services, laboratory testing, 
etc.13 Telehealth visits associated with these types 
of schemes may not represent legitimate medical 
care or services and raise potential concerns of 
patient harm and quality of care.14 All of these 
fraud, waste, and abuse activities can burden the 
healthcare system in the U.S. with unnecessary 
costs and raise premiums and out-of-pocket 
expenses. Thus, it is crucial to identify potential 
vulnerabilities to help detect and mitigate fraud, 
waste, and abuse in telehealth services. 

The distinction between fraud, 
waste, and abuse depends on 
the specific facts, circumstances, 
intent, and knowledge of the 
person(s) or entity in question, 
as well as the legal jurisdiction. 

• Fraud includes perpetrating
certain unlawful conduct.
For example, in a guidance
document, CMS states that
Medicare fraud typically
includes examples of
“knowingly submitting, or
causing to be submitted,
false claims or making
misrepresentations of fact to
obtain a federal healthcare
payment for which no
entitlement would otherwise
exist.”10

• Waste is careless expenditure
of resources that can create
inefficiencies and also incur
unnecessary costs.10

• Abuse includes “any practice
that does not provide
patients with medically
necessary services or meet
professionally recognized
standards of care.”10

For instance, knowingly billing 
for services or supplies not 
rendered could be considered 
fraudulent conduct, ordering 
excessive diagnostic tests could 
be considered wasteful, and 
unknowingly misusing codes 
on a claim could be considered 
abuse.10
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As an entity under the auspices of the Centers for Medicare & Medicaid Services (CMS), 
the congressionally mandated and federally funded Healthcare Fraud Prevention 
Partnership (HFPP) is a voluntary, public-private partnership that fosters a proactive 
approach to identify and prevent fraud, waste, and abuse in healthcare through 
collaboration, data and information sharing, and cross-payer research studies.15 With 
Partnersc from the federal government, state and local agencies, law enforcement, 
private payers, and healthcare anti-fraud associations, the broad membership provides 
an opportunity to discuss evolving healthcare issues, such as telehealth, and develop 
unique recommendations to detect and prevent fraud, waste, and abuse.15 For example, 
the HFPP, with support from its Partners, develops white papers on emerging fraud, 
waste, and abuse topics to inform the public and the professional anti-fraud community 
about pertinent issues that impact payers, healthcare providers, and patients.15 Previous 
white papersd have highlighted common schemes and provided recommendations for 
best practices to mitigate fraud in opioid prescribing, clinical laboratory testing, genetic 
testing, and COVID-19-related services.

The goal of this white paper is to provide an overview of fraud, waste, and abuse in the 
context of telehealth services. Telehealth services have been increasingly used during the 
COVID-19 PHE to deliver healthcare and also are anticipated to be used beyond the PHE.7 
To prepare this white paper, Stanford University and the HFPP conducted interviews with 
HFPP Partners in late 2021 to gain insight into this topic. As both telehealth policies and 
fraud, waste, and abuse schemes related to telehealth continue to evolve, it is important 
to note that this white paper reflects information from HFPP Partner interviews through 
the end of 2021. In addition to these interviews, peer-reviewed publications and federal 
and state reports were reviewed and incorporated into the paper.

This white paper addresses the following objectives:

1. Provide an overview of the policies and expansion of telehealth services in
response to the COVID-19 PHE.

2. Outline potential vulnerabilities to fraud, waste, and abuse within telehealth
services.

3. Describe fraud, waste, and abuse schemes occurring in telehealth.

4. Identify methods to detect, monitor, and prevent fraud, waste, and abuse in
telehealth.

5. Deliver recommendations to mitigate fraud, waste, and abuse in the context of
telehealth.

cList of HFPP Partners 
dPast HFPP white papers are available on the HFPP Website. 

https://www.cms.gov/hfpp/about/current-partners
https://www.cms.gov/hfpp/hfpp-white-papers
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HEALTHCARE DELIVERY  
THROUGH TELEHEALTH

Implementation of Telehealth in Healthcare Delivery: Prior to the PHE

Prior to the COVID-19 PHE, telehealth was primarily used to connect patients from 
designated rural areas with remotely-located specialty healthcare providers working from 
prespecified sites.16 Although studies have shown the feasibility and value of telehealth 
in chronic disease management and in improving patient outcomes, implementation of 
telehealth in healthcare delivery varied among healthcare payers.6,17–21

During interviews, many HFPP Partners indicated that they use Medicare FFS as a guide 
and pay for a specified set of telehealth services in a narrow set of circumstances, such as: 

1. The Originating Site in which the beneficiary is physically located while receiving
telehealth services is a specified type of medical setting in a designated rural area
or region with health professional shortages

2. The service is furnished by specific types of healthcare practitioners

3. There is an established patient/practitioner relationship

4. The service is furnished using real-time interactive media platforms with both
audio and video communication.3,6,17–19

Originating Site: The site at which the beneficiary is located when a healthcare 
service is provided via a telecommunications system.22

Distant Site: The site at which the healthcare provider is located when a 
healthcare service is provided via a telecommunications system.22

Furthermore, Medicare FFS telehealth services are considered to be furnished both where 
the patient and the remotely-located practitioner are located. Therefore, healthcare 
providers were required to be licensed or authorized under state law to furnish the 
specific services in both locations. The services approved for telehealth included office 
and outpatient evaluation and management (E/M), mental health, and substance abuse 
services.  

Within the HFPP, some Partners were considered early adopters of telehealth, as they 
paid for certain telehealth services not traditionally covered by Medicare FFS.23 For 
instance, before the PHE, these Partners offered services, such as a phone or tablet 
application for their members to connect to their healthcare providers, or provided 
services, such as doctors on call, which focused on primary care, general medicine, and 
acute care. In contrast, other HFPP Partners did not adopt telehealth until it became 
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a necessity during the PHE, due to various factors, including a lack of sophisticated 
infrastructure for connectivity, privacy, and broadband internet.24,25 Other key aspects that 
limited telehealth adoption for some payers before the PHE included:

1. Electing to adopt policies similar to the Medicare FFS program, in which 
telehealth services were paid for in limited circumstances 

2. Concerns regarding overutilization of telehealth services

3. Billing and reimbursement challenges for telehealth services

4. Difficulties in credentialing and licensing of clinicians for telehealth

5. Variance in interpretation among payers related to telehealth policies within 
the privacy and security regulations promulgated under the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA),e as amended.23,26

Expansion of Telehealth Services: Changes to Policies

While the telecommunication technology needed to provide telehealth services was 
not new, the adoption of telehealth in the healthcare industry was limited before the 
PHE.26 At the onset of the COVID-19 PHE, declared by the U.S. Department of Health and 
Human Services (HHS) on January 31, 2020, various types of healthcare organizations 
were differently prepared to undertake the implementation of telehealth services.27 In 
interviewing members of the HFPP, some had an existing infrastructure and plan for 
covering telehealth services, whereas others prioritized it after the PHE made delivering 
healthcare via telehealth a necessity. 

In mid-March 2020, Congress, federal agencies, and the healthcare industry took major 
steps to expand access to telehealth services for Americans in an effort to remove barriers 
healthcare providers faced in delivering care via telehealth. Using waivers and other 
authorities, many restrictions that previously limited the use of telehealth services were 
lifted.28 For example, CMS provided flexibilities related to the geographic location and 
type of health site through multiple waivers, which created payment parity between in-
person and telehealth visits for Medicare.28,29 Similarly, Medicaid programsf administered 

Asynchronous communication is a 
type of communication that does not 
happen in real-time and uses forms 
or prerecorded information.31 There 
is a lag between when an individual 

provides the information and when the 
recipient reviews the information and 
provides a response. For example, an 

email exchange between a patient and 
their healthcare provider regarding a 

medical concern would be considered 
asynchronous communication. 

Synchronous communication is a 
type of communication that happens 
in real-time. In the case of telehealth, 

synchronous communication 
between the patient and healthcare 
provider typically occurs via phone or 
video.31 The healthcare provider and 

the recipient of the information are in 
sync, and interactions are immediate.

eHIPAA Privacy and Security Rules
fState Medicaid & CHIP Telehealth Toolkit: Policy Considerations for States Expanding Use of Telehealth; COVID-19 Version.

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/index.html
https://www.medicaid.gov/medicaid/benefits/downloads/medicaid-chip-telehealth-toolkit.pdf
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at the state levels could provide telehealth coverage as an alternate to in-person care.28 
HHS’s Office for Civil Rights also issued a Notification of Enforcement Discretion for 
Telehealth Remote Communications during the COVID-19 PHE to empower covered 
healthcare providers required to comply with the HIPAA Privacy, Security, and Breach 
Notification Rules (HIPAA Rules) to use some common non-public facing remote 
communication technologies, such as Apple FaceTime, Facebook Messenger, and Google 
Hangouts, in addition to HIPAA-compliant video communication tools, like Zoom for 
Healthcare or Cisco Webex Meetings, to provide telehealth services.30 Some HFPP Partner 
organizations also permitted healthcare providers to respond to patient concerns through 
asynchronous telecommunication systems, such as secure text messaging, electronic 
mail, or an online patient portal, as a mode of providing healthcare services.

Medicare Fee-for-Service

On March 31, 2020, CMS announced many new policies to help healthcare providers and 
hospitals rapidly deploy and accelerate service delivery through telehealth for Medicare 
FFS beneficiaries.32 These new policies built on the President’s emergency declaration,g 
the HHS Secretary’s COVID-19 PHE declaration, the emergency waiver authority 
under §1135 of the Social Security Act,h the Coronavirus Preparedness and Response 
Supplemental Appropriations Act, and the Coronavirus Aid, Relief, and Economic Security 
(CARES) Acti to ensure that Americans, especially those at high-risk for COVID-19-related 
complications, stayed healthy while also reducing the community spread of the virus.33 
With a retroactive effective date of March 1, 2020, through the end of the COVID-19 
emergency declaration, these emergency policies allowed for more than 100 additional 
services to be delivered through telehealth.29,33,34 Some of the waivers and other policy 
changes included as part of these efforts were:

• Patient location: Healthcare providers could offer Medicare telehealth services to 
patients located outside of the designated types of medical care sites and rural 
areas, including in patients’ homes.

• Types of healthcare providers: Allowed additional types of healthcare 
professionals to furnish Medicare telehealth services.

• Audio-only technology for some services: Audio-only technology, including 
phone calls, could be used to furnish certain E/M services, behavioral health 
counseling, and health education services via telehealth.

• Prior patient-provider relationship: Healthcare providers could see both new and 
established patients via telehealth.

• Place of Service (POS) Code: Office-based physicians furnishing Medicare 
telehealth services were directed to use the POS code for the place where they 
would ordinarily furnish in-person services, which allowed them to be paid at the 
non-facility (office) rate for services delivered via telehealth.

• Cost-sharing: HHS-OIG would not enforce statutory provisions that otherwise 
might be invoked when healthcare providers routinely reduce or waive costs owed 

gProclamation on Declaring a National Emergency Concerning the Novel Coronavirus Disease (COVID-19) Outbreak. March 2020.
hCenters for Medicare & Medicaid Services. Coronavirus Waivers & Flexibilities. June 2021.
iH.R.748 CARES Act

https://trumpwhitehouse.archives.gov/presidential-actions/proclamation-declaring-national-emergency-concerning-novel-coronavirus-disease-covid-19-outbreak/
https://www.cms.gov/about-cms/emergency-preparedness-response-operations/current-emergencies/coronavirus-waivers
https://www.congress.gov/bill/116th-congress/house-bill/748/text
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by federal healthcare program beneficiaries.j
 
CMS also added a broad range of services as Medicare telehealth services, including 
emergency department visits, occupational, physical, and speech therapy, group 
psychotherapy, and outpatient E/M services.29 While the care associated with some 
specialties is not included on the list of Medicare telehealth services because delivery by 
telehealth would not be clinically feasible or appropriate (e.g., surgical interventions), care 
focused on certain medication adjustment or preventive health discussions via telehealth 
is eligible for payment.

Medicare also increased payments for certain telephone-only E/M visit codes during the 
PHE to match payment for similar E/M services.35 For example, for telephone E/M visits 
with Current Procedural Terminology (CPT®k) codes 99421 (5–10 minutes), 99422 (11–20 
minutes), and 99423 (20–30 minutes), CMS set payment rates to match those for similar 
in-person E/M services.35 Moreover, the appended claims modifier 95 indicates that the 
billed service was rendered via telehealth.35 In the 2022 Medicare Physician Fee Schedule 
Final Rule, CMS also stated that they adopted coding and payment for a longer virtual 
check-in service on a permanent basis.36

Medicaid and the Children’s Health Insurance Program

In contrast to the Medicare program, which is administered by CMS, Medicaid and the 
Children’s Health Insurance Program (CHIP) are administered by individual states in 
accordance with federal requirements; therefore, coverage and payment rules may differ 
from state to state. During the PHE, most states covered services provided via telehealth 
through audio-only communications and that originated from sites other than traditional 
medical locations, such as patients’ homes.37 States also expanded the range of Medicaid 
and CHIP services covered when provided via telehealth during the state or federal PHE. 
States are able to select from a variety of Healthcare Common Procedure Coding System 
(HCPCS) codes (T1014 and Q3014), CPTl codes, and modifiers (GT, U1-UD) to identify, 
track, and reimburse for Medicaid and CHIP services delivered via telehealth.2 It is worth 
mentioning that states have the discretion to choose if and how they track whether 
Medicaid and CHIP services are delivered via telehealth, but they are not required to do 
so.m CMS developed a toolkitn and supplemento to help states with expanding coverage 
of Medicaid and CHIP services delivered via telehealth.38 Some highlights from this toolkit 
include:

• State flexibility regarding telehealth policies: States have the flexibility to 
determine whether to cover Medicaid and CHIP services when they are delivered 
via telehealth and the payment rates for covered services delivered via telehealth.

• State practice regulations: States can reevaluate their scope of practice laws, 
including restrictions imposed by the state’s medical boards, to ensure telehealth 
can be utilized at its maximum. 

jHHS-OIG Policy Statement on Practitioners That Reduce, Waive Amounts Owed by Beneficiaries for Telehealth Services During the COVID-19 Outbreak
kCPT codes, descriptions, and other data only are copyright 2021 American Medical Association. All Rights Reserved. Applicable Federal Acquisition 
Regulations (FARS) / Health and Human Services Acquisition Regulations (HHSARS) apply. Click here to learn more.
lCPT only copyright 2021 American Medical Association. All rights reserved.
mAdditional information on state telehealth laws and reimbursement policies can be found at the Center for Connected Health Policy.
nState Medicaid & CHIP Telehealth Toolkit: Policy Considerations for States Expanding Use of Telehealth; COVID-19 Version.
oState Medicaid & CHIP Telehealth Toolkit: Policy Considerations for States Expanding Use of Telehealth; COVID-19 Version: Supplement #1

https://oig.hhs.gov/documents/special-advisory-bulletins/960/policy-telehealth-2020.pdf
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNEdWebGuide/Downloads/AMA-Terms-Conditions.pdf
https://www.cchpca.org/resources/state-telehealth-laws-and-reimbursement-policies-report-fall-2022/
https://www.cchpca.org/
https://www.medicaid.gov/medicaid/benefits/downloads/medicaid-chip-telehealth-toolkit.pdf
https://www.medicaid.gov/medicaid/benefits/downloads/medicaid-chip-telehealth-toolkit-supplement1.pdf
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Private Payers

Although many private payers embraced telehealth as a mode of healthcare delivery, 
and many state boards of insurance mandated coverage of telehealth for these health 
plans, some states still do not have laws requiring commercial insurers to reimburse for 
telehealth, which can result in a patchwork system of care where access to telehealth 
depends on one’s health insurance benefits and plan.39 During interviews, HFPP private 
payer Partners discussed the flexibility in reimbursement criteria for various synchronous 
and asynchronous telecommunications. Some health plans required their healthcare 
providers to sign up to provide telehealth services, while other health plans automatically 
granted them the ability to provide telehealth for the duration of the PHE. Some Partners 
also waived member copays during the PHE. Whereas most states require private payers 
to reimburse for telehealth, some states also have parity laws that require private health 
plans to reimburse the same amounts for telehealth as a comparable in-person visit. 

HFPP private payer Partners provided insight into what questions guided their telehealth 
coverage determinations. These included: 

1. Is the healthcare service in question similar to another telehealth-approved
service?

2. Is there evidence of clinical benefit to this service when performed via telehealth
while reducing the risk of COVID-19 exposure?

3. Is the service clinically appropriate to be rendered via telehealth?

4. Is traditional in-person care more important than reducing the exposure risk to
COVID-19 virus for a given healthcare need?

Flexibilities for Prescribing Controlled Substances

Multiple HFPP Partners discussed the prescribing of medications in the context of 
telehealth, in particular, as an area that is susceptible to high levels of fraud, waste, and 
abuse. This section provides an overview of the related flexibilities in policies during the 
PHE.

Beginning March 31, 2020, the Drug Enforcement Administration (DEA) amended policies 
to allow DEA-registered practitioners to prescribe Schedule II-V controlled substances 
via telehealth visits without an in-person medical evaluation during the PHE.40 The DEA 
emphasized that practitioners must use sound judgment prior to prescription issuance 
to determine that the prescription is for a legitimate medical purpose in the usual course 
of professional practice.41 While some guardrails to prevent opioid misuse may have been 
logistically more challenging to coordinate through telehealth (e.g., urine toxicology 
screening), HFPP Partners emphasized that other existing guardrails to prevent opioid 
overuse or misuse were robust. This included requiring pharmacies to directly check 
the legitimacy of the Schedule II prescription with the prescribing healthcare providers, 
verifying those patients had a documented diagnosis related to the Schedule II 
medication, restricting patients to certain pharmacies for filling their opioid prescription, 



11
The following disclaimer applies: 42 U.S.C. 1320a–7c(a) (6) authorizes the HFPP. All HFPP activities are purely voluntary. HFPP-sponsored communications and activities are to be 
used solely as avenues by which individual members may share facts, information, or individual input. The Secretary or the Secretary’s designees will make the final policies or 
other decisions.

and providing further assistance to their members to schedule drug screenings during 
the course of receiving Medication-Assisted Treatment. Furthermore, the DEA noted that 
during the PHE, practitioners must still adhere to all applicable state laws, which may 
include checking a state Prescription Drug Monitoring Program (PDMP), an electronic 
database that tracks prescriptions of controlled substances by state, during all applicable 
telehealth or in-person visits.40

Comparing Telehealth Utilization from Pre-PHE to PHE

During the first year of the COVID-19 pandemic, over 28 million —  
more than 2 in 5 — Medicare beneficiaries used telehealth.42

Since the outset of the COVID-19 PHE, the expansion of telehealth policies by federal, 
state, and private payers broadened telehealth to non-rural areas, permitted the use 
of popular telecommunications platforms, and reduced the cost sharing burden for 
patients. This facilitated increased utilization of telehealth during the PHE as reflected in 
the data provided by CMS for Medicare and Medicaid. For example, during the PHE, there 
was a 63-fold increase in Medicare visits through telehealth from 2019 (840,000 visits) to 
2020 (52.7 million visits); moreover, nearly 43.5% of all Medicare primary care visits were 
delivered via telehealth in April 2020, compared to only 0.1% in February 2020, which 
was before the national emergency was declared by the President.43 Similarly, Medicaid 
claims data indicate few telehealth claims before the PHE; claims received indicated that 
there were more telehealth claims in rural areas compared to urban areas.44,45 A Medicaid 
snapshot showed that there was an increase of 2,745% in services delivered via telehealth 
from March-October 2020 compared to the same period in 2019.46 Similar trends were 
seen with the private payers as well, where the utilization of telehealth services increased 
significantly during the PHE, particularly in April, May, and June 2020 compared to the 
same months in 2019. Outlined in Figure 1, HFPP Partner-reported data for Medicare, 
Medicaid, and private payers combined also showed an increase in the total days in which 
healthcare was delivered via telehealth by a provider by 5,753% between February 2020 
and April 2020.

Population-based studies reported that during the initial months of the COVID-19 PHE, 
individuals who are older, reside in rural communities, are Black or African American, 
Hispanic or Latino, or Asian American, have lower income, or are non-English speaking 
used fewer telehealth services, especially video visits.47–49 Furthermore, Medicare data 
from 2020 showed that White and urban Medicare beneficiaries had higher use of 
telehealth compared to Black or African American and rural beneficiaries, respectively.50 
Other studies found that individuals from minority and underserved populations have 
lower rates of engagement and utilization of telehealth, specifically among those 
residing in low-income zip codes and covered by Medicaid.51–53 When looking at the use of 
telehealth throughout the first year of the COVID-19 PHE, the patterns shifted slightly. An 
analysis conducted by HHS-OIG that focused on Medicare FFS and Medicare Advantage 
data from March 2020 through February 2021 found that dually eligible, Hispanic or 
Latino, younger, female, and urban beneficiaries were more likely to use telehealth 
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than others.54 Furthermore, other studies reported telehealth use increased with age, 
education level, income, and urbanization level.55–57 The utilization was also higher among 
women (compared to men) and non-Hispanic White (compared to Hispanic, Black, and 
Asian) adults.55–57 These population-based studies demonstrate the relationship between 
disparities in social determinants of health and telehealth utilization.

Figure 1: Total Provider Telehealth Days, Early-2019 (Pre-PHE) Through Mid-2021 (PHE). 
Analyzed using the HFPP’s federal, state, and private Partner data.p

Telehealth utilization for Medicare beneficiaries prior to the PHE was highest in states 
with higher concentrations of rural areas – a trend that was expected due to the 
geographic limitations on telehealth in urban areas.50 As a result of new Medicare 
flexibilities during the PHE, telehealth utilization increased nationally in 2020 and 2021, 
and states with higher concentrations of urban areas, such as the Northeastern and 
Western parts of the U.S., observed the largest increases in telehealth usage compared to 
Pre-PHE figures.50,55 Based on the percent of total Medicare FFS visits in 2020, states with 
the highest telehealth utilization included Massachusetts, Vermont, Rhode Island, New 
Hampshire, Connecticut, and California, while states with the lowest telehealth utilization 
included North Dakota, Kansas, Nebraska, Wyoming, and Tennessee.50 These utilization 
differences in states may be due to a combination of factors, such as variation in state 
telehealth policies during the PHE, as well as provider capacity and readiness to rapidly 
expand telehealth in their practices.50

pThis study used modifier codes that indicate telehealth services – specifically modifiers 95, GQ, GT, and G0. If any of these modifiers were included in the 
modifier fields for a service, then the service is categorized as a telehealth service.
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TELEHEALTH:
BENEFITS AND BARRIERS

Despite efforts to remove barriers in healthcare access for certain communities, health 
disparities in care delivery still exist in the U.S. For example, individuals of racial and 
ethnic minority backgrounds face greater barriers in accessing healthcare and are 
more likely to receive poorer quality care, compared to individuals from non-minority 
backgrounds, based on available data, including quality measures reported by the 
Agency for Healthcare Research and Quality (i.e., patient safety, person-centered care, 
care coordination, effective treatment, healthy living, and care affordability).58,59 Lack 
of transportation, high costs, and healthcare provider unavailability block certain 
communities from receiving necessary and appropriate care.60 As such, telehealth 
provides a unique opportunity to increase access to care among communities that face 
barriers in receiving traditional in-person care. Additional benefits of telehealth include61,62:

• Reducing patient travel burden and costs (e.g., transportation, gas, parking,
childcare, elder care, time off work)

• Overcoming clinician shortages in rural and underserved communities

• Enabling patients with medical conditions that put them at an increased risk of
getting sick from COVID-19 to continue to safely receive medical care without
needing to leave their homes

• Allowing healthcare providers to assess patients’ home environment and their
families

• Preventing the spread of and exposure to infectious diseases (e.g., COVID-19)

HFPP Partners that were interviewed stated that telehealth has allowed healthcare 
providers to maintain continuity of, and access to, care with their patients during the 
PHE. During these conversations, some HFPP Partners that waived or reduced cost-
sharing for telehealth visits noticed that it enabled many of their members who could not 
afford copays to receive appropriate and timely healthcare.63,64 Many studies have shown 
an increase in preventive services utilization when cost-sharing is waived, especially 
COVID-19 testing and treatment, cancer screening (e.g., colorectal, breast, cervical), 
and mental health care.63,65–68 Some Partners also noted that telehealth led to less delay 
between when a patient decided to seek care and met with a healthcare professional, as 
well as reduced emergency room visits, appointment cancellations, and no-shows.

During interviews, HFPP Partners commented that telehealth has the potential to 
improve access to healthcare and ensure equal access to quality care if implemented 
and delivered equitably. If concerted efforts are not made to address and understand the 
disparities some communities face in receiving care via telehealth, it is likely that pre-
existing disparities will persist for certain populations, such as individuals with hearing 
loss, limited English proficiency, or limited access to the internet or technology, as well as 
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older adults that have chronic illnesses.69 Here, we conceptualize the multi-level factors 
that impact healthcare access and delivery via telehealth.

Patient-Level Barriers

HFPP Partners mentioned that a gap in access to communications infrastructure 
(e.g., internet, computer), devices with Bluetooth or Wi-Fi connectivity (e.g., medical 
devices that connect to a consumer’s phone), digital literacy (i.e., experience using 
computing technology), or assistive equipment or technology (e.g., closed captioning, 
video interpretation services) among certain groups of individuals can create barriers to 
connect virtually with their healthcare provider.70 Recent studies have shown that older 
adults, Black or African American patients (vs. White), and patients with Medicare and 
Medicaid (vs. commercial insurance coverage) are populations less likely to have internet 
access and digital literacy; consequently, these groups are less likely to use video visits 
compared to telephone visits.71,72 Individuals with limited English proficiency, who are 
experiencing homelessness, or are without a private or safe space to participate in virtual 
visits with their healthcare providers are also less likely to complete video visits.72,73 Hence, 
an emphasis on technological equity to expand access has become an important part 
of health equity endeavors.74 Additionally, virtual health visits can make it challenging 
for a patient to build a rapport with their healthcare providers due to the lack of physical 
presence or the ability to read social and physical cues through a virtual screen, especially 
when receiving behavioral health services.75,76 One HFPP Partner discussed during their 
interview that their beneficiaries in government healthcare programs have higher 
healthcare needs compared to individuals in their commercial lines of businesses. This 
Partner also noted that telehealth may not be well suited to ensuring quality care for 
complex and comorbid health statuses.

Provider-Level Barriers

Some healthcare providers may not have the telecommunications infrastructure capacity 
or patient monitoring capability to offer telehealth services.77 When offered, telehealth 
limits a healthcare provider’s ability to perform a physical exam.75 In addition, lighting, 
connection issues, and video quality can affect the usefulness of the exam for making 
diagnoses or treatment decisions.78,79 Healthcare providers have expressed concern for 
the lack of clinical guidelines and quality measures to deliver care using telehealth safely 
and effectively.80 Physicians are also concerned about losing personal connections and 
physical touch while caring for their patients, which can hinder building strong physician-
patient relations.62 Furthermore, physicians have reported that certain objective measures 
of care quality, such as blood pressure, glucose, or cholesterol measurements, may 
decline in quality and frequency as they have to rely on patients to report and maintain 
their vitals through home monitoring devices during telehealth visits.81 Ultimately, clinical 
workflows designed for traditional in-person visits need to be optimized for telehealth 
visits, as well as for the seamless integration of team-based care into the new care 
delivery model.52 The integration of telehealth services into traditional workflows may 
encounter implementation challenges and resistance that will require effective change 
management, team and provider engagement, coordinating telehealth operations, 
monitoring flow of patients, and measuring outcomes.82–84
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System-Level Barriers

At the system-level, payment models that prioritize in-person visits and provide lower 
payment for telehealth visits may penalize organizations that care for underserved, rural, 
and low-income populations, consequently discouraging telehealth use.52 For example, 
HFPP Partners mentioned that payment differentials for telehealth visits based on 
patient location compared to the healthcare provider location may incentivize providers 
to deliver care to patients living in regions with a higher payment rate or disincentivize 
providing care for patients living in regions with a lower payment rate. This locality 
differential can also create a loophole for bad actors to commit fraud, waste, and abuse 
where a potentially fraudulent healthcare provider may submit a claim to deliver care 
using a high locality differential to obtain additional revenue from the service billed. 
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VULNERABILITIES
IN TELEHEALTH

Telehealth has the potential to increase access to care; however, it is also vulnerable 
to fraud, waste, and abuse schemes, similar to traditional in-person care delivery.
Many restrictions that applied to telehealth use in federal and state programs were 
relaxed during the PHE, and bad actors took advantage of these changes, which were 
implemented to prevent the spread of COVID-19. With increased telehealth activity, 
the likelihood of telehealth-related fraud also increased.85 This section reviews the 
significance and prevalence of telehealth fraud, waste, and abuse and related schemes 
highlighted during HFPP Partner interviews.

Significance of Fraud, Waste, and Abuse Related to Telehealth

Before the PHE, many payers had policies or guidelines in place that restricted the use of 
telehealth to very limited circumstances. At the onset of the PHE, many of the restrictions 
that applied to telehealth use in federal programs were relaxed to provide healthcare 
to those in need while preventing the spread of the COVID-19 virus. These actions, and 
similar ones taken by the states and private payers, helped to eliminate many barriers to 
healthcare access; however, bad actors are aware of these PHE flexibilities and associated 
increase in telehealth utilization. To take advantage of the growing acceptance and use of 
telehealth, bad actors have often repurposed previously existing fraud, waste, and abuse 
schemes or created new ones.86

HFPP Partners listed primary care, E/M services, behavioral health, physical therapy, 
occupational therapy, and speech therapy as specific service areas of concern for 
fraudulent activity. Some common schemes include bundling of codes, billing for services 
not rendered, and acquiring member or patient identification information to perpetrate 
identity fraud. (See section “Fraud, Waste, and Abuse Schemes” for more details on these 
schemes and their relation to the service areas of concern listed above.) HFPP Partners 
also shared that fraud, waste, and abuse in telehealth can create the potential for physical 
and non-physical (e.g., financial) harm to patients.

The HFPP Partners that were interviewed also raised concerns that if cost-sharing is 
waived or reduced, bad actors may take advantage and bill more often, sometimes 
without the beneficiary noticing, which can contribute to overutilization and over-
prescribing of care. During the interviews, HFPP Partners specified that schemes that 
lead to over-prescribing of controlled substances, opioids, or non-medical grade DME, 
as well as amending the prescriptions without physically assessing a patient, can cause 
harm to the patient. For example, receiving inappropriate medications in the mail 
through a telemarketing scheme, perpetrated in association with telehealth, may cause 
a severe allergic reaction or worsen a pre-existing condition. HFPP Partners shared 
concerns about pain management providers potentially trying to see an inordinate 
number of patients in a day via telehealth. They worried these healthcare providers may 
not be able to determine if the patient really needs a controlled substance as a pain 
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medication, may forgo requiring urine drug screens, or may be inhibited from developing 
a trusting relationship with the patient to understand medication compliance.

In addition to physical harm, fraud, waste, or abuse schemes can also increase the risk 
for identity theft and financial harm. The HFPP Partners that were interviewed raised 
concerns and described schemes related to telehealth in which identity theft may occur. 
For example, schemes referred to as “telefraud” are scams that leverage aggressive 
telemarketing to offer unnecessary services or products under the guise of providing 
telehealth services. One way in which this was described was that unscrupulous 
telehealth providers and companies may illegally acquire beneficiary information and call 
the beneficiary to offer these medically unnecessary services or submit fraudulent claims.

Individuals who are victims of a fraudulent scheme may also be responsible for payment 
for a service that was not previously approved by their healthcare payer. One example, 
outlined by HFPP Partners during interviews, is that under the guise of providing 
telehealth care, fraudsters may call a patient and offer a genetic testing benefit. The 
patient believes this is a legitimate telehealth service and is unaware that it is considered 
a one-time benefit. In this scheme, the patient may incur high expenses associated 
with genetic testing if their healthcare payer did not provide prior authorization, and 
the patient may also be prevented from using this benefit at a later time if it becomes 
medically necessary. Therefore, the effects of fraud, waste, and abuse schemes disguised 
as telehealth services can financially harm an individual and impact their access to 
care. Furthermore, studies have shown that older patients may become more cautious 
about, or develop distrust in using, telehealth and other online health information due 
to concerns about fraud – consequently refusing or abandoning the use of telehealth 
applications.87

Federal, state, and local government healthcare programs and commercial insurance 
companies can also lose billions of dollars due to telehealth fraud, waste, and abuse 
schemes.88,89 These schemes can burden the U.S. healthcare system with unnecessary 
costs, impose higher premiums or out-of-pocket expenses on the members, and impact 
the fiscal sustainability of federal health programs. They also raise concerns of patient 
harm and quality of care.14

Prevalence and Drivers of Fraud, Waste, and Abuse in Telehealth

Although telehealth has the potential to increase access to care, it is also vulnerable to 
fraud, waste, and abuse schemes similar to traditional in-person care delivery. Thus, it is 
important to understand the prevalence, drivers, and vulnerabilities in telehealth.

With an increase in the delivery of care using telehealth, there are now additional 
opportunities to both repurpose existing schemes and develop new ones to commit 
fraud, waste, and abuse. HFPP Partners mentioned that some healthcare providers may 
have taken advantage of enhanced payments (e.g., previously existing locality differential 
in reimbursement), as well as loosened telehealth policies (e.g., waiver of prior patient-
provider relationship) during the PHE, leading to fraud, waste, and abuse. Further, 
an analysis conducted by HHS-OIG of Medicare telehealth services billed from March 
2020 through February 2021 looked at seven indicatorsq associated with a higher risk 
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of potential fraud, waste, and abuse.42 Using high inclusion thresholds, HHS-OIG found 
that out of 742,000 providers who billed Medicare for telehealth services, 1,714 providers 
were identified to have submitted billing with at least one of these sevenq flagged 
indicators.42 This small subset of providers, who HHS-OIG indicated warranted further 
analysis for potential fraud, waste, or abuse, had billed Medicare for telehealth services 
for approximately half a million beneficiaries and received more than $127 million in 
Medicare FFS payments.42 During interviews, HFPP Partners stated that, similar to in-
person healthcare delivery, the primary motivation for fraudsters is monetary benefit. 
These Partners additionally noted that the healthcare providers who commit fraud, waste, 
and abuse may incorrectly assume that, due to the relaxation of rules during the PHE, 
payers and government agencies are not policing the issues as vigorously. 

During interviews, HFPP Partners observed that within their organizations, fraud, waste, 
and abuse in telehealth may be more prevalent in the eastern half of the U.S. (e.g., New 
York, Pennsylvania, Florida, Indiana, Ohio), as well as in Texas.r Interviewed Partners 
indicated that based on their observations, people who are 65 years and older and people 
in the low socioeconomic scale are more likely to be targets for schemes in telehealth. 
HFPP Partners reasoned these populations are less likely to review their claims and 
raise alarms of questionable activities, and some may have limited ability to access this 
information online. The Partners added that these populations are also more likely to be 
dually eligible for Medicare and Medicaid, have flexible and open health benefits design, 
and have a higher healthcare utilization, which increases the likelihood of being targets 
for fraud, waste, and abuse schemes. Furthermore, one HFPP Partner stressed that 
when enforcement was paused on statutory provisions that normally prevent healthcare 
providers from reducing or waiving costs owed by beneficiaries, members are less likely 
to complain about questionable billing; thus, the first line of potential “whistleblowers” 
remains silent. These factors can increase the opportunities to commit fraud, waste, and 
abuse in telehealth.

Fraud, Waste, and Abuse Schemes Related to Telehealth

This section reviews the primary, or most significant, fraud, waste, and abuse schemes 
related to telehealth highlighted during the HFPP Partner interviews in Fall 2021.

Billing and Coding

HFPP Partners stated that at the time of their interviews, the largest amount of telehealth 
fraud, waste, and abuse occurred through incorrect coding and billing. An analysis 
conducted by six OIGs also sheds light on potential billing practices that may have been 
used by providers to inappropriately maximize their payments for telehealth services.90 
The billing and coding schemes described in this analysis, as well as HFPP Partner 
interviews include:

• Incorrect coding or modifiers (e.g., billing with the wrong POS Codes or modifiers)

q Infographic for Medicare Telehealth Services During the First Year of the Pandemic: Program Integrity Risks. Examples of seven measures that may 
indicate fraud, waste, and abuse in telehealth services were billing both a telehealth service and a facility fee for the same visit, billing telehealth services 
at the highest most expensive level, and billing for high average number of hours of telehealth services per visit.
rFor instance, a 2021 DOJ report announced criminal charges and law enforcement actions to combat healthcare fraud related to telehealth in the 
Sourthern District of Florida.

https://oig.hhs.gov/oei/reports/telehealth-program-integrity-infographic---508.pdf
https://www.justice.gov/opa/pr/doj-announces-coordinated-law-enforcement-action-combat-health-care-fraud-related-covid-19
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• Upcoding to a higher level of service than rendered or to the most expensive level
of services (e.g., upcoding individual therapy and billing for family therapy)

• Using unreasonable time-based codes (e.g., extensive face-to-face visits; billing
for two hours of reviewing patient notes, labs, or results; billing for an intensive
45-minute virtual therapy session with a young child)

• Billing for services provided by interns under the National Provider Identifier of a
licensed healthcare provider without prior approval or documentation

• Upcoding claims codes that do not match the CPTs or HCPCS procedures or
providing basic services and billing for more complex visits (e.g., a 15-min virtual
check-in visit is billed as a complex 45-minute higher-level telehealth visit)

• Blanket billing (e.g., billing all patients for the same services when different
services were provided)

• Billing for specialties seemingly not appropriate for telehealth (e.g.,
anesthesiology)

• Billing for medically unnecessary services (e.g., excessive lab testing, medications,
or DME) without assessing the patient’s medical needs

“Improbable” Days

One telehealth fraud, waste, and abuse scheme that attracted the attention of the 
majority of HFPP Partners that were interviewed was the occurrence of billing for 
“improbable” hours (e.g., 28 billing hours in a 24-hour day). With the growing acceptance 
of telehealth among patients and ease in being able to rapidly transition from one 
patient to the next, healthcare providers can see and care for more patients compared 
to traditional in-person visits. However, some healthcare providers take advantage of 
the system and use extended time codes or bill for fraudulent claims that can add up 
to “improbable” hours that are not feasible for a single rendering healthcare provider. 
Figure 2 shows the HFPP cross-payer data from early-2019 to mid-2021 depicting a drastic 
increase in the total number of “improbable” days at the outset of the PHE.t Compared to 
pre-PHE, the overall amount of potential healthcare fraud associated with “improbable” 
days grew during the PHE and may be related to the increased use of telehealth services. 
HFPP Partners also identified that many healthcare providers will participate in multiple 
payers’ provider networks at a given time; thus, unscrupulous healthcare providers 
could potentially bill multiple individual payers more hours in the same day for services 
rendered via telehealth (e.g., 3 hours to Payer A, 6 hours to Payer B, 3 hours to Payer C, 5 
hours to Payer D, and 3 hours to Payer E for a total of 20 hours in a day), which is unlikely 
and can negatively impact the healthcare system.

sCPT only copyright 2021 American Medical Association. All rights reserved.
tThis analysis does not account for potential effects associated with a billing practice known as “incident to” billing. “Incident to” billing allows for services 
provided by clinical staff who are directly supervised by a practitioner to be billed under the supervising practitioner’s identification number. For more 
information on how “incident to” billing poses challenges for telehealth program integrity see the HHS-OIG report “Medicare Telehealth Services During 
the First Year of the Pandemic: Program Integrity Risks (OEI-02-20-00720).”

https://oig.hhs.gov/oei/reports/OEI-02-20-00720.asp
https://oig.hhs.gov/oei/reports/OEI-02-20-00720.asp
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Figure 2: Total Improbable Telehealth Provider Days, Early-2019 (Pre-PHE) Through Mid-
2021 (PHE). Analyzed using the HFPP’s federal, state, and private Partner data.

COVID-19-Related Services Delivered via Telehealth

HFPP Partners also shared telehealth schemes associated with COVID-19-related 
services, such as COVID-19 testing, diagnosis, and vaccination during the PHE. According 
to the HFPP Partners that were interviewed, some telemarketers may have exploited 
the PHE for financial gains by targeting certain beneficiaries deemed vulnerable for 
various reasons. These schemes include offering the beneficiaries personal protective 
equipment (PPE), vaccines, genetic tests for COVID-19 predisposition, testing, etc., related 
to COVID-19, and, later, either billing these interactions as a telehealth visit or stealing 
personal information from members or beneficiaries who are unaware of their health 
benefits. Examples of telehealth schemes associated with COVID-19-related services 
include healthcare providers diagnosing COVID-19 virtually, billing for excessive COVID-19 
diagnostic testing, as well as sharing COVID-19 diagnostic test results with patients and 
billing as an office visit on claims to receive enhanced payments. Furthermore, bad 
actors exploit policies in place to enable increased access to care during the PHE, such as 
a kickback scheme, which involves a healthcare provider billing for sham telemedicine 
encounters and ordering unnecessary genetic testing in exchange for access to 
telehealth patients.91
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Telefraud

Schemes involving telemarketing or other recruitment companies are often referred to 
as “telefraud,” which are scams that leverage aggressive telemarketing and so-called 
telehealth services to offer unnecessary or fraudulent services or products.13 Telefraud 
may include exploiting policies to target vulnerable beneficiaries to offer medically 
unnecessary services and gain access to personal health or insurance information. 
Fraudsters then use the information to generate fraudulent orders for DME services, 
fake or unnecessary genetic testing, unnecessary laboratory tests, etc. HFPP Partners 
noted that these fraudsters offered participation in fraudulent research studies, non-
existent or medically non-compliant treatments, unnecessary supplies (e.g., braces, 
supplements, topical creams, etc.), or other services (e.g., COVID-19 vaccine or testing). 
It is worth noting that telehealth visits associated with these types of schemes may not 
represent legitimate medical care or services and raise potential concerns of patient 
harm and quality of care.14 HFPP payer Partners raised concerns when they noticed they 
were billed for items and services, such as a topical cream, for their members that were 
medically unnecessary or conflicted with their member’s current medical treatment 
plan. Additionally, HFPP payer Partners indicated receiving claims for these expensive 
products when, in fact, the provider never sent anything to their member. A few HFPP 
payer Partners also noted concerns that some healthcare providers may be unknowingly 
targeted and recruited into these fraudulent schemes, such as being offered payment for 
each order or prescription.

Durable Medical Equipment

During interviews, many HFPP Partners described DME benefits as another major area of 
concern for telehealth fraud, waste, and abuse. Beneficiaries receive unsolicited outreach 
(e.g., phone call, email, social media) from telemarketing companies to persuade them to 
order medically unnecessary equipment (e.g., braces, orthotics), and bill their health plans 
without first establishing a provider-patient relationship or properly assessing the need 
for these services. Here, it is important to note how this scheme begins with telefraud 
and is not considered a valid telehealth service. HHS-OIG investigates fraud schemes that 
inappropriately leverage telemarketing schemes with unscrupulous healthcare providers 
to conduct sham telehealth visits to increase the perpetrator’s criminal operations.92 
In many cases, these healthcare providers do not bill for the sham telehealth visits but 
fraudulently bill for other services or items, such as DME. HFPP Partners added that, 
many times, the equipment delivered in these schemes is of poor quality or never sent 
at all to the beneficiaries as described above. DME fraud, waste, and abuse, in the form 
of telemarketing calls, is concerning for the majority of the HFPP Partners due to the 
potential for identity fraud and identity theft, especially when the services were not 
rendered, or items were not sent to the beneficiary.
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IDENTIFYING AND MITIGATING FRAUD, 
WASTE, AND ABUSE IN TELEHEALTH

HFPP Partners have a variety of fraud, waste, and abuse identification and monitoring 
protocols in place, such as data mining and cross-collaboration among industry, 
government, and law enforcement organizations. HFPP Partners also mentioned 
that telehealth fraud, waste, and abuse schemes are sometimes uncovered while 
investigating another matter, which provides an opportunity for investigators to uncover 
other schemes. For example, an HFPP Partner shared that while investigating a DME 
fraud, waste, and abuse case, they uncovered that telehealth fraud was at the root of the 
scheme. Other methods of identifying and mitigating telehealth fraud, waste, and abuse 
discussed during the interviews included following up on reports and referrals received 
from tip lines, implementing provider-based fraud prevention programs, and educating 
their members. 

Referrals and Hotlines

HFPP Partners use referrals from the public, beneficiaries, members, or healthcare 
providers to gather information about potential fraud, waste, and abuse. HFPP Partners’ 
internal departments and law enforcement agencies also allow people to report fraud, 
waste, and abuse to their Special Investigations Unit (SIU) or compliance hotlines via 
phone calls, emails, or mailings. Additionally, HFPP Partners conduct patient and provider 
interviews that sometimes uncover fraudulent schemes. In combination, this information 
can enhance investigative efforts and lead organizations to cross-check it with their 
claims data analytics. 

Data Analytics

Many HFPP Partners reported that they emphasize reviewing claims and having strong 
data analytics that can proactively detect and monitor emerging fraud, waste, and 
abuse schemes. During the interviews, these HFPP Partners stressed the importance of 
verifying the following during claims review and data analytics:

• The primary healthcare provider on the claim and their previous billing history (i.e., 
frequency of billing, and prior history of potential fraudulent, wasteful, or abusive 
behavior)

• Place of service and an appropriate modifier

• Telecommunication platform for a telehealth visit

• Duration of the session

• Prior approval of the procedure for telehealth

• Prior patient-provider relationship
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• Geospatial comparison for the healthcare provider and patient location

• Peer and specialty comparison of CPTu codes for a given region to detect unusual
billing practices

Some HFPP Partners mentioned that they proactively data mine for certain codes to 
check for overutilization or outliers in provider billing. These Partners use predictive 
analytics, artificial intelligence, and machine learning to create telehealth data 
dashboards to track fraud, waste, and abuse. These analytics and algorithms are 
constantly evolving to incorporate new trends and consider any sudden deviations, such 
as changes in billing practices, year-to-year telehealth utilization comparison, trends in 
billing during the PHE, irregularities in the data, unusual spikes in patient volume for a 
healthcare provider, unusual spikes in time spent per patient, and any unusual spikes 
in the total dollar amount billed. Although artificial intelligence and machine learning 
algorithms are not yet implemented universally across the healthcare industry to detect 
fraud, waste, and abuse, HFPP Partners who already utilize the technology strongly 
stated that it can help detect suspicious activities in billing practices at an early stage. 
Other reports and studies have also shown the effectiveness of using advanced analytics, 
predictive analytics, articifical intelligence, and machine learning technologies to uncover 
fraudulent activity by expediting investigations and subjectively sifting through large 
volumes of raw data.93,94

Databases, Electronic Health Records, and Other Data Sources

When looking to identify fraud, waste, and abuse, HFPP Partners discussed the 
importance of leveraging information from external sources, such as the results of HFPP 
study analyticsv (accessible to all HFPP Partners) and the PDMP’s database (accessible 
to law enforcement). These sources can assist an organization in better understanding 
provider behavior and identifying those who might need to be further investigated based 
on outlier billing patterns and practices, utilization rates, opioid prescribing patterns, etc. 
Additionally, some Partners suggested the use of medical records or electronic health 
records (EHRs) to perform quality checks and identify fraud, waste, and abuse before 
it becomes a bigger issue. An HFPP Partner also stated it uses news media reports to 
identify potential fraudulent healthcare providers or schemes, which helps kickstart an 
investigation. Furthermore, some Partners stated during the interviews that they use 
social media to identify new schemes on the internet that target individuals who are 
considered vulnerable by offering them fraudulent healthcare services in the guise of 
telehealth. These Partners also used social media to check for unusual patterns around 
how suspicious healthcare providers are acting on social media to see if they warrant 
further investigation.

uCPT only copyright 2021 American Medical Association. All rights reserved.
vThe HFPP cross-Partner health claims database provides an opportunity for Partners to submit their claims data, which is de-identified and then made 
available for HFPP-led studies, including the identification of trends in telehealth fraud, waste, and abuse among private payers, Medicare, and Medicaid.
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Provider-Based Prevention Programs

HFPP Partners discussed two types of healthcare provider-based fraud prevention 
programs that can help mitigate fraud, waste, and abuse. First, some HFPP Partners 
provide educational opportunities regarding proper claims submission and billing 
practices for their healthcare providers and providers’ staff coders. This education 
can be in the form of calls, letters, webinars, or training to discuss the appropriate 
claims submission criteria, documentation, and procedures. HFPP Partners stated 
that this information can help reduce billing errors, prevent wasteful spending, and 
help healthcare providers correct their erroneous claims. Likewise, since healthcare 
providers can also be recruited unknowingly into fraud, waste, and abuse schemes by 
fraudulent telehealth companies, HFPP Partners suggested that healthcare providers are 
educated on common telehealth fraud, waste, and abuse schemes and how to not get 
unknowingly recruited into these schemes. HHS-OIG also released a special fraud alert, 
which encourages practitioners to exercise caution when entering into arrangements 
with purported telemedicine companies and provides ways to spot and avoid being 
involved in fraudulent schemes.95

Second, during the interviews, HFPP Partners discussed the importance of pre-pay claims 
reviews (i.e., claims for a provider or facility that are reviewed by a payer before payment is 
made) for certain suspicious healthcare providers to prevent losses upfront. Many payer 
payment integrity strategies are focused on post-payment reviews to ensure healthcare 
providers are being appropriately paid for the services that are medically necessary; 
however, some payers have shifted to pre-pay reviews to improve claim accuracy and 
prevent fraud, waste, and abuse.96 Pre-pay reviews reduce the administrative burden of 
payment recovery and can help identify improper payments before they are made to the 
healthcare providers.96

Patient Education

In addition to healthcare provider education, many HFPP Partners emphasized the 
benefits of member or beneficiary education programs about telehealth fraud. Many 
HFPP Partners provide member education via mail and email to caution their members 
about receiving phone calls from fraudulent companies offering genetic testing or DME 
and associated supplies. Members of the Partnership that were interviewed stated that 
it is crucial to reach out to populations that are at increased risk, such as older adults 
or Medicare and Medicaid beneficiaries, to caution them about these schemes. For 
example, to assist beneficiaries of federal health programs in identifying fraudulent 
communications from telemarketers or medical providers, HHS-OIG developed a 
resource, “Tips for Federal Health Care Program Beneficiaries,” which is publicly available 
on their website.w These Partners indicated that they educate their members on how to 
review their Explanation of Benefits (EOB) and their claims history. With this, they also 
include information about how to submit a complaint if they believe their claims do 
not match the services rendered on their EOB to their insurance company or through 
a hotline, such as 1-800-Medicare, the HHS-OIG tip line, or the Federal Bureau of 
Investigation (FBI) tip line. Furthermore, some HFPP Partners provide a list of suggested 

wA broad range of information related to coverage, oversight, and schemes around telehealth services in Medicare and Medicaid is available from Telehealth Featured Topics section 
of HHS-OIG’s website. 

https://oig.hhs.gov/reports-and-publications/featured-topics/telehealth/
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companies or in-network providers, which members can use to help avoid becoming 
targets of fraud. 

Cross-Disciplinary Collaboration and Data Sharing

HFPP Partners stated that collaboration with other organizations and agencies, such 
as federal and state law enforcement, state healthcare professional licensing boards, 
industry partners (e.g., telehealth companies, pharmacies, DME suppliers), and anti-fraud 
associations (e.g., the HFPP, the National Health Care Anti-Fraud Association [NHCAA], 
Coalition Against Insurance Fraud, National Association of Drug Diversion Investigators), 
helps build a collaborative network to share emerging trends in fraud, waste, and abuse 
schemes in telehealth. Specifically, HFPP Partners emphasized the importance of 
information sharing among payers and law enforcement to help inform one another and 
adapt policies and mitigation tools for new telehealth schemes. For example, if one payer 
shares that there is a scheme that includes overutilization of a particular code, another 
payer can proactively institute data mining to see if the same is prevalent among their 
healthcare providers. HFPP Partners added that agencies and organizations, such as 
CMS, HHS-OIG, the HFPP, and the NHCAA, help them stay current through data alerts 
and newsletters regarding emerging trends in fraud, waste, and abuse within telehealth. 
For example, Partners appreciated the HFPP cross-payer data sharing, analysis, and 
studies that help them identify new trends in telehealth and potential for any fraudulent 
schemes. Other Partners discussed having a strong collaborative relationship with 
their interdisciplinary internal teams (e.g., analysts, civil litigators, auditors, attorneys, 
quality improvement, utilization review, healthcare providers), which helps in the 
development of innovative fraud detection tools. Lastly, these HFPP Partners mentioned 
that relationships with policymakers can support policymaking in telehealth, as well as 
identification and monitoring of related fraud, waste, and abuse.
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TELEHEALTH FRAUD, WASTE,
AND ABUSE ENFORCEMENT

With the changes in telehealth policies during the PHE and the rise in related fraud, 
waste, and abuse, telehealth has become an area of attention for regulators and law 
enforcement. There are many federal laws that specify criminal, civil, and administrative 
penalties and/or remedies with respect to individuals or entities determined to have 
committed fraud or abuse in federal health programs, such as Medicare and Medicaid, 
as well as other healthcare programs. Violating these laws can result in civil monetary 
penalties, non-payment of claims, exclusion from all federal health programs, civil liability, 
or criminal liability. The list below provides a general description of these laws, as well as 
legal consequences if one is found guilty, liable, or in violation.10

• Federal Civil False Claims Act: Imposes civil liability on any individual who 
knowingly submits or causes the submission of a false or fraudulent claim to the 
federal government. For example, if a physician knowingly submits a claim to 
Medicare for a service not rendered, they may face financial penalties.  

• Federal Anti-Kickback Statute: The federal Anti-Kickback Statute is an intent-
based, criminal statute that, as a general matter, prohibits payments in exchange 
for referrals or other federal healthcare program business. Violation of the statute 
constitutes a felony, punishable by fines, imprisonment, or both. Prohibited 
conduct also may lead to the imposition of civil and administrative sanctions, 
which may include civil monetary penalties and exclusion from participation in 
federal healthcare programs. For example, when a healthcare provider receives 
below-fair-market-value rent for medical office space or cash in exchange for 
referrals, they may face liability.

• Physician Self-Referral Law (Stark Law): Imposes penalties on a physician for 
referring a patient for the furnishing of a “designated health service” payable by 
Medicare to an entity with which they have a familial or financial relationship 
unless an exception applies. This law also prohibits submission of claims in 
violation of the law’s restrictions on referrals and can impose penalties on 
physicians who violate this law.

• Criminal Health Care Fraud Statute: Imposes penalties or imprisonment on an 
individual who knowingly or willfully executes or attempts to execute a scheme 
related to delivery or payment of healthcare benefits or services to obtain money 
or defraud a healthcare benefit program.

It is important to note that those HFPP Partners who were interviewed mentioned that 
investigations are initiated by payers after a careful review of, among other things, the 
intent of the action, the type of scheme, the frequency of the action, and the financial 
implication of the scheme on the payer or the beneficiaries. For instance, in the case of 
an infrequent billing error that appears to be unintentional, a payer may first provide 
education to healthcare providers and coders to prevent such mistakes from happening 
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in the future and require repayment on any billing errors; however, should such billing 
errors persist after providing initial education or wrongful intent is demonstrated in the 
internal investigation, a payer might elect to report those healthcare providers to law 
enforcement.

Before the PHE, law enforcement efforts in telehealth were directed at telefraud, which 
leveraged telehealth platforms to sell expensive, medically unnecessary products, such 
as DME, lab services, or genetic testing, and billed federal and state health programs 
for reimbursement. With the necessity of telehealth services increasing during the 
PHE, healthcare programs expended vast amounts of money on services delivered via 
this method. Thus, law enforcement expanded their investigations and enforcement 
efforts to encompass fraud, waste, and abuse activities that are exploiting policy and 
regulatory changes that were implemented by CMS and other payers to support the 
broader delivery of care through telehealth.92 Although law enforcement agencies are still 
investigating, auditing, and evaluating telehealth services for 2021, below are some payer-
led corrective actions and law enforcement operations for telehealth fraud, waste, and 
abuse from 2019-2021.

Corrective Actions

Corrective actions for infrequent or unintentional actions, such as coding mistakes in 
claims, may consist of first asking the healthcare provider to fix the claims submission. 
As described earlier, depending on the frequency and severity of the billing error, HFPP 
payer Partners may provide additional education in claims submissions to encourage 
a behavioral change in healthcare providers’ coding and billing practices. HFPP payer 
Partners also deny claims if they find that a service was not rendered or if the claim 
was not billed correctly. If HFPP payer Partners observe red flags indicating potential 
unlawful intent, they may refer the matter to law enforcement; if they do not discern the 
likelihood of unlawful intent, they may simply pursue recoupment of the payments. HFPP 
payer Partners that were interviewed also indicated that they consider re-auditing the 
healthcare provider after some period of time, frequently six months, for compliance or 
consider a pre-pay review process to mitigate up-front financial loss. Some HFPP payer 
Partners may also recover overpayments involved in the scheme or ask the healthcare 
provider to pay a penalty. These payer Partners may place payment withholds for future 
claims and bills until the error is fixed. Taking note of the PHE, many of these HFPP payer 
Partners have also relaxed their recoupment policies and offered healthcare providers a 
payment plan in case they are unable to immediately repay the overpayment or penalty.

Law Enforcement Operations

Pre-dating the onset of the PHE, the U.S. Department of Justice (DOJ) completed several 
operations in which there were accusations of telehealth fraud.x For example, “Operation 
Brace Yourself,” announced by the DOJ in 2019, included federal indictments of 24 
defendants for alleged fraud schemes involving more than $1.2 billion in losses.88 This 

xIt is important to note that the numbers in DOJ reports can encompass a variety of fraud platforms, including telemedicine and telemarketing frauds. 
It can be challenging to cleanly separate the two for multiple reasons: 1) The fraud begins with telemarketing, which in real time, converts the lead to 
telemedicine visit with a provider. 2) A given case is a hybrid of different frauds and may include telemarketers, identify theft, sham telemedicine visit, real 
telemedicine visit, etc. 3) Data is predicted based on the actual billing of a telemedicine visit to categorize it as a telemedicine case, but in some instances, 
a physician never bills for said telemedicine visit and, instead, robo-signs the patient to receive DME and receive a salary or kickback from the DME 
company. Consequently, it is challenging to categorize and differentiate a case as “telemedicine” or “telemarketing.”
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operation involved payment of illegal kickbacks and bribes to telehealth companies that 
allegedly paid physicians to write medically unnecessary orders for back, shoulder, wrist, 
and knee braces without any patient interaction or only a brief telephone conversation 
with patients they had never met or seen.88 Building on “Operation Brace Yourself,” 
after the start of the PHE, the DOJ, in 2020, announced charges against 86 criminal 
defendants who submitted $4.5 billion in false and fraudulent telemedicine claims.97 The 
schemes included telehealth companies allegedly paying doctors and nurse practitioners 
kickbacks or bribes to write unnecessary orders for DME, genetic testing, diagnostic 
testing, and pain medication without any patient interaction or only a brief telephone 
conversation with the patient and submitting false claims to health insurance plans.97 
CMS also took administrative action against 256 medical professionals and revoked their 
billing privileges due to their alleged involvement in telemedicine schemes.97 A recent 
nationwide federal law enforcement action reported that in 2021, 43 criminal defendants 
from 11 U.S. federal judicial districts billed over $1.1 billion in fraudulent telemedicine-
related claims to Medicare.89 In a 2022 DOJ report, one healthcare professional was 
charged with wire fraud, healthcare fraud, and a kickback scheme, in which they 
allegedly were involved in sham billing of telemedicine encounters or services that were 
not rendered, as well as ordering unnecessary genetic testing in exchange for access 
to the telehealth patients.91 In both the 2021 and 2022 reports, the DOJ emphasized 
that some rules and regulations expanded by CMS to enable increased access to care 
during the PHE were exploited to bill for false and fraudulent claims for sham telehealth 
encounters.11,91
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RECOMMENDATIONS

Methods of Identifying Fraud, Waste, and Abuse in Telehealth

In their interviews, HFPP Partners strongly advocated for proactive data analytics to 
identify spikes, rapid changes, or outliers in utilization and billing that can help detect 
fraud, waste, and abuse schemes, such as “improbable” day billing, POS Code error,y 
etc. Focusing on proactive models can help ensure that organizations are ahead of the 
emerging telehealth schemes, and, in turn, evolve their models to effectively combat 
fraud, waste, and abuse. HFPP Partners also suggested looking diligently at patient 
or member complaints and to increase collaboration with their internal complaints 
department. Many times, fraud, waste, and abuse can be identified by talking to patients 
and beneficiaries; thus, collaborating with the member community to discuss their health 
insurance plans is important. During these conversations, payers can also verify services 
rendered via telehealth and cross-reference with claims. In addition, HFPP Partners also 
encouraged payers and law enforcement to review medical records, either electronic or 
paper, to verify services rendered via telehealth.

Increasing Patient Education

HFPP Partners suggested educating patients about healthcare fraud, telehealth fraud, 
and telemarketing schemes, including how to report these suspicious activities. In 
addition, they recommended informing members of the potential consequences of being 
a victim of a telehealth fraud scheme, such as identity theft, to reinforce the dangers of 
giving out confidential health information or member health plan identification numbers. 
They proposed that this information can be highlighted on the organization’s website 
or targeted to members via mailings and newsletters. Furthermore, HFPP Partners 
stated that payers should strongly encourage their members to review their EOBs and 
claims history. They also suggested payers should make their EOBs simple and easy to 
understand to assist members in identifying suspicious activities in their claims and, 
consequently, prevent identity theft. They added that members should be aware of the 
type of medically necessary products they can order through their health benefits and 
report if the product is not delivered. A few HFPP Partners suggested that healthcare 
professionals, such as a care coordinator, can share information about telehealth fraud 
schemes and review member benefits during their care visits, especially with older adults 
or low-income individuals due to their increased risk for healthcare fraud victimization.

Informing Providers about Fraud, Waste, and Abuse Schemes

HFPP Partners shared the importance of educating healthcare providers of potential 
fraud, waste, and abuse schemes by sharing current or new telehealth regulations, 
new waivers, and proper billing codes by emails, news blasts, or mailings. This can help 

yPlace of Service Codes are two-digit codes added on healthcare claims which indicates the setting in which a service was provided.98
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healthcare providers remain up-to-date with new regulations, accountable for their 
actions, and vigilant against efforts to target them to be part of a fraudulent scheme 
without their knowledge. Furthermore, a few HFPP Partners interviewed suggested 
payers should offer peer benchmarking to healthcare providers (i.e., how their claims 
submissions compare to their peers in the same specialty or region) to help them self-
monitor and actively engage in detecting fraud, waste, and abuse in their practices.

Increased Collaboration and Cross-Training

Many HFPP Partners encouraged collaborative ties among federal and state agencies, law 
enforcement, and private payers to share information and learn about emerging trends 
in telehealth. They added that collaboration with law enforcement and medical licensure 
boards is a valuable approach to prevent the proliferation of fraud, waste, and abuse 
schemes. HFPP Partners recommended engaging with local healthcare fraud task forces 
run by the DOJ, HHS-OIG, or anti-fraud associations, such as the HFPP and NHCAA, to 
create and foster partnerships across the healthcare industry. HFPP Partners recognized 
the value in sharing data with the HFPP to help develop a mass detection tool and create 
a feedback loop between payers and law enforcement to jointly combat fraud, waste, and 
abuse.

HFPP Partners also mentioned during the interviews that continued training and 
education for investigators is beneficial to learn about emerging schemes in the industry. 
Moreover, cross-training member-facing staff to recognize red flags while talking to 
members about their claims in real-time can help detect fraud, waste, and abuse. They 
also added that providing member-facing staff access to, and contact information for, 
SIUs and compliance hotlines can help with reporting fraud, waste, and abuse through 
internal means.

Considerations in Identifying Fraud, Waste, and Abuse in Telehealth

HFPP Partners indicated that, similar to in-person care, challenges to investigating and 
identifying fraud, waste, and abuse in telehealth include:

1. Verifying if a rendered service was fraudulent

2. Proving unlawful intent for errors in billing claims

3. Different thresholds among Partners for measuring severity of a scheme

4. Limited resources (e.g., lack of funding for monitoring efforts, staff shortages)

HFPP Partners also stated that because healthcare fraud, waste, and abuse are ever-
evolving, especially for telehealth services, the need to adapt to the quickly evolving 
policies and flexibilities can make identification or investigative efforts challenging. As an 
example, an HFPP Partner raised concerns that, as more flexible policies and regulations 
were intentionally implemented during the PHE, a newly identified billing or utilization 
trend could sometimes go undetected using standard monitoring tactics. Therefore, it 
could be challenging to determine whether the trend was considered fraud and what 
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appropriate action(s) to take. 

Accordingly, some HFPP Partners expressed a desire for updated governmental policies, 
regulations, and guidelines on what services are covered under telehealth in order 
to guide audits and fraud investigations. HFPP Partners also suggested that policies 
and regulations surrounding healthcare providers enrollment and state licensure to 
practice telehealth need to be discussed and reviewed further as telehealth care delivery 
is increasingly being utilized during the PHE and is expected to be used beyond the 
PHE. Although HFPP Partners recognized that they are asking for more governmental 
regulations, they indicated that for telehealth, it would be helpful in creating consistency 
across different payers and how claims are handled overall. Thus, HFPP Partners stressed 
the importance of being diligent and collaborative when conducting investigations 
to identify potential fraud, waste, and abuse schemes while also being considerate of 
existing laws, regulatory oversights, contracts, and restrictions. Moreover, they suggested 
that systems used to identify fraud, waste, and abuse must remain dynamic so that 
changes in laws and regulations do not lead to temporary and unintended enforcement 
gaps that could be exploited by bad actors.
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CONCLUSION AND 
FUTURE DIRECTION

In response to the COVID-19 PHE, telehealth has become a necessity to provide 
healthcare. However, the telehealth policies expanded by Congress, governmental 
healthcare agencies, and payers to increase access to care during the PHE were exploited 
by bad actors to commit fraud, waste, and abuse. In this white paper, we have discussed 
methods to identify and mitigate fraud, waste, and abuse in telehealth, reviewed 
enforcement of telehealth, and provided recommendations for prevention.

Telehealth utilization accelerated during the PHE to provide access to healthcare when 
traditional office visits were not feasible. It helped reduce patient travel burden and costs 
to their providers’ offices, overcome clinician shortages in underserved communities, 
enable continuity of care to vulnerable patients, prevent the spread of infectious diseases, 
and reduce appointment cancellations and no-shows. Consequently, telehealth is 
expected to remain an important tool in the healthcare industry beyond the PHE. Certain 
barriers, such as the technological divide and digital literacy associated with age, race, 
and socioeconomic status, should be addressed to provide equitable access to telehealth 
for all.

All HFPP Partners that were interviewed reported that they expect a more expansive use 
of telehealth services to continue beyond the PHE. Some Partners discussed that the 
states within which they operate have already made telehealth coverage permanent for 
private insurers. Partners’ views varied on the expanded implementation of telehealth. 
Some HFPP Partners are looking to federal and state agencies for guidance, while others 
are already discussing what services they may or may not keep (e.g., COVID-19-related 
care) beyond the PHE. Questions about which services will remain eligible, who will be 
covered, and reimbursement rates will depend on congressional and state legislative 
action, policy decisions of CMS and states, and business decisions made by commercial 
payers (e.g., whether providing telehealth services can give them a competitive 
advantage over other private payers).

Although questions surrounding policy aspects of telehealth remain, it is anticipated to 
remain an essential mode of healthcare delivery beyond the PHE due to its benefits and 
convenience. Therefore, it is important to create and implement systems to help prevent 
and detect related fraud, waste, and abuse. Specific areas of focus for prevention efforts 
include developing strong data analytics to improve detection of potential telehealth 
schemes and creating robust awareness programs for patients and healthcare providers 
to learn about potential schemes. Lastly, many HFPP Partners emphasized the benefits of 
fostering collaboration and information-sharing between payers, healthcare systems, law 
enforcement, and policymakers to proactively monitor telehealth fraud, waste, and abuse.
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