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1 Introduction

The Center for Consumer Information and Insurance Oversight (CCI1O), a division of the
Department of Health and Human Services (HHS), is charged with helping implement many
provisions of the Affordable Care Act. CCIIO oversees the implementation of the provisions
related to private health insurance including providing oversight for the issuer-based data
exchanges that populate http://www.healthcare.gov.

These technical instructions explain how the HIOS application works within any compatible
Internet browser application such as:

1. Internet Explorer ( version 7 or higher)

2. Mozilla Firefox ( version 5 or higher)

3. Chrome (version 9.0 or higher)

CMS Enterprise Portal: CMS Enterprise web portal will be used for accessing CMS systems.
Various CMS systems will be integrated with the portal in the coming months. HIOS will be
int%grated with the Enterprise Portal and will only be accessible through the portal on March
28",

Enterprise Identity Management System (EIDM): Enterprise Identity and Access
Management System. EIDM provides Authentication and Authorization capabilities and is
tightly integrated with the CMS portal. Users will need to register for an EIDM account and
obtain an EIDM User ID and Password to access the CMS Enterprise Portal.

Pre-Requisites for HIOS Access:

e All users will be required to complete the Enterprise Portal registration process, which
includes Identity Verification (ID Proofing).

e ID Proofing verifies that the individual referenced in the account is the same person creating
the account.

e Additional information collected includes the following Personally Identifiable Information
(P1I) for purposes of the ID Proofing Process: Social Security Number, Date of Birth, Home
Address and Primary Phone Number.


http://www.healthcare.gov/
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2 HIOS System Access

Beginning March 28", 2013, users will be able to access HIOS by navigating to the CMS
Enterprise Portal Site at: https://portal.cms.gov/ . Users will be required to enter their EIDM
(Enterprise Identity Management) credentials to access HIOS.

Figure 1: CMS Enterprise Portal Main Screen

Enterprise Portal Home | About CMS | Mewssoom | Archos | €3 Help 8 FAQs | L) Emn | 4 Bant

CMS.gov

Centers for Medizare & Medicaid Sarvices Leam about your heashcare optons Senrch GMS gov
Health Care Quality Improvement Systemn  Provider Resources
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allow the public to access a number of systems related to

Medicare Advantage, Prescription Drug, and other CMS HYOU aveunaDiy b kot inlo Ihe LS Portil Lang

your CMS user Eccount. pleass contact the CM3
helpdesk al 1-B00-562-1863

a Login to CMS Secure Portal
Formot Password?

Hew Usér Registration
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programs.
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CMS Provides Health Coverage for 100 Million

Madicare, Medicare open
Hedicare T
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through Medicare, Mecicaid, and the Children's Health Insurance Program. And with M

health nsurance reforms and haalth care exchaross we are moroving health care and

Existing HIOS users and New HIOS users will be able to access the system. Two different
scenarios for Existing and New HIOS users are listed below:

Existing HIOS users:
e Register for New EIDM account.
e Access HIOS through the CMS Enterprise Portal.

New HIOS users:

e Registering for an EIDM account.

e Registering for a HIOS account.

e Accessing HIOS through the CMS Enterprise Portal.

2.1 Existing HIOS Users

All existing HIOS users will automatically receive an EIDM account to log into the CMS
Enterprise Portal. Existing HIOS users will receive an email on March 28thwith their new EIDM
credentials. Upon logging into the Enterprise Portal, HIOS users will be required to provide
additional information that is not currently in HIOS to complete the registration process. Once
registration is complete, users will be able to access HIOS.


https://portal.cms.gov/
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Figure 2 - CMS Enterprise Portal Main Screen- Login
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Once the users receive an email with the Enterprise Portal URL, they will select the “Login to
CMS Secure Portal” button.

Figure 3 - Terms and Conditions Page

Home: | Anccs (S | Newsroom | Archive | € Portn Heip & Facs | 23 Emas | [ prre |

CMS, gov Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality System  Provider

Terms and Conditions

You are aus, System. which includes (1) this computer, (2} this computer network, (3) all computers connected to this

network, and {4) all devices and slorage meda attached to this network or to 3 computer on this netwerk. This information system is provided for U.S. Government-
aulharized use anly

URMRKOATED oF IMProgeer use of this Systom may resull in disciplinany acion, a5 well A% chil and criminal penathos

By using this information system, you understand and consent to the following:

¥You have no of privacy any or data ransiting or stored on this informabion system.
Al any e, aind for any lawdul purpasie, the miay monitor, infercept, and search and seize any

on this infarmation system.

or data ransiting or stored

Any communication or data ransiting or stored on this information system may be disclosed or used for any Iawiul Govemment purpose

To continue. you must accept the terms and condtions. If you decline. your login will aulomatically be cancelied

Users will then be able to navigate to the CMS Enterprise Portal Login page, where they will
enter their EIDM credentials.
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Figure 4 - CMS Enterprise Portal Login Page

| @ portaiteo 5 Fags | [ Email | Gt |

Home ‘ About ChS | Newsroom | Archive
‘ Ms gov Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

To log into the CMS Portal a CMS user account is required.

Ifyou are unable to log into the CMS Portal using your CMS user account, please contact the CMS helpdesk at 1-800-562-1963.

User ID —
Password _

Forgot Password?
Forgot User ID?
Need an account? Click the link - New user registration

Once the users enter the credentials and select ‘LOG IN’, they will have to go through the
Identity Verification (ID Proofing) process as below: Select ‘“Next” on Welcome screen, Check
the Terms and Conditions box and select ‘Next’ again.

Figure 5 — EIDM ID Proofing Screens

Welcome to EIDM

You are logging into the system for the first time. The system needs to verify your identity in order to complete the registration process and grant access to the requested application. Select 'Next' to proceed.

B e—

Terms and Conditions

Consent To Monitoring

ian an this wob site are strictly peohititod and an subject 10 posecution undar the Cometer Fraud and Abuse Act of 1986 and Tty 18

By logging et ion ndlioe change irdar

USC Sec 100

Protecting Your Privacy

Pretecting yeur Prvacy 18 3 top pRonty 32 CMS. We are commetisd to ensunng the secunty and conddentialny of the user ragistenng to EIDM. Fiease read the CMS Progcy Act Statement which descnibes how we use the infrmation you provide

Collection Of Personal ldentifiable Information (Pll)

Parsonal™ infoemation is descnbad as data that it % 1o a0 indhadual, such as 3 name, address, telaphons rumbar, social aecurity number and date of bith (DOB)

| understand that the santity peocing senices being requaste
Expetian have been mel the senices requested by CM3 1o

1 agree to the terms and .
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Users will then be navigated to a Questionnaire page, where they must enter the additional fields
required for ID proofing that are not collected in HIOS. Attributes already collected in HIOS will

be pre-populated and read-only.
Figure 6 - Additional Questions Page

Yaur intormaien
Your Information

Fiest Hams Maddle Name

Last Nama: Suffixc

E-mail Address

* Bocial Secunty Number.

Home Address Ling 1

Home Address Line 2

- City. *State: - ZipCode:  Tip Code Extension

- Home Address Lina 1
123 Main Tarrace

Home Address Ling 2
- State; - Zip Code:  Zip Code Extension

Manassas A || 20112

[ N -

Based on the information provided, the user will be required to answer four questions for Identity
Verification. User information is submitted to Experian and unique questions and answers are

provided to each user for ID Proofing.
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Figure 7 - Identity Verification Screen -1

Ve ety

Verify Identity

* You may have opened an auto loan in or arcund September 2012 Please select the lender for this account If you do not have such an auto loan, select NONE OF THE ABOVEDOES NOT APPLY"
FORD CRED
THAN BAMERICA
MITIUES S| MOTORS CRED OF AMERICA
Y FIARCIAL SVCE
NCME OF THE ABOVET-DES NOT APPLY

+ Pleaso soloct the term of your auto laan fin months) Fam the following chaices ¥ your auta Inan or auto leass 16/ is Aot one of the chaices ploase salect NONE OF THE ABOVE
a
%
-
™
NOME GF T ABOUE

» Yois may have apersd 3 [BANK OF AMERICA) credt card. Plaxte seloct the year in which your account was spensd
008

avar
2009
2m
NCHE OF THE ABOVE

» You currently or preiusly resided on ane of the following streets. Please seloct the street name Som the fbowing chasces
LOCIT POST
AL
-
BATILEFILLO
MOME OF Tl ABOVE

Users must reset their password and setup challenge questions.
Figure 8 - Identity Verification Screens -2

CMS.QOV ‘EHTBFDrise Portal Homs | Abouat CMIS | Newstoom | évchive | € Helo & FAQ | (-3 Email | & Pint
Ci s for care & M Services LLean about your heaithcare options Search CUS.gov

Healih Care Quality Improvement System  Provider Resources.

CMS Portal > Registration

[T ——
Choose User ID and Password
UseriD jore o

+ Password

Canfim Password sassmees

Select your Challenge Questions and Answers:

lenge questions and answers wil be sassword and scc

Question 1 Answer 1
» =] |eop
Question:2 Answer2
it your daam owrioedo [ [besch
Question 3 Answer3
. o] [beb
Question 4 Answerd
et o o ] |vctosa

e e

Complete Registasion

Registration Complete

You have now successtully compiatad your varification process. Pisase log out and login again in order for your profile update 1o take sfiect

-_———
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Existing HIOS Users will follow the steps below to access HIOS once they have completed the
EIDM registration process. Users will need to log out of the system for their profile updates to
take effect. Users will then log back into the Enterprise Portal with their EIDM user ID and

password.

Figure 9 — CMS Enterprise Portal Page- Login with EIDM Credentials

o sGt o e e oo B ot

CMS.QOV |E,..-em<w_, Portal ar | e 3 | s | i | O e S0 | Bl | D
Coters ‘or Medcae & Medcand Serwoes

.

.“'c!mme 1o CMS Enterprise Portal

The CMS Enterprive Portel s o galewsy being offered io
‘aliows the pubic to access & number of systems relsted
o Medicars Advantage. Frascipton Diug. and cther
CIS pregrnma

CMS Provides Health Coverage for 100
Million People...

a1 Med carw, Meckcaa, a0 e Chikrer's Masth naurance Srogram nd

After users have logged into the CMS Enterprise Portal they will have access to the HIOS in the

portal. Selecting the “HIOS’ tab will open the HIOS landing page.
Figure 10 — EIDM Portal page - Authorized HIOS Users

@rPortal Help 4 FAQs (& Print [# Logout Welcome

CMS
.gov

Enterprise Portal

My Portal HIOS

CMS Portal > My Portal

Welcome to CMS Enterprise Portal Request Application Access
-
B - Use the link below to request access to more
The Enterprise Portal combines and displays content and forms from multiple applications, supports users applications (FFE/HIOS applications only).
with navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based

access and personalization to present each user with only relevant content and applications. The vision of

the Enterprise Portal is to provide "one-stop shopping” dapabilities to improve customer experience and

satisfaction. Contact Help Desk

Provisioning

CMS Help Desk / EUA - 1-500-562-1963

There are several ways to get access to applications in
ACO Help Desk - Contact the ACQ Information

the CMS Enterprise Portal e
Center at 1-888-734-6433 (select option 2) if
1. EIDM - Presently, only FFE/HIOS applications are provisioned using you have any questions about using the ACO
EIDM. If you need access to applications integrated with EIDM please / Portlet features. TTY users should call
—

Users will click on the HIOS tab to be navigated to a landing page from where they can access
HIOS.

\'
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Figure 11 - Access HIOS, Plan Management Landing Page

—
M Evterine Bl - HICS - Wistia Frafen R
s : = | =f %]
) B oo g o A o At Ao R et A D ML R R R o ATt 5 1y 17 % /I o 2%

| Wom - REE5 =1 Go ta your el (| Recarpet- Logn || Welcoma || ooDeode |8 Mot Vnsed
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CQ%§ Enferprise Porfal

BOS  MyPonal

M Poal > HIOS

Page Title
Welcome
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postuant sea. Enuas ponder . waret [ Tt VBpera ks ea R €3 VI I Yugit DAL eCusate, B0 £ wisi Teapat assurvert

Health I Oversight System (HIOS)

Esque po s Vel g 2 Est g sl gam VI be anque viderer fepudiane. Mec £3 derigue inisisgebat

agement and Market Wide Functions

Loven dokor 51 amel, isque e usa = ad wod ea, sl wew e el Vi b e Teputiare. Mec o e

Acess Pan nent & Market Wide FusSons

HOME FAQ CONTACT US SIGN OUT

Welcome

HIOS Home Page

Organization Management
& Administrative Functions:

HIOS Main Page Anhnouncements:

Manage Account

Manage an Organization

Role Management

Approvals

HIOS Functions

HIOS Plan Finder Product

Data Collection (PF)
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2.2 New Users Registration

Beginning March 28th, new HIOS users will need to complete the following steps to access
HIOS:

e Register for an EIDM account
e Register in HIOS
e Request access to HIOS in the CMS Enterprise Portal

2.2.1 Register for an EIDM Account

New users will navigate to the Enterprise Portal to start the registration process.
Figure 13 - CMS Enterprise Portal Page- New User Registration

CMS-QOV |En1erpr[se Portal Home | Abees CME | Nesewioo | Archie | € e & FAQS | (o) Ermail | 4 Print
Ceners for Medicars & Medicaid Sarvicas Learn about your hesithcare options Snarch CHE.gov
Health Care Guality bmpisvement System  Provider Resomces.

CMS Secure Portal

‘Welcome to CMS Enterprise Portal

/ Ta log Into tha CAMS Portal 3 CMS user atcourt

The CMS Enterprise Portal is a gateway being offered to / 5 required.

allow the public to access a number of systems related ¥ you are unable b log into the CVES Foral using
i » = s wour CHS wser account, please coract e CHS

to e, F ip Dirug. and other = Nipik at 1-B00-562- 1963

CMS programs. e

@ Looin to GMS Secure Portal o
oegol uie 0

IDEGrMaton fr BEapit win
MEGIEARE. MEdiate Cuen
errgilmeri, and :H-'It!ﬂ.‘i CMS News

Gl Mowing IForsErd 10 Mmpsmer Heatn
Sefprm

CMS Provides Health Coverage for 100
Million People...

Inéarmation for chisdren up &g
e AGE. 0L 12 i O of el
GAIE COErAnE.

through Madicars, Madicaid, and the Childran's Haakh Insurance Program. And

with health insurance refarms and heaith care sxchanges, we ars ImEecheng haalth

cane and ensunng coverage for all Amencans

IR0 Vour pwn hands, eplore
INSUCANEE COVErRE Ophong

Figure 14 - Confirmation Screen

Healts Cats Crusity bnpiovsmmast bpntsm  Pravides Ressmroes 2]

M5 Port > Regintragian

Registration Complete
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Users will receive an email acknowledging successful registration and the email will include the
EIDM user ID.

For users that do not have an existing HIOS account, please register with HIOS (refer to section
2.2.1.1).

For users that have an existing HIOS account, please request access to HIOS in the CMS
Enterprise Portal (refer to section)

2.2.1.1  Non-Existing HIOS Account- Register with HIOS in CMS Portal

On the CMS Enterprise Portal page, users can select the ‘Login to CMS Secure Portal’ link. The
page will redirect the user to the Terms and Conditions page where users can select ‘Accept.’
Once this is complete, the user will be directed to the Login Page where they can enter their
EIDM credentials and select ‘Login.” The user will then be directed to the EIDM Portal page,
where they would need to request access to HIOS in two ways as in the Figures below.

Figure 15a — Requesting Access to HIOS- Method 1-Click Request Access Now Button

@ Portal Help & FAQs & Print

CMS
.gov

E Log Out Welcome -

Enterprise Portal

Wy Portal

CMS Portal > My Portal

Welcome to CMS Enterprise Portal Request Application Access

Use the link below to request access to more applications.
The Enterprise Partal combines and displays content and forms from multiple applications, suppaorts users with navigation and cross-

enterprise search tools, supports simplified sign-on, and uses role-based access and personalization to present each user with onky B Request Access Now »
relevant content and applications. The vision of the Enterprise Portal is to provide "one-stop shopping” capabilities to improve
customer experience and satisfaction

Figure 16b — Requesting Access to HIOS- Method 2-Click My Access link from Drop down.

@ Portal Help & FAQs & Print

E Log Out Welcome

CQM)§ Enterprise Portal

My Portal

CMS Portal > My Portal

Welcome to CMS Enterprise Portal

. . . ) Use the link below to request access to more applications.
The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and cross-
enterprise search tools, supports simplified sign-on, and uses role-based access and personalization to present each user with only Request Access Now

relevant content and applications. The vision of the Enterprise Portal is to provide "one-stop shopping" capabilities to improve
customer experience and satisfaction

10
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Once on the My Access page, the users will select the ‘Request New Application Access’ link.

@ Portal Help & FAGs & Print [# Logout  Weicome Cheryl Carter =

Enterprise Portal

CMS
-gov

MyPonal

CMS Portal > My Access

My Access

Sebect Add a R

View And Manage My Access

¢ of Remove a Role to

Figure 17 - My Access Page -1

n application

Users will select HIOS from the ‘Application Description” Dropdown and ‘HIOS Issuer’ from
the Role Dropdown. New users will need to register in HIOS by clicking on the hyperlink circled

below. The HIOS Registration page will open.

My Access

Figure 18 - My Access Page -2

[% Logowu Wislonme Cheryl Carnter =

Request New Application Access

11
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D ronaisiein s raas &

C'_J‘\gﬁ Enterprive Portal

MyPonal

T Pl - My Ascess

My Access
Request New Application Access

Agpies sian Deszeption

D) Porial el & FADS = rom [ woow Weltume Chery Carter =
gov Enterprise Poral
AbgPical

CMS Portal = My Accens

My Access

Once the HIOS Registration page opens up, users will need to complete the HIOS Registration
form and submit for Approval.
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Figure 19 - HIOS Registration Form

—_—
Health Insurance Oversight System

Thursday, February 21, 2013 SIGN-TN

Request HIOS Account

Please note that you are applying for access to the Health Insurance Oversight System (HIOS). If
ns. please contact the HIOS Helpdesk st Phone: 1-877-343-6507 or
ight@hhs.gov.

=)

focessibiity | Rules of Behavier Visb Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

Once approved, users will receive an email with their HIOS account information and an
Authorization Code to request access to HIOS in the Enterprise Portal.

Users must log into the Enterprise Portal to request access to HIOS.

Once the users receive the email from HIOS registration along with the Authorization Code, they

will be required to follow the same steps as above. The user will enter the Authorization code on
the screen as shown below.

Figure 20 - New HIOS User-Enter Authorization Code screen

MS rlefpise Porol
gov
UyPornal

s -ty b

My Access
Request New Application Access

e o Crmatoe

13
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Once the system has acknowledged the request, users will be granted permission to access HIOS.
Figure 21 - Request Acknowledgement Screen

5 Fortal s By Aesmas

My Access ‘ Request Acknowledgement

Access to HIOS will now appear under the ‘View and Manage My Access’ page. The user must
log out of the portal for the changes to take effect.
Figure 22 - View and Manage My Access Page

CMS |erterprtse Poria
.gov|

[
CME Poctal » My Accass
My Access View And Manage My Access

Tabe At acten

Once users have successfully acquired access to HIOS, users must log out of the portal. Upon
logging back into the portal, users will be directed to the My Portal landing page in the CMS
Enterprise Portal. From there, users can access the HIOS landing page.

14
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2.3  Portal Home Page

Upon successful login, the user will arrive on the HIOS Portal Home Page.
Figure 23: HIOS Portal Home Page

Health Insurance Oversight System

' Wednesday, August 14, 2013 HOME FAQ | CONTACT US | | SIGN OUT

Welcome

HIOS Home Page

Organization Management
& Administrative Functions:

HIOS Main Page Announcements:

Manage Account

Manage an Organization

Role Management

HIOS Functions

HIOS Plan Finder Product
Data Collection (PF)

New accounts will not have any organizational associations or role permissions. Those requests
must be made separately.
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3 Manage an Organization

Manage an Organization module allows the user to verify a company existence in HIOS or
create a new company or issuer within HIOS. The organization must be actively registered in
HIOS in order for a user to request access to the account or role permissions to the account.

Most of the modules within and controlled by HIOS will require the user to be cross-referenced
(or associated to) at least one organization, company, issuer, or state (for state modules only)
before a user can even have access to the module. The user will not have the module’s access
button until the user has an approved role request to an existing or approved new organization.

Figure 24: Manage an Organization button

Health Insurance Oversight System

Wednesday, August 14, 2013 HOME | | FAQ |  CONTACT US | | SIGN OUT

Welcome

HIOS Home Page

Organization Management
& Administrative Functions:

HIOS Main Page Anhnouncements:

Manage Account

Manage an Organization

Role Management

HIOS Functions

HIOS Plan Finder Product
Data Collection (PF)
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3.1 Company

Before creating a new company, the user must perform a Federal EIN Search to ensure the
company is not already registered within HIOS. If any of the details of the company are
incorrect, please contact the Help Desk to submit corrections.

Figure 25: Manage an Organization- Search FEIN

Manage an Organization

Please enter your company's 9 digit Federal EIN below and select 'Search' to determine if your company currently
exists in HIOS. If the FEIN does not return a result, you could create a new company in HIOS. If you see the edit
link enabled for an existing company information, you are an authorized user for Editing the company information.

The user must complete the steps below to register a company.
1. Select ‘Manage an Organization’ link on the HIOS Portal Home Page.
2. Key in the company’s ‘Federal EIN’.
3. Select the “Search’ button.
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Figure 26: Manage an Organization page - No company found

Health Insurance Oversight System

Wednesday, October 02, 2013 HOME FAQ | CONTACT U5 SIGN OUT

Welcome

Manage an Organization

Please enter your organization's 9 digit Federal EIN /TIN below and select 'Search’ to determine if your
organization currently exists in HIOS.

If vour organization is not located in the United States or its territories,and does not have a Federal Employer
Identification Number (FEIN) or U.S. Tax Identification Mumber (TIN), you will need to contact the Exchange
Operations Support Center (X0OS5C) at CMS FEPS@cms.hhs.gov or 1-855-267-1515 for assistance in registering
within HIOS.

If the FEIN does not return a result, you could create a new organization in HIOS. If you see the edit link
enabled for an existing organization information, you are an authorized user for Editing the organization
information.

Federal EIN/TIN: 123098765
Organization
No Organization Found

You may register your organization in HIOS by selecting the 'Create Organization' button below to enter your
organization's information.

Is your primary business health insurance coverage?
ZYes
Ll ' [s]

Create Organization

4. If the company is found in the search results, the user may proceed to Section 4.2 to set
up a new Issuer, if needed.

5. If the company is not found, select Yes or No to the question “Is your primary business
health insurance coverage?”

6. Select “Create Organization”.

The two figures below depict the screens that would be displayed based on the Radio
button selected in Step 5. The difference in these screens would be the Organization Type
field displaying static value of Insurance (if selected YES Figure 27) and Non
Insurance (if selected NO in Figure 28)
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Figure 27: Register New Organization-Insurance

Health Insurance Oversight System

Friday, September 06, 2013

Register New Organization

Please fill in the form below with your Company's information.

Note: (*) Indicates a required field.

*QOrganization Type: Insurance

*0Organization Legal Name:

o

*Incorporated State:
Federal EIN/TIN: 999367238
NAIC Company Code:

NAIC Group Code:

Group Name:

AM Best Number:

Not For Profit:
Co-0p:

il

HOME FAQ CONTACT Us SIGN OUT
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Figure 28: Register New Organization — Non-Insurance

Health Insurance Oversight System

‘ Friday, September 06, 2013 | HOME | FAQ | | CONTACT US | | SIGN OUT | ‘

Register New Organization

Please fill in the form below with your Company's information.

Note: (*) Indicates a required field.

*Qrganization Type: |N0n—Insurance |

*0Organization Legal Name: | |

*Incorporated State: I:El

Federal EIN/TIN: 999367238
Domiciliary Address

*Address Line 1:

|
Address Line 2: | |
=City: |

*State: v|

7. Enter in the details of the company. Be sure to complete required fields, which are
marked with an asterisk (*).
8. Select the *Review/Continue’ button.
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Figure 29: Review Company Information

Health Insurance Oversight System

‘ Friday, September 06, 2013 | HOME | | FAQ | | CONTACT US | | SIGN OUT |

Review Organization Information
Organization

NAIC AM Best Not

Organization Organization Incorporated Federal Address Line Address Line .. i ZIP
Company For Co-Op City State
Type Legal Name State EIN/TIN Code Number Profit 1 2 Code Plus 4
Insurance Mary Poppins VT 999367238 No No 12345 ChooC faifax VT 23453
hoo Lane
Company Group
NAIC Group Code Group Name
Accessibility | Rules of Behavior | Web Policies | File Formats and Plug-Ins

9. Confirm the accuracy of the information provided. Select ‘Back’ to correct any
information or *Submit’ to complete the request.

21



Health Insurance Oversight System
Portal — User Manual

Figure 30: New Company Confirmation

Health Insurance Oversight System

Friday, September 06, 2013 HOME | | FAQ | CONTACT US | | SIGN OUT

Confirmation

Your request to register the Company below has been submitted for approval. Once approved, you shall receive
a notification email.

Organization

Zip
Company Incorporated | Federal AM Best | Not For | Co- Address Line | Address Zip
Legal Name EIN/TIN CO"‘DE‘”"’ Number | Profit | op ne2 | M| St | coge | FUS

Mary Poppin | /¢ 99936?2 12345 ChooC falr‘r 2345
hoo Lane

Company Group

G Group Goce

Accesgsibility | Bules of Behavior | Weh Policies | File Formats and Pluag-Ins

10. Select the “‘Continue’ button to return to the HIOS Portal Home Page.

The requests will be submitted for approval. The requesting user will receive an email once the
new company has been approved.

3.2  Editing Company Information

Users with the new Company Administrator role and cross referenced to an organization can edit
the company information. All fields except for the Incorporated State field, the NAIC Company
Code, Group Code, and Group Name (in certain cases) fields are editable. A company
administrator is defined as: A representative of the Company who will be solely responsible for
editing of the Company level information. A company can have any number of Company
administrators.

Note: A user with a submitter or validator role for an organization cannot be a Company
administrator.

When the company administrator accesses HIOS and locates their organization record they will
be able to check the company’s FEIN validation status. The status is high level and will only
indicate whether the FEIN was successfully validated, failed validation, or is pending
validation. As mentioned previously, and as indicated in the failure notifications, the company
administrator may need to contact the help desk to receive further information on their failure
scenario.
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Here is the high level process flow diagram:
Figure 30a: Updating FEIN/Legal Business name work flow

Request Receive ‘ Manage an . faesEe . * Update
Company . . - . Access HIOS - = Organization
Admin Role Approval Organization using FEIN FEIN/LBN

Figure 30b: Edit Link on Manage an Organization Page

Health Insurance Oversight System

Thursday, August 15, 2013 HOME | | FAQ | CONTACT US  SIGN OUT

Welcome

Manage an Organization
Please enter your company's 9 digit Federal EIN below and select 'Search' to determine if your company currently

exists in HIOS. If the FEIN does not return a result, you could create a new company in HIOS. If you see the edit
link enabled for an existing company information, you are an authorized user for Editing the company information.

Federal EIN: 987654321 Seatch

Company
NAIC Zip
Company Incorpmated Federal Address Address Zip
Legal Name EIN gggwepany Line 1 Line 2 s Tals Code Plu-: e
HER
987654 593 HERN 2203
TEST 001 321 DON PKWY mDO 0

Once the user selects the “Edit’ hyperlink, they will be redirected to the page in the screenshot
below where they can edit the company’s information.
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Figure 31: Edit Company Fields

Edit Company

Please fill in the form below with your Company's information.

Note: (*) Indicates a required field.

*Company Legal Name: TEST 001
*Incorporated State: VA
Federal EIN: 987654321 Validation Status: Validation in Process

NAIC Company Code:

NAIC Group Code:

Group Name: TEST 001
AM Best Number:

Not For Profit:

Co-Op:

Domiciliary Address

*Address Line 1: 593 HERNDON PKWY
Address Line 2:

*City: HERNDON

*State: VA [~]

*Z1IP code: 22030

ZIP Plus 4:

|Back| |Review)‘Continue|

Accessibility | Rules of Behavior | Web Policies | File Formats and Plug-Ins

Note: The Insurance Company’s FEIN and Legal business name will be validated when the
editing request has been submitted. Once the FEIN validation has been processed, the Validation
status will be displayed on this page.

Updating FEIN/LBN:

Request Company Administrator role
Access HIOS as Company Administrator
Click “Manage an Organization”

Enter FEIN/TIN in Search field

Click “Search” button

Click “Edit” in the Action column
Review the Validation Status

Edit Company Legal Name (LBN) or Federal EIN/TIN as necessary
. Click “Review/Continue” button

10. Review updated information

11. Click “Submit” button

©CooNo~LNE

3.3 Issuer

Before creating a new issuer within HIOS, an associated company must be registered and
approved in the system. The user must perform a Federal EIN Search to ensure the company is
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already registered within HIOS. If any of the details of the company are incorrect, please contact
the Help Desk to submit corrections

Figure 32: Organization Registration

To search for an FEIN, complete the following steps:
1.

2.
3.
4

Federal EIN/TIN: SEM654321

mm Coe

Thursday, September 05, 2013

|[Manage an Organization

Please enter your arganization’s 9 $igit Federal EIN /TIN below and select 'Search’ o detenmine If your
organization cumently exists In HIOS. If the FEIN does not return & result, you could create & niw company in
HIDS, If you see the edit link enabled for an existing company Information, you are an authorized user for

Editing the companyy Information.

Search
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Back Addlssuer

Select ‘Manage an Organization’ link from the HIOS Portal Home Page.

Key in the company’s Federal EIN.

Select the “Search’ button.
If the company is not found, the user must create the company first. See Section 4.1 to set
up a new company.
If the company is found in the search results, check the existing list of Issuers associated
to the company to ensure the issuer does not already exist.

If the issuer does not already exist, select the ‘Add Issuer’ button.
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©

Figure 33: Register New Issuer page

Health Insurance Oversight System

Thursday, February 21, 2013 HOME FAD

CONTACT US SLGH OUT

walcome Jesshca Rabbit

Register New Issuer
Plea== fill in the form beldow with youwr [sswer's information.

Mote: (=) Indicates & required field.

Isswe=r L=gal Name:
~R=gist=r=d State:

Fexdberal EIN:

“ladir==s Lin= 1:

Addrmss Lire 2
=Tty -

~State:

~ZIF code:

ZIF Pius 4:

Below ar= the Isswers th

Any Insurance Company

1|

000112222

=l

Sawe and 2dd Sncther Issusr

st youw hawe reguested to creats. To remowe an Isswer from the table, you may ssl=ct

Tthe Ded=te link om Thal row .

Tamvmr Lwgel  Rasiteoed
] mretm

Mot mddrmas  Addrmam

res DT e
Fadene] EIN  Compeny  Grous 3 =
Cocmrezm Lirm 1 Linm =

Complete the fields and confirm you have selected the Registered State of the new issuer.
All required fields are marked with an asterisk (*).

When complete, select the “‘Save and Add Another Issuer’ button.
When all new issuer requests are completed, confirm the accuracy of the issuer details in

the summary table at the bottom of the page, and then select the ‘Submit” button.

The requests will be submitted for approval. The requesting user will receive an email once the
new issuer has been approved.
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4 Role Request

All modular access and role requests are to be completed in the Role Request functionality. The

user will be able to submit module access permission request and cross-reference request to

registered companies, issuers, and state (for state users only) all under the Role Management tab.

Users will also be able to view their existing roles and access status.

Figure 34: Role Request

Health Insurance Oversight System

Welcome

View Existing Role Request Role

Request Role

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each medule,
select Module Descriptions

Module: —-Select Module— Iz‘

Wednesday, August 14, 2013 HOME FAQ CONTACT Us SIGN OoUT

Requesting Company Administrator Role for HIOS Portal:

Select “HIOS Portal” from Module drop down.

Select “Company Administrator” from the Requested Role drop down.
Click “Continue” button.

Company Association section appears.

Federal EIN Text box is displayed- Enter 9 digit FEIN number.
Click “Search” button.

Search Result displayed- Company Name associated with FEIN.
Click “Review Continue” button.

. Confirmation screen displayed.

10. Click “ Submit” button.

CoNoUA~AWNE

11. Confirmation text “Your role request has been submitted for Approval. Once approved

you shall receive an email notification.”
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Module Description Chart

Before requesting a role or access to a module, it is important to review the Module Description
chart to ensure the user only requests access to the modules needed. Select the Module
Description link to view the chart.

Figure 35: Module Description chart

HIOS-CAP Consumer

Module Name Module Purpose

Plan Finder collects State, Issuer, and Product
information regarding the private health insurance
industry. For State nsers, Plan Finder collects data
regarding the insnrance companies within that
state and the products sold to individual and small
group markets to compare to the data filings of
those issners. Issuer Submission users can
download a pre-populated template. update
product i ion. then upload the file on the
“Upload Finalized Data Template™ tab.

The Consumer Assistance Program (CAF) is used
by states and its case workers to provide
beneficianies and consnmers insurance related
guidance and assistance.

Provide state users with the capabality to collect,
manage and subnut information about the vanous

Role Functionality

State Users: The state representative can view all the issuer
organizations assigned to that state.

Issuer Users:

Submitter user is a representative of an crganization who
can submit and view issuer data.

Primary Submitter contact: The primary submitter is the
primary contact for the submission issues.

Bachup Submitter contact: The backup submitter is the
backup contact for the submission issues.

Validator user is a representative of an organization who can
validate the data submutted by the issuer.

Primary Talidation contact: The primary Validator is the
primary contact for validation issues.

Backup Validation contact: The backup Validator 15 the
backup contact for the validation issues.

Attestation User: An official within an organization nsually
CEQ or CFO who attests the data submitted.

Administrator User: An official within CCIIO who can
access and view all issuer submitted data and state data.

Install CAP System (Installer) has the ability — System
setup for user authorized ability

Datl:l Collection Upload Process (Submitter) — Reported
Da
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4.2  View Existing Roles

The user can view their existing roles and access permissions on the View Existing Roles tab as
displayed below in Figure 36.
Figure 36: View Existing Roles

Health Insurance Oversight System

Wednesday, August 14, 2013 HOME | | FAQ 'con__rACT us | | SIGN OUT

View Existing Role Reguest Role

View Existing Roles

Welcome

Username: b

HIOS Plan Finder Product Data Collection (PF)

| Association Type | Association User Type User Sub-Type

Small Group Market

Issusr lssusr 100 Insurance Company - [N Submitter Primary Contact
lssusr Izsuer 10586 - Fairfax Health Insurance Co - VA Individ_ual Market Primary Contact
Submitter
HIOS Portal
Association Type Association
Company Administrator Company Any Insurance Company
Company i Company TEST 001
HIOS Crganization
Approver

TRV WT
—

To view existing roles, complete the following steps:
1. From the HIOS Portal Home Page, select the ‘Role Request’ button.
2. Select the “View Existing Roles’ tab.

4.3  Requesting a Role

To request an additional role or module access, a role request must be submitted. Be sure to
review the Module Descriptions chart to ensure the user requests the correct module and role
within the module.
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Figure 37: Request a Role

Health Insurance Oversight System

Friday, February 22, 2013 HOME FAQ | | CONTACT US SIGM DUT

Wiew Existing Roles Request Role

Request Role

Welcome Jessica Rabbit

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a
description of each module, select Module Descriptions

Module: |Rate & Benefits Information System (RBIS) =
Requested Role: Issuer =

User Type: |Sma|l Group Market Submitter |

User Sub-Type: [Backup Contact |

Issuer Association

Please enter the HIOS Issuer ID below
Issuer ID: 25511

Search Result: 85511 - ACME Insurance Company - DC

Review/Continue

Accessibility Rules of Behawiar web Palicies File Formats and Plug-Ins

U.5. Department of Health & Human Services + 200 Independence Avenue, 5.W. * Washington, D.C. 20201

To request a role, complete the following steps:

1.

2.
3.
4

oo

From the HIOS Portal Home Page, select the “‘Role Request’ button.

Select the ‘Request Role’ tab.

Select the Module needed.

Select the Requested Role. The system will only display the specific roles that apply to
the module selected.

If applicable for the module selected, select the User Type from the drop down menu.
If applicable for the module selected, selected the User Sub-Type from the drop down
menu.

If the module requires a cross-reference to a company, issuer, or state, enter the
information and select Search. If a Search Result is not displayed, the user must register
the organization first or verify that the issuer or state reference provided is accurate.
Select the “‘Review/Continue’ button.

30



Health Insurance Oversight System
Portal — User Manual

Figure 38: Request Role Confirmation page

Health Insurance Oversight System

Friday, February 22, 2013 HOME | | FAQ | CONTACTUS | | SIGN OUT

iew Existing Roles Request Role

Request Role

Welcome Jessica Rabbit

Please review your selections below, and select *Submit’ to submit the new role request for approval, or
select 'Back’ to make changes.

Module: Rate & Benefits Information System (RBIS)
Requested Role: Issuer

User Type: Small Group Market Submitter

User Sub-Type: Backup Contact

Selected Issuer: 85511 - ACME Insurance Company - DC
Back

9. Select the ‘Submit’ button. The ‘Back’ button is also an option if the user needs to make

changes to prior to this page.
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5 Approvals

Based on the user role’s access, users will be able to approve new organizations, user accounts
and user approvals on the web.

Figure 39: Approvals Button on HIOS Home Page

Health Insurance Oversight System

Wednesday, August 14, 2013 HOME | FAQ | CONTACT US | | SIGN OUT

Welcome

HIOS Home Page

Organization Management
& Administrative Functions:

HIOS Main Page Announcements:

Manage Account
Manage an Organization

Role Management

Approvals

HIOS Functions

HIOS Plan Finder Product

Data Collection (PF)

Figure 40: Approvals Tabs

New Organization Approvals User Account Approvals User Role Approvals

New Organization Approvals

Flease select a Request Type from the drop-down list below to view the corresponding requests

Request Type: -- Select Type - [~]
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An ‘Approve’ and ‘Deny’ link will be available for users with an approver role.

Figure 41: Approve and Deny Hyperlinks

Health Insurance Oversight System

Request Status:

Thursday, August 15, 2013 HOME FAQ

New Organization Approvals User Account Approvals User Role Approvals

User Account Request Approvals

Page size:| 10[r]

CONTACT US SIGN OUT

Welcome

Please select a Request Status test from the drop-down list below to view the corresponding requests

Pending Approval [~ ]

Please select either the "Approve’ or 'Deny’' link in the table below to approve or deny the request in that row
(] EI

Reguested
Date =

7 items in 1 pagy

Email Name % Organlzatlnn Job Title % Phone Address | Approve | Den
Number =

2013-08-05 Road
Taa. Joe Blow jedizren@cgifederal.com Consultant 1234567890 | Belton, TX & Aporove | Den

17:44:17.43 78888
123 Test

2013-06-03 : - . Ave

17-04:36.917 Raja Ramkumar | sanala@gssinc.com Test Specialist 6661232345 Columbia, Aporove | Deny
MD 34567

2013-05-28 . Black .

10:53:28.77 Jolly Rodger tacalderwood@gmail.com Beards Crew | Firate 1234567890 Approve | Deny

When the user selects Approve, a confirmation will appear.
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Figure 42: Approval Confirmation

Health Insurance Oversight System

Thursday, August 15, 2013 HOME | | FAQ | | CONTACT US

New Organization Approvals User Account Approvals User Role Approvals

User Account Request Approvals

Welcome

Confirm
The Account with email address jedjeren@cgifederal.com was successfully Approved
Please select a Request Status test from the drop-down list below to view the corresponding requests

Pending Approval | = |

Please select either the 'Approve’ or 'Deny' link in the table below to approve or deny the request in that row [/\\)
el

Requeated Req uush i
Date Name =

Request Status:

Page size: [ 10[~]

123 Test
2013-06-03 - - Ave
17:04:26.017 Raja Ramkumar | sanala@gssinc.com Test Specialist 6651232345 Columbia, Al
MD 34567
2013-05-28 Black
10:53:28.77 Jolly Rodger tacalderwood@gmail.com Beards Crew Pirate 1234567890 A

SIGN OUT

6 items in 1 page

Organization Pho .nu N
- Jobitle = Address ¥ Aporove o=t

rove | Deny

rove | Deny

Users can also view all Approved, Denied, and Pending Approval requests under each tab.
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Figure 43: View Approved Requests on User Role Requests Page
Health Insurance Oversight System

Thursday, August 15, 2013 HOME FAQ CONTACT Us SIGN OUT
Welcome

New Organization Approvals User Account Approvals User Role Approvals

User Role Request Approvals
Please select a Module from the drop-down list below to view the corresponding requests

Module: HIOS Portal E2

Request Status:

III 2 . 16 items in 2 pages

. h Requested oA iation | Association r Sub-
Username ¥ Job Title Role % Type & P Trns Type &

Certified
. Software 2013-08-15 HIDS Company Sang Test
tara.thayer@cgifederal.com Test 10:07:04.92 | Portal Administrator | COMPANY | o5
Engineer
Certified Tast
5 Software 2013-08-15 HIOS Company Company
EEEEET L T Test 10:02:27.837 | Portal Administrator | °MP3MY | Cloged
Enginesr Block
Certified
p Software 2013-08-14 HIOS Company -
tara.thayer@cgifederal.com Test 18:35:41.037 | Portal Administrator Company testing4
Engineer

Figure 44: View Pending Approval Requests on New Organization Approvals Page

Health Insurance Oversight System

Thursday, August 15, 2013 HOME FAQ CONTACT US SIGN OUT
Welcome :

New Orga

User Account Approvals User Role Approvals

New Organization Approvals

Flease select a Request Type from the drop-down list below to view the corresponding requests

Request Type: ‘ Company and Group CreallonEl
Request Status: Pending Approval [«
Please select either the 'Approve’' or 'Deny’ link in the table below to approve or deny the request in that row

Page size:

NAIC

- - Requested | Company Federal Incorporated -~ —— Group
Reguestor Username ¥ Dates = Name = ETN & State = C_onupiny Address = Name %
Code ¥
08-14- LINE 1 LINE
- 2013 Ye 2Houston,
jonathan.edjeren@cgifederal.com 4:17:10 CcDD 434343434 | T Yes = 90080 T 77777 NAME
PM 4444
08-14- ’
123 Main 5t
cans sheeodmeaifadarsl som 2013 Any 444339935 | ke Bl Ve | aaaaa Amutoiwn W
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6 Trouble shooting and FAQ

6.1 FAQ’s

Question 1: | forgot my password. What do | do?

Answer: Select the ‘Forgot Password link on the CMS Enterprise Portal.’

Question 2: 1 do not see the module access button for the application I would like access. What
do I do?

Answer: Refer user to User Role Request.

Question 3: | received an error stating that I am locked out of my account. What should | do?

Answer: Contact the Exchange Operations Support Center (XOSC).

Question 4: 1 do not see the specific issuer or company information | am looking for within a
specific module. What should I do?

Answer: Refer to User Role Request instructions.

6.2  Support

CMS Help Desk

For additional assistance, please call the Exchange Operations Support Center (XOSC) at 1-855-
CMS-1515 or email them at CMS_FEPS@CMS.HHS.gov.
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