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1. How to Request Annual Role Certification - All Users

IMPORTANT: The role certification request procedure is completely OPTIONAL for all users.
Approvers are responsible for reviewing and recertifying a user’s role(s) even if the user does
not request it using the procedure described in this section.

The following terms are introduced in this section:

¢ Annual Role Certification - The process by which a user is granted continued use of a
role for another 365 days. Annual Role Certification is required every year by CMS’
security policy and is counted from the original role approval date or the previous year’s
certification date.

11 How to View a List of Roles Available for Recertification

The IDM System enables users to send an annual role certification request to their approver for
roles which they have a continuing need to access. The IDM System sends an email to users 45
days before their role certification due date. The email contains instructions for how to initiate
the role certification request.

NOTE: An email is sent for each role that is due for certification unless multiple roles are due
for certification on the same day. The following exceptions apply:

e Users will only receive one email when multiple roles are due for certification on the
same day.

e Approvers that have multiple roles due on the same day from different applications
will get two emails.

Procedure Example

CMS.gov | IDM

Sign In

1) Navigate to ]
https://home.idm.cms.gov _

and sign in to the IDM
Syste m. B Agree to our Terms & Conditions

Sign In

.

CMS PIV Card Cnly

Figure 1: IDM Sign In Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure

Example

The IDM Self-Service user
interface (Ul) appears.

2) Click the Manage My
Roles button.

CMSgav | DM Self Service

Manage My Roles

e Help Desk / Manage Users

. My Profile
E Manage My Roles . My Requests

My Annual Role Certifications

Figure 2: IDM Self-Service User Interface

The Manage My Roles
window appears.

3) Click the Here hyperlink.

Manage My Roles

Application Name

MIDAS SAS Web MIDAS SAS Helpdesk

3

[-38
=4

fo o

PRIS Plan Portal EPOC User 0, 40
e =

Medicaid Data Collection Tool Quality Measures Reporting (MDCT QMR) MDCT QMR Business Owner Rep o’, 40
er &

&

o [o

PS&R/STAR

2) /STAR Helpdesk

r ere. PS&R/STAR Helpdes! 2
Did you know roles need to be certified by yaf Approver once a year? You have the option to notify your Approver of your desire
to have your role certified by c\ick\'n

Figure 3: Manage My Roles Window

The Manage My Annual Role
Certification window appears
and displays a list of the
user’s roles.

NOTE: Some roles will not be
listed here because not all
applications use IDM for role
recertification. Please contact
your helpdesk if you need
further assistance.

NOTE: Users may only request
certification for roles that have a
status of “Certification Due”,
which means the role is within
120 days of the certification due
date.

Manage My Annual Role Certification

EPOC Pian Cantract Number.

Plan Contract Number-

Figure 4: Manage My Annual Role Certifications Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03

Identity Management (IDM)
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1.2 How to Use the Manage My Annual Role Certification Window

Manage My Annual Role Certification

MIDAS SAS Web MIDAS SAS Helpdesk
PRIS Plan Portal EPOC User
PRIS Plan Portal EPOC User

Plan Contract Number
H1IM

Plan Contract Number:
H2222

©— [ O

Certified 05/23/2023

Figure 5: Manage My Annual Role Certification Window with Controls Highlighted

Table 1: Manage My Annual Role Certification Window Control Summary

Task Reference Action
User the Search box to search for and display only
Search 1 )
those records that contain the term.
Manage Roles 2 Click the Manage My Roles hyperlink to return to the
Manage My Roles window.
. Click the Full Screen button to switch between full
Full Screen View 3 .
screen and normal view.
Submit Al 4 Click the Submit All button to add all roles that are in
Certification Due status to the Cart.
. Click the Export button to export the list of all user roles
Export List 5 to a Microsoft Excel or .CSV file.
View Cart Contents 6 Click the_Vlew Cart button to view the certifications to
request list.
Add to Cart 7 Click the Add to Cart button to add individual roles that
are in Certification Due status to the Cart.
Click the Column Header to sort the list based on the
Sort by Column 8
contents of that column.
N Click the Arrows or Page Numbers to select the
Page Navigation 9 :
desired page of results.
Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Task Reference Action
Change Page Size 10 Select Results Pgr Page to change the number of
records that are displayed on a page.

1.3 How to Submit a Role Certification Request

Procedure Example

1) Use the procedure in
Section 1.1 How to
View a List of Roles
Available for
Recertification to
Open the Manage My
Annual Role
Certification window.

Manage My Annual Role Certification

2) (Optional) Use the
Search Box to search
for “Certification Due”.
This will filter the list to wosss s otz ®
display only those roles
which have a o Pt s
certification status of —
“Certification Due”.

Figure 7: Manage My Annual Role Certification Window - Filtered

3) (Optional) Click the
Certification Status

report heading to Certification Status 4

display all roles with a :

Certification Status of

“Certification Due” at Figure 8: Certification Status Report Heading
the top of the report.

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
4
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Procedure

Example

4)

5)

6)

(Optional) Request
certification for all

roles: Click the Submit
All button to add all
roles that are in
Certification Due status
to the Cart. The
Certification(s) to
Request window
appears. Skip to Step
6.

Request certification
for individual roles:
Click the Add to Cart
button to add individual
roles that are in
Certification Due status
to the Cart.

(Optional) Click the
Remove from Cart
button to remove the
role from the
certifications to request
list.

Click the View Cart
button. The
Certification(s) to
Request window
appears.

o %
= (2]

2 of the 4role certifications have been loaded

0\_

Figure 9: Certification Request Procedure (Buttons Magnified)

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure

Example

8)

(Optional) Click the
Remove from Cart
button to remove the
role from the
certifications to request
list.

(Optional) Provide a
Justification of why the
role is needed for
another year within the
Justification field on the
Certification(s) to
Request window.

10) Click the Submit button.

The Manage My
Annual Role
Certification window
displays a message
that informs the user
that the request was
successfully submitted.

Certification(s) to Request

Apptication Hole

Figure 10: Certification(s) to Request Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03
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2. How to Perform Annual Role Certification - Approvers Only

NOTE: The procedures in this section only apply to users who have an Approver role and
who certify or revoke roles for other users which fall within the scope of annual role
certification.

21 Annual Role Certification for Manually Approved Roles
The following terms are introduced in this section:

o Manually Approved Roles - Roles that are subject to a request and approval process
performed by a person. The first or original grant of a manually approved role is valid for
one year.

The IDM System sends email reminders to Approvers who manage users with manually
approved roles to remind them of the annual role certification date. Email reminders are sent to
approvers at intervals of 30, 15, 7, and 1 day(s) before the user’s role certification due date.

NOTE: A user whose roles are revoked will continue to have access to IDM and any
application(s) until the nightly job runs. Approvers can immediately remove the user’s access
via IDM’s role removal functionality.

WARNING: The more role certifications you process in one transaction, the longer it will take
for that transaction to complete. A maximum of 500 roles per transaction is recommended.

2.2 How to View a List of Pending Certifications

Procedure Example

CMS.gov | IDM

Sign In

1) Navigate to ]
https://home.idm.cms.gov _

and sign in to the IDM
SyStem . B Agree to our Terms & Conditions

Sign In

—

CMS PIV Card Only

Figure 11: IDM Sign In Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure

Example

The IDM Self-Service user
interface (Ul) appears.

2) Click the My Annual Role
Certifications button.

NOTE: The My Annual Role
Certifications button is only
available for users who have an
Approver role.

My Profile o ge .
My Annual Role Certifications
Manage My Roles
[~ 7

Help Desk / Manage Users e My Approvals

My Annual Role Certifications My Reports

Figure 12: IDM Self-Service User Interface

The My Annual Role
Certifications window appears.

NOTE: The window displays a list of
roles for all users under an
Approver’s authority that require
certification within the next 365
days.

NOTE: A maximum of 1000 records
can be displayed at a time.

Plan Contract

v Displays the number of role
| certification records that were loaded.

Mamer

Figure 13: My Annual Role Certifications Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03

Identity Management (IDM)
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2.3 How to Filter, Sort, and Paginate the List of Pending Certifications

My Annual Role Certifications

TheresaR_congic- PSBR/STAR PS&R Security

Officia

Organization: Yes 5/17/2022 08/05/2022

edi Hospital olumbia,
D)
Organization:
Test PSR (Columbia, MD)

Plan Contract Number. 07/29/2022
HIT

Plan Contract Number:
H1111

Figure 14: My Annual Role Certifications Window with Controls Highlighted

Table 2: My Annual Role Certification Window Control Summary

Task Reference Action
. Click the Full Screen button to switch between full
View Full Screen 1 .
screen and normal view.
Filter by 30, 60, or 90 Select Due Date to display all users or display only
Days, or the Current 2 those users whose certifications expire at the end of the
Date current day, or within the next 30, 60, or 90 days.
Click the Show Email Address box to display or hide
the Email Address column.

Show Email Addresses 3 NOTE: The Email Address column must be displayed if
you want to perform a Global Search based on a user’s
email address.

Click the Show User Requested box to display or hide

Show User quuested 4 the User Requested “Yes” flag and date on which the

Information o e .
user initiated a role certification request.
Click the Column Header to sort the list based on the
Sort by Column 5
contents of that column.
L Click the Arrows or Page Numbers to select the
Page Navigation 6

desired page of results.

Annual Role Certification (ARC) Quick Reference Guide Version 1.03

Identity Management (IDM)
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Task Reference Action
Change Page Size 7 Select Results Pgr Page to change the number of
records that are displayed on a page.
Move to Top of Page 8 Click the Top button to move to the top of the page.

2.4 How to Perform a Global Search

The Global Search enables Approvers to perform a keyword search across all columns of
information to narrow the results of the records in their pending role certification queue.

Search that is based on a user’s email address.

NOTE: The Show Email Address box must be selected if you want to perform a Global

Procedure

Example

1) Open the My Annual
Role Certifications Search

@]

window and type a
keyword into the
Search field.

Figure 15: Global Search Field

My Annual Role Certifications

The My Annual Role
Certifications window only
displays records that match
the global search criteria. sms Swo

Usar Raqumsted . User Ruguasiod Dute  Carlificalion Dus Dadn  Lasi Carted On

Figure 16: My Annual Role Certifications Global Search Results

2.5 How to Perform an Advanced Search

The Advanced Search enables Approvers to perform a search using a combination of date
range, application, role, and group (if applicable) to narrow the results of the records in their

pending role certification queue.

Annual Role Certification (ARC) Quick Reference Guide Version 1.03
10

Identity Management (IDM)
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Procedure

Example

1) Open the My Annual
Role Certifications
window and click the
Advanced Search

Advanced Search

Figure 17: Advanced Search Button

button.
The Advanced Search
window appears.

3) (Optional) Select a
Role.

4) (Optional) Enter any
combination of User
ID, First Name, Last
Name, Certification
Date From,
Certification Date To,
or User Requested.

5) Click the
Certification Search
button.

2) Select an Application.

Advanced Search
D (Optional

aaaaa

n eporting (MDCTQMR] X« |I
|

N\

L
Clear Fields

Figure 18: Advanced Search Form

The My Annual Role
Certifications window only
displays those pending
certification records that
match the search criteria.

My Annual Role Certifications

James Dinh
JDINHB124)

jdinh@cellabralink.co

Medicaid Data  MDCT QMR State 01/04/2023
Colle: n Tool User
Qual es
Reporting (MDCT
QMR)

Figure 19: My Annual Role Certifications Advanced Search Results

Annual Role Certification (ARC) Quick Reference Guide Version 1.03

Identity Management (IDM)
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2.6 How to View User/Role Details and Certify/Revoke a User’s Role

Steps

Screenshots

1) Open the My Annual Role
Certifications window and
click the User ID of the
desired user.

hh

qwertyuioplkjhgfdsazx
cvbn
(ANDY.SMITHO105)

Figure 20: User ID Role Details Link

The User Details window
appears.

2) Click the Acknowledge
box.

3) Enter areason for the
certify/revoke decision.

4) Certify or Revoke the
user’s role.

a. Click the Certify button
to certify the user’s
role.

OR

b. Click the Revoke
button to revoke the
user’s role.

The system displays a message
that states the action was
successful.

Personal Information
| userio ANDY.SMITHO105

i First Name: hh

i Last Name: qwertyuioplkjhgfdsazxcvbn

| £-mait Address: brijeshkumarp@c-hit com
Request Details

| eertification bue pate 06/21/2022

! Last Certified On

l User Requested:

| user Requested bate

I Application: MA,
! Role: EPOC
! Plan Contract Number: 58841
Business Contact Information
| Company Name: Kkl
l Address Line 1 Ticlhetiic
| astms ez Acknowledge
| ety

[ s
| Zip Code:

| Zip Code Extension:
| Company Phone Number: A34-3a4-4444

| Company Phone Number Ex

| Office Phone Numi FYPRTIRTIT] c.ﬂif'
| Office Ph ¢ Extension:

Figure 21: User Details Window

Annual Role Certification (ARC) Quick Reference Guide Version 1.03
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2.7 How to Use the Cart to Certify and Revoke Multiple User Roles

The Cart feature enables Approvers to certify and revoke multiple user roles simultaneously.

Procedure

Screenshots

1) Open the My Annual Role
Certifications window.

2) Certify or Revoke the
user’s role.

a. Click the Certify
button to certify the
user’s role. Each
certified role record
turns green.

OR

b. Click the Revoke
button to revoke the
user’s role. Each
revoked role record
turns red.

My Annual Role Certifications

Revoke |

Certify

©e

(&)

Figure 22: My Annual Role Certifications Certify/Revoke Controls

3) (Optional) Click the
Remove from Cart
button to reverse the
certify or revoke action.

4) Click the Cart button.

My Annual Role Certifications

PSLRISTAR

‘Drganization:

PSSR Sectrity
offcia Legal (Brageport, 64)

The Certification(s) to Process
window appears.

5) Click the Acknowledge
box.

6) Enter a reason for the
certify/revoke decision.

7) Click the Submit button.

The system displays a message
that states the action was
successful.

/ Acknowledge

N

Figure 24: My Annual Role Certifications Acknowledge/Submit

Controls

Annual Role Certification (ARC) Quick Reference Guide Version 1.03
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2.8 How to Bulk Certify/Revoke Multiple Users’ Roles

The Bulk Certify/Revoke feature enables Approvers to select all user roles that are displayed on
the page then bulk-submit them for certification or revocation.

Procedure

Screenshots

1) Open the My Annual Role
Certifications window.

2) (Optional) Use the
Pagination control to
adjust the number of
records per page.

WARNING: The more role
certifications you process in one
transaction, the longer it will take
for that transaction to complete.
A maximum of 500 roles per
transaction is recommended.

My Annual Role Certifications

3) Certify or Revoke all
displayed roles.

a. Click the Certify all
button to certify all
roles displayed on the

page.
OR

b. Click the Revoke all
button to revoke all
roles displayed on the

page.

|certifyall| ~

Figure 26: My Annual Role Certifications Certify/Revoke
Controls

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure Screenshots

The Certification(s) to Process
window appears.

4) Click the Acknowledge
box.

5) Enter a reason for the e .-i. : _ 7
certify/revoke decision. R acknowiadse :I

6) Click the Submit button.

The system displays a message

that states the action was
successful. Figure 27: My Annual Role Certifications Acknowledge/Submit

Controls

PROEERR0 O

gl

(=

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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3. How to Export Pending Role Certification Records to Excel -
Approvers Only

Procedure Screenshots

1) Open the My Annual Role
Certifications window.

2) Click the Export button and
select the output format.

Figure 28: My Annual Role Certifications Export Control

€ savens X
« v « Windows (C:) » Users » Public ~ V] Search Public
Organize Mew folder ES 9
I Desktop A MName ’ 3
# Documents Libraries

Microsoft Teams Chat Files Public Account Pictures

&= Pictures Public Desktop
The Save As window appears. - This pC Public Documents
) Public Downloads
3) Click the Save button. # 20 Opject Public Music
I Desktop Public Pictures v
The file is exported. # Documents “ie >
File name: I2021[}50] Pending Annual Role Certifications vl
Save as type: Microsoft Excel 57-2003 Worksheet b
Save
~ Hide Folders Cancel
Figure 29: File Save Window
Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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4. How to Use the IDM Annual Role Certification Reports -
BO/BOR Roles Only

NOTE: The IDM Annual Role Certification Reports are only available to users who are
approved for the Application Business Owners (BO) or Application Business Owner
Representatives (BOR) role within the IDM Reports application.

The IDM Annual Role Certification Reports consist of two reports:

¢ Annual Role Certification Summary Report - Displays a summary of the total count(s)
of all user roles that were certified, revoked, or are pending annual role certification for
each application for which an Approver is responsible. The report data is presented a
tabular format.

¢ Pending Annual Role Certification Report - Displays a count of pending annual role
certifications categorized by application and by application and role for each application
for which an Approver is responsible. The report data is presented in both a graphical
and a tabular format.

Procedure Example

NOTE: The My Reports button
is available to users who have
been approved for the IDM My e

Reports role.

The My Reports role is obtained o) wy Pofie
using the IDM Self-Service Role . —

My Approvals

Request feature.

1) Access the IDM Self- '
Service user interface. e cotenins \ —
2) Click the My Reports |®
button.

My Requests

Figure 30: IDM Self-Service User Interface

The My Reports window
appears.

3) Select the Annual Role
Certification Summary
report or the Pending

Annual Role Figure 31: Report Selection Window
Certification report.

My Reports

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure

Example

selected report appears.

BO—
I(/-*m Role Certification Summary - Testdl

De =]

e e A T
Annual Role Certification Summary

Total Complated - 50 Days  Total Revoked -30Bays  Total Pending - 90 Days.

F n

Appiaation

The screen refreshes and the

ation eoort - Test)

Pending Annual Role Certification Report

The

Suttatal w
s CEnRs Agmastisar
cems aeatyst '

Figure 33: Sample Pending Annual Role Certification Report

Annual Role Certification (ARC) Quick Reference Guide Version 1.03
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41 How to Filter and Sort the IDM Annual Role Certification Reports

Pending Annual Role Certifications By Application

Figure 34: My Reports Window with Controls Highlighted

Table 3: My Reports Control Summary

Task Reference Action
, Click the Full Screen button to switch between
View Full Screen 1 !
full screen and normal view.
Click the Report Selection button that
Select Report 2 corresponds to the desired report.
Filter Report Columns 3 Qllck a Repqr.t Ellter buf[ton to filter the report to
display specific information.
Click the Print button to print the current report
Print 4 on a print or create a Portable Document Format
(.PDF) file.
Click a Column Header to change the sort order
Sort Report Columns 5 of the report data based on the order of the
selected column
Expand/Collapse 6 Click the Exp'andICoIIapse button to expand or
collapse the list of role names.
. Click the Export Options button to select the
Export Options Menu ’ export format and export the report.
Report Body 8 Click the Report Body to display or hide the

Export Options menu.

Annual Role Certification (ARC) Quick Reference Guide Version 1.03

Identity Management (IDM)
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4.2 How to Print the IDM Annual Role Certification Reports

Procedure

Example

1)

2)

View the desired IDM
Annual Role Certification
Report.

Click the Print button and
choose the Print option.

Contrcts Unar Loge Aptiatian e e [ — [REN——

Pending Annual Role Certification Report

Figure 35: Pending Annual Role Certification Report Print Button

3)

4)

5)

6)

The Prepare for Printing window
appears.

(Optional) Change the
Paper size and/or the
Paper orientation.

(Optional) Select the
Print background color
option if the report title
cannot be seen against a
white background.

Click the Go to preview
button.

Click the Print button.

Prepare for printing x
Paper size
US letter v
Paper orientation
Landscape v
Z Print background color @
Cancel Go to preview

Figure 36: Print Options Window

4.3 How to Export the IDM Annual Role Certification Reports to Excel

Procedure

Example

1)

2)

3)

View the desired IDM
Annual Role Certification
Report.

(Optional) If the Export
Options menu is not
already visible, click any
row of the Report Body.

Click the Export Options
button and select the
export format.

L ——— [T———

Pending Annual Role Certification Report

Export
Options

Figure 37: Pending Annual Role Certification Report Export Options
Button

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Procedure Example
Download started
The Download Status window
appears and displays the o sl
progress of the download
operation.
Figure 38: Download Status Window
¢
1+ « DM User Guide » Post-Go-Live > Sprint 50
Organize = New folder - @
Microsoft Teams Chat Files L.
& Pictures I.r\\agaz . o
The Save As window appears o i
after the download is complete. —
& Downloads
4) Click the Save button. g
. B Videos
5) Click the Done button on Wi
the Download Status s ‘
. File name: | Pending_Annual Role_1623946965445 ]
window. e s e | RO E WOl -
A Hide Folders % Cancel
Figure 39: File Save Window
Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Appendix A: Acronyms

Table 4: Acronyms

Acronym Literal Translation

ARC Annual Role Certification

BO Business Owner

BOR Business Owner Representative
C-HIT Chags Health Information Technology
CMS Centers for Medicare & Medicaid Services
csv Comma Separated Value

IDM Identity Management

PDF Portable Document Format

QA Quality Assurance

ul User Interface

Annual Role Certification (ARC) Quick Reference Guide Version 1.03 Identity Management (IDM)
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Appendix B: Approvals

The undersigned acknowledge that they have reviewed this document and agree with the
information presented within this document. Changes to this document will be coordinated with,
and approved by, the undersigned, or their designated representatives.

Table 5: Approvals

Document Approved By Date Approved

Carla Layne, EIDM Contracting Officer Representative, CMS Date
Verne Webster, EIDM Government Task Leader, CMS Date
Veera Netla, IDM Project Manager, C-HIT Date
Micalina Mendoza, IDM QA Manager, C-HIT Date
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