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1. Introduction 

The Centers for Medicare & Medicaid Services (CMS) is a federal agency that ensures health 
care coverage for more than 100 million Americans. CMS administers Medicare and Medicaid 
and provides funds and guidance for all of the 50 states in the nation, for their Medicaid 
programs, and Childrenôs Health Insurance Program (CHIP). CMS works together with the CMS 
community and organizations in delivering improved and better coordinated care. 

1.1 Identity Management (IDM) System Overview 

CMS created the IDM System to provide Business Partners with a means to request and obtain 
a single User ID which they can use to access one or more CMS applications. The IDM System 
uses a cloud-based distributed architecture that supports the needs of both legacy and new 
applications while providing an improved user experience on desktop and laptop computers as 
well as tablet and smartphone mobile devices.  

1.2 User Guide Purpose 

This user guide provides step-by-step instructions for performing the most common tasks using 
the IDM System. The tasks a user can perform varies depending on their role and includes, but 
is not limited to, creating an account, logging in to the IDM System, requesting a role, identity 
proofing, managing role requests, performing account management functions, and generating 
reports.  

1.3 Where to Get Help 

Users can quickly find answers to common questions in the Help Center using the Need Help? 
menu and the Need Help? link. The Need Help? menu is located at the top right corner of the 
IDM Sign In page and the Need Help? link is located at the bottom center of the IDM Sign In 
page.  

 

Figure 1: Location of the Help Center Menu and Link 
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The Help Center provides answers to the following questions: 

¶ How do I find my Application Help Desk contact information? 

¶ How do I sign in? 

¶ How do I unlock my account? 

¶ How do I change my password? 

¶ How do I add Multi-Factor Authentication (MFA)? 

¶ How do I use the IDM system? 

¶ How to perform Annual Role Certification? 

Users that require support beyond what is offered in the Help Center will be referred to the 
corresponding topic within this user guide.  

Application (Tier 1) Help Desk contact information can also be obtained from the CMS Tier 1 
Help Desk Support website.  

 

 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/EnterpriseIdentityManagement/Help-Desk-Support
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/EnterpriseIdentityManagement/Help-Desk-Support


CMS XLC Prepare to Access the IDM System 

User Guide   Version 1.03 3 Identity Management (IDM) 

2. Prepare to Access the IDM System 

Users who access the IDM System using a desktop or laptop computer may need to perform 
software updates or configure web browser settings and privacy settings. Users who access the 
IDM user interface (UI) with a mobile computing device such as a smartphone or tablet 
generally have less control over updates and privacy settings. The procedures discussed in this 
section may not apply to mobile device users.  

2.1 Verify the Web Browser is Supported 

The IDM UI is tested for compatibility with current versions of the following modern web 
browsers:

 
 

¶ Microsoft Edge 

¶ Google Chrome 

¶ Mozilla Firefox 

¶ Safari  

2.2 Verify and Adjust the Screen Resolution if Necessary 

The IDM System UI is best viewed on a display resolution of 1366 x 768. Many modern 
desktop, laptop, and mobile computing devices have default display settings that exceed the 
IDM System minimum. If adjustments are necessary, use the display settings adjustment 
procedure that is appropriate for your device. 

2.3 Review Account Creation Instructions 

All users should receive account creation instructions from their organization or their CMS 
contact. It is important for the user to review these instructions before starting the account 
creation process. 
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3. Overview of the IDM System 

The following terms are introduced in this section: 

¶ Role - A name given to a set of permissions in an application, e.g., Representative, 
Submitter, or Authorizer. A role defines what the user is allowed to do by virtue of having 
been assigned or granted that role. Each application defines the access privileges and 
permissions assigned to each role. For example, ñSubmitterò could identify a role that 
has permission to upload documents to an application. 

¶ Role Attribute - A characteristic of a role that represents a functional limitation or 
additional information that modifies the scope of that roleôs access privileges. For 
example, a submitter with the role attribute of Maryland might only be permitted to 
upload documents to a specific folder relevant to the State of Maryland. 

 

The IDM System provides the means for users to be approved for access to many other CMS 
systems and applications. IDM governs access to CMS systems by managing identity proofing, 
User ID and password creation, and multi-factor authentication (MFA) device setup. It also 
enables users to manage roles within CMS applications. IDM supports the following types of 
users along with their most common functions:  

Application End Users: 

¶ Create an account, sign in to IDM, request a role, modify, or remove a role, perform 
identity proofing, sign in to an application, manage their profile, and perform self-service 
functions such as recover a forgotten User ID, reset a forgotten password, reset an 
expired password, and unlock account. 

Application Approvers: 

¶ In addition to End User functions, they approve or reject role requests. Some application 
approvers may also be granted the capability to reset passwords and unlock accounts 
for users under their management. 

Application (Tier 1) Help Desk Users: 

¶ In addition to End User functions, they search and view accounts and user account 
details, reset passwords, unlock accounts, suspend a userôs account, and update a 
userôs email address. Some Application (Tier 1) Help Desk users may also be granted 
the capability to approve and reject requests for application approver roles; and to 
update a userôs Level of Assurance (LOA). 

IDM (Tier 2) Help Desk Users: 

¶ In addition to the functions performed by all other types of users, they can also create 
user audit reports, role audit reports, and unsuspend a userôs account. 
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4. How to Create a New User Account 

The following terms are introduced in this section: 

¶ Security Question and Answer (SQA) - The security question is a question to which 
the user provides a unique answer. They both become part of the userôs account and 
are used to authenticate the user when they access IDMôs self-service functions. 

¶ User Account - A user account generally refers to the User ID and all profile information 
that is associated to it. The user account does not refer to roles within the account. 

Users create a new user account using the New User Registration button 

 located on the Sign In page. 

1) Navigate to https://home.idm.cms.gov/. The Sign In page appears. 

 

Figure 2: IDM System Sign In Page 

2) Click the New User Registration button. The User Registration window appears. 

3) Enter the First Name and Last Name. Middle Name and Suffix are optional.  

4) Enter the Date of Birth. 

5) Enter the E-mail Address and the Confirm E-mail Address. The Email Address and 
the Confirm E-mail Address must match. Please ensure that the email address is valid 
because the IDM System uses email to communicate with users for many reasons 
including sign-in, security, and self-service.  

https://home.idm.cms.gov/
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6) Click the View Terms & Conditions button. Read the IDM System terms and conditions 
then click the Close Terms & Conditions button.  

7) Click the checkbox to acknowledge agreement with the terms and conditions, then click 
the Next button. The User Contact Information window appears. 

8) If the home address is outside the 50 U.S. states or the U.S. territories, select the 
Foreign Address radio button. 

9) Enter the Home Address, City, State, Zip Code and Phone Number.  

10) Click the Next button. The User Account Credentials window appears. 

11) Enter the desired User ID, Password and Confirm Password. The Password and 

Confirm Password must match. 
1
 

12) Select a Security Question from the list. 

13) Type the security question answer into the Answer dialog box. 

14) Click the Submit button to submit the account registration request. The system will 
display a message that indicates the account was successfully created. 

15) Click the Return button. The screen refreshes and the IDM System Sign In window 
appears. 

 

 

                                                

 

1
 Passwords must conform the guidance provided in Appendix A: Password Policy 

 

Note: CMS policy requires that the combination of each userôs first name, last name, and 
email address be unique in the IDM System. If an error occurs during this stage of account 
creation, it could mean that the combination of information entered is already in use. Users 
should try entering the information again or call their Application Help Desk for assistance. 
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5. How to Sign In  

The following terms are introduced in this section: 

¶ Multi-factor Authentication (MFA) - MFA is an additional layer of security that 
functions as a ñsecondò password. It is transmitted as a numeric code to the userôs email 
or phone and is good for one sign-in only. Most roles in IDM require MFA. See Section 
10 How to Manage MFA and Recovery Devices for more information about MFA. 

 

 

5.1 How to Sign In (All Users) 

Use the following procedure to sign in.  

1) Navigate to https://home.idm.cms.gov The Sign In window appears as illustrated by 
Figure 2: IDM System Sign In . 

2) Enter the User ID and Password. 

3) Read the Terms & Conditions, click the checkbox to acknowledge agreement, and then 
click the Sign In button. If the Verification Code Request window appears proceed to 
step 4, otherwise skip to step 10.  

4) Users who have multiple MFA devices registered to their profile can choose which one 
they wish to use. The method used to deliver the verification code may vary based on 
the userôs chosen MFA device. 

5) Follow the directions for the chosen MFA device. If the MFA device uses push 
notifications, a verification code is not required and steps 6 through 9 can be skipped. 

6) Click the Send me the Code button. The screen refreshes and the Code Request 
window appears.  

7) Enter the Verification Code.  

8) (Optional) Click the checkbox to select the option ñDo not challenge me on this device 
for the next 30 minutesò. If the checkbox is selected, users will bypass the MFA 
verification if they sign out and sign back into the system again within 30 minutes of their 
initial sign-in. 

9) Click the Verify button.  

10) The IDM Self Service Dashboard appears. Go to Section 5.3 The IDM Self Service 
Dashboard at a Glance for a brief description of the IDM Self Service Dashboard. 

  

Note: New users who are required to log in with MFA are encouraged to add additional MFA 
devices using the procedures described in Section 10 How to Manage MFA and Recovery 
Devices. 

https://home.idm.cms.gov/
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5.2 How to Sign In with a PIV Card (CMS EUA Users Only) 

The following terms are introduced in this section: 

¶ Personal Identity Verification (PIV) - A PIV credential is a US Federal government 
credential that is used to access Federal government controlled facilities and information 
systems as assigned.  

 

 

After a successful sign-in with an EUA ID and password, the CMS PIV Card Only button will be 
available to enable subsequent sign-ins using the procedure below: 

1) Click the checkbox to acknowledge agreement with the terms and conditions. 

2) Click the CMS PIV Card Only button.  

3) Follow the prompts. The IDM Self Service Dashboard appears after the user is 
authenticated. 

5.3 The IDM Self Service Dashboard at a Glance 

The IDM Self Service Dashboard provides access to functions that allow users to manage their 
user profile, request new applications, and manage roles for applications to which they have 
been granted access.  

 

Figure 3: Self Service Dashboard Layout 

Note: Before using the PIV button on the IDM Sign In page, EUA users must first sign in one 
time with their four character EUA ID and their password using the procedure in Section 5.1 
How to Sign In (All Users). . 
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Table 1: Self Service Dashboard Layout 

Reference Name Description 

1 
IDM Self Service 

Home Button 
This button returns the user to the IDM Self Service 
Dashboard. 

2 
IDM Self-Service 
Function Buttons 

These buttons provide user access to the functions that are 
accessed through the IDM Self Service Dashboard. 

3 
My Requests 

Counter 

This counter displays the number of pending requests that 
the user has submitted. It also provides 1-click access to a 
list of those requests. 

4 Dropdown Menu 
This menu displays userôs identity and provides access to the 
Log Out function when clicked. 

5  
Self Service 

Taskbar 

This taskbar appears whenever a user accesses one of the 
Self Service functions. It enables the user to move between 
the various Self Service functions. 

5.4 Session Expiration 

The Session Expiring window appears if a user is logged in to IDM but has been inactive for 
28 minutes.  

 

Figure 4: Session Expiring Window 

 

If the user clicks the Continue Session button, their session will be extended for another 30 
minutes.  

If the user clicks the Logout button, they will be immediately logged out.  

If the user does nothing, they will automatically be logged out of the IDM System after 30 
minutes of inactivity. 
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6. How to Request a Role  

The following terms are introduced in this section: 

¶ Remote Identity Proofing (RIDP) - Describes the process that is used to confirm a 
personôs identity. Most users will be required to complete RIDP as part of the process of 
being approved for a role. RIDP is also called Identity Verification. Users may have three 
opportunities to verify their identity. Verification occurs in the following order: 

o Online Proofing - An identity verification procedure that uses Experianôs 
computer-based Identity Verification service.  

o Phone Proofing - An identity proofing procedure that uses Experianôs telephone-
based Identity Verification service. Phone proofing is only available if the user is 
unable to verify their identity using online proofing. 

o Manual Proofing - An identity proofing procedure that is performed by an 
Application (Tier 1) Help Desk in accordance with their policies. Manual proofing 
is not offered by every application and is only available if the user is unable to 
first verify their identity through online proofing and phone proofing. 

 

6.1 How to Request a Role for a New Application  

 

Users request a role for a new application using the Role Request button that is located on the 
Self Service Dashboard.  

1) Click the Role Request button.  
The Role Request window appears.  

Note: Users with foreign addresses will not be eligible for online proofing or phone proofing. 

Note: The Transformed Medicaid Statistical Information System (T-MSIS) application will be 
used in this section as an example of the typical procedure for requesting roles and for 
adding role attributes. The procedure for other applications may vary slightly. 
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Figure 5: Role Request Window 

2) Select an application. The Select a Role menu appears after an application is selected. 
2
 

3) Select a role. The RIDP window appears after a role is selected.  

 

Figure 6: Role Request - RIDP Terms and Conditions  

4) Review the RIDP terms and conditions, check the ñI agree to the terms and conditionsò 
selection box, then click the Next button. The Identity Verification form appears. 

                                                

 

2
 The Select an Application menu will not display an application for which a user already has a role. 

To add a role to an existing application use the Manage My Roles button. 
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5) Complete the Identity Verification form and click the Next button. The RIDP proofing 
questions appear.  

6) Answer the proofing questions and click the Verify button. The Attribute menu appears.
3
 

 

Figure 7: Role Request - Attribute Selection 

7) Select the required attributes.  

8) Review the role request information and click the Review Request button. The Reason 
for Request dialog box appears. 

9) Enter a justification and click the Submit Role Request button. The Role Request 
window displays a Request ID and a message which states that the request was 

successfully submitted to an approver for action. 
4
 

10) The My Requests indicator  on the Self Service Dashboard increments to 
display the userôs current number of pending requests. 

                                                

 

3
 The phone number must be registered to the user who is currently navigating the RIDP workflow. 

4
 An email is sent to the userôs email address on record which indicates that the request was 

submitted successfully. Follow up emails will be sent when the request is approved, rejected, or it 
expires because no action was taken by an approver.  
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11) Click the Back to Home button. The user returns to the Self Service Dashboard. 

6.1.1 What to do When Users Canõt Verify Their Identity with Online Proofing 

If the RIDP Online Proofing process is unsuccessful, then the system will display an error 
message as illustrated by Figure 8: RIDP Online Proofing Error Message. 

 

Figure 8: RIDP Online Proofing Error Message. 

1) Write down the Experian support contact information and the Review Reference 
Number. 

2) Click the Cancel button. The Cancel Role Request Process window appears. 

3) Click the Confirm button. 

4) Contact Experian using the contact information provided in the error message and 
perform Phone Proofing.  

5) If Phone Proofing was successful, sign in to the IDM System and initiate the role request 
procedure again. When the user reselects the desired role, IDM will be aware of the 
success or failure of Online and Phone Proofing. The Role Request window displays a 
message which asks if Experian has been contacted. 

 

Figure 9: Experian Phone Verification Confirmation 

6) Click the ñI have already verified my identity with Experianò checkbox if Experian has 
been contacted. 

7) Click the Next button. The Identity Information Verification form is displayed.  

8) Verify that the information in the form exactly matches the information that was used to 
successfully verify the userôs identity by phone. 

9) Click the Next button, then click the OK button. The Attribute menu appears and the 
user resumes the Role Request procedure. 
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6.1.2 What to do When Users Canõt Verify Their Identity with Phone Proofing 

If the Phone Proofing RIDP process is unsuccessful, then the system will display an error 
message as illustrated by Figure 10: Phone Proofing RIDP Error Message. 

 

Figure 10: Phone Proofing RIDP Error Message 

1) Click the Try Again button. The Identity Information Verification form is displayed.  

2) Verify that the identity information which was proofed on the phone matches the data in 
the form, then click the Next button. 

3) If the error message is displayed again, click the Return button, then cancel the Role 
Request procedure. 

4) Contact the Application Help Desk and inquire about the Manual Proofing process. 
Application Help Desk contact information is located on the CMS Tier 1 Help Desk 
Support website. 

6.2 How to Request a Role in an Existing Application 

Users request a role in an existing application using the Manage My Roles button that is 
located on the Self Service Dashboard.  

1) Click the Manage My Roles button.  
The Manage My Roles window appears and displays the userôs existing roles. 

 

Figure 11: Manage My Roles Window - User's Existing Roles 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/EnterpriseIdentityManagement/Help-Desk-Support
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/EnterpriseIdentityManagement/Help-Desk-Support
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2) Click the Add Role button.  The Add Role window appears. The Selected 

Application is automatically populated, and the user will not be able to change it. 
5
 

 

Figure 12: Add Role Window 

3) Select a Role. The Attribute menu appears.  

4) Select the required attributes. 

5) Review the role request information and click the Review Request button. The Reason 
for Request dialog box appears. 

6) Enter a justification and click the Submit Role Request button. The Role Request 
window displays Request ID information and a message which states that the request 

was successfully submitted to an approver for action. 
6
 

7) The My Requests indicator  on the Self Service Dashboard increments to 
display the userôs current number of pending requests. 

6.3 How to Add Attributes to an Existing Role 

Users add attributes to an existing role using the Manage My Roles button that is located on 
the Self Service Dashboard.  

                                                

 

5
 The IDM System evaluates the userôs current role and determines if that user is eligible to add 

additional roles for the same application. The system will display a message if they are not eligible. 

6
 An email is sent to the userôs email address on record which indicates that the request was 

submitted successfully. Follow up emails will be sent when the request is approved, rejected, or it 
expires because no action was taken by an approver.  
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1) Click the Manage My Roles button.  
The Manage My Roles window appears and displays the userôs existing roles as 
illustrated by Figure 11: Manage My Roles Window - User's Existing Roles. 

2) Click the View Details button.  The Application Roles window appears and 
displays the role details for the selected role. 

 

Figure 13: Application Roles Window - Role Details View 

3) Click the Modify Role button. The Edit Role Details window appears. This window 
contains fields that are similar to those used during the initial role request, but it only 
permits the user to modify role attributes.  

4) Add one or more role attributes.  

5) Enter a justification statement and click the Submit button. The Edit Role Details window 
displays Request ID information and a message that informs the user that the request 

was successfully submitted. 
7
 

6) Click the Go to My Roles button. The Manage My Roles window appears and the My 

Requests indicator  on the Self Service Dashboard increments to display the 
userôs current number of pending requests. 

 

                                                

 

7
 Role modification requests may be auto-approved or approved after review by an approver. 
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7. How to View and Cancel Role Requests 

Users view and cancel role requests that are pending approval action using the My Requests 
button located on the Self Service Dashboard. Users can also view their role requests by 
clicking the My Requests indicator located at the top right corner of the Self Service 
Dashboard. 

 

7.1 How to View Role Requests 

1) Click the My Requests button.  

The My Requests window appears and displays the userôs pending role requests.
8
  

9
 

 

Figure 14: My Requests - Role Requests Pending Approval 

2) Click the View Details button.  The Request Details window appears and 
displays details of the desired pending request.  

                                                

 

8
 The user can also view their role requests by clicking the My Requests indicator located at the top 

right corner of the Self Service Dashboard. 

9
 (Optional) The user may click the column headings of the list to change the sorting order of the 

displayed information. 

Note: The Transformed Medicaid Statistical Information System (T-MSIS) application will be 
used in this section as an example of the typical procedure for viewing and cancelling role 
requests. The procedure for other applications may vary slightly. 
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Figure 15: Request Details Window 

3) Click the Back to My Requests button. The user is returned to the My Requests 
window. 

7.2 How to Cancel a Role Request  

1) Click the My Requests button  
located on the Self Service Dashboard. The My Requests window appears and displays 
the userôs current pending requests as illustrated by Figure 14: My Requests - Role 
Requests Pending Approval.  

2) Click the Cancel Request button  for the role request that will be cancelled. 
The Cancel Role Requests decision window appears. 

3) Click the Cancel Role Request button. The My Requests window appears and displays 

a message that informs the user that the pending request was successfully cancelled. 
10

  

4) The My Requests indicator on the Self Service Dashboard decreases by one for each 
pending request that is cancelled. 

 

                                                

 

10
 An email is sent to the userôs email address of record which indicates that the request was 

accepted. 
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8. How to Remove Roles and Role Attributes 

Users remove roles and role attributes using the Manage My Roles button that is located on the 
Self Service Dashboard. 

 

8.1 How to Remove a Role 

1) Click the Manage My Roles button.  
The Manage My Roles window appears and displays the userôs existing roles. 

 

Figure 16: Manage My Roles Window 

2) Click the Remove Role button.  The Remove Role decision window appears. 

3) Click the Remove Role button. The Manage My Roles window displays Request ID 
information and a message that informs the user that the request was successfully 

submitted. 
11

  

                                                

 

11
 An email is sent to the userôs email address of record which indicates that the request was 

accepted. 

Note: The Transformed Medicaid Statistical Information System (T-MSIS) application will be 
used in this section as an example of the typical procedure for removing roles and role 
attributes. The procedure for other applications may vary slightly. 

Note: The IDM System will display a warning message if the role removal or attribute removal 
operation could affect the last approver of an organization that still has users associated with 
that role or attribute. Such users could be left in an ñorphanedò state without an approver of 
record for future role requests. 
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4) Click the Go to My Roles button. The Manage My Roles window appears and displays 
the userôs current roles. 

8.2 How to Remove Attributes From a Role 

Users remove role attributes using the Manage My Roles button that is located on the Self 
Service Dashboard.  

1) Click the Manage My Roles button.  The 
Manage My Roles window appears and displays the userôs existing roles as illustrated 
by Figure 16: Manage My Roles Window. 

2) Click the View Details button.  The Application Roles window appears and 
displays the role details for the selected role. 

3) Click the Modify Role button. The Edit Role Details window appears. 
12

 

 

Figure 17: Edit Role Details Window 

4) Remove the desired role attributes.  

5) Type a justification statement and click the Submit button. The Edit Role Details window 
displays Request ID information and a message that informs the user that the request 

was successfully submitted. 
13

 

6) Click the Go to My Roles button. The Manage My Roles window appears and displays 
the userôs current roles.

                                                

 

12
 The Edit Role Details window contains fields that are similar to those used during the initial role 

request, but it only permits the user to modify role attributes. 

13
 An email is sent to the userôs email address of record which indicates that the request was 

accepted. 
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9. IDM User Account Self-Service Features 

The following terms are introduced in this section: 

¶ Recovery - A process that allows a user to reset their own password or unlock their own 
account without the assistance of a helpdesk. 

¶ Recovery Device - An email, short message service (SMS), or interactive voice 
response (IVR) MFA device that is used to authenticate a user during the recovery 
process.  

 

The following Self-Service features are available as links at the bottom of the IDM Sign In 
window:  

¶ Reset a forgotten password. 

¶ Recover a forgotten User ID.  

¶ Unlock an account after too many failed login attempts. 

Additionally, IDM automatically guides the user through the password update process when 
their password expires. 

 

Figure 18: IDM Sign In Window with Self-Service Links 
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Users must meet the following conditions to use the self-service procedures to reset their 
forgotten password or unlock their account as described in this section of the user guide: 

¶ The user must remember the security question answer that they established when they 
created their account.  

¶ The user must have an Email, IVR, or SMS recovery device registered and active in their 
user profile.  

Users who do not meet these conditions will not be able to use these self-service procedures 
and must contact their respective Application Help Desk to obtain assistance. Application Help 
Desk contact information is located on the CMS Tier 1 Help Desk Support website. 

9.1 How to Change an Expired Password  

When a userôs password expires, the IDM System Sign In window displays a message that 
informs the user that their password has expired, as shown in Figure 19: IDM Self-Service 
Change Expired Password Window. The user is required to create a new password using the 
procedure described in this section before they can sign in to the IDM System.  

 

Figure 19: IDM Self-Service Change Expired Password Window 

1) Enter the Old Password. 

Note: Email is automatically set up as the default recovery device for all users that are 
required to log in with MFA. The procedures described in this section use the Email recovery 
device when describing the procedures to use the Self-Service account functions. Users are 
encouraged to add additional factors using the procedures described in Section 10 How to 
Manage MFA and Recovery Devices. 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/EnterpriseIdentityManagement/Help-Desk-Support
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2) Enter the New Password and the Repeat Password.  

3) Click the Change Password button. 
14

 

The User can now log in using the new password. 

9.2 How to Reset a Forgotten Password 

Users who forget their passwords can reset their own password using the Password link that is 
located at the bottom of the IDM Sign In window as illustrated in Figure 18: IDM Sign In 
Window with Self-Service Links. 

1) Click the Password link. The Reset Password window appears. 

 

 

Figure 20: IDM Self-Service Reset Password Request 

2) Enter the User ID. 

3) Click the Reset via Email button. The screen refreshes and the system displays a 
message that informs the user that an email which contains password reset instructions 
has been sent.  

4) Click the Back to Sign In button. The IDM System sends an email to the email address 
listed in the userôs profile. The email informs the user that a password reset request has 

                                                

 

14.
The system sends an email to the userôs address on record which indicates that the userôs 

password was changed. It also indicates where the user can obtain assistance if they have questions. 

 

 










































































































































