Quality Payment Program

Guide for Obtaining a ‘Physician Quality
and Value Programs’ (Registration for
the CMS Web Interface and/or CAHPS

for MIPS Survey) Role for an Existing
EIDM User

I. Introduction

This guide is for users who have an existing Enterprise Identity Data Management (EIDM) account. This guide
provides step-by-step instructions on how users can request a role to access the ‘Physician Quality and Value
Programs’ application in the CMS Enterprise Portal using their existing EIDM account in order to access the
registration system for the CMS Web Interface and the Consumer Assessment of Healthcare Providers and
Systems (CAHPS) for MIPS survey.

Note: Do not use this guide if you do not have an EIDM account. Same as in previous years, if you are
participating in a Medicare Accountable Care organization (ACO), your ACO is required to submit quality data
to CMS on your behalf and you do not need an EIDM account.

A. Before requesting a ‘Physician Quality and Value Programs’ role for your EIDM account, you will first need
to determine which one of the following two user roles you want to request:

e Security Official role: The Security Official role allows the user to perform the following tasks on behalf
of a group:

o Register the group to participate in the Quality Payment Program via the CMS Web Interface and/or
elect to administer the CAHPS for MIPS Survey Registration;

o View the group’s prior registration(s); and
o Approve requests for the ‘Group Representative’ role in the EIDM.

e Group Representative role: The Group Representative role allows the user to perform the following
tasks on behalf of a group:

o Register the group to participate in the Quality Payment Program via the CMS Web Interface and/or
elect to administer CAHPS for MIPS Survey; and

o View the group’s prior registration(s).

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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Note: Groups are identified in the EIDM by their Medicare billing Taxpayer Identification Number
(TIN). A group consists of two or more eligible clinicians (as identified by their National Provider
Identifier [NPI]) that bill under the TIN. To find out if a group is already registered in the EIDM and
who is the group’s Security Official, please contact the Quality Payment Program by phone at 1-866-
288-8292 / TTY 877-715-6222 or by email at gpp@cms.hhs.gov. You will need to provide the group’s
TIN and the name of the group.

B. Please gather the following information before you begin the process for requesting a ‘Physician Quality
and Value Programs’ user role:

e Security Official:

o Organization Information: Group’s Medicare billing TIN, Legal Business Name, Rendering NPIs for
two different eligible clinicians who bill under the TIN and their corresponding individual Provider
Transaction Access Numbers (PTANS) (do not use the GROUP NPI or GROUP PTAN), Address, City,
State, Zip Code, and Phone Number.

e Group Representative:

o Organization Information: Group’s Medicare billing TIN; or the Legal Business Name and the State;
or the Legal Business Name and the Street Address.

C. Step-by-Step Instructions: You have twenty-five (25) minutes to complete each screen (unless a
different time is noted on the screen). Otherwise, you will lose all of the information you entered and will
need to start the process again.

II. Questions
For questions related to setting up an EIDM account, please contact the Quality Payment Program:

e Monday — Friday: 8:00am — 8:00pm EST
e Phone: 1-866-288-8292 or (TTY: 1-877-715-6222)

e Email: gpp@cms.hhs.gov

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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IV. Getting Started - Please follow each step listed below unless otherwise noted.

STEPS SCREENSHOTS

1. Go to https://portal.cms.gov and
select Login to CMS Secure
Portal.

Note: The CMS Enterprise Portal
supports the following internet
browsers:

e Internet Explorer 9 (without
compatibility mode)

e Internet Explorer 10 (without
compatibility mode)

e Internet Explorer 11 (without
compatibility mode)

e Motzilla-Firefox
Chrome
Safari

Enable JavaScript and adjust any
zoom features to ensure you are not
seeing the screen in too wide of a
view.

CMngV Enterprise Portal

Home | bt OUS | Newsron | Actve | @ e 8FADS | FEnad | £ Pt

i e v - - ———— 7 ,
Centers for Medicare & Medicaid Services Leam aboutyour healicare aptons Seath CS Qo

Health Care Quality Improvement System Provider Resources

CMS Portal > Welcome to CMS Portal

'Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being / h
offered to allow the public to access a number of

systems related to Medicare Advantage, N /J/
Prescription Drug, and other CMS programs. ' ' /}/

/

Innovation Center | CU | PECOS

CMS Secure Portal

Tolog into the CMS Portal a CMS user
account is required.

* 8 Login to CMS Secure Portal

Forgot User ID?
Forgot Password?
Netw User Registration

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.

4



mailto:qpp@cms.hhs.gov.
https://portal.cms.gov/

Quality Payment Program

2. Read the Terms and Conditions
and select I Accept to continue.

Health Care Quality Improvement System  Provider Resources

Terms and Conditions

-

OMB MNo.0935-1236 | Expiration Date: D4/20/2017 | Paperwerk Reduction Act

You are accessing a U.S. Govemment informaticn system, which includes (1) this computer, (2) this computer network, (3 all comp connected to this network,
and (4} all devices and storage media attachad to this network or to & computer on this netwerk. This information system iz provided for U.S. Government-authorized

use only.

Unauthorized or improper use of this system may result in dissiplinary setion, a5 well 23 civil and criminal penalties.
By using this information system, you understand and consent o the following:
You have no reascnable expsctation of privacy regarding any comemunication or dats transiting or storsd on this information system.

Atany time, and for any lawful Government purpose, the govemment may monitor, intercept, and search and seize any communication or data transiting or stored on
this information system.

Any communication or data transifing or stored on this information system may be disclosed or used for any lawful Government purposs.

To continug, you must accept the terms and conditions. If you decling, your login will automatically be cancelled.

- =D D

3. Enter Your EIDM User ID and
select Next on the Welcome to
CMS Enterprise Portal screen.

Home | About CME | Newszroom | Archive | OHEIu EFAQs | L] Email | Qu Print

CMS QV |Enterprise Portal

Centers for MMrare\ & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

) GZID G0

Forgot User ID?

Meed 2n sccount? Click the link - Maw yser registration

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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4, Enter Your EIDM Password and
select Log In.

Home | About CMS | Newsioom | Archive | (@) Help & FAQs | () Email | (g Frint
Enterprise Portal

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

Password h
— W

Forgot Password?

5. Select Request Access Now
under Request Access to begin
the process of requesting a new
user role.

Note: You may also select your
username and then select My Access
from the drop-down menu to begin
the process of requesting a new user
role.

@ Poral kelp & g

CM§
OV

13 Print [¥ Logout  Welcame Mary ttson ¥

Enterprise Porfol

Uy Profe

My Portal

CNS Portal > My Portal
e

{Welcome to CMS Enterprise Portal

Use the fink below to request access to Systems/Applcatiof

The Enterprise Portal combines and displays content and forms from multiple applications,

supports users with navigation and cross-enterprise search tools, supports simplified sign-on, and 1

uses role-based access and personalization to present each user with only relevant content and

applications. The vision of the Enterprise Portal is to provide "one-stop shopping” capabilties to

improva customer experience and safisfaction. Contact Hﬁlp Desk
L

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222

or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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6. Select Request Access for the
Physician Quality and Value
Programs application within the
Access Catalog.

Note: In order to access, the CMS
Web Interface and the CAHPS for
MIPS Survey Registration, you are
required to have access to the
Physician Quality and Value
application. The Access Catalog list
presented is in alphabetical order.
Scroll down until you find the
Physician Quality and Value

n Valus -

Physician Quslity Reporting

System Program. This portal sllows acoess to
Mor=....

Help Desk

Information

SA6-FRE-RI12

Request Access

izn Quslity Reporting The Cuslity

portzl sllows apoess to

More...

Help Desk

Information

BA8-2BB-8912
. testing@nvahoo.com

Request Access

TESOUrces to f

rray of szlf-sarvice
essential Medicare

~lal TEST Med

FOLICYAFP

Help Desk Information

TED

Request Access

Maszures Asssssmant Tool {QMAT)

application sllows usars to submit clinicsl da

Mare...

Help Desk Information
TED

IEL
Request Access

d and CHIP Prograny

Help Desk Information

Prowider Statisticsl Reimbursement/System
for Tracking Audit and Reimburszmant. Mors...

Help Desk Infermation
BE5-454-2043
ttestingfEyvahoo. com

Request Access

SHIM iz the Small Business Heslth Options
Frogram Markstplacs b
provid Mors...

Help Desk Informaticn
TED

IED
Request Access

Test Application to test MFA

Help Desk Informaticn

Programs application or enter the proczssin More... I T
first few letters of the application in Help Desk Information o -
EEE-415-4153

the Access Catalog teXt bOX to Request Access Request Access Request Access
narrow down the selection criteria.
7. (@) Under Select a Grou

(@) . P CMS Enterprise Portal

choose Provider Approver, if you .gov

are requesting Security Official

role My Portal

OR CMS Portal » EIDMuser menu page > My Access

(b) Choose PV Pr ovider, if you /My Access Request New Application Acces:

are requesting Group § Modfy Busness Cantact * Required Fiel

R r ntati le Information

epresentative role. &, Viewand Manage My App\imtiunDescriptiun:‘Physwcmn Qualty and Value Programs E

Note: The Select a Role option will
be visible after making a selection for
the Select a Group option. The
Next button will be visible after
making a selection for Select a Role
option.

Access

(2] Request New Application
Access
v|Requests

1) My Pending Requests

Physican Vialue - Physician Quality Reporting System Program. This portal alows access to applications such as Subrrissions, Web Interface,

Feedback Dashboard and Reports and,

 applicable, electing CAHPS.

Select 3 Group: () CS/Help Desk User
PV Provider

(7) Provider Approver
() PORS Provider

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222

or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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8. Select the appropriate role you —

want to request from the Select a st » DU > Ui > yheess
Role drop-down menu.

o[y Access Request New Application Access
fl Viewand Manage by * Requied Fielf
Aacess
(2 Request New Appiaton  apoication Desciption: | Physcn Quaky and il Programs
At Physician Val - hysican Qualey Reportng System Program, This portalalows access to applications such as Submissions, Ve Interface, Foedback Dashboard and Reports and, £ appicable, electing CAHPS.

¥/Requests
AR CRRAGHN e roup: ) Ol Desk e
My Pending Requests N hoidr
o Provider Agprover
(1) PQRS Provider

Seect a Rok: Seauty Ofical B

Fole Descrotion: Rk or & Physicn group to approve other users forthat group for PORS and PV-PQRS, To regster i the PU-AQRS for PY 2014, view PY2013 registation dati and view QRURs Reports (drl
down, dashboard).

* (reate/Assocata: () Assocate to an Bxtng Organizaton ) Crazte an Organzaton

* Reason for Request:

=0

Multi-Factor Authentication (MFA)

Please follow steps 9 to 12 to register for MFA. MFA is an approach to security authentication which requires

users to provide more than one form of verification in order to prove their identity. MFA registration is required

only once when you are requesting a user role, but will be verified every time you log into the CMS Enterprise
Portal. Additional information on how the MFA process works can be found at

http://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-
RUR.html
9. Select Nextto begin registration Request New Application Access

for the Multi-Factor

Authentication process. Multi-Factor Authentication Information

To protect your privacy, you wil need fo add an additional level of security fo your account. This will entail successfully registering your
Phone, Computer or E-mail, before continuing the role request process.

To continug this process, please select Next.

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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10. Read the Register Your Phone,
Computer, or E-mail notification
and then select an option from the
MFA Device Type drop-down
menu.

Note: If selecting
Phone/Tablet/PC/Laptop as MFA
Device Type, you will first need to
ensure you have the appropriate VIP
Access software downloaded to your
device. The VIP Access software can
be downloaded via the Symantec Site
(link is provided on your screen).
Refer to the link on the screen to
make selection. If the VIP Access
software is not installed on your
device, you will be unable to complete
the Multi-Factor Authentication
process.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Muktiactor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user name and password.

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the
options.

7 Phone/Tablet/PC/Laptop
To use the Validation and 1D Protection (VIP) access software on your phone, you must download the VIP Access software to your phone, if you do not already

have it. Select the following link -https://m.vip.symantec.com/home.y

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following fink
-https:/fidprotect vip.symantec.com/desktop/download v

7 Text Message Short Message Service [SMS)
The SMS option will send your Security Code directly to your mabile device via text message. This option requires you to provide a ten (10) digits U.S. phone
number for a mobile device that is capable of receiing text messages. Carmier senice charges may apply for this option.

7 Interactive Voice Response (IVR)
The VR option wil communicate your Security Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid
ten (10) digits U.S. phone number and (Optional) extension that will be used during login to abtain the Secunty Code. The extension may begin with any one of
the following: asterisks™ ; period "' ; comma; pound # followed by numeric 0 to 9. For example: 4885554444, 1112,
To access the application you must enter the provided Security Code on the login page. Carrier senice charges may apply for this option.

¥ E-mail
The E-mall address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail option. When logging into a secure
application, your Security Code that is required at the login page will be e-mailed to the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
+ MFA Device Type: | Select lFA Device Type iv]

Select IFA Device Type
Phone/TabletPC/Laptop

Text Message-3hort Message Senvice (SM3)

Interactive Voice Respanse (IVR)
E-mail

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222

or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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11. () If selecting

Phone/Tablet/PC/Laptop as
MDA Device Type, enter the
alphanumeric code that displays
under the label Credential ID on
your device. Enter the MFA
Device Description which is a
nick-name that can help you
identify your device.

OR

(b) If selecting E-mail —as MFA
Device Type, the E-mail address
on your profile will automatically
be used for the E-mail option to
obtain the security code. Enter the
MFA Device Description.

OR

(c) If selecting Text Message —
Short Message service (SMS)
as MFA Device Type, enter the
Phone Number that will be used
to obtain the security code and
the MFA Device Description.

OR

(d) If selecting Voice Message —
Interactive Voice Response
(IVR) as MFA Device Type,
enter the Phone Number and
Extension that will be used to
obtain the security code. Enter
the MFA Device Description.

Select NMextto continue.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Mutti-Factor Authentication (MFA) can make your login more secure by prowding an extra layer of pratection to
your user name and password.

You can assaciate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out mors information abaut the
options.

' PhonelTablet/PCiLaptop
To use the Validation and ID Pratection (VIF) access software on your phone, you must download the VIP Access software to your phone, i you do not already

have it. Select the following link -https//m.vip symantec comhome v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following fink
-fttps:/fidprotect ip. symantec. com/desktop/download.v

¥ Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10) digits U.S. phone
number for a mobile device that is capable of receiing text messages. Carrier senice charges may apply for this option.

7 Interactive Voice Response {IVR)
The VR aption will communicate your Securty Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid
ten (10) digits U.S. phane number and (Optional) extension that will be used during login to obtain the Security Code. The extension may begin with any ane of
the following: asterisks™ ; period " ; comma " pound # followsd by numenc 0 to 9. For example: 4885554444, 1112,
To access the application you must enter the provided Security Code on the login page. Carmier senvice charges may apply for this option.

7 E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail option. When logging into a secure
application, your Secunty Code that is required at the login page will be e-mailed to the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. f you are unable to register your device within two attempts please log out, then log
back in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.

+ MFA Device Type: Phone/TebletPCiLapiop E

Enter the alphanumeric code that displays under the label Credential ID on your device.
+ Credential D:
+ MFA Davice Description:

1 h

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222

or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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12. Your registration for the Multi- @roraitepiras o [B agou ws
Factor Authentication is now CMS
complete. Select NMext to proceed oV
to request a user role in order to
access the 'Physician Quality and ol
Value Programs' application.

Enterprise Portal

CMS Portal » EIDM user menu page > My Actess
Note: You will receive an E-mail

o ) . ] ¥|My Access Request New Application Access
notification for successfully registering B View and Manage by
. Access Register Your Phone, Computer, or E-mail
the MFA credential type. Atamrarao N P
Access You have successfully registered your Phone/Computer/E-mail to your user profile. Please select 'Next' to continue with your role request.
~|Requests

[ My Pending Requests “ l

13. Enter the required information Request New Application Acces:
under Business Contact T
Information and Phone sections Please update your profile to continue the request for an application access.
and select Next. Nam

. . Ttle:l_El First Name: :john Middle Name: Last Name::mayer Sufﬁx:|_E[
Note: The information under the

Name section will be pre-populated. ST AR |
Social Security Number; .*******9999

e If you are requesting a Security
Official r0|e’ go to step 14, Business Contact Informatior
e If you are requesting a Group J *Company Mame:| |
Representative role, go to step 21. spddesst| |
Address 2:|—
oy
* Stata/ Terriory: I—E[
* Zip Code: ’7 Zip Code Extension: ’7

Phone

* Company Phone Hurber: Extension:
* Office Phone Hurmber: Extension:

=) O )

Follow Steps 14 to 20 to Request a ‘Security Official’ Role

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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14.

(a) If you are the first person in
your group to sign up for the
Security Official role and register
your group in the EIDM, select
Create an Organization. Then,
proceed to Step 15.

OR

(b) If you are signing up for a
Security Official role and your
group already exists in the EIDM,
select Associate to an Existing
Organization. Then, proceed to
Step 18.

15.

Request New Application Access
* Required Field

Application Description: | Physician Quality and Value Programs E[

Physician Value - Physician Quality Reporting Systemn Program. This portal allows access to applications such as Submissions, Web Interface,
Feedback Dashboard and Reports and, if applicable, electing CAHPS.

Select a Group: () CMS/Help Desk User
©) PV Provider
@ Provider Approver
() PQRS Provider

ﬂ Select a Role: | Security Official E[

Role Description: Rale for a Physician group to approve other users for that group for PQRS and PV-PQRS. To register in the PV-PQRS for PY
2014, view PY2013 registration data and view QRURs Reports (dril down, dashboard).

* Create/Associate: ) Associate to an Existing Organization ) Create an COrganization «

* Reason for Request:

If selecting Create an
Organization as the
Create/Associate option, enter
the following required information
for the group:

Select a Role: | Security Official lz‘

Role Description:  Role for @ Physidian group to approve other users for that group for PQRS and PY-PQRS. To register in the PY-PQRS for
PY 2014, view PY2013 registration data and view QRURs Reports {drill down, dashboard).

* Create/Assodate: () Assodate to an Existing Organization|@ Create an Organization

*TIN; |

Group Unigue Identifier: |
ACO Parent TIN: |

* Legal Business Name: |

e Medicare Billing TIN ] OB
. ] *PTAN 1:
e Legal Business Name ,‘WI
e NPI1 *PTANZ: |
. PTAN 1 NPT 3: [
PTAN 3: |
hd N PI 2 * Address Line 1: | Address Line 2: |
e PTAN?2 ~aty| N —
* Zip Code: | Zip Code Extension: |
s Add ress Country: United States
[ C|ty * Phone Number: | Extension:
° State Fax Nu:be:i I
o Zi p Code Website: |

e Phone Number
e Reason for Request

* Reason for Request:

Select Next.

—) C €D

Note: In this section, enter your
group’s Medicare billing TIN; enter
rendering NPIs for two different
eligible clinicians who bill under the
TIN (do not use the group NPI) and

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.

12



mailto:qpp@cms.hhs.gov.

Quality Payment Program

enter their corresponding individual
PTANSs (do not use the group PTAN);
and enter the remaining required
information.

Example: Healthy Clinic with
Medicare billing TIN 74-7575757 has
ten eligible clinicians in the group.
Enter the rendering NPI and individual
PTAN combinations for two of the
eligible clinicians: Dr. Smith and Dr.
Beaver.

e Dr. Smith’s rendering NPI is
4545454545 and the
corresponding individual PTAN
is G676767676.

Note: PTANSs are alphanumeric
therefore, enter the alpha characters.

e Dr. Beaver's rendering NPI is
2525252525 and the
corresponding individual PTAN
is 0012789456.

Note: All leading zeros in the PTAN
should be entered.

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.

13



mailto:qpp@cms.hhs.gov.

Quality Payment Program

16. Verify the information on the
Verification screen and select
Submit.

Address 1| 1001 Test

Address 2:

City: |Baltimore

State/ Termitary: \ Maryland

]

Zin Code: [21208

Phone

ﬁ Company Phone Number: |301-977-2013
Office Phone Number: |301-977-2015

Cregte/ Associate:
|

Group Unique Identifier:
ACO Parent TIN: |
Legal Business Nams:
NPT 1: |

PTAN 12

NP1 2: |

PTAN 2:

NP1 3:|

PTAN 3:

Address Line 12

Citys

Zip Code:

Country:

Phane Number:

Fax Numbar:
Email:
Wehsite:

Rezson for Requast: |

Zip Code Extension:

Extension:

Extension:

Assaciata to an Existing Crganization 4 Creata 2n Organization

731570452 |

MDM G0 06252015
1003003831 |

[1316040141 |

1003003831 |

[Bis79452_|

[10a01

Baltimore
21211
Unitad States

[3123454567 |

pv

Address Line 2:

State: | Maryland

Zip Code Extension:

€D €D &

17. (a) You have successfully applied
for the Security Official role.

(b) If your role request is
automatically approved,
proceed to Step 24 to complete
the Multi-Factor Authentication
before you can access the
'Physician Quality and Value
Programs' application, where you

Request New Application Access Acknowledgement

Your EIDM request has been successfully submitted.

The tracking number for your request is:

1689081

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.

#m

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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are able to complete the following,
using your EIDM User ID and
EIDM password in order to:

e Register the group to
participate in the Quality
Payment Program via the CMS
Web Interface and/or elect to
administer the CAHPS for MIPS
survey;

e View the group’s prior
registration(s).

A confirmation E-mail will be sent
shortly after the submission
confirmation message.

Note: You have three (3) attempts to
enter two valid NPI/PTAN
combinations for two different eligible
clinicians who bill under the TIN. If
the information is a confirmed match,
the request will be automatically
approved. If you exceed these
attempts, your request will be sent to
the help desk for manual approval.
You will be contacted by CMS for
further assistance within two (2)
business days.

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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18. (a) If selecting Associate to an Request New Application Access

. e - . * Required Field
Existing Organization as the St
Create / Associate Option , enter Application Descrintion: | Physician Quality and Yalue Programs
one of the followi ng information Physician Value - Physican Quality Repolrtng $ystem Program. This portal allows access to applications such as Submissions, Web Interface,
for th Feedback Dashboard and Reports and, if applicable, electing CAHPS,
or the group:

i. Medicare Bi "mg TIN Select & Group: II CM5/Help Desk User

() PV Provider
OR (?) Provider APprover
(7 PQRS Provider
ii. Legal Business Name and
St gt Select a Role: | Security Offical E[
ate Role Description:  Role for a Physidian group to approve other users for that aroup for PORS and PY-PQRS, To register in the PY-PQRS for PY
OR 2014, view PY 2013 registration data and view QRURs Reports (dril down, dashboard).
. . * Create,’Assouate:I@l Assodiate to an Existing Organization| ) Create an Organization
. Legal Business Name and f| Please provide the complete Medicare biling Tax Identification Number (TIN}; or the Legal Business Mame (LEN) and State; or
Street Address the LBN and Street Address to perform the organization search,
Legal Business Name; |

(C) Select your group from the Address Line 1t | Address Line 2: |

Organization drop-down City: | State: ]

menu. Enter Reason for ip Cot: Zip Code Extension:

Request and select Next. [ Search |

¥ N - -
Note: If your group cann ot be foun d, Organization; | NGC 50 RIDRMFA TEST (2800 Lord Baltimore Dr, Baltimore, MD) B«

please verify that your group already * Reason for Recuest: [Requesting 50 rule‘|—«
has a user with an approved Security
Official role and you entered the
group’s Medicare billing TIN correctly.
If you do not know the Security # Cancel
Official, contact the Quality Payment o
Program.

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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19. Verify the information on the Request New Application Access Reviel
* Required Field
Verification screen and select | -
- Application Description: | Physician Quality and Value Programs
Smelt Physician Value - Physician Qualtty Reporting System Program. This portal allows access to applications such as Subrnissions, Web Interface,

Feedback Dashboard and Reports and, if applicable, electing CAHPS.

Group Selected: Provider Approver

Role Selected: Security Offidal

Role Description: Role for @ Physician group to approve other users for that group for PQRS and PV-PQRS. To register in the PV-PQRS for PY
2014, view PY2013 registration data and view QRURs Reports (dril down, dashboard).

[~}

Create/Associate: @ Assodate to an Existing Organization () Create an Organization

Please provide the complete Medicare biling Tax Identification Number { TIN); or the Legal Business Name (LBM) and State;
or the LBN and Street Address to perform the organization search.

Organization: | NGC SO RIDP/MFA TEST (2800 Lord Baltimore Dr, Baltimare, MD) u

Reason for Request: |Requesting SO role.

20. (a) You have successfully applied Request New Application Access Acknowledgement
for the SeCUI’itY Official role. Your EIDM request has been successfully submitted.
. . The tracking number for your request is:
Note: Another Security Official 1689081
from your group must approve Please use this number in all correspondence concerning this request.

your request Wlthln SiXty (60) days You will receive an email once your request has been processed.

after it is submitted; otherwise, ) €
the request will be canceled and
need to be resubmitted.

(b) After your role request is
approved, proceed to Step 24 to
complete the Multi-Factor
Authentication before you can
access the 'Physician Quality and
Value Programs' application,
where you are able to complete
the following, using your EIDM
User ID and EIDM password in
order to:

e Register the group to
participate in the Quality
Payment Program via the CMS
Web Interface and/or elect to
administer the CAHPS for MIPS

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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survey;

e View the group’s prior
registration(s).

Follow Steps 21 to 23 to Request a ‘Group Representative’ Role

. Request New Application Access
21. (a) Enter one of the following * Required Fild

information for the group.

Application Description: | Physican Qualty and Value Programs E]
. - Physician Value - Physician Quality Reporting System Program. This portal alows access to applcations such as Submissions, Web Interface,
o Med|ca re B|”|ng TIN Feadback Dashboard and Reports and, £ applcable, electng CAHPS.
OR )
. Select a Group: (© CMS/Help Desk User
¢ Legal Business Name and ® PV Provder
( Provider Approver
State PQRS Provider
OR =
. ;| Group Representative |~
b Legal BUSIneSS Name and ption: Role for Group Practice's Authorzed User to regster in PQRS-PV on ther behaf.
Street Address : ‘ i :
Please provide the complete Medicare biing Tax Identification Number (TIN); or the Legal Busihess Name (LBN) and State;
! or the LBN and Streat Address to perform the organzation search.
(b) SE|eCt seal"Ch. I) Legal Business Name;
TIN: |95-2789930
(c) Select your group from the J ' ’ 1
- - Address Line 1: Address Lne 2:
Organization drop-down menu. .
Cry: State: F|
Enter Reason for Request and 70 Code: 2o Gl Do
select Mext. (" search ]

Note: If your group cannot be found, . mrm = -
please verify that your group already S =

has a user with an approved Security
Official role and you entered the
group’s Medicare billing TIN correctly. Cancel
If you do not know your Security -
Official, contact the Quality Payment
Program.

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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22. Verify the information on the
Verification screen and select
Submit.

Request New Application Access Review

* Required Field

Application Descrption: | Physician Quality and Value Programs v
Physician Value - Physician Quality Reporting System Program. This portal alows access to applications such as Submissions, Web Interface,
Feedback Dashboard and Reports and, if applicable, electing CAHPS.

Group Selected: PV Provider

Role Selectad:
Role Description:

Group Representatve
Role for Group Practice’s Authorized User to register in PQRS-PV on their behalf,

Please provide the complete Medicare biling Tax Identification Number (TIN); or the Legal Business Name (LBN) and State;
or the LBN and Street Address to perform the organization search,

Organization: | PhysicianValue TestingEdm2015 (2800 Lord Baltimore D, Bakimore, MD) | - |

Reason for Request: |Role selection GR

23. (a) You have successfully applied
for the Group Representative role.

Note: A Security Official from your
group must approve your request
within sixty (60) days after it is
submitted; otherwise, the request will
be canceled and need to be
resubmitted.

(b) After your role request is
approved, proceed to Step 24 to
complete the Multi-Factor
Authentication before you can
access the 'Physician Quality and
Value Programs' application,
where you are able to complete
the following, using your EIDM
User ID and EIDM password in
order to:

e Register the group to
participate in the Quality
Payment Program via the
CMS Web Interface and/or
elect to administer the

Request New Application Access Acknowledgement

Your EIDM request has been successfully submitted.
The tracking number for your request is:
1689081

Please use this number in all correspondence concerning this request.
You will receive an email once your request has been processed.

—o

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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CAHPS for MIPS survey;
e View the group’s prior
registration(s).

V. Completing the Multi-Factor Authentication (MFA)

NOTE: MFA will need to be completed each time you log into the CMS Enterprise Portal. Additional
information on how the MFA process works can be found at http://www.cms.gov/Medicare/Medicare-Fee-
for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013=QRUR.html.

24. Log In to the CMS Enterprise
Portal and then Accept the
Terms and Conditions.

Note: Multi-Factor Authentication
(MFA) is a new approach to security
authentication which will help improve
CMS' ability to reduce fraud and
ensure system security. It requires
users to provide more than one form
of verification in order to prove their
identity in order to access certain
information provided via the ‘Physician
Quality and Value Programs’
application. MFA registration is
required only once when you are
requesting a role but will be verified
at every log-on.

Health Care Quality Improvement System

Terms and Conditions

=

Provider Resources

OMB No.0938-1236 | Expiration Date: 04/30/2017 | Paperwork Reduction Act

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, {3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized
use only.

Unauthorized or impreper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and ccnsent to the following:

You have no reasonable expectation of privacy regarding any communicaion or data transiting or stored on this information system

At any time, and for any lawful Government purpose, the government may menitor, intercept, and search and seize any communication or data transiting or stored on
this information system.

Any communication er data transiting or stered on this information system may be disclosed o used for any lawful Government purpose.

To continue, you must accept the terms and cenditions. If you decline, your legin will automatically be cancellad.

— CGEDEED

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222

or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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25. Enter Your EIDM User ID and
select Mext on the Welcome to CMS Qv
CMS Enterprise Portal screen.

Enterprise Portal

Centers for MMrarp & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

) GZID GE=1D

Forgot User ID?
Need an account? Click the link - New user registration

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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26. Multi-Factor Authentication
(MFA) will need to be completed
each time you log into the CMS
Enterprise Portal.

a) Enter Your EIDM Password.

b) Select the MFA Device Type
from the drop-down menu.

Note: You previously registered to
complete the MFA process when
setting-up your Physician Quality and
Value Programs account. Please
ensure that you select the same MFA
Device Type you selected when
registering for the MFA process during
your initial account set-up. You will
not be able to complete the MFA
process if your selection from the
MFA Device Type does not match
your initial selection when setting-up
your account.

C) Select Send to retrieve the
Security Code.

Note: The Send option will appear
only when the following MFA Device
Type is selected:

e Text Message-Short Message
Service (SMS)

e Interactive Voice Response (IVR)
Email

d) Enter the Security code and
select Log In.

Welcome to CMS Enterprise Portal

Enter Security Code
A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA)
device when you eriginally requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly.

Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be
directed away from this page. For security purposes, you will be prompted to answer vour challenge questions before the Security Code
is generated. The Security Code will be sent to the email address in your profile. You will be required to login again with your User 1D,
Password and Security Code.

You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desl, you must select the 'One-Time Security Code' option from the
MFA Device Type dropdown menu.

Need to Register an MFA Device?
1f you have nat registered an MFA device and would like to do so now, yau may use the "Reaister MFA Device" link. For security purposes
you will be prompted to login again and answer your challenge questions before registering an MFA device.

Password: sessssses h
MFA Device Type: Text Message- Short Message Service (SMS) E| m«

Success
Security Code: 764974 h
- B

Forgot Password?
Unable to Access Security Code?
Renister IFA Device

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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27. You will be directed to CMS Qroaensne G
Portal Homepage. Select OS] oo
Quality Payment Program and | | .00V Enterprise Porta
then CMS Web S
Inertace/ GRS for S || e e

Welcome to CMS Enterprise Portal Request Access

Use he Inkbelow fo request acess 1o
The Enterprise Porta combines and displays content and forms fom multiple appiications, supports users with

navigation and ¢ ross-enterprise search too's, supports simpiified Sign-on, and uses role-based access and
personalzaion to present each user with only relevant content and appic tions. The vision of the Enterprise

Portal is to provide "one-stop shopping” capabilties to improve customer experience and satistaction

s Contact Help Desk
Applieaion Access
There are several ways tomanage accessto ACO Help Desk Contact e ACO Infg
& opSon 2)if you have any quessions 3
applications in the CMS Enterprise Portal // users should cll 18387346563

If you have questions or need assistance please contact the Quality Payment Program by phone at 866-288-8292 / TTY 877-715-6222
or e-mail at gpp@cms.hhs.gov. Normal business hours are Monday-Friday from 8:00am to 8:00pm ET.
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