
State Medicaid Fraud War Room 

Standard Operating Procedures 

 

1. Purpose  

These Standard Operating Procedures establish the operational framework for State Medicaid 
Fraud War Rooms. The core purpose of the State War Rooms is to bring data analytics, program 
integrity, legal counsel, and investigative authority into a single, recurring forum — enabling 
states to act on potentially fraudulent Medicaid providers in real time, using both regulatory tools 
and criminal referrals. 

 

2. War Room Structure and Roles 

War Room Lead —  Medicaid 
Director or Program Integrity Unit 
Director or Similar Leadership 

The War Room Lead chairs all sessions, makes final administrative 
action decisions, signs payment suspension orders, and serves as the 
primary state liaison to the Centers for Medicare & Medicaid 
Services (CMS). The War Room Lead is responsible for ensuring 
action assignments are executed between state and law enforcement 
entities and all reporting deadlines are met. 

Data Analytics Representative(s) — 
State Medicaid Analytics Team 

Responsible for running the fraud scoring model, preparing the 
ranked provider target list before each session, maintaining data 
documentation for all enforcement actions, and processing state 
and/or CMS data feeds. The analytics team presents cases at each 
session and responds to member questions on the data. 

Legal Counsel — State Medicaid 
Legal Counsel 

Reviews all proposed administrative actions for legal sufficiency 
before final determinations are made. Approves suspension notices 
and referral packages. Coordinates with the state Attorney General's 
office, as needed. Advises the State War Room on the applicable 
evidentiary standard for each administrative action tool. 

MFCU Liaison — Medicaid Fraud 
Control Unit Representative(s) 

Receives referrals from the State War Room. Provides status updates 
on open MFCU cases involving State War Room targets and advises 
on investigations. 

Provider Enrollment Officer(s) 

 

Executes enrollment terminations and payment suspensions in the 
state Medicaid Management Information System (MMIS) within a 
recommended 24 hours of a State War Room decision. Coordinates 
with the state licensing board on applicable cases. Maintains current 
provider status records and reports execution status at each action-
execution session. 

CMS/Center for Program Integrity 
(CPI)— 
MedicaidFraudWarRoom@cms.hhs.gov 

Provides technical assistance and federal data upon request, CMS 
analytic flags/leads as appropriate, and the federal exclusion referral 
pathway. Does not direct state enforcement decisions, select targets, 
or make case-by-case determinations. Receives completed referral 
packages from the state, as appropriate. 

 

 



3. Operational Workflow 

 

Step 1: Lead Identification 

The State War Room's enforcement actions begin with identification of high-risk providers 
through data analysis. 

Primary data sources for lead identification include: 

• Analytics team’s ranking of providers by composite fraud risk score (described below).  

• Complaints from beneficiaries, providers, and/or the public. 

• Referrals from MFCU, state licensing boards, Medicaid Managed Care Organizations, 
and other state agencies. 

• CMS-provided analytic flags and national outlier reports transmitted to the state by 
CMS/CPI via the MedicaidFraudWarRoom@cms.hhs.gov mailbox if applicable. 

•  The Medicaid Emerging Vulnerability Intelligence and Actions (MEVIA) dashboard. 

• Media reports or other public information, used as a supplement to data, not as a 
standalone basis for action. 

Step 2: Deconfliction 

Before any provider is placed on the State War Room's formal agenda, the data analytics team, 
law enforcement, and legal counsel conduct a deconfliction review to ensure that State War 
Room regulatory action does not inadvertently compromise an active criminal investigation or 
duplicate action already underway at the state or federal level. 

Deconfliction checks include: 

• Confirming with the MFCU Liaison whether an active investigation exists for the 
provider.  

o If an investigation is open and the MFCU determines that regulatory 
administrative action would compromise the investigation, the MFCU Liaison 
may request a hold on that case for the State War Room. This hold must be 
requested in writing and reviewed by the War Room Lead and legal counsel. 
Holds are not granted indefinitely — the default expectation is that regulatory and 
criminal action proceed in parallel. The War Room Lead makes the final 
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determination about whether to implement the requested hold or take appropriate 
regulatory administrative action due to the ongoing risk to taxpayer dollars and 
beneficiary harm.  

• Confirming with MedicaidFraudWarRoom@cms.hhs.gov whether HHS-OIG or CMS has 
an active investigation or pending enforcement action involving the provider. 

• Checking the OIG List of Excluded Individuals and Entities (LEIE) to determine whether 
the provider has already been excluded, which would render further State War Room 
action unnecessary for federal healthcare program purposes. 

• Reviewing state records for prior suspension, termination, or sanction history. 

CMS encourages State War Room participants to consider administrative action even 
where a MFCU has investigations open if the case is not actively progressing and would not 
be compromised.   

Step 3: State War Room Meeting 

The State War Room meeting is the central decision-making forum. Each session follows a 
structured agenda designed to move efficiently from data presentation to defensible actions. 

Presentation. Presentation format might cover a single provider or bulk projects. The 
presentation covers: who the provider is and what services they bill; what fraud indicators the 
data triggered and how unusual the provider's billing pattern is relative to peers; the dollar 
amount at risk and the time period of the anomaly; what data sources were used; whether 
deconfliction was completed and the outcome; and the recommended enforcement. The 
presentation is factual and data-driven.  

Discussion. Following the presentation, the State War Room Lead opens the floor for questions 
and discussion. Legal Counsel addresses whether the evidentiary record is sufficient to support 
the proposed administrative action and identifies any legal concerns or exceptions that may 
apply. The MFCU Liaison advises whether law enforcement referral is appropriate. Other 
members may raise questions about the data, the provider type, or the proposed action. 
Discussion is focused and time-limited. 

Conclusion. The State War Room operates by consensus where possible. The War Room Lead 
calls for any objections or holds after discussion, and if none are raised, the administrative action 
is confirmed. If a member raises a substantive objection that requires additional research or 
discussion, the War Room Lead may table the provider for one additional session pending 
additional information. 

Action. At the conclusion of discussion for each provider, the War Room Lead assigns specific 
action responsibilities: the Provider Enrollment Officer is assigned to execute payment 
suspension within a recommended 24 hours; appropriate state staff is assigned to draft the 



suspension notice and any law enforcement referral package; and the MFCU Liaison is assigned 
to open or escalate the investigation.  

Step 4: Data and Documentation 

The State War Room maintains complete and accurate records of all activity. These records serve 
three purposes: (1) create the evidentiary foundation for enforcement actions that may be 
challenged by providers, (2) enable federal oversight of state program integrity performance, and 
(3) allow the State War Room to track trends and evaluate the effectiveness of its targeting model 
over time. 

State War Room Provider Case Brief.  For every provider or project on the agenda, the data 
analytics team completes the Case Briefing Template in advance, capturing the full picture 
needed for an informed enforcement decision: the nature of the allegation, recommended action 
and risk tier, enrollment information, billing profile across Medicare and Medicaid (as 
appropriate), top procedure codes with anomaly notes, program integrity history, and the specific 
fraud indicators identified in the data. The completed form structures the analytics 
representative's presentation during the session and ensures that Legal Counsel, the MFCU 
Liaison, and the War Room Lead are working from a consistent, documented evidentiary record. 
Template C is retained in the War Room records file for each provider reviewed and serves as the 
foundation for any subsequent enforcement action, suspension notice, or referral package. 

CMS Data Request Form. Provides the standard form by which State War Rooms formally 
request data from CMS in support of administrative action determinations. The form covers the 
full range of data relevant to provider fraud investigation, including claims history, enrollment 
and revocation records, payment suspension history, exclusion and sanction status, and 
investigative referral status. For each data element, the requesting state identifies the specific 
providers or populations at issue and provides relevant notes to focus the request. The form 
includes a certification block requiring signature by the War Room Lead confirming that all 
requested data will be used solely for program integrity purposes consistent with 42 CFR Part 
455. Completed forms are submitted to MedicaidFraudWarRoom@cms.hhs.gov  and retained in 
the State War Room records file. 

Provider Action Log. The State War Room maintains a running Provider Action Log (template 
B) documenting every provider reviewed at each session. For each provider the log captures: 
NPI, provider name and type, date reviewed, fraud indicators identified, dollar amount at risk, 
enforcement tier assigned, specific action taken, date of action, current status, and any 
subsequent developments. The log is updated after every session and every action execution.  

Suspension Status Report. The Enrollment Officer maintains a current Suspension Status 
Report in the state MMIS or a designated tracking system, updated in real time as suspensions 
are entered, lifted, or modified.  



Session Minutes. A designated State War Room staff member prepares written minutes for each 
session, capturing: providers reviewed, decisions made, objections raised, action assignments, 
and attendance. Minutes are circulated to all members. 

Step 5: Expedited Execution 

Speed of execution after a State War Room decision is as important as speed of the decision 
itself. The following execution timelines are strongly encouraged: 

Payment suspension entry in MMIS. The Enrollment Officer should enter the payment 
suspension in the state MMIS within 24 hours of the State War Room determination. 

Suspension notice to provider. State staff should transmit the written payment suspension 
notice to the provider within five days of the State War Room determination, unless requested in 
writing by a law enforcement agency to temporarily withhold such notice, consistent with 
applicable state notice requirements and 42 CFR 455.23.  

Pursuant to 42 CFR 455.23(b)(2), the notice must include or address all of the following: 

(i) State that payments are being suspended in accordance with this provision. 

(ii) Set forth the general allegations as to the nature of the suspension action, but need not 
disclose any specific information concerning an ongoing investigation. 

(iii) State that the suspension is for a temporary period, as stated in paragraph (c) of this 
section, and cite the circumstances under which the suspension will be terminated. 

(iv) Specify, when applicable, to which type or types of Medicaid claims or business units 
of a provider suspension is effective. 

(v) Inform the provider of the right to submit written evidence for consideration by State 
Medicaid Agency. 

(vi) Set forth the applicable State administrative appeals process and corresponding 
citations to State law. 

MFCU referral. Where law enforcement referral has occurred, the written referral must be 
transmitted to the MFCU on the same day as the payment suspension notice, or within 24 hours 
of the State War Room determination. 

Exclusion referral package submission. Where the State War Room has determined that the 
provider meets the threshold for federal exclusion, state staff should prepare and transmit the 
completed Exclusion Referral Package (Template C) to MedicaidFraudWarRoom@cms.hhs.gov  
within five business days of the State War Room determination. CMS then forwards the package 
to HHS-OIG OCIG within two business days of receipt. 

Overpayment demand. For cases with identified overpayments, the War Room Lead initiates a 
request to the provider for a formal overpayment demand letter. 

 



4. Enforcement Tools and Tier Classification 

Enforcement tiers guide the State War Room's response to each provider based on the strength of 
the fraud indicators and the evidentiary record available at the time of review. Tiers are not 
permanent designations — a provider can move between tiers as new information is developed. 

Tier 1 — Urgent Action. Strong fraud indicators supported by data sufficient to meet the legal 
sufficiency threshold for administrative action (payment suspension, termination, and, where 
applicable, exclusion referral). Legal Counsel has confirmed evidentiary sufficiency. Actions: 
payment suspension entered within 24 hours; suspension notice issued within 48 hours; MFCU 
referral transmitted; exclusion referral package initiated where warranted. Tier 1 indicators 
include billing anomalies more than three times the peer average; claims for services rendered to 
deceased beneficiaries; provider billing for more hours than exist in a day; a sudden unexplained 
billing spike greater than 200% within 90 days; or a pattern of claims for services not provided. 

Tier 2 — Enhanced Monitoring. Credible fraud indicators that do not yet rise to the threshold 
for Tier 1, or where the deconfliction review identified a hold. Actions: pre-payment review 
initiated; additional records or data requested; provider placed on enhanced monitoring. The 
provider returns to the State War Room agenda within 90 days with updated data. 

Tier 3 — Monitor and Close. Minor anomaly or single data point without corroborating 
indicators. No immediate action warranted. The provider is flagged in the system and 
automatically rescored at the next monthly data run. The State War Room does not dedicate 
further session time to Tier 3 providers unless new information elevates the risk score. 

 

 

 

 
 
 
 
 
 
 
 

 

 

 


